Conprgvghreat Marecial

Svouji Nakamura = Toshio Nakagawa

Stochastic Reliability
Modeling, Optimization
. and Applications

w World Scientific

Cugry mghtead Keates 1l



Stochastic Reliability
Modeling, Optimization
and Applications



This page intentionally left blank



Stochastic Reliabilit

\\:3 World Scientific

NEW JERSEY « LONDON - SINGAPORE - BEIJING « SHANGHAI « HONG KONG - TAIPEI « CHENNAI




Published by

World Scientific Publishing Co. Pte. Ltd.

5 Toh Tuck Link, Singapore 596224

USA office 27 Warren Street, Suite 401-402, Hackensack, NJ 07601
UK office 57 Shelton Street, Covent Garden, London WC2H 9HE

British Library Cataloguing-in-Publication Data
A catalogue record for this book is available from the British Library.

STOCHASTIC RELIABILITY MODELING, OPTIMIZATION AND APPLICATIONS
Copyright © 2010 by World Scientific Publishing Co. Pte. Ltd.

All rights reserved. This book, or parts thereof, may not be reproduced in any form or by any means,
electronic or mechanical, including photocopying, recording or any information storage and retrieval
system now known or to be invented, without written permission from the Publisher.

For photocopying of material in this volume, please pay a copying fee through the Copyright
Clearance Center, Inc., 222 Rosewood Drive, Danvers, MA 01923, USA. In this case permission to
photocopy is not required from the publisher.

ISBN-13 978-981-4277-43-3
ISBN-10 981-4277-43-6

Printed in Singapore.



Preface

One small research group with an organizer Toshio Nakagawa of Aichi In-
stitute of Technology and fifteen members was started in Nagoya, Japan on
February, 1989. This group was named Nagoya Computer and Reliability
Research (NCRR) with the objective of presenting and writing research
papers studied by each member. The NCRR has no rule and no duty,
however, has a strong desire to study computer and reliability problems in
one’s daily life and place of work. The NCRR has continued for twenty
years unexpectedly, and during this interval, each member has presented
actively many papers in the following international conferences:

e The First Australia-Japan Workshop on Stochastic Models in En-
gineering, Technologies and Management, July 14-16, 1993, Gold
Coast, Australia.

e UK-Japanese Workshop on Stochastic Modeling in Innovative
Manufacturing, July 20-21, 1995, Cambridge, UK.

e The Second Australia-Japan Workshop on Stochastic Models in
Engineering, Technologies and Management, July 17-19, 1996,
Gold Coast, Australia.

e The First Euro-Japanese Workshop on Stochastic Risk Modelling
for Finance, Insurance, Production and Reliability, September 7-9,
1998, Brussels, Belgium.

e The First Western Pacific/Third Australia-Japan Workshop on
Stochastic Models in Engineering, Technology and Management,
September 23-25, 1999, Christchurch, New Zealand.

e International Conference on Applied Stochastic System Modeling,
March 29-30, 2000, Kyoto, Japan.

e The Second Euro-Japanese Workshop on Stochastic Risk Modelling



vi Stochastic Reliability Modeling, Optimization and Applications

for Finance, Insurance, Production and Reliability, September 18-
20, 2002, Chamonix, France.

e 9th ISSAT International Conference Reliability and Quality in De-
sign. August 6-8, 2003, Waikiki, Hawaii, USA.

e 10th ISSAT International Conference Reliability and Quality in
Design, August 5-7, 2004, Las Vegas, Nevada, USA.

e 2004 Asian International Workshop on Advanced Reliability Mod-
eling, August 26—27, 2004, Hiroshima, Japan.

e International Workshop on Recent Advances in Stochastic Opera-
tions Research, August 25-26, 2005, Canmore, Canada.

e 2006 Asian International Workshop on Advanced Reliability Mod-
eling, August 24-26, 2006, Busan, Korea.

e 13th ISSAT International Conference Reliability and Quality in
Design, August 2-4, 2007, Seattle, Washington, USA.

e 2008 Asian International Workshop on Advanced Reliability Mod-
eling, October 23-25, 2008, Taichung, Taiwan.

Several good papers selected from the above conferences have published in
some research journals and on book forms.

In memory of twenty th anniversary, we make a plan of publishing the
book written by each member titled on Stochastic Reliability Modeling, Op-
timization and Applications from World Scientific Publishing. The book is
composed of three parts: Reliability Theory, Computer System Reliability,
and Reliability Applications. Throughout this book, we formulate stochas-
tic models by applying mainly renewal, Markov renewal and cumulative
processes in stochastic processes, and analyze them by using the techniques
of reliability theory. Furthermore, we obtain the availability, the expected
cost and the overhead as an objective function, and discuss analytically
optimal policies which minimize them. Such methods and results would be
more useful for studying and applying other reliability models in practical
fields.

Part I consists of three chapters, focusing on discussing optimal policies
for standard reliability models: Chapter 1 presents a generalization of basic
concepts of binary state to multistate coherent systems, and gives the exis-
tence theorems of series and parallel systems, IFRA and NBU theorems and
their properties of coherent systems. The treatment of k-out-of-n systems
is newly presented in this chapter. Chapter 2 considers three replacement
policies for cumulative damage models in which an item is replaced at time,
shock number, damage level, and at failure, whichever occurs first. Another
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three replacement policies for the failure interaction and the opportunistic
models are taken up, and optimal policies are discussed analytically, using
the techniques of cumulative processes. Chapter 3 extends the standard
inspection model to four inspection policies for a two-unit system, a sys-
tem with two types of inspection, a system with self-testing, and a system
with a finite operation time. The expected cost rates for each model are
obtained, and optimal policies which minimize them are derived by using
the methods of inspection policies.

Part IT consists of five chapters, focusing on analyzing a various of com-
puter systems by using reliability theory: Chapter 4 discusses hybrid state
saving schemes with realistic restrictions. Optimal checkpoint intervals
are derived by using approximations for overhead evaluation. The imple-
mented logic circuit simulator and numerical examples are also presented.
Chapter 5 formulates three stochastic models of a system with networks
by using Markov renewal processes. Optimal policies which minimize the
expected cost rates are derived analytically, and numerical examples are
presented. Chapter 6 studies three stochastic models of a communication
system with the recovery techniques of checkpoint and rollback, a mobile
communication system with recovery scheme and a communication system
with window flow control scheme. Some reliability measures of each model
are obtained by using Markov renewal processes, and optimal policies which
minimize them are discussed. Chapter 7 considers two backup models of
a database system. The expected cost rates of each model are obtained,
and optimal backup policies are discussed by using theory of cumulative
processes. Chapter 8 considers two-level recovery schemes of soft and hard
checkpoints, and multiple and modified modular systems with sequential
checkpoint times, increasing error rates and random processing times. Op-
timal checkpoint intervals of each model which minimize the total overhead
are derived by using reliability theory.

Part III consists of two chapters, focusing on maintenances of miscella-
neous systems and optimization problems in management science: Chapter
9 takes up optimal maintenance models of five different systems such as mis-
sile, phased array radar, FADEC, co-generation system, and power plant.
Some reliability measures of each model are obtained by using reliability
theory, and optimal maintenance policies which minimize them are dis-
cussed. Chapter 10 formulates three stochastic models associated with the
monetary facility, and considers optimization problems which maximize an
expected liquidation of holdings, minimize the prepayment risk for a mon-
etary risk, and determine a loan interest rate of banks. Optimal policies
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for each model are derived analytically, using reliability theory.

We are strongly convinced that the NCRR has run over twenty years
by great help and hearty assistance of many peoples: We wish to thank to
Professor Shunji Osaki, Nanzan University, Professor Prabhakar Murthy,
The University of Queensland, Professor Hoang Pham, Rutgers University,
Professor Shigeru Yamada, Tottori University, and Professor Tadashi Dohi,
Hiroshima University for having presented the papers at some national con-
ferences. We wish to express our special thanks to Professor Kazumi Yasui,
Aichi Institute of Technology, Professor Hiroaki Sandoh, Osaka Univer-
sity, and the other members of NCRR; Mr. Takehiko Nishimaki, Professor
Shinichi Koike, Professor Yoshihisa Harada, and Mr. Esturo Shima for
their cooperation and valuable discussions. Furthermore, we would like to
thank Kinjo Gakuin University Research Grant for the support and Editor
Chelsea Chin, World Scientific Publishing Co. Pte. Ltd for providing the
opportunity to write this book.

Syouji Nakamura
Toshio Nakagawa
Nagoya, Toyota
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Chapter 1

Multistate Coherent Systems

FUMIO OHI

Department of Mechanical Engineering
Nagoya Institute of Technology,
Gokiso-cho, Showa-ku, Nagoya, 466-8555, Japan
E-mail: ohi.fumio@nitech.ac.jp

1 Introduction

A basic problem in the study of reliability systems is to explain relation-
ships among the operating performances of systems and the components
consisting the systems. Using Boolean functions, Mine [14] introduced the
concept of monotone systems, in which all the state spaces of components
and the systems were assumed to be {0, 1}, so were also called binary state
systems, where 0 and 1 denote the failure and the functioning states, respec-
tively. Monotone system means that the more the number of functioning
components is, the higher the performance level of the system consisted of
the components is.

Mathematical aspects of these binary state monotone systems were ex-
plained [3,4,8]. Barlow and Proschan [1] have summarized the reliability
studies of the binary state monotone systems. Pham [22] has edited the
recent work about reliability engineering, and in this handbook, we can find
out formulae useful for solving practical reliability problems.

In many practical situations, however, systems and their components
could take many other performance levels, from the perfectly functioning
state to the complete failure state. Thus, reliability models of multistate
systems and components are required for more practical treatment of real
reliability systems.
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Such multistate systems were introduced in the context of cannibaliza-
tion [10,11], but these works were not concerned with mathematical aspects
of the systems. More mathematical studies of multistate systems were car-
ried out by [2,7]: Barlow and Wu [2] defined multistate coherent systems
based on the minimal path and cut sets of binary state systems, and dis-
cussed some properties of the multistate systems. El-Neweihi, Proschan
and Sethuraman [7] defined the multistate systems assuming that all the
state spaces of the systems and their components could be expressed as
{0,1,---,M}. Their results were very analogous to those of binary sys-
tems. Huang, Zuo and Fang [12] introduced the multistate consecutive
k-out-of-n systems and provided algorithms to evaluate the performance
probabilities of the systems. Zuo, Hang and Kuo [28] defined a multistate
coherent systems assuming all the state spaces of the systems and compo-
nents were the same finite totally ordered sets as [7], and also they presented
a definition of multistate k-out-of-n systems in the context. The definitions
were technical and then applicable to the real situations.

This chapter is concerned with a mathematical generalization of the con-
cepts of binary state monotone systems mainly based on the work of [17].
Section 2 presents a definition of multistate systems, assuming that state
spaces of systems and their components need not to be the same, and are
mathematically finite totally ordered sets. We discuss series and paral-
lel coherent systems and obtain an existence theorem which justifies the
usual formulae of the series and parallel systems, i.e., mini<;<n, z; and
maxi<i<n &; in the theory of binary state systems. A definition of dual
systems is also presented in this section, using the concept of dual ordered
sets.

In Section 3, we present newly a definition of multistate k-out-of-n:G
systems and show some properties of them. In the theory of binary state
systems, the dual systems of k-out-of-n:G systems are well known to be
n — k + 1l-out-of-n:G systems. But, in our context, the similar proposition
generally no longer holds, since the state spaces of components and the
system are arbitrarily finite ordered sets and have less restriction than those
of binary state systems. But, the duality holds generally for the maximum
and minimum k-out-of-n:G systems.

In Section 4, we treat modules of multistate systems. The modules
are practically familiar concept for us to follow when constructing a large
system. A system is generally composed of many systems of smaller size
each of which is called a module and is also composed of many systems. In
other words, practical systems have a hierarchic structure and each layer of
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the hierarchy consists of modules, and each module also consists of modules
of smaller size. From the reliability point of view, we are interested in
algebraic and probabilistic relations between systems and modules. In other
words, how the reliability of the system is determined by the reliabilities of
the modules.

The examination of the concept of modules occupies mathematically
and practically important part in the theory of binary state systems, where
an elegant theorem holds, called three modules theorem [6], but the similar
proposition can no longer hold in our multistate cases.

In Section 5, we examine stochastic aspects of multistate systems. The
IFR(increasing failure rate), IFRA(increasing failure rate average) and
NBU(new better than used) stochastic processes are defined, and IFRA
and NBU closure theorems of [23] are then proved in a slightly different
situation.

In Section 6, a generalization of the concept of hazard transforms is
presented and, using it, we prove that the preservation of IFR property
determines the structure of a multistate system as a series system.

Throughout this work, we may recognize that a basic theory of reliability
systems treats the algebraic and stochastic relationship between a product
partially ordered set and a partially ordered set through an increasing map-
ping from the former to the latter. There practically exist some examples
in which a component has two deteriorating states for which we cannot say
the one state is better/worse than the other [27]. So, a model of reliability
systems including partially ordered sets as the state spaces is useful, and
Yu, Koren and Guo [27] presented more general multistate systems and
some properties of them, but which were not a thorough treatment.

This article considers only totally ordered finite sets except for the prob-
abilistic examination, but the basic concepts of reliability systems defined
for totally ordered case, as series and parallel systems, k-out-of-n:G sys-
tems, modules and stochastic properties, are thought to be easily extended
to the partially ordered case. The thorough generalization to the case of
arbitral ordered sets, though, is remained to be an open problem.

Notations

We use the following notations: A finite set C' = {1,2,--- ,n} is the set
of the components consisting a system and §; (i € C) is the state space of
the ith component defined to be a finite totally ordered set in Definition
2.1 and is not necessarily the binary set {0, 1}. The state space of a system
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composed of the components is also defined to be a finite totally ordered
set.

1) For A C C, the product set of €; (i € A) is denoted by Q4 = [],c 4 Q.
When A = {i}, Q4 = Q.

2) An element of Q4 (A C O) is denoted by # and also simply z* = z
if there is no confusion. When A = C, © € Q¢ is precisely written as
= (1, ,&n), z;, €Q; (i=1,---n).

3) Forasubset ACC, A =C\A={i|icC, igA}.

4) For B C¢ A C C, Pg is the projection mapping from Q4 to Qp. For
x € Qe, x; = P{l}(.’lj)

5) Fr- BCACCandV CQu, Po,V={Po,x|xecV }

6) Let { B; | 1 < j < m } be a partition of A C C. Then, for z; €

Hiij Q(1<j<m),x=(x1, - ,xy) is an element of Q4 such that
Poy @ = x;. Then for every @ € €4 (AcCQO), z=(zB,. ... xPn),
where 8 = Pg,(z) (i=1,---,m).

7) (ki,x) € Qa (ACC, i € A) is an element of 24 such that k € Q; and

€ [Leagiy -
8) |A] is the cardinal number of a set A.

2 Coherent Systems

Definition 2.1. A system composed of n components (a system of order
n) is a triplet (Q¢, S, ¢) satisfying the following conditions:

1) C ={1,---,n} is the set of the components.
2) Q; (i € C) and S are finite totally ordered sets.
3) ¢ is a surjection from Q¢ = [, @ to S.

Q; is the state space of the i-th component and S is the one of the system
composed of the n components. The orders on Q; (i € C') and S are denoted
by a common symbol <. m; and M; denote the minimum and maximum
elements of 2;, respectively, and we also use m and M to show the minimum
and maximum elements of S, respectively. The order < on the product
sets Q¢ =[]}, € is defined as the followings ; for @ = (21, , ;) and
y=(y1," ,Yn) of Qo, ¢ <y means z; < y; (Vi € C), and * < y means
x; <y (Viel).

Throughout this chapter, we assume Q; = {0,1,---,N;} (¢ € C) and
S =1{0,1,---, N}, since any finite totally ordered set is isomorphic to some
finite set {0,1,---, L} of nonnegative integers 0,1, --- , L.
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We use the notation for a system (Qc¢, S, ¢):
Vslp) ={z | p(x) =5, zcQc}, s€b,

which is the inverse image of s € S respect to ¢, then for s # ¢, V() N
Vi(p) = ¢ holds. From the surjective property of ¢, we have V,(¢) # ¢ for
every s € S. The symbol MIV,(p) means the set of the minimal elements
of Vs(p) (s € 9).

When there is no confusion, we write V; in place of V;(¢) and a system
(Qc, S, p) is simply called a system .

Definition 2.2. A system ¢ is called increasing iff for  and y of Qc¢,
x <y implies p(x) < ¢(y).

For ; € Q¢ (1 <1 < m), \/lemi = x V- ---Vx, and /\lewi =
1 A -+ A xp mean the supremum and the infimum of {x1,--- ,zx} C Qc,
respectively. The same symbols V and A are also used for every subset of
S with the same meanings. For an increasing system ¢,

p(N1@i) S ANje(),  Vimp(®i) < (Vi @),
and furthermore,
p(my, - mn) =m, oM, ,M,) =M,
because of the surjective and increasing properties of .
Definition 2.3.

1) ©; (or the component i) is said to be relevant to the system ¢ iff for
every r and s of S such that r # s, there exist k and [ of ©; and
T E H;-Z:L#i ; such that (k;, &) € V. and (l;, ) € V,. In this case, §;
is simply called relevant

2) A system ¢ is said to be relevant iff every Q; (i € C) is relevant to the
system.

Definition 2.4. A system ¢ is said to be a coherent system iff the system
® is increasing and relevant.

In the sequel of this section, we examine series and parallel systems and
show the existence theorem of series and parallel systems. We start with a
definition of series and parallel systems.
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Definition 2.5.

1) A system g is called a series system iff inf V, € V; holds for every s € S.
In other words, every V has the minimum element.

2) A system ¢ is called a parallel system iff sup V, € Vi holds for every
s € S. In other words, every V; has the maximum element.

Lemma 2.1.

(i) For a coherent series system ¢, inf Vi < inf V; for every s and t of S
such that s < t.

(ii) For a coherent parallel system ¢, sup Vs < sup V; for every s and t of S
such that s < ¢

Proof. We prove only (i), since the proof of (ii) is similar to (i). Letting
s and t of S be s < t, from the relevant property of ¢, there exist (k;, x)
and (I;, ) such that (k;,x) € V5 and (I;,x) € V.

If (infV;); < k holds, infV; < (k;,x) since infV; < (I;,z) and
(inf V;)C\M# < @, and hence, p(inf V;) = t < @(ki, &) = s, which con-
tradicts to the assumption s < t. Then, k < (inf V;);.

Thus (inf V5); < (inf V4); holds for every i € C. O

The following proposition gives us characterizations of series and parallel
coherent systems:

Proposition 2.1. For a coherent system ¢, we have the following equiva-
lent relations:

(i) ¢ is a series system iff p(x A y) = ¢(x) A p(y) holds for every = and y
of Qc.

(i) ¢ is a parallel system iff p(x V y) = p(x) V ¢(y) holds for every x and
y of Q¢.

Proof. We prove only (ii), since (i) is similarly proved.
Sufficiency: sup Vs € Vy holds for every s € S, because

o(sup V) = sup{p(x) | ¢ € Vi} = s,

from the sufficiency of the equality and that Vy is a finite set.

Necessity: Without loss of generality, we assume x € Vs, y € V; and s <.
y<axVy < (supV)V (supV;) follows from = < sup V, and y < sup V;.
On the other hand, sup Vs V sup V; = sup V; from Lemma 2.1. Then, y <
x Vy < supV; holds. Now the parallel system ¢ implies sup V; € V; and
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y € V; from the assumption. Then, the increasing property of ¢ leads to
p(x Vy) =t. Noticing p(x) V ¢(y) = t, we conclude the proof. O

Table 1 Coherent series Table 2 Increasing series
Q2 Q2
0 1 2 0 1 2
010 0 0 0|0 0 0
9 110 1 1 Q 1|0 1 1
210 1 2 2|2 2 2

Example 2.1. Tables 1 and 2 are examples of series coherent and series
increasing systems, respectively. Table 1 gives us an intuitive explanation
of the equality in (i) of Proposition 2.1. Table 2 shows that the equalities
in Proposition 2.1 do not necessarily hold when the coherent property is
not assumed. O

Theorem 2.1. (Existence theorem of series and parallel coherent systems)
Let Q; (i € C) and S be totally ordered finite sets.

(i) A series coherent system (¢, S, ¢) exists iff [S] < mi(gl 1] .
1€
(ii) A parallel coherent system (¢, S, ¢) exists iff |S| < micr} [€] .
1€

Proof. The necessity of the conditions (i) and (ii) are evident from
Lemma 2.1, then we prove the sufficiency part of each case.

Sufficiency in (i): Let inf Vi and Vi (s € S) be

inf Vi = (s, ,9),

Ve=Az | infVy <, infV, Lx (t>s), xcQc},
and we construct ¢ : Qo — S as p(x) = s for € V. Then, this system ¢
is easily shown to be a series increasing system. Noticing that (¢,--- ,t) € V;
and (¢,--- ,t,8,t,---,t) € V5 holds for every s and ¢ of S such that s < ¢,
the relevant property of the system ¢ is evident,

Sufficiency in (ii): Letting sup Vs and V5 (s € S) be

sup Vs = (s, ,8), for s <N,

sup Vy = (N1, -+, Np),

Vi={x |z <supVs, € LsupV, (r <s), € Qc},
we assume ¢ as p(x) = s for & € V,. Then, this system ¢ is a coherent
parallel system. O
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Theorem 2.1 tells us a necessary and sufficient condition for us to con-
struct series and parallel coherent systems but not their uniqueness. In fact,
we can easily construct several series coherent systems for given 2; (i € C)
and S satisfying the condition of Theorem 2.1. The following proposition,
however, shows us the existence of the maximum and minimum series and
parallel coherent systems.

Proposition 2.2. Suppose that |S] < Iniél |€2;] holds.
ic

(i) There exist the minimum series coherent system (¢, S, @smin) and the
maximum series coherent system (Q¢, S, Ysmaz) Satisfying

Vo € QC, (Psmzn(m) < ’(/)(113) < Psmazx (:E)

for every series coherent system (Q¢, S, ).
(ii) There exist the minimum parallel coherent system (Q¢, S, @pmin) and
the maximum parallel coherent system (¢, S, Ppmaz) satisfying

Va € Qo,  @pmin(®) < Y(@) < Ppmaz (@)-

for every parallel coherent system (Q¢, S, 1).

Proof.

(i) Existence of Qsmaz: We prove that @gmas is the series coherent system
constructed in the proof of Theorem 2.1. Let i be a series coherent
system satisfying @smaz () < ¥(x) for some x € Q¢, and without loss
of generality, we assume Qgmqe () = s and ¢(x) = ¢, where s < t. For
some i € C, (x); = s must hold from the construction of @smas. Then,
(inf V4()); < s < t holds. On the other hand, from Lemma 2.1, we have
(inf V,(¥)); < p for any p < ¢, then (inf Vy(¢))); < 0, which contradicts
to (inf Vo (v)); = 0. Hence, @smaz(x) > 1(x) holds for every x € Q¢.

Existence of @smin: An argument similar to the proof of the existence
of Ysmaz easily takes us to that the coherent series system constructed
by the following is the @gmin:

infVoy=(N; —(N—-5),-- ,N,— (N —5)) s,

inf Vo = (0,---,0),

Vs={x|z<supV;, x LsupV, (r<s), z € Q¢ },

Ysmin(x) = s for & € V.
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(ii) It is easily shown by the argument similar to (i) that ¢@pmas is as con-
structed in the proof of Theorem 2.1, and @pmin is as the following:

Sup‘/s:(Nl_(N_S)’aNTL_(N_S)) SES,
Vsi={x|z<Vs;, zLsupV, (r <s), x € Qc },
@pmin(w) =S, for x € ‘/5 O

From Proposition 2.2, when |S| = |Q;| (¢ € C), series and parallel
coherent systems are uniquely determined, and we may express each of
them as

Spsmzn(m) = Psmaz (iIZ) = min{xl, T 7xn} = A?:lxia

‘Ppmin(w) = Psmax (:E) - max{xl, e ,Z‘n} - \/?:1331'.

These are the usual formulae of series and parallel systems [1], [7].

Example 2.2. The following Tables 2.3-2.8 are examples of Ysmaz,
Psmin, Ppmaz, Ppmin, and coherent systems ¢; and ¢s:

Table 2.3.  @Ysmin Table 2.4.  Ysmaz Table 2.5.  ©pmin
Qo Qo Qs
01 2 3 01 2 3 01 2 3
Q 000 0 0 O Q 000 0 0 O Q000 0 1 2
110 0 1 1 110 1 1 1 111 1 1 2
210 0 1 2 210 1 2 2 212 2 2 2
Table 2.6.  Ypmax Table 2.7. ¢ Table 2.8. 2
Qo Qo Qs
01 2 3 01 2 3 01 2 3
Q00 1 2 2 Q 00 0 0 O Q0 0/ 0 1 2 2
11 1 2 2 110 0 0 1 11 2 2 2
212 2 2 2 210 0 1 2 212 2 2 2

Relating to these examples, we note that p1(z) < @emin(x) and
Ypmaz () < @a(x) for every & € Qc.

In the theory of binary state systems, any coherent system is bounded
from the below by series system and from the above by parallel system.
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These examples, however, show us that the similar results no longer hold
in our theory of multistate systems.

Table 2.9. ¢ Table 2.10. 2
QQ QQ

0 1 2 0 1 2

2,00 00 Q0[]0 1 2

110 01 111 2 2

210 1 2 212 2 2

Furthermore, noticing that ¢1(x1,0) = ¢1(x1,1) for every x1 € Q1 and
pa(x1,2) = @a(x1,3) for every 1 € Q;, we may merge some states of a
component to one state. For the case of the system 7, the state space
of the second component is essentially {1, 2,3}, and the state space of the
second component is essentially {0, 1,2} for the system ¢2. Then, we have
transformed coherent systems which are equivalent to the original coherent
systems. O

In this chapter we present the following propositions.

Proposition 2.3. Let ¢ be an increasing system satisfying (s,---,s) €
Vs(p) for every s € S. Then, using the @smar and @pmas of Proposition
2.2,

vV S Qc, Psmax (.’B) S @(m) S Ppmazx (.’13)

Proof. Let ¢(x) < @smaz(x) hold for some x € Qc, and assume
Ysmaz () = t. From the construction of pgmaz, € >t = (¢,--- ,¢). Then,
o(t) < p(@) < Psmaz () =t and p(t) # ¢, which contradicts to t € Vi(p).
Hence, psmaz(x) < @(x) for every & € Q¢.

A similar argument proves ¢(x) < @pmaz(x) for every & € Q¢. O

We close this section with an alternative definition of systems and a
definition of dual systems, which will be used in Sections 4 and 3.

Definition 2.6. (An alternative definition of systems) A system com-
posed of n components is a triplet (Q¢, S, V) satisfying the following con-
ditions:

1) C={1,---,n}.

2) Q; (i € C) and S are totally ordered finite sets.
3) V ={V;;s € S} is a partition of Qc¢.
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The equivalence of Definitions 2.1 and 2.6 is evident. Using Definition
2.6, we may express increasing and relevant properties of systems.

Proposition 2.4.

(i) A system (Qc¢,S,V) is increasing iff y £ « holds for every = € V; and
y € V;, whenever s < t.

(ii) A system (Qc,S,V) is relevant iff (Po,\{i3Vs) N (Poo\fiy Vi) # ¢ for
every ¢ € C' and s,t € S such that s # ¢.

Next, we present a definition of dual systems and some remarks.

Definition 2.7. The dual system of a system ([]}_; €, 5, ¢) is the system
(ITi=, P, 8P oP) defined as the following:

1) QP (i=1,---,n) and SP are the dual ordered sets of ; (i = 1,--- ,n)
and S, respectively.
2) P I, QP — SP is defined as

mEHQl , P (2) = p(z).

Denoting the dual orders commonly by <p,
k1eQP k<pl <= k>1, (i=1,---,n),

n

w,yEHle, T<py < T>Y,
i=1

s,teS, s<p <= t>s.

The state spaces, say, S and SP differ only by the order and the elements
consisting the sets are the same. For example, the maximum element of
S is the minimum element of SP. It is easily verified that if a system is
increasing, then the dual system is also increasing. The similar proposition
holds for the coherent properties of the dual systems.

In the theory of binary state systems, it is well known that the dual
systems of series(parallel) systems are parallel(series) systems. The same
proposition holds in our coherent context, but, we treat these properties in
a wider context in the next section of k-out-of-n systems.

3 k-out-of-n systems

The treatment of k-out-of-n systems in this section is newly presented here.
For a system (€2c,S,¢) and A C C, we define w4 : [[;c4 Q2 — S as the
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following:
z e [ eal@) =, 0").
i€A
Then, we have a system (24,5, p4).

Definition 3.1. A coherent system (Q¢,S,p) of order n, ie, C =
{1,--- ,n}, is called:

1) A coherent k-out-of-n:G system, when the following conditions hold:
(1-i) VA C C such that |A| = k, (4,5, p4) is coherent series.

1-ii Q = Ay,
(1-ii) Vx € Qc, ¢(x) A:Acﬂéfﬁ‘(A‘:k@A(fB )

2) A coherent k-out-of-n:F system, when the following conditions hold:
(2-1) VA C C such that |A| =k, (24,5, p4) is coherent parallel.
2-ii) Vx € Q¢, = i 4.
(2-ii) V& € Qc, p(x) aalBn pa(x”)
Reminding Proposition 2.2, we notice that the condition about the state
spaces, |S| < 1r<m£1 |€2;], should be hold, when we consider the coherent k-

out-of-n:G(F) systems.
Proposition 3.1.

(i) ¢ is a coherent series system of order n iff ¢ is a coherent n-out-of-n:G
system.
(ii) ¢ is a coherent series system of order n iff ¢ is a coherent 1-out-of-n:F
system.
(iii) ¢ is a coherent parallel system of order n iff ¢ is a coherent 1-out-of-
n:G system.
(iv) ¢ is a coherent parallel system of order n iff ¢ is a coherent n-out-of-
n:F system.

Proof. The equivalent relationship of (i) and (ii) is clear from Definition
3.1 1) and 2), respectively. We prove only (iii), since (ii) is similarly proved.
For a 1-out-of-n:G system ¢, we have from Definition 3.1 1),

_ Vg, 00
pleVy) = max o(z; Vyi;, 01 )

=2 (4,0(331, O{Z},) \ (p(yla O{Z},))

1<i<n

_ oY ol
11;1%)(71 o(z;, 0" )V 1I£1ia§Xn ©(yi, 01")

= (@) Ve(y),
because €2; and S are totally ordered sets. Then, ¢ is a parallel system.
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Let ¢ be a coherent parallel system. From Lemma 2.1, for s < ¢,
sup Vs < sup V4, so to say,

Vie C, (supVp); < (supVi); < -+ < (sup V)i,

reminding that we assumed S = {0,1,--- ,N} and Q; = {0,1,--- ,N;} (i €
(). Then,

the minimum element of V5 = (0,--- ,0),

the set of the minimal elements of V;

—{(sup Vi) + 1,00 )| i= 1,2, -0}, 1<t <N,

and ¢(x) = max;<;<n @} (7). Hence, the coherent parallel system ¢ is
1-out-of-n:G system. O

Theorem 3.1. (Minimal elements of k-put-of-n:G systems) Let (Q¢, S, ¢)
be a coherent k-out-of-n:G system of order n, and

Ve € Qc, p(x) = a x?),
@ AT = LB o)

where (24,5, p4) is a coherent series system. Then, for the minimal ele-
ments of Vi (¢),

MIV,(p) = U  {@0") |zeMIVipa) }.
A:ACC, |Al=k

We notice that MIV;(p4) consists of only one element, that is, the mini-
mum element of Vi (p4), since the system ¢4 is a coherent series system.

Proof. For an element & € MIV,(p) (s # 0), there exists uniquely

a subset A of C such that |A| = k, z = (£*,04"), z* > 0 and =

MIVi(pa), by Lemma 2.1 and that each ¢4 is a coherent series system.
Let

AcCC, |Al=k, BCC, |Bl=k, A#B,
x e MIVs(pa), yeMIVipp), s#t,s#0,t#0.

We have (A\B) U (B\A) # ¢, * > 0, y > 0, and then, (x,04)8 %

)

y. Hence, pp(x,04 )2 = 0, since y is the minimum element of V;(¢p).
Finally, have ¢(z,04") = pa(z) = s and (2,04") € MIV.(p). O

Theorem 3.1 tells us that the type of minimal elements of Vi(yp) is
restricted to be (x,04"), |A| = k, @ € Qa, for the case of k-out-of-n:G
system. Noticing this theorem, the next example shows us that the dual
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system of a k-out-of-n:G system is not necessarily n — k + l-out-of-n:G
system.

Example 3.1. Let Q; ={0,1,2,3}, S ={0,1,2}. A 2-out-of-3:G system
 is defined by specifying the minimal elements as

M1Vo(p) = {(0,0,0)},

MIVi(e) ={(1,2,0),(2,0,1),(0,1,2)},

MI‘/Q((p) = {(27 3’ 0)7 (3’ 07 2)7 (O) 27 3)}7
(2,2,2) is easily verified a maximal element of V;(y), and then, the dual
system of ¢ is not a n — k + l-out-of-n:G, in this example a 2-out-of-3:G
system. O

Example 3.1 shows us that the dual system of a k-out-of-n:G system is
not generally a n— k + 1-out-of-n:G system. But, as a special case, the dual
system of a coherent n-out-of-n:G (series) system is a coherent 1-out-of-n:G
(parallel) system, and vice versa.

Following Proposition 2.2 which asserts the existence of the minimum
and maximum coherent series systems, there exist the minimum and max-
imum coherent k-out-of-n:G systems for given state spaces €; (i € C') and
S. The following Corollary 3.1 shows that the dual system of the minimum
(maximum) coherent k-out-of-n:G system is the maximum (minimum) co-
herent n — k + 1-out-of-n:G system.

Definition 3.2.

1) A coherent k-out-of-n:G system is said to be maximum (minimum) when
the series systems of Definition 3.1 (1) are all the maximum (minimum).

2) A coherent k-out-of-n:F system is said to be maximum (minimum) when
the parallel systems of Definition 3.1 (2) are all the maximum (mini-
mum).

The following Theorem 3.2 shows us the pattern of the maximal ele-
ments of the minimum (maximum) coherent k-out-of-n:G systems, of which
proof needs the following lemma:

Lemma 3.1. Let C be a set with cardinal number n. For a subset B C C,
VA C C such that |A|=k, ANB#¢ (3.1)
iff
|IB| >n —k+1.
Then, the minimum number of the cardinal number of B satisfying (3.1)
isn—k+1.
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Proof. If |B] <n —k, then
|C\B| = |C| = [B| >n—(n—k) =k, BU(C\B) = ¢,

which contradicts to (3.1). Then, (3.1) implies |B| >n —k + 1.
Suppose |B| > n—k+ 1. For A C C such that |A| =k, if AN B = ¢,

ACCO\B, |Al<|C\B|<n—(n—-k+1)=Fk—1,
which contradicts to |A| = k. Thus AN B # ¢. O

Theorem 3.2. (Maximal elements of the minimum (maximum) coherent
k-out-of-n:G systems) Let (¢, S, ) be the minimum (maximum) coherent
k-out-of-n:G system. Then, for every s € S\{N} and every maximum
element x of V;(¢), there exists B C C such that |B] =n —k + 1 and
min inf Vj . —1, 1€ B,
@ = A:ieA,|A|:k,ACC( +1(pa)); (3.2)
N; i ¢ B.
By contraries, every @ € Q¢ constructed by the above formulae (3.2) by
using every B C C such that |B] = n—k+1 is a maximal element of V().

Proof. Let 4, C C, |A;)| = k (i = 1,2), A; N Ay # ¢. Noticing how
to construct the maximum (minimum) series system of Proposition 2.2, we
have for every i € A; N Ay and every s € S, the i-th coordinate state of
every minimal element of Vi(pa4,) is equal to the i-th coordinate state of
every minimal element of Vs(¢4,). Then, using Lemma 3.1, this theorem
is proved. O

The next corollary is evident from Theorem 3.2.

Corollary 3.1. The dual system of the minimum (maximum) coherent k-
out-of-n:G system is the coherent maximum (minimum) n—k-+1-out-of-n:G
system.

For k-out-of-n:F systems, we also have theorem and corollary similar to
Theorem 3.2 and Corollary 3.1.

4 Modules of Coherent Systems

In this section, we examine the concepts of modules of multistate systems
which are practically important, since systems in real situations have a
hierarchic structure and each layer of the hierarchy consists of modules,
and each module also consists of modules of smaller size. In other words,
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a system is constructed of systems of smaller size. Most part of the theory
of binary coherent systems is devoted to an examination of modules.

We start with a definition of a modular decomposition, and then, a
definition of a module is presented. Our argument is in reverse order to
that of [1], but presents a unified approach to a module and a modular
decomposition.

Definition 4.1. A partition A = {4;,1 < j < m} of C is called
a modular decomposition of a system (¢, S, ) iff there exist systems
(Q4,,55,x5) (1 <j<m)and (]_[;n:1 Sj, S, v) satisfying

Ve € Qo, p(x) =9 (Xl (a:Al) st Xm (a:Am)) .
Each A; € A is called a module of the system ¢.
If systems x; (1 < j < m) and ¢ are increasing (coherent), then A is
called an increasing (a coherent) modular decomposition and each A; € A
is called an increasing (a coherent) module.

We can easily prove that any partition of C of any coherent series (par-
allel) systems is a coherent modular decomposition.

Proposition 4.1. If A is a modular decomposition of a coherent system
, then 1 is relevant.

The proof of the proposition is easy and then omitted.

Proposition 4.1 tells us that we only examine the properties of each
element of A; (1 < j < m) of a modular decomposition A to characterize
a coherent modular decomposition. With a characterization of increasing
and coherent modular decomposition, we prove a theorem almost similar
to Three Modules Theorem of [6].

©
We define a pseudo-order < on Q4 (A C C) as the following: For & and
® ®
yin Qu, @ <y means p(x, z) < ¢(y, z) for every z € Q4. When & < y
©
and y < x, we define x £ y. The relation £ is an equivalent relation on

Qa. (Qa, %) is generally a partially pseudo-ordered set, and if (24, %) is

a totally pseudo-ordered set, then 24 can be partitioned by the equivalent
)
relation =.

Proposition 4.2.

(i) Let ¢ be an increasing system. Then, a partition A = {4;,1 < j <m}
of C' is an increasing modular decomposition iff each pseudo-ordered
%)
set (24,,<) (1 <j <m)is a totally pseudo-ordered set.
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(ii) Let ¢ be a coherent system. A partition A = {A4;,1 <j <m} of C is
a coherent modular decomposition iff the following two conditions are
hold:

(ii-i) Each (Q4,, %) (i <j <m) is a totally pseudo-ordered set.

%)

(ii-ii) For & and y of Q4 satisfying = % y and x© # y, there exist

(ki, z) and (I, z) of Q4; which satisfy (k;, z) Lxand (I;,2) 2y
fori€e Ajand j=1,---,m

Proof. From Proposition 2.4, (ii) of this proposition is easily proved by
using (i), and then, we prove only (i). The necessity of the condition is
clear from the definition of an increasing modular decomposition. Thus, we
prove the sufficiency of the condition.

From our assumption, the equivalent relation £ determines a partition
Va, = {ViAj,l < j<ma,} of Qa, for every j (1 < j < m), where we may

assume 2 yifee VkAj, yE VlAj for k < I. Then for x € VkAj and y €
V}Aj , where k < [, we have y £ x by the increasing property of , and then,
systems (Q4;,5;,Va;) or (Qa;,S;,x;) (1 <j<m) are determined, where
Sj =A{1,---,m;} and x;(x) = s; for ¢ € V;,; € Va,. We now construct
a system (H;n:l S;,8,%) as Y(s1,--+ ,8m) = @(x1, -, Tm), Where x; is
any element of VjAj € V4, (1 £ j < m), which is an increasing system
and satisfies () = ¥(x1(x), -, xm(x)) for any & € Q. Coherent
property is clear. O

Example 4.1. A= {{i}, i € C} and A = {C} are modular decomposi-
tion of a system ¢, and an increasing (coherent) modular decomposition if
the system ¢ is increasing (coherent). O

Corollary 4.1.

(i) Let ¢ be an increasing system. Then, a subset A of C is an increasing

module of the system iff (24, 2) is a totally pseudo-ordered set, i.e.,
A is an element of some increasing modular decomposition A of the
system .

(ii) Let ¢ be a coherent system. Then, a subset A of C' is coherent module
of the system ¢ iff Q4 satisfies the conditions of Proposition 4.2 (ii),
i.e., A is an element of some coherent modular decomposition A of the
system .
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Proof. Since the increasing property of ¢ means that (£2;, %) is a totally
pseudo-ordered set and a system (€2;,Q;, I'), where I is the identity mapping
of €;, i.e., evidently a coherent system, then the corollary is obvious by
considering the partition A = {A,{i}, i€ A’} of C. O

Corollary 4.1 shows us that a subset A of C' is an increasing (a coher-
ent) module iff Q4 satisfies the conditions of Proposition 4.2(i) (Proposi-
tion 4.2(ii)), and then, we may treat the increasing (coherent) modules of
increasing (coherent) systems without being conscious of increasing (coher-
ent) modular decomposition.

Theorem 4.1. Let ¢ be a coherent system. If A and B are coherent
modules of the system ¢ such that A\B, B\A and AN B are non-empty,
then A\B, B\A and AU B are increasing modules of the system ¢.

Proof.  (Proof of that A\B is an increasing module) Let  and y be
arbitrarily given elements of Q4\p. If ¢(x,2) < ¢(y,2) holds for some
z € Qa\ By, then we have p(x, w) < ¢(y, w) for every w € Q(4\ ). Since
B is a coherent module, for arbitrarily given i € B\ A there exist (k;, u)
and (I;,u) of Qp such that (k;,u) = 2% and (I;,u) £ w?.
Since A is an increasing module,

o, (hiyw), 242) < oy, (ki w), 24950,

QO(SU’ (llv u)v w(AUB)/) < QO(ZL (llv u)a w(AUB)/)'
Noting that (I;,u) £ w?, p(z,w) < ¢(y, w) holds, and hence, A\B is an
increasing module by Corollary 4.1. A similar examination shows us that
B\ A is an increasing module.

(Proof of that AU B is an increasing module) Let & and y be arbi-
trarily given elements of Q4. We assume o(x,z) < ¢(y, z) for some
z € Qaupy - Since A is a coherent module, for any i € AN B there exist
(ki,w) and (I;,u) of Q4 satisfying (k;,w) £ x* and (I;,u) £ y*, and then

@((kiv u), wB\A7 Z) < (p((liv u)7 yB\A7 Z)'
Since B is an increasing module,
Vw € Q(AL,IB)’v @((k"lﬁ u)v xB\A7 w) < (P((li, u)a yB\A7 w)

Using (k;, u) £ x4 and (I;,u) = y*, we have p(z,w) < (y,w) for every
w € QauBy, and then the proof is completed. O

Remark 4.1. It is easy to construct an example to show that AN B is not
an increasing module, even if A and B are coherent modules of a coherent
system satisfying the condition that A\B, B\ and A N B are nonempty.
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5 Probabilistic Aspect of Coherent Systems

In this section we consider probabilistic properties of coherent systems,
particularly we discuss the comparison of probability measures, and IFRA
and NBU closure theorems in a situation slightly different from [23].

Section 2 supposes that the state spaces of the components and the
systems are finite totally ordered sets, but in this section we assume more
generally that Q; (¢ € C) and S are at most countable partially ordered
sets. As basic measurable spaces we set (92;,.4;), where A; is the power
set of Q. (T, ,[1i=, Ai) = (¢, Ac) is the product measurable set
of (£;,4;) (1 < i < n). The order on Q¢ is defined similarly to that
of Section 2. Throughout this section, we assume ¢ to be an increasing
measurable function from (Q¢, Ac) to (5,S), where S is the power set of
S and the definition of an increasing function is similar to that of Section
2. Furthermore, we assume that €; (1 < i < n) and S are endowed with
discrete topology. Then, ¢ is a continuous function.

Generally a subset W of an ordered set (2 is called increasing iff x € W
and x < y imply y € W. The concept of increasing set plays an important
role in the sequel.

Before proving the IFRA and NBU closure theorem, we present some
remarks:

Remark 5.1.

(i) If P(W) > Q(W) holds for every increasing set W € A¢, then we have

P(p>s) > Q(p > s) for every s € S, where P and ) are probability
on (¢, Ac).

) If @ (1 < ¢ < n) and S are finite totally ordered sets and
(s,-++,8) € Vi(yp) for every s € S, then by Proposition 2.3 P{ x | >
(s,+,8) }<P{lye>s}<1-Plae|z<(s—1,---,s—1) },
where P is a probability measure on (Q¢, Ac).

(iii) Let (Qc,Ac,P) = (ITi, Qi [T, Ai, IT—, P) and (R0, Ac, Q) =
(IT=, 96, T, Ai 17—, Qi), both of which imply that the perfor-
mances of the components are stochastically independent.

measures

If P,(W;) > Q;(W;) for every increasing set W, € A; (1 <i < n), then
P(W) > Q(W) for every increasing set W € Aq. This is easily proved
by using the indicator function of W and Fubini’s Theorem. Hence, it is
shown that (i) and (ii) of this remark generalize Theorems 4.2 and 4.4 of [7],
respectively.



22 Stochastic Reliability Modeling, Optimization and Applications

From now on we focus on proving the IFRA and NBU closure theorems
in a situation slightly different from that of Ross [23]. Though he assumed
that ©Q; (1 < i < n) and S were subsets of RT = [0, +0c0), which means
that they are totally ordered sets, our requirement for Q; (1 < i <n) and
S is that they are at most countable partially ordered sets.

We will use the following Proposition 5.1 to prove the IFRA and NBU
closure theorems.

Lemma 5.1. Let P;, @; and U; be probability measures on (9;, 4;).

(i) If B,(W;) > [Q:(W;)]® holds for every increasing set W; € A; and
0 < a <1, then fQi fedp; > [fm fin]a holds for 0 < a < 1, where f
is an increasing measurable function from (€2;, 4;) to (R™, BT), where
BT is the class of Borel subset of R™.

(i) I U;(W;) < Py(W;)Q4(W;) holds for every increasing set W; € A;, then
fQi fgdU; < fQi fap; fQi gdQ;, where f and g are increasing measur-
able functions from (£2;,4;) to (R*,BT).

Proof.

(i) From the assumption, f is approximated by a step function of the form
Z}n:l zjlg,, where Sj is an increasing set of A;, S1 D -+ D Sy, ;>0
and Ig, is the indicator function of S; (1 < j < m). Then, using an
argument similar to that of Lemma 1 of [23] and taking the limit, (i)
is evident.

(ii) From the assumption, f and g are approximated by step functions of
the form >0 | ;Is; and 37 yxlv,, respectively, where S; (V) is an
increasing set of A;, S1 D -+ D S (Vi D --- D Vo), z; >0 (yx > 0)
and Is; (Iy;) is the indicator function of S; (Vi) (1 <j<m, 1<k <
n). Then, using the assumption,

/ Za?jfsj (Zykj\/k>dUi
o \ i

k=1

S/ Za?jfsj dPi/ (Zykka) dQ;,
i\ j=1 Qi \k=1

noticing that the intersection of increasing sets is also an increasing set.
Hence (ii) is clear by taking the limit. O

i

Proposition 5.1. Let F;, (; and U; be probability measures on
(i, A;) (1<i<n).
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(i) If P(W;) > [Q:(W;)]” holds for every increasing set W; € A; and
0 <a<1(l<i<mn), then for every 0 < a < 1 and increasing set
W e .Ac,

(T (fte) o]

(ii) If U;(W;) < Pi(W;)Q:(W;) holds for every increasing set W; € A; (1 <
1 < n), then for every increasing set W € Ac¢,

() o= (o]

Proof. Mathematical induction on n proves the proposition.

(i) When n = 1, (i) of this proposition is evident from the assumption.
Suppose that (i) holds for n = n. Letting Iy be the indicator function
of W, we have by Fubini’s theorem,

n+1 n+1
(H H) (W) = /H+ IWdHP
=1 =1
:/ dpnﬂ/ (Iw)e,.d [ P
Qn+1

n . .
izt i=1

The section (Iw)z,,, (Tnt1 € Qnq1) which is an increasing binary
function denotes an increasing set in []!; A;. Then, using the induc-
tion hypothesis, Lemma 5.1(i) and Fubini’s theorem,
n «
/ (IW)In-HdH Ql
o1 i=1

n+1
(Ha)(W)z/ APy
i=1 Qni1 i=1 %
n+1 @
Iwd | | Q
o 119

i=1

()]

(ii) When n =1, (ii) of this proposition is clearly holds by the assumption.

v
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Suppose that (ii) holds for n = n. Then,

n+1 n
(H Ui> (W) = / dUp 41 / (Iw)e, o d ] ] dUs
i=1 Qn1 i1 i=1

<[ [ whed][aR [ Gwad]] e
Qinta i Q i=1 ie1 S i=1

G=1"%

n+1 n+1

S ‘/H;H—ll Q; IWd 11;[1 dH ‘/1_[?+11 Q; IWd zl;[l dQZ
n+1 n+1

= KH a) (W)] (H @) (W)
=1 =1

where the first inequality comes from the inductive hypothesis, and the
second inequality from Lemma 5.1(ii). O

)

Let (2,A, P) be a given probability space and T' be a subinterval of
R* = [0,00). We suppose X;(t) (t € T) to be a measurable func-
tion from (€,.4) to (£;,4;) (1 < i < n), which is a stochastic process
denoting the state of the i-th component at time ¢, and then, X (t) =
(X1(t),---,Xp) (t € T) is a measurable function from (€2, A) to (¢, Ac).

Let u; be the probability measure induced by X (¢) from (2,4, P) and
i+ be the restriction of y; to the measurable space (€2;, .A;) which is also the
probability measure induced by X;(¢) from (2, A, P). If {X;(¢), t € T} (1 <
i <n) are mutually independent stochastic processes, then p; = [T\ i,

Definition 5.1. Let Ty = inf{ ¢ | X;(¢) ¢ W } (W € A,;).

1) A stochastic process {X;(t), t € T} is called IFR iff Ty is an IFR
random variable for any increasing set W € A;.

2) A stochastic process {X;(t), t € T} is called IFRA iff Ty is an IFRA
random variable for any increasing set W € A;.

3) A stochastic process {X;(t), t € T} is called NBU iff Ty is an NBU
random variable for any increasing set W € A,;.

For the definitions of IFR, IFRA and NBU random variables, see [1].

Theorem 5.1. Let {X;(¢), t € T} (1 < i < n) be decreasing and right
continuous with probability 1, and be mutually independent.

(i) If {X;(t), t € T} (1 <i<mn) are IFRA processes, then {p(X(t)), t €
T} is an IFRA process.
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(i) If {X;(t), t € T} (1 <4 < n) are NBU processes, then {p(X (t)), t €
T} is an NBU process.

Proof. For any increasing set W € S, { « | p(z) € W } is an increasing
set of Ac. Then, since {X;(t), t € T} (1 < i < n) are decreasing and right
continuous, it is sufficient to prove that for every increasing set W € A¢,

tat(W) 2 [pe(W)]* (0 <a <1) (psre(W) < (W) (W) ).

Since for every increasing set W; € A; (1 <1i < n),

ti,at(Wi) = [pa,e(Wi)]* (0 < < 1) (it (Wi) < i, s(Wi) it (Wi) ),

and {X;(t), t € T} (1 < i <n) are mutually independent, Proposition 5.1
proves the theorem. O

6 Hazard Transform of Multistate Coherent Systems

In the theory of binary state coherent systems, a hazard transform plays a
useful role for the proof of IFRA and NBU closure theorems and also the
proof of that the preservation of IFR property determines the structure of
binary state coherent systems as series systems [9]. This section is about a
generalization of the concept of hazard transform to multistate systems and
shows the similar results. In this section, we again assume Q; (1 <1i <n)
and S to be finite totally ordered sets. First, we prove several lemmas and
propositions for the proof of our main theorems.

Lemma 6.1.

(i) Suppose that W is an increasing subset of €21 X Q2. Then we have W =
UL, (4 x Bj), where A; (1 < j < m) are nonempty subsets of ; such
that Ay C--- C Ay, and A; # A; (i # j) hold, and B; (1 < j < m) are
nonempty subsets of {2 such that UL By, (1 < j < m) are increasing
subsets of Q3. Then, W = (Pq, W) x (PQ2 ) holds iff m =1 holds.

(ii) Suppose that W is an increasing subset of [, ;. Then, W =
[T, (Po,W) holds iff W has the minimal element.

Lemma 6.2.

(i) a§ + a — b§ > [ap + a1 — b1]® holds for0<a<1, agp > a1 > by > 0.
(i) S0 a2 (0 — b)) + alb > {Z (Y —bi+1)+anbn} holds for
O<a<l,n>2,0<a1 < ---<ap, by >--->b,>0.
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Lemma 6.1 is obvious and for the proof of Lemma 6.2, see [5] and [23].

Proposition 6.1. Let P; and Q; be probability measures on (€, .4;) (1 <
i <n)and 0 < a < 1. Suppose that P;(W;) = [Q;(W;)]” holds for every
increasing set W; € A;, and P;(W;) > P; (W]/) holds for every increasing
sets W; and W/ in A; such that W/ C W; and W; # W/. Then, for each

increasing set W € A,

<ﬁ Pi> (W) = l(ﬁ Qi> (W)] holds iff W = ﬁ Po,W holds.

i=1
Proof. “if” part is obvious. We prove “only if” part by the mathematical
induction on n.

(The case of n = 2) If W = (Pq, W) x (Pq, W) does not hold, then using
the same symbols of Lemma 6.1, we have W = UL (A4; x B;) (m > 2),
where A; x B; (1 < j <m) are assumed to be mutually exclusive without
loss of generality. Noticing

<H Pi) (W) = ipl(AJ)PQ(BJ)
i=1 j=1

Z AP [ |UBe | =P | |J Bi| ¢+ Pi(Am)Pa(Bm),
Jj=1 k=j k=j+1
we have by the assumption and Lemma 6.2,
m—1
(117 09 = S 10101 (10 0] - [0 0]
j=1

+1Q1(Am)]" [Q2(Bm)]”

> l(H Q¢> (W)] (by Lemma 6.2),

and then, “only if” part is proved for the case of n = 2.

Now assuming “only if” part to hold for n = n, we prove the proposition
forn=n+1.

Let Iy be an indicator function of an increasing subset W C H"+1 i-
If W =[]/ (Po,W) does not hold, then for some z; € ; an increasing
subset of Hfjlll 2; $Y defines by the section (Iw )z, is not a product set
of increasing subsets of ; (1 < i < nm-+1, i # j). Thus, the inductive
hypothesis gives us

«
n+1 n+1

/H"“ QV(Iw)ggjd II 7|> /n+1 (Iw)ed [ I @

i=1,i7#j > i=1,i#j Hri:l,'i#j Q; i=1,i#j



Multistate Coherent Systems 27

From the assumption of P;, we have P;({z;}) > 0. Hence, using Lemma
5.1 and Fubini’s theorem, (H;:f Pi) (W) > [(H"“ ) (W )] holds. O

Lemma 6.3. For0<a; <---<ap, b1 >-->b,>0,0< a1 < ---<
Qn, 81> > Bn, n > 2, we have the following inequality:

Z CL] j-‘rl) + anby, Z a] ﬁj+1 + Olnﬁn

> Z a;o (bjﬂj — bj+1ﬂj+1) + Qn 0 by By
j=1

Proof. Mathematical induction on n proves the lemma. O

Proposition 6.2. Let P;, @; and U; be probability measures on
(Q, A;) (1 < i < n). Suppose that U;(W;) = P;(W;)Q;(W;) holds for
every increasing set W; € A;, and P,(W;) > P;,(W/) > 0 and Q;(W;) >

Q:(W/) > 0 hold for every increasing sets W; and W/ of A; such that

(2

W! c W; and W/ # W, hold. Then, for every increasing set W € Ac,

<f[1 Uz'(W)> (W) = <ﬁ1 Pi(W)> (W)] Kﬁl Qz‘(W)> (W)]

holds iff W =[], (Po,W) holds.

Proof. “if” part is obvious. We prove “only if” part by the mathematical
induction on n.

(The case of n = 2) f W = (P, W) X (Pq,W) does not hold, then
using the same symbols of Lemma 6.1, W = U2, (A, x B;) (m > 2), where
Aj x B; (1 <j <m) are mutually exclusive. Then, setting P = H?Zl P,
Q=1I;_, Qi and U = [[°_, U; and by Lemma 6.3,

= U1 (A;) {Us (Uf;Bi) — Uz (Ui 41 Br) } + Ur(Am)Us(Brm)
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m—1
Pi(A;)Q1(Aj) { P2 (UL, Br) Q2 (Ui, Br)
j=1
—Py (Uzl:jJrl Bk) Q2 (U?:jﬂ Bk)} + P (Am)Ql(Am)PQ (Bm)QQ(Bm)

m—1

< Zpl ) {P2 (Ui, Bi) — Po (Up; 1 Br) } + Pu(An) P2(Bnm)

m—1

x ZQ1 ) {Q2 (URL;Br) — Q2 (Ui, 11 Bk) } + Q1(Am)Q2(Bnm)
:P<W>Q<W>.

Now assuming “only if” part to hold for n = n, we prove the proposition
for n = n+ 1. Let Iy be the indicator function of an increasing subset
W C H”’Ll LW = [T P, (W) does not hold, then for some z; € ;,
an increasing subset of Hfjlll 2 S defined by the section (Iw)s, is not a
product set of increasing subsets of Q; (1 <i <mn+1, i # j). Thus, by the

inductive hypothesis,

n+1

/n+1 W)I]d H U’L
I, @ i=1,ij
n+1 n+1
<A [ wed IL 2| [ o twad I] @
Hi:l,?‘;ﬁj Qi i=1,i#] Hi:l,?‘;ﬁj Qi i=1,i7#j

From the assumption on P; and Q;, we have P;({z;}) > 0 and Q;({z;}) >
0. Hence, using Lemma 7.1 and Fubini’s theorem,

(Lo <[ (I o] | ([T )]

Now we define a hazard transform of a multistate system as a mapping
—=N; , =N
from [T, R<' to R, where

Our definition is a straight extension of hazard transforms of binary state
case [9] to multistate case.
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Definition 6.1. A hazard transform of a system (Q7_;Q;,S,V) is a map-
ping 1 from ]}, ﬁgi to ﬁg defined by the following procedure, where

Q; ={0,1,--- ,N;} (1 <i<n),

S={0,1,---,N},

V={V,, s€ S},

Wi={jj+1,- N} (1<j<N;, 1<i<n),

W; =Up; Ve (1<j<N).
(the first step) For every i (1 <4 < n) and any given &' = (21,--- ,2% ) €
ﬁgi, determine the probability measure P; on (£2;,.4;) such that

P(W)) =€ (1<j < Ny),

which is uniquely determined.
(the second step) Determine a probability measure on (Q¢, A¢) as P =
[T, P;, and then

—N
(—log P(W1), —log P(W2),---,—log P(Wx)) € Rc
is determined.
From now on we use the following operation rules for vectors:

x+y:(xla amm)+(y17"' 7ym):($1+2/17"' aZ‘M+ym)7

axr =a(x1, - ,&m) = (ax1, -+ ,azy,) («:areal number),
x:(xl,,mm)zy:(y1,7ym)<:>$12y1 (1§1§m)a
m:(irla"'7xm):y:(y17"'7ym)<:\’>$i:yi (1§Z§m)a

Proposition 6.3.

(i) Let n be the hazard transform of an increasing system ([]\, Q;,5,V),
then for x*, y' € f_{? (1<i<m),

7](351 +yla"' ’xm +ym) > 77(:131)"' ,wm) +77(y1a"' ’ym). (61)

(ii) Suppose that a system ([]7_; ;,5,V) is a coherent system. Then, the
equality in (6.1) holds iff the system is a series system.

Proof. Equation (6.1) is obvious from Proposition 5.1(ii) and the defini-
tion of hazard transforms.

“if” part of (ii) is immediate. If the system ([];_, Q;,S,V) is a series
coherent system, then each W; (1 < j < N) has the minimal element.
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Thus, Lemma 6.1(ii) provides W; =[]\, (Po,W;) (1 < j < N), and thus,
the equality in (6.1) follows by the definition of hazard transforms.

“only if” part of (ii) is also immediate. If the equality in (6.1) holds, we
have W; =[] Po,W; (1 < j < N) by Proposition 6.2 and the definition
of hazard transforms. Thus, W; (1 < j < N) has the minimal element
by Lemma 6.1, and so does each V; (1 < j < N). Hence, the system
(ITi2, €, S, V) is a series system. O

Proposition 6.4.
(i) Let n be the hazard transform of an increasing system ([, Q;, S, V).
Then, for z* ef_{gi (1<i<n)and 0 < a <1,
nlax!, - axy,) < anlx!,-- x,,). (6.2)

(ii) Suppose that a system ([];—, €, S, V) is a coherent system. Thus, the
equality in (6.2) holds iff the system is a series system.

Proof. (i) is obvious from Proposition 5.1(i) and the definition of hazard
transforms. (ii) is immediate from Lemma 6.1 and Proposition 6.1. O

In the sequel of this section, we examine some stochastic aspects of a
system by using the hazard transform of the system. We use the symbols
same as those in Section 5. Letting

H'(t) = (= log it (W}), -+, —log i s(WA,)) ,

we have the following proposition immediately, and thus, the proof is omit-
ted:

Proposition 6.5. Suppose that {X;(t), t > 0} is decreasing and right
continuous with probability 1. Then,

(i) {X;(t), t > 0} is IFR iff aH (t1) + BH'(t2) > H'(at; + ft) holds
fort; >0, 2 >0, >0, >0, a+5=1.
(i) {X;(t), t > 0}isIFRAiff aH'(t) > H'(at) holds fort >0, 0 < o < 1.
(iii) {X;(t), t > 0} is NBU iff H'(t; + t2) > H'(t1) + H'(t2) holds for
t1 >0, ty > 0.

Let 1 be the hazard transform of a system ([[;; Q;, S, V). If {X;(¢), t €
T} (1 <4< n) are mutually independent, p; = H?Zl i ¢ holds. Then,

H(t)=n(H'(t),--- , H"(t)), (6.3)
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where H(t) = (—logut(W1), -+ ,—logu:(Wy)). Using Propositions 6.3,
6.4 and 6.5, and (6.3), IFRA and NUB closure theorems are immediately
obtained.

Next, we prove that the preservation of IFR property determines the
structure of multistate coherent system as a series system. For the proof of
this proposition, we need the following lemma which is easily proved:

Lemma 6.4. Fora > (>0, a>a>0and o« — b # a — [,

f(t) = loglexp{—(a + b)t} + exp{—(a + B)t} — exp{—(a + a)t}]

is neither convex nor concave in t.

Proposition 6.6. Let {X;(t), t € T} be mutually independent, decreasing
and right continuous with probability one, and let a system ([];—, ©;,5,V)
( or equivalently a system ([]_, s, S,¢) ) be a coherent system. Then,
{e(X(t)),t € T} is IFR whenever {X;(¢), t € T} (1 < i < n) are IFR iff
the system is a series system.

Proof.  (7if” part) Since W; =[]}, Po,W; (1 < j < N) hold, pu(W;) =
[T, mit(Po,W;) (1 < j < N) follows, and then,

H(t) = (Z_log/ii,t(PQ@'Wl)a .k aZ_IOgM,t(PQiWN)> :
i=1 =1
Using aH' (1) + BH'(t2) > H'(at; + Bt2) (@ > 0,3 >0,a+ 3 =1,1 <
1 <n), we have aH (t1) + SH (t2) > H(at1 + Bt2).
("ounly if” part) Let us consider probability measures

pie(Wi) =exp{—tai} (1<j<N;, of<aly, 1<i<n).

If the system is not series, then there exist W; (: UéV:j Vi, Vi, € V) and

(@irs s %iy5) € [Timy i, o koti, S SUCh that the increasing set defined

by the section (Iw; ) ;. _,) of the indicator function Iw; is not a

-
product set. Letting ai* — 0 (j < z;,) and o} — oo (j > z;, (b =
1,--,n—2)

(W) — / )W X )
] X

tn—1 in—2

where the right hand side is log concave in ¢ by the assumption. We
may set i,—1 = 1 and 4,,_o = 2 without loss of generality. Noticing that
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the increasing set defined by (Iw;,)(z;, ...z, _,) IS expressed as UL, (A4; x
Bj) (m > 2) from Lemma 6.1. We here use the symbols same as those of
the Lemma.

/ (IWj)($37"'7$n)d(ﬂl,t X fl2,t)
Ql XQQ

= Z w1 (As) {,UQ,t <U Bk> — [t ( U Bk>}
i=1 k=i k=i+1

is log concave in t. We may set

+ ,ul,t(Am),UQ,t (Bm)

p1,e(As) = exp{—a;t}, poy (U Bk) = exp{—/fit},

k=i
ar > >, fi <o < Py P2 = B #F o - oo

Letting #3 — oo in the above equation, we have the limit function

exp{—(a1 + B1)t} + exp{—(az + B2)t} — exp{—(a1 + B2)t}

which is to be log concave. On the other hand, this function is not log
concave by Lemma 6.4, which is a contradiction. Therefore, the system is
series. O

7 Concluding Remarks

We have, in this chapter, examined a generalization of the concepts of
binary state coherent systems like k-out-of-n systems, modules, IFR, IFRA
and NBU processes, and so on. These are concerned with relations among
the operating performances of systems and their components.

Throughout this work, we may recognize that a basic theory of reliability
systems should be about algebraic and stochastic relations between two
ordered sets through an increasing mapping from the one to the other.
Some works have been done by [16,20], but not sufficient. This chapter
has considered only totally ordered finite sets except for the probabilistic
examination, and the thorough generalization to arbitral ordered sets is
remained to be an open problem.

Yu, Koren and Guo [27] defined multistate monotone coherent systems
using partially ordered sets as state spaces of systems and components.
But they did not define basic concepts as series systems, parallel systems,
k-out-of-n systems and modules, and stochastic concepts as IFR, IFRA and
NBU, and so on.
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There are several definitions of multistate systems which are summa-

rized in [18,19]. One of the important classes of multistate systems is EBW
systems, which is an extension of Barlow and Wu [2] ’s multistate systems.
These multistate coherent systems are very close to binary state coherent
systems, since the definition is based on the minimal cut and path sets
of binary state coherent systems. Then, many properties of binary state

systems are taken over to multistate case. For example, when restricted to
this class, three modules theorem is perfectly held. Precise examinations
have been seen in [24,25].
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1 Introduction

Reliability theory becomes major concerns of designers and managers en-
gaged in making high quality of products. Many researchers have investi-
gated complex phenomena of real systems and have studied many problems
to improve their reliabilities. We have to pay attention to the matter what
are essential laws of governing systems. From the point of views, we should
make a grasp of processes generously and try to formulate it simply, avoid-
ing small points. In other words, it would be necessary to construct math-
ematical models which outline the observational and theoretical features of
phenomena.

Reliability of a product is the probability that the product will perform
its intended function for a specified time period when operated in normal
environmental conditions [1]. We are mainly interested in the failure time.
The time is measured usually by the continuous time such as the age, the
calendar and operating times, or sometimes by the discrete time such as
the number of uses, stresses, shocks and transmissions. As typical functions
which represent the continuous distributions of failure times, the exponen-
tial, gamma, Weibull and normal distributions are well-known. Further,
the time to failure is often expressed as first-passage time in stochastic
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processes. It is noted that we use the word of item which means unit, de-
vice, part, component, structure, equipment, machine, system and etc.

In this chapter, we think about stochastic models where the item suffers
damage such as wear, fatigue, deterioration, crack corrosion and erosion by
arrived shocks [2]. A failure of the item depends on the total damage which
is accumulated by the shock. Such damage models generate a cumulative
process in stochastic processes [3], and sometimes called a shock damage
model. A basic assumption for the shock damage model throughout this
chapter is given as:

1) The item is subject to shocks which occur at a nonhomogeneous Poisson
process.

2) The item suffers a non-negative random damage with an identical dis-
tribution. Its damages are independent with each other and are also
independent of the process of shocks in 1).

3) Each random damage is accumulated to the current damage level of the
item.

4) The damage level remains unchanged between shocks.

In addition to the above assumptions, the following reliability quantities
become objects of our interest.

(i) The distribution of the total damage at time ¢.
(ii) The mean total damage at time ¢.

(iii) The distribution of the time to failure.

(iv) The mean time to failure.

Failures of the item during actual operations are costly in many situa-
tions or sometimes dangerous. We should inspect and maintain preventively
the item before failure by appropriate methods such as repair, replacement
and overhaul. Most famous three replacement policies for the shock damage
model are the following three policies:

1. Age replacement: The item is replaced immediately when its age reaches
at time 7', or at failure, whichever occurs first. This policy is more
effective when its failure rate increases with age and is the most com-
monly used policy. Many researchers have already studied the policy
theoretically and practically.

2. Shock number replacement: The item is replaced before failure immedi-
ately when the Nth number of shocks has occurs. This is mainly em-
ployed when its age or operating time can not be known or be recorded.
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This policy is one kind of discrete replacement policy when the time
to failure is measured by the cycles to failure such as the number of
inspections, repairs, faults, uses, flights and communications.

3. Damage level(control limit) replacement: The item is replaced before fail-
ure when the amount of damage has exceeded a threshold level Z at
some shock. This policy is called a control limit policy. It would be
better to use the level of damage as a replacement indicator for the case
where the age or the operating time can not be known. However, it is
necessary to be able to measure total damage.

Cox [4] defined the cumulative process as follows: Shocks occur at a
renewal process and cause a random damage to the item. These damages
have an additional property. A-Hameed and Proschan [5] considered that
shocks occur at a nonhomogeneous Poisson process and used a gamma vari-
able which represents an amount of damage caused by each shock. Esary,
Marshall and Proschan [6] investigated various properties of the reliability
function of this model, when shocks occur at a Poisson process. Taylor [7]
and Zuckerman [8] also treated the model with a Poisson process. Feld-
man [9,10] considered the case where the damage process forms a semi-
Markov process. The above papers assumed that the damage level between
shocks is constant. Posner and Zuckerman [11] considered the model where
the damage level decreases between shocks. When multiple items are sub-
ject to shocks and suffer damage by shocks, this model yields multivariable
distribution [12] and was studied by Marshall and Shaked [13].

Replacement policies for cumulative damage models have been proposed
by many researchers: Zuckerman [8] considered the scheduled time policy
for two net income problems when the damage process is the same as Tay-
lor’s model. The one is maximum problem of total long-run average net
income per unit time, and the other is the maximum problem of total
expected discount net income. A-Hameed and Shimi [14] considered the
replacement policy under the condition that the breakdown of the item
occurs only at the occurrence of a shock and it is replaced only at shock
time. Zuckerman [15] treated the replacement model with the cost function
of accumulated damage. Boland and Proschan [16] considered the periodic
replacement model and gave sufficient conditions for the existence of a finite
time period as an optimal policy. Puri and Singh [17] dealt with similar
shock models.

Another important replacement policy is the control limit policy where
the item is replaced at damage level. Taylor [7] denoted the cumulative
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damage by a terminating Markov process, and adopted two costs for the
replacement of the item. Feldman [9] generalized Taylor’s model by us-
ing a semi-Markov process and considered the replacement policy under
the same cost structure. Nakagawa [18] derived the necessary and suffi-
cient conditions for the optimal policy which minimizes the expected cost.
Posner and Zuckerman [11] and Nakagawa and Kijima [19] proposed some
modified models. Nakagawa [20] considered a discrete replacement pol-
icy where the item is replaced preventively before failure at the number of
shocks. Kijima and Nakagawa [21] applied a sequential imperfect preventive
maintenance(PM) policy to a cumulative damage model. Each preventive
maintenance reduces the total damage. As a result, the probability of the
item failure is decreased. If the item fails between PMs, it undergoes only
minimal repair. Nakagawa and Murthy [22] dealt with discrete replace-
ment policies for the system with two items: Item 1 causes damage to item
2 when item 1 fails. The damage is additive and item 2 fails when the total
damage exceeds a failure level. The system is replaced at failure of item 2
or Nth failure of item 1. They obtained the expected cost rate and derived
the optimal number N* which minimizes it.

Murthy and Iskandar [23] proposed a different type of shock damage
model: It relaxes occurring conditions of item failure. The item failure
need not coincide with shock occurrence. Based on the shock damage
model, Murthy and Iskandar [24] considered optimal age and shock num-
ber replacement policies. Chelbi and Ait-Kadi [25] derived the item time
stationary availability for a typical shock damage model. Satow et. al. [26]
applied the cumulative damage model to the garbage collection policy. We
can see many findings in some books and surveys [2,27-30].

2 Standard Cumulative Damage Model

2.1 Shock Arrival

Shocks occur at random times and each shock causes a random amount
of damage to the item. A sequence of shock arrival is approximated by
stochastic processes. One of the most powerful and flexible processes is a
nonhomogeneous Poisson process(NHPP). It gives a definition of NHPP as
follows [3]: For an integer-valued stochastic process N(¢) (¢ > 0) and a
sequence of time points 0 < tg < t1 < -+ < tp,

1) N(t1)—N(to), N(t2)—N(t1), -+ , N(tn)— N(tn—1) are independent ran-
dom variables. It has independent increment.
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2) For arbitrary ¢ > 0, h > 0 and j = 0,1,---, the random variable
N(t+ h) — N(t) has the Poisson distribution
_ [RE+ 1) — ROV _iren)-reo)

Pr{N(t + h) — N(t) = j} ;

3) N(0) = 0.

The function R(t) is a mean-value function of N(t), and R(t) = fot
The function A(t) is an intensity function of N(t).

Let random variables X; (i = 1,2, --) denote a sequence of inter-arrival
times between successive events. Random variables S; (j = 0,1,2,---)
denote successive event times, where S; = Zz:o Xi(j =0,1,2,---) and
So = 0. Then, the probability that at least j events occur in time duration
(0,¢] is

Az)dz.

= R(t)" .
Pr{S; gt}:ZTe RO (j=0,1,2,--). (1)
i=j
Further, exactly j events occur in time duration (0,¢] is
Pr{N(t) = j} = Pr{S; <t} — Pr{Sj11 <t}

R(t)’
= (f')e_R(t) (.] :03172a"')' (2)
7!
It should note that inter-arrival times between successive events are not
always independent in case of NHPP.

2.2 Cumulative Damage

Damage due to shocks accumulates additively. The item fails when the
total amount of damage has exceeded a certain level K. The level K is
called a failure level and is assumed to constant. Such a stochastic model
generates a cumulative process studied [2,4, 6].

Some useful reliability measures for the cumulative damage model are
summarized: The item is subject to shocks and suffers damage due to
shocks. Let random variables W; (i = 1,2,---) denote the damage due
to 7th shock. It is assumed that random variables W, has an identical
probability distribution function G(z) = Pr{W; < z} with finite mean
1/p, independent of the number of shocks and nonnegative. The total
damage up to the jth shock is Z; = Zgzl W;, where Zy = 0. Therefore, a
distribution function of the total damage up to jth shock is

Pr{Z; < a} = GY(x), (3)
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where GU)(z) is the j-fold convolution of G(x) with itself, and

GO () = {(1) g ; 8; ()

Let N(t) denote a counting process which denotes the total number of
shocks received until (0,¢]. The function N(t) is a nonnegative function.
Then, a distribution function of the total damage at time ¢ is

N 1y —12..
Z(t):{zi_l Wi (N(£) =1,2,--), )

N 0 (otherwise).

2.3 Cumulative Damage Model

From a renewal theory [4], a probability distribution function that j shocks
occur until time ¢ is

Pr{N(t) = j} = Fj(t) = Fj1(1), (6)

since
Pr{S; <t} = Fj(t), (7)
where Fy(t) =1 (¢t > 0). A probability distribution function that the total

damage is less than or equal to x at time ¢ is

Pr{Z(t) <x}—ZPr{N =4, Z; <z}

=Y [F(t) = Fia ()G9 (). (8)

§=0

A survival distribution function is
Pr{Z(t) > z} = Z (GO (z) — GUHD (2)] Fj41 (1) (9)

7=0

The total expected damage at time ¢ is

E{Z(t)} = > F;(t) /Om G(z)de, (10)
j=1

where G(z) = 1 — G(z). Since the distribution function G(z) has a mean
1/p, then (10) is

E{Z(t)

Z (11)
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Let a random variable Y be the time to item failure. The first-passage
time distribution to item failure is

Pr{Y <t} =Pr{Z(t) > K} = Z — QUK Fja (). (12)

From (12), the mean time to item failure is
By} =3 6OE) [ IR0 - Bt (13)
§=0

The failure rate of the item is

_ Pr{t<Y <t+At}

r(t)At = Py > 1]

IGO0 ~ GO A

XS GUE)E () - Fia )]
where f(t) is a density function of F(t), i.e., dF(t)/dt = f(t). The function
f;j(t) is the j-th fold convolution of f(¢) with itself.

3 Failure Interaction Models

As an application of the shock damage model, it introduces a failure interac-
tion model. We consider a system composed of two items denoted as items
1 & 2. Item 1 is repairable and it undergoes minimal repair at failure. The
time to repair is small so that it can be ignored. Therefore, item 1 failures
occur according to a nonhomogeneous Poisson procebs with an intensity
function A\(¢) and a mean-value function R(t), i.e., R(t fo x)dz. Let
N(t) be the total number of item 1 failures by tlme t. The probablhty that
exactly j failures occur until time ¢ is given by H;(t) = {[R(t)}7}/j!}e~®)
(j=0,1,2,---). As a result, the probability that j or more item 1 failures
oceur in (0,] is given by FU)(t) = 3222 Hy(t) (j = 0,1,2,---). It causes
a random amount of damage W; (j = 1,2,---) with distribution G(z) to
item 2 when jth item 1 failure occurs. A function GU)(z) is the j-fold
Stieltjes convolution of G(z) with itself. Item 2 fails whenever the total
damage exceeds a failure level K. A system failure occurs whenever item 2
fails because both items fail simultaneously. We assume that item 2 is not
repairable, and as a result, the failed system needs to be replaced by a new
one. It calls corrective replacement.

The system failure, in general, results in a high cost. One way of re-
ducing this cost is to replace the system preventively. From a cost point of
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view, preventive replacement would be cheaper than failure replacement.
However, the preventive replacement implies discarding some useful life of
the system. Hence, the preventive replacement needs to be executed in a
manner which achieves a suitable trade off between this loss versus the risk
of failure.

The system is replaced through the failure replacement when item 2
fails, 7.e., the damage of item 2 exceed K, or earlier through the preventive
replacement when one of the following conditions occurs:

1) The system reaches an age 7.
2) Nth failure of item 1 occurs.
3) The total damage to item 2 exceeds a level k (< K).

The notations T, N, k are called preventive parameters. It proposes three
kinds of preventive replacement models by which two preventive parameters
among T, N, k are combined. There are (T, k), (T, N) and (N, k) mod-
els. Three kinds of expected maintenance cost rates are derived as criteria
functions.

The followings are assumed for the simplification:

1) The failures of item 1 and 2 are detected immediately.

2) The damage to item 2 is measured after each failure of item 1.

3) The times to repair item 1 and replace the system are small, so that,
they can be approximated as being zero. In other words, the repair or
replacements are instantaneous.

4) The cost of each minimal repair for item 1 is ¢,,. The cost of each failure
(preventive) replacement for the system is ¢1 (¢p) with ¢1 > ¢, > cpm.

3.1 Age and Damage Limit Model

The system is replaced at time 7T, damage limit k or system failure,
whichever occurs first. The probability a; (T, k) that the system is replaced
at failure of item 2 due to total damage exceeding K is

o0 k
ar(T,k) = 3 Fyaa(T) / G(K — 2)dGY) (a), (15)
=0 0
the probability £1 (7, k) that it is replaced preventively at age T is

B1(T, k) = iHj(T)G(j)(k), (16)

j=0
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and the probability 61 (T, k) that it is replaced preventively when the total
damage of item 2 exceeds k and is less than or equal to K is

) k
k) = ZFj+1(T)/ G(K - z) — G(k — )] dGD (), (17)
i=0 0

where it is proved that aq (T, k) 4+ 51(T, k) + 61(T, k) = 1.
The expected number of minimal repairs over a cycle €1 (T, k) is

=Y (TG (k). (18)
j=1
The expected one cycle length is
o) T
G(T R =3 GO(k) / H, (1) dt. (19)
=0 0

As a result, from (15)—(19), the expected cost rate [30] is
a1 (T, k) + cp[B1(T, k) + 61(T, k)] + cmer (T, k)
Cl (T7 k) .
An optimal T and k* are values which minimize C; (T, k) in (20). Nec-
essary conditions of optimal 7* and k* can be obtained from the first order
conditions, i.e., setting the derivatives of C (T, k) with respect to T" and k

to zero. Differentiating C1(T, k) with respect to T" and setting it equal to
Zero,

Cy(T, k) = (20)

Z(JFM(T)Bj(k) Z%_OOH G<J>(/z ZFJ“ (k) = e, (21)

Jj=

where
k .
Bj(k) = /0 [(c1 — ¢,)G(K — ) — e Gk — )] AGY) (2). (22)

Denote the left-hand side of (21) by J(T', k).
Differentiating C (T, k) with respect to k and setting it equal to zero,

221 F(T)gY (k) -
- Fi1(T)GY) (k Fj(T)GY(k
{Zj—l FJ+1( ] (k) Z JH ng ’

k
T (c1— o) _Z Fa(T) [ (6K =) = GUE ~ 1] 4G9 (@) = ;. (23

Denote the left-hand side of (23) by Q(k,T).
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On comparing J(T,k) with Q(k,T), we see that Q(k,T) is always
greater than J(T,k) for T (0 < T < o0) and k, (0 < k < K), because

J(T,k) — Q(k,T) = (c5 — cp) ZFJH )G (k)

« Zj:() Hy(T fo — k)= G(K — )] dG@ (z)
2;';0 1, T
rom i Fya(T)GY) (1)

Zj o Hi(T)GUHD (k) Yo%, Fj(T)gD (k)
Yot Hi(MGW(K) 352 Fia(T)gW (k)

This implies that there does not exist (7, k*) which satisfies (21) and (23)
simultaneously. As a result, the optimal solution is given by either k* = K
and T" < oo or T" — oo and k* < K.

] <0. (24)

3.2 Numerical Examples

It shows the expected cost rate C1 (T, k) at preventive replacement age T
and damage limit k: The item 1 failure occurs according to a homogeneous
Poisson process with rate A = 1. Damage caused by each failure is assumed
to be an exponential distribution with mean 1. The failure level of item
2 damage K is 10. Maintenance costs c1, ¢, and ¢, are 2, 1 and 0.1,
respectively. Figure 1 shows the expected cost rate C1 (T, k).

The optimal k*, which below the failure level K, exists to the fixed age
T. Sensitivity of k* to T is small. The optimal 7™ to the fixed damage is
decreasing in k. However, sensitivity of T to k is large. For instance, the
optimal k* to T = 12 is 7.92, and C1(12,k*) = 0.235. The optimal T* to
k =9.61s 14.65, and C1(T*,9.6) = 0.256. It can be shown that the function
Cy(T, k*) is a decreasing function in T'. On the other hand, C;(T*, k) is an
increasing function in k. From the above result, 7' should be long as much
as possible to minimize C; (T, k) at this situation.

Figure 2 shows C; (T, k) to cost change when T is fixed. At both cases
of T = 10, 13, the minimized expected cost rate C1(T,k*) is sensitive to
the minimal repair cost c¢,,. In comparison to the ¢, change, a change
of C1(T,k*) to the replacement cost ¢q is small. On the other hand, the
optimal k* is sensitive to ¢; change.
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Fig. 1 Optimal age T* and damage limit k*
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Fig. 2 Optimal damage limit k* to cost change when T' = 10(l.h.s), T = 13(r.h.s)

(TR e —— @100 G| ¢ €1 %m )
0.32 -
(66,0, ) - - 3,1,0.0)
0.28 1 5pPm k-9.5 fix o X
0.3 £-0.8 fix
0.26 ¥ﬁ 0.28
21,01 21,01
A N 0.26 [ _
21,007 T T———————— Fo 0.4} (21,0075 TTTo——— -
8 10 12 14 T 7 8 9 0 R T

Fig. 3 Optimal age T™* to cost change when k = 9.5(L.h.s), k = 9.8(r.h.s)

Figure 3 shows C1 (T, k) to cost change when k is fixed. At both cases
of T'=9.5, 9.8, the optimal T are greatly decreasing in cost ¢;. However,
the optimal T are increasing in cost c¢,,.

3.3 Shock Number and Damage Limit (N, k) Model

The system is replaced at shock number N, damage limit k or the system
failure, whichever occurs first. The probability as(N, k) that the system is
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replaced at failure of item 2 due to total damage exceeding K is
N-1 k .
w(NE) =Y / G(K — 2)dGY) (), (25)
j=0 "0

the probability B2(N, k) that it is replaced preventively at shock number
N is
Ba(N,k) = G (), (26)

and the probability d2(N, k) that it is replaced preventively when the total
damage of item 2 exceeds k and is less than or equal to K is

N-1 k ]
(V0 =Y [ (60 ~0) - G- )6V @), e
j=0 "0

where it is proved that ag(N, k) + B2(N, k) + d2(N, k) = 1.
The expected number of minimal repairs over a cycle e3(N, k) is

N—-1
ea(N, k) =Y GU (k). (28)
j=1
The expected one cycle length is
N-1 0o
GV = Y 6O [ o (29)
=0 0

Then, from (25)-(29), the expected cost rate is
clozg(N, k) =+ Cp[ﬁg(N, k) =+ 52(N, k‘)] =+ Cm€2(N, k)
C2(N, k) '
We first seek an optimal k*(N) which minimizes C3(N, k) for a fixed N.
Differentiating C2(N, k) with respect to k and setting it equal to zero,

Co(N, k) = (30)

Ni /k[G(K )= G(K — K)]dGW) () = 2=Cm (31)
=0 o €1 —Cp
Denote the left-hand side of (31) by L(k, N). It is easily shown that
N
Cp — Cm 1
L(O,N)=0< h L(K,N) = ; GU(K). (32)
dL(k, N) N
— g =K k) Z GY(K) > 0. (33)

j=0
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Therefore, if L(K,N) > (¢, — ¢m)/(c1 — ¢p) then there exists a unique
k*(N) (< K) which satisfies (31), and in this case, the optimal expected
cost rate is

Co(N,E*(N)) = A [(cl —¢.)G(K — k*(N)) + Cm} . (34)
Define the set N; as follows:
le{N|L(K,N)>Cp_Cm,N>O}. (35)
C1 —Cp

The optimal control limit k* (V) is a strictly decreasing function in N € Ny,
and Cy(N,k*(N)) is a strictly increasing function in k*(N). As a result,
if Ny is not a null set (N7 # (), then C2(N,k*(N)) will be a minimum
as N — oo. In other words, the optimal (N*,k*) is (oo, k*(00)). If Ny
is a null set (N7 = 0), i.e., L(K,00) < (cp — em)/(c1 — ¢p), C2(N, k) is a
decreasing in k for any N. As a result, the optimal k* for any N is K.

3.4 Numerical Examples

It shows the expected cost rate Co(N,k) at preventive item 1 fail-
ure(minimal repair) numbers N and damage limit k: Item 1 failure occurs
according to a homogeneous Poisson process with rate A = 1. Damage
caused by each item 1 failure is assumed to be an exponential distribution
with mean 1. The failure level of item 2 damage K is 10. Maintenance
costs c¢1, ¢p and ¢, are 2, 1 and 0.1, respectively.

Figure 4 shows the expected cost rate C3(N, k). The optimal k*(N),
which below the failure level K, exists to the fixed number N. Sensitivity

Fig. 4 Optimal shock number N* and damage limit k*
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of k* to the number N is very small. The optimal N*(k) to the fixed
damage is decreasing in k. However, sensitivity of N* to the damage k
is large. For instance, the optimal k*(N) to the number N = 10 is 7.88,
and C2(10,k*) = 0.220. The optimal N*(k) to the damage k = 9 is 12,
and C3(N*,9) = 0.225. It can be shown that Co(N,k*) is a decreasing
function in N. On the other hand, Co(N*, k) is an increasing function in k.
From the above result, the number N should be long as much as possible
to minimize C3(N, k) in this situation.

Cy(N.k) =
0.28 | 1~ _ T Gk (©1:6:%m ) /
- % - — (3,1,0.1) i L0
0.23
0.23 21,00
0.22
0.2 |~ _ /
~_ (21,0075 0.21 I« /
S~ : ~_(21,0075) v
T— " ~_ s
0-21 Tk 0.2 ~ e
(1% Om ) N=8 fix T N-I3fix
6 6.5 7 7.5 8 8.5 k 6 65 7 75 8 85 9 Kk

Fig. 5 Optimal damage limit k* to cost change when N = 8(l.h.s) and N = 13(r.h.s)

Figure 5 shows C2(N, k) to cost change when N is fixed. At both cases
of N = 8, 13, the Cy(N,k*) is sensitive to the minimal repair cost c¢y,.
In comparison to the c¢,, change, a change to the replacement cost c¢; is
small. On the other hand, the optimal k* is sensitive to ¢; change. This
phenomenon is the same to the (7', k) model when T is replaced with N.

¥
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o1 Cpm ) koo fix J OB (o0, ) k93 .
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Fig. 6 Optimal shock number N* to cost change when k = 9(l.h.s) and k = 9.3(r.h.s)

Figure 6 shows C2(N, k) to cost change when k is fixed. At both cases
of k = 9,9.3, the optimal number N* are decreasing in cost ¢;. However,
the optimal k* do not change in cost ¢;,.
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3.5 Age and Shock Number Model

The system is replaced at age T, shock number N or system failure,
whichever occurs first. The probability as(T, N) that the system is re-
placed at failure of item 2 due to total damage exceeding K is

N-1
as(T.N) = 3~ Fya(T / (K — 2) 4GV (), (36)
7=0
the probability 83(7T, N) that it is replaced preventively at age T is
N-1
H;(1)G9)(K), (37)
7=0

and the probability d5(7, N) that it is replaced preventively at shock num-
ber N is

83(T,N) = Fn(T)G™(K), (38)

where it is proved that a3(T, N)+ B3(T, N) + d3(T,N) = 1.
The expected number of minimal repairs over a cycle e3(T, N) is

N—-1
N) =Y F(1)GY(K). (39
j=1
Then, the expected one cycle length is given by
ORI res t/H (40
7=0

Then, from (36)—(40), the expected cost rate is

01043(T, N) + Cp[ﬁ;;(T, N) + 53(T, N)] + Cm€3(T, N)

<3 (Tv N) .
This equation is the same as the extended model of [22]. Tt is difficult to
derive the optimal (7%, N*) which minimizes Cs(T, N) analytically. We
need to use a numerical method to find the optimal parameters.

For the purpose of deriving the optimal (7", N*) numerically, it use the
following inequalities which is followed from the necessary condition for the
optimal N*(T") which minimizes C3(T, N) for a fixed T

Note that N*(T") to be optimal requires C3(T, N + 1) > C5(T, N) and
Cs(T,N) < C3(T,N —1),

Cs(T,N) = (41)

W(N,T) > ¢p and ¢, > W(N —1,T). (42)
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where
W(N,T) =
N N-1
(e1 —c _ , o (g EN D (K)
1 p ;Fj ;FJJFl(T)G (K) G(N)(K)
Z I (T)G(j)(K)M _ Nﬁlp,(T)G(j)(K) (43)
— A Fnii(T) = ! '

If GUHD(K) /GU)(K) is strictly decreasing in §, then W (N, T') is strictly
increasing in N since
G(N+1)(K) G(N+2) (K)
G(N)( ) GIN+D(K)

W(N +1,T) — W(N,T) = {(cl —c) [

Fni(T)  Fy2(T) (
- _ F; NK . (44
e | e BT Z (TGUE) > 0. (44)

Furthermore, limy_,.c W(N,T) = co. As a result, a finite N*(7") which
satisfies (42) exists and is unique or two at most. The optimal (T, N*),
which minimize C3(T, N), are identical to (T, N*(T*)) which minimizes
C3(T, N*(T)). Accordingly, T* and N* are derived numerically with finding
the minimum Cs(T, N*(T)).

3.6 Numerical examples

It shows the expected cost rate C5(T, N) at preventive item 1 failure i.e.,
minimal repair, numbers N and age T: Item 1 failure occurs according to
a homogeneous Poisson process with rate A = 1. Damage caused by each
item 1 failure is assumed to be an exponential distribution with mean 1.
The failure level of item 2 damage K is 10. Maintenance costs c1, ¢, and
cm are 2, 1 and 0.1, respectively.

Figure 7 shows the expected cost rate C3(T, N). The optimal N*(T")
exists to the fixed age T. Sensitivity of N* to the age T is very small.
The optimal T*(NV) to the fixed number is decreasing in N. In comparison
to the sensitivity of N*, sensitivity of 7" to the number N is large. For
instance, T*(N) to age N = 12 is 14.41, and C3(T*,12) = 0.256. The
optimal N*(T') to damage T' = 10 is 8, and C3(10, N*) = 0.251. It shows
that C3(T', N*) is a decreasing function in T'. On the other hand, C5(T™*, N)
is an increasing function in N. From the above result, the number 7" should
be long as much as possible to minimize C3(T, N) in this situation.
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8 10 12 N

Fig. 7 Optimal replacement age T* and shock number N*
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Fig. 8 Optimal replacement age T* to cost change when N = 12(l.h.s) and N =
20(r.h.s)

Figure 8 shows C5(T, N) to cost change when N is fixed. A sensitivity
of C3(T, N1) to the age T is larger than a sensitivity of C3(T, N2) for N1 <
N2 to the age T. The optimal T™* is greatly influenced by ¢; change under
small N. However, C3(T*(N1),N1) is lower than the C3(T*(N2), N2).
Therefore, we should decide the number N carefully, and set it as low as
possible.

Figure 9 shows C3(T, N) to cost change when T is fixed. As described
before, Cs3(T, N*(T')) has tendency to take low values when T is large.

3.7 Conclusions

It has applied three preventive parameters T, N and k to the shock dam-
age interaction model. Three combination models, which are formulated
with two preventive parameters, have been proposed. The expected costs
rates are derived as the criterion for the decision making of the system
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Fig. 9 Optimal shock number N* to cost change when T' = 8(l.h.s) and T = 13(r.h.s)

maintenance. In each model, the optimal replacement policies to minimize
the expected cost rates are discussed.

At the age and damage limit (7, k) model, the optimal finite solution
(T*,k*) does not exist. The optimal solution is given by either k* = K
and T* < oo or T* — oo and k* < K. We can confirm the phenomenon
by Figure 1. At the number and damage limit (IV, k) model, the optimal
solution of finite N and k(< K) does not exist. The optimal solution is
given by either k* = K and any N (N; = () or N* — oo (N7 # 0) and
k* < K. We can confirm the phenomenon by Figure 4. At the age and
number (7T, N) model, there is a possibility of the existence of the finite
optimal solution (T, N*).

From the results of numerical examples, it is confirmed that the damage
limit %k greatly contributes to the expected cost minimization. If we can
control the damage limit &, then the k policy should be positively adopted
as the control variable.

4 Oppotunistic Replacement Model

An opportunistic maintenance model is one of useful methods for a system
administrator. In general, many maintenance models have assumed that
the item is replaced at scheduled time or failure. However, the administra-
tor is sometimes forced to execute maintenance at other timing. In order
to achieve such requirements, the opportunistic maintenance model was
proposed [31-33]. In this section, it proposes opportunistic replacement
models for the shock damage model.

An amount W; of damage due to the jth shock has an identical distri-
bution G(z) = Pr{W; < z}. The other assumptions are the same as in
Sections 2 and 3.
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It assumes that the maintenance opportunity arises at only shock time.
If the opportunity arises then the item is replaced. The opportunity arises
with probability p(t) when the shock occurs at time t. With probability
q(t) = 1 — p(t), the item suffers damage due to the shock. We calls this
situation an age dependent opportunity for the shock damage model.

A probability that the maintenance opportunity does not occur in time
(0,¢] is

Fo(t)=e" o p(@)A(2)dz (45)

A probability that j shocks occur with no maintenance opportunity in time
(0,¢] is

[fot q(x)\(x)dx)? o= I3 a@A(@)dz (46)

4.1 Age Model

We have three kinds of replacements: If the item does not failed and no
maintenance opportunity arise in time (0,77, then the item is replaced
preventively at time T. It calls preventive replacement. If the item fails
before time T, i.e., the total damage exceeds the failure level K, then the
item is replaced at failure when no opportunity has occurred. It calls failure
replacement. The item is replaced with the maintenance opportunity before
time T and the item failure. It calls opportunistic replacement.

A probability that it executes the preventive replacement at time T is

A(T) = Z GO (K)V;(T)F(T), (47)
Jj=1
the probability that it executes failure replacement is

Z/ G(K —z)dGY /v t)dF(t (48)

and the probability that it executes the opportunistic replacement before
time T and the item failure is

0 T
7)= Y- GOK) [ pOVia0dr ). (19)
j=1 0
where F(t) = Hy(t) and
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An expected renewal cycle, i.e., the expected replacement time is
o0 T
B(T) =Y GO () [ VTt G1)
=0 0

Therefore, the expected cost rate is
CpAl (T) + [Bl (T) + D1 (T)]
E(T) 7

where ¢, is the preventive replacement cost and c; is an unplanned replace-
ment cost. The unplanned replacement cost is defined as the cost of failure
and opportunistic replacement.

We seek an optimal age T* which minimizes C4(T") in (52). Differenti-
ating C4(T) with respect to T and setting it equal to zero,
Cp

Ca(T) = (52)

Wi (T) =
1(T) P (53)
where
T) 35 GUHD(K) V(T
WAy = (1) |1 a( )Zoioj_o . (K)V;(T)
2o GUE)V;(T)
) T
« GO (k) / Vi (OF (1) dt
=0 0
00 K_ ) T
-> / G(K — x)dGY (z) / V;(t)dF(t)
j=0"0 0
00 ) T
=Y 60w) [ poviamdre. (54)
j=1 0
Further, differentiating W1 (7T') with respect to T,
a(T) ¥ 52, GUHD(K)V; (1)
d{A(T) {1 T L, GOV, (T) ]} N
= S GY) (k) /O Vi (0T () dt.
j=0
(55)
The function W (t) takes value 0 at T' — 0 to the following value at T — oo.
Ae0) S GOE) [ V()P do - 1. (56)
=0 0

where A(c0) = limyp_, o0 A(T).

It is difficult to discuss an optimal policy to minimize the expected
cost rate in (52) under previous general functions. We give the following
assumptions to relax the difficulty:
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1) the probability ¢(t) is constant to time, i.e., ¢(t) = ¢ and p(t) = p,
2) the intensity function A(¢) is not a decreasing function in time ¢,
3) a function GUHY) (z)/GU)(x) is a decreasing function in j.

If these assumptions are satisfied then (54) is a increasing function in T,
i.e., the sign of (55) is positive. Therefore, it gives an optimal replacement
policy as follows:

(i) If the following condition is satisfied, then a finite and unique optimal
replacement time 7™ to minimize C4(T) exists:

Moo) S GU(K) / Vi(2)F(z)do > — 21— (57)
s 0 1L —c¢f
Then, the optimum expected cost rate C4(T*) is
q(T7) 32520 GUHD (K)V;(T)
Ca(T*) = (c; —cy))NT*) |1 — —J - 58
(ii) If the condition (57) is not satisfied, i.e.,

oo G(j)K/thmfxdx< 2 59

360w [ Vs Ao 69

j=0
then T* — oo. In other words, we should not execute any preventive
age replacement. The optimum expected cost rate is
C1

TS, GO R o

CA(OO)

4.2 Numerical examples

It shows the expected cost rate C4(T") with the replacement age T'. As long
as there is no attention, the following parameters are assumed to be a basic
set: The shock occurs according to a homogeneous Poisson process with rate
A =1, i.e., an expected time interval between sequential shock arrival is a
unit time. Damage caused by each shock is assumed to be an exponential
distribution with mean 1/u = 1. The failure damage level K is assumed
to be 10. Maintenance costs ¢; and ¢, are 2 and 1, respectively. The
probability of maintenance opportunity p(t) is assumed to be an exponential
distribution with mean 10, i.e., p(t) = 1 — e~ 1%,

Figure 10 shows the expected cost rate C'4(7T"). An optimal age T* to
minimize C4(T) exists as a finite value. In case of Figure 10, the failure
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Fig. 10 Optimal age T* with exponential opportunity

level K does not have influence to the optimal 7, but it has somewhat
higher influence on C4(T™).

Figure 11 also shows C4(T) to some parameters change. Under the
same expected failure time, the optimal T™* decreases with the parameter
s, but the optimal C4(T*) behaves just like increases with s. The optimal
T™* increases with a ratio which divides ¢, by ¢1, and C4 (T) increases with

the above ratio.
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Fig. 11 Optimal age T to cost and opportunity rate

As a special case of this model, the probability ¢(¢) and p(t) are assumed
to be constant value ¢ and p = 1 — ¢, respectively. In this special case, the
failure replacement cost c¢; is assumed to be 5. In comparison with two
cases of p = 0.05, 0.15 in Figure 12, the movement of the optimal T* to
each cost and parameters is almost same. However, C4(T) takes quite
different value. It presumes the reason as follows: If the probability of
replacement opportunity p is high, then the opportunistic replacement is
frequently generated in a young age. It causes the high expected cost rate.
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To avoid such the frequent replacement, the optimal T* becomes long for
high probability p.

Ca(M Cam
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Fig. 12 Optimal age T* with constant opportunity when p = 0.15(l.h.s) and p =
0.05(r.h.s)

4.3 Damage Limit Model

A damage limit model pays attention to the amount of accumulated dam-
age. A decision making, which should replace or not replace the item,
is only done at each shock arrival. The item is replaced preventively at
damage z (0 < k < z < K) when the maintenance opportunity have not
occurred. It calls preventive replacement. If the total damage has exceeded
K, then the item is replaced as failure replacement. The item is replaced
at the maintenance opportunity before preventive and failure replacements.
It calls opportunistic replacement. At other cases of {Z(t) < k}, the item
is left alone.
Probability of preventive replacement is

00 k K-z [es}
aw) =3 [ [ a6 a6 [ avia@are, (o

0

the probability of failure replacement is
[e%e) k [e’e)
By(k) = G(K) + > / G(K — x)dGY) (z) / qt)Vj_1(t)dF(t), (62)
=70 0
and the probability of opportunistic replacement is
o k ] o0
Do)=Y [ G —0) a6 V@) [T pwviaare,  (©)
=1Jo 0

where

¢ = o 9@ ) da)?

Vi 7

(64)
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An expected renewal cycle, i.e., the expected replacement time is
=3 GOk / Vi (0T (1) dt. (65)
=0 0

Therefore, an expected cost rate is
cpAa(k) + c1[Ba(k) + Do (k)]
Es (k) ’

where ¢, is the preventive replacement cost and c; is an unplanned replace-
ment cost. The unplanned replacement cost is defined as the cost of failure
and opportunistic replacement.

We seek an optimal age k* which minimizes Cp (k) in (66). Differenti-
ating C'g(k) with respect to k and setting it equal to zero,

Wg(k) = @

Cp(k) = (66)

(67)

)
C1 —Cp

//k y) dGYU—Y ( /V YdF(z)

_{Z“[Gm k)97 (k) = g (k)] J5* Vi () x>}
Z 209D (k) [ Jt) (t)dt

y iG(j)(k) /O Vi (0T () dt, (68)
=0

where

where the function g\) () is a density function of G)(x).
The function (68) takes value 0 at k — 0, and

. . Ej 19 j) fo F(t)
klgr[l{ W2(k) a Zj:l g(‘]) fO j dt
X i GY)(K) / h V;(t)F(t) dt. (69)
7=0 0

It is also difficult to discuss an optimal policy to minimize the expected
cost rate Cp(k) in (66) under previous general functions. In order to relax
the difficulty, it assumes that ¢(x) = ¢, and p(z) = p. Under this conditions,
the function Ws(k) is a increasing function in k since

dWa(k)
dk

=g(K — k) i dTGY (k) > 0. (70)
=0

Therefore, we have the following optimal policy:
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(i) If the following condition is satisfied, then a finite and unique optimal
replacement time k* to minimize the expected cost rate Cg(k) exists:

Cl1 —Cp

. N a1
Jim W (k) = ZOQJG(J)(K) > —— (71)
o

Then, the optimum expected cost rate Cg(k*) is

> o1 @ lgV (k) — G(K — k)gliD (k"))

Co(k™) = (e1 — ) SAELE (72)
g Zj:l ¢7gD (k*) fo H;(t)dt
(ii) If the condition (71) is not satisfied, i.e.,
~ N a0 (R < O
lim W (k) ;OqG ()< =0 (73)

then £* — K. In other words, we should not make any preventive
replacement. The optimum expected cost rate is
C1

Cp(o0) = Z;)il ¢ GU)(K) fooo H;(t)dt:

(74)

4.4 Numerical Examples

It shows the expected cost rate C'p(k) with damage limit k. A basic set for
this numerical example is the same as the basic set of the age model.

Figure 13 shows the expected cost rate C'g(k). An optimal k* to min-
imize Cp(k) exists under failure level K. The optimal k* increases with
K. In comparison to 7%, a sensitivity of k* to K is quite large. There is a
possibility that rough k* can be presumed from K.
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Fig. 13 Optimal damage limit £* with exponential opportunity
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Fig. 14 Optimal damage limit £* to cost and opportunity rate

Figure 14 also shows Cp(k) to some parameters change. The optimal
Cp(k*) behaves just like an increasing function in s. The optimal k* in-
creases with a ratio c¢p/c;.

In Figure 15, the probabilities ¢(t) and p(t) are constant, i.e., q(t) = ¢
and p(t) = 1 — ¢, and ¢ = 5. In comparison to Cg(k) at p = 0.2, a
sensitivity of Cp(k) at p = 0.1 is large. The expected cost rate Cp(k) at
p = 0.2 takes considerably higher value than Cp(k) at p = 0.1.
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Fig. 15 Optimal damage limit k* with constant opportunity when p = 0.2(l.h.s) and
p=0.1(r.h.s)

4.5 Conclusions

It is difficult to predict the occurrence of maintenance opportunity gener-
ated by an internal or external causes. The occurrence of opportunity is
assumed as a probability event. It proposes two maintenance models that
are age T' and damage limit k£ models. At formulation of the expected cost
rate, the opportunity arises with probability p(¢) when the shock occurs
at time t. The necessary condition to minimize the expected cost rate is
derived under probability p(¢). Under some additional assumptions, the
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optimal policy is discussed. From the result of numerical examples, the
mean time to the occurrence of opportunity has great influence on the op-
timal cost. It is not permitted to ignore the opportunity. In other words,
we have to replace the item when the opportunity occurs even if the item is
so young. It would be one of reasons for the great influence. If it is possible
to select opportunities then the optimal cost can be reduced.
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1 Introduction

In recent years, a lot of systems such as digital circuit or other devices
for information processing are widely used. Therefore, it is necessary to
check the systems at suitable times to detect its failure as soon as possible.
However, if the inspection is done so frequently, then the system might
be incurred much loss cost and work. Therefore, we should determine an
optimal schedule of inspection for making a trade-off between the cost of
failure and inspection.

In this chapter, we derive the mean time of one cycle and the expected
cost rate, where we define one cycle as the time from the beginning of
system operation to the detection of the failure. Further, we discuss optimal
inspection policies which minimize the expected cost rates.

Barlow and Proschan [1] summarized optimal inspections policies which
minimize the expected cost. Ross [2] and Osaki [3] explained plainly the
stochastic processes and applied them to typical reliability models. Kaio
and Osaki [37-39] compared with some inspection policies. Ben-Daya
and Duffuaa [4], and Gertsbakh [5], Osaki [32], Pham [33], Nakagawa [6]
overviewed many maintenance policies. The modified models were con-
sidered where checking times are nonnegligible [7], a unit is inoperative
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during checking times [8], checking hastens failure [9], and when failure’s
symptoms are delayed [10]. The imperfect inspection model, where there
exist some failures which can not be detected upon inspection, was first
treated in [11-13]. Periodic testing models to detect intermittent faults are
discussed [14-18]

Inspection models have been recently applied to many actual systems:
Christer et al. [19-21] reported the inspection maintenances of building,
industrial plant and underwater structure. Sim et al. [22-24] analyzed
the periodic test of combustion turbine units and standby equipments in
dormant systems and nuclear generating stations. Ito and Nakagawa [25]
discussed optimal policies for FADEC (Full-Authority Digital Engine Con-
trol) which is a control device of gas turbine engines and mainly consists of
a two-unit system.

In Section 2, we consider the inspection policy for a two-unit system.
First, the system operates as a two-unit system and is checked periodically.
When one of the unit fails, the system operates as a single-unit system. We
introduce two costs of one check for a two-unit system and a single-unit
system.

In Section 3, we consider the inspection policy for a system which is
checked by two types of inspection: The cost of type-1 inspection is lower
than that of type-2 inspection. Therefore, the system is checked by type-
1 inspection more frequently than type-2 inspection. However, there exist
some failures which can not be detected by type-1 inspection, although they
can be detected by type-2 inspection. That is, we assume that the failures
are classified into two cases with certain probability: One of failures can
be detected by type-1 inspection, and the other can be detected only by
type-2 inspection.

In Section 4, we consider an inspection policy for a system with self-
testing. The failure of system with self-testing can be detected during it
is operating without external inspection. However, the detection by self-
testing may has some latency. On the other word, the failures may not
be detected rapidly. Therefore, to achieve a high reliability, the external
inspection should check the system at scheduled times. Thus, when the
system fails, the failure is detected by self-testing or at the next periodic
inspection, whichever occur first.

In Section 5, we consider the maintenance and inspection policies when
a system has to operate for a finite interval. In actual fields, most of the
systems have a finite span of use. Using the partition method [26, 36],
a finite interval is divided into some parts of inspection. Concretely, we
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describe two models: Periodic inspection and sequential inspection policies.
The unit of each model has to be operating for a finite interval [0, 5]. We
discuss an optimal number of inspection which minimizes the expected cost
rate.

2 Periodic Policy for a Two-Unit System

2.1 Model and Assumptions

We consider the inspection policy for a two-unit system such as a digital
control device for aircraft engine [25,27]. The system is configured with
two units, where we call the units respectively unit A and unit B. At first,
unit A is connected with the part of output, and unit B operates as a hot
standby unit. Further, we assume each unit is checked periodically to detect
early the failure. When, one of units fails and the failure is detected by
periodic inspection, the system operates as a single-unit system (Figure 1).
An example of inspection method is comparing the output codes of each
unit. The other examples are watch-dog timer, inputing test pattern codes
and checking its output codes, checking the parameters such as voltages,
resistance, impedance, and so on [28].

For simplify, we assume that the intervals of inspection for a two-unit
and single-unit systems are the same. Then, the mean time and the ex-
pected cost rate are derived. An optimal interval of inspection which mini-
mizes the expected cost is analytically derived. Finally, numerical examples
are given when the failure time distribution is exponential.

For this model, we define the following assumptions:

1) After detecting the failure of unit A, if unit B has not failed then unit
B is connected with part of output. The cost to detach the failed unit
are negligible.

2) Both intervals of inspection for the two-unit system and the single-unit
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Fig. 2 Case 1 of periodic comparison-checking
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system are the same. That is, the system is checked always at periodic
times kT (k=1,2,...,0 < T < o). The failure of each unit is detected
only by the periodic inspection.

We assume that unit A fails at time ¢, (0 < ¢, < 00) and unit B fails
at time ¢, (0 < ¢, < 00), where the failure time of each unit has an
independent and identical general distribution F'(t) with finite mean
1/A, where F(t) =1 — F(t).

A cost ¢;1 is the loss cost for one check of the two-unit system, and c¢;o
is the cost for one check of the single-unit system. A cost ¢q is the loss
cost per unit of time for the time elapsed between a failure of a unit
which is connected with the part of output and its detection at the next
time of inspection. Further, ¢, is the constant cost for maintenance or
replacement, when the second failure is detected.

The total expected cost of one cycle is classified into the following three

cases:
Q) kT <ty < (k+1)T<mT <t, <(m+1)T

Suppose that unit A fails during (7, (k+1)T'] (k= 0,1,---) before unit B
fails, and after that, unit B fails during (mT, (m+1)T'] (m = k+1,k+2,---)
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(Figure 2). Then, the expected cost of one cycle is

(m—+1) T m 1 a(k+1)T
Z / / {Cll(k-i-].) —|—ci2(m—k)

+cal(k + 1)T—ta +(m+ l)T—tb]}dF(ta)}dF(tb). (1)

M) ET <ty < (k+1)T <mT <ty <(m+1)T

Suppose that unit B fails during (kT (k+1)T'] (k =0,1,---) before unit A
fails. Thereafter, unit A fails during (mT, (m+1)T] (m=k+1,k+2,---)
(Figure 3). Then, the expected cost of one cycle is

s (m4+1)T m—1 (k+1)T
Z/ {Z/ [cﬂ(lﬂ—&—l)—kcig(m—k)
kT

m=1/mT k=0

+cq((m+1)T — ta)}dF(tb)}dF(ta). 2)

(c) kT < to,tpy < (k+1)T

Suppose that both units A and B fail during (KT, (k+1)T'] (k=10,1,2,---),
and their failures are detected by the next inspection (Figure 4). Then, the
expected cost of one cycle is

00 (k+1)T
Z/k lcin(k+1) + ca((k+ 1)T — to) | [F((k + 1)T) — F(KT)]dF(t,).

k=0 kT
(3)

Thus, the total expected cost of one cycle is obtained by summing (1),
(2) and (3), and the maintenance cost ¢, as follows:

cr + (cil - Cig) F(mT)Q + Ci2 Z [1 — F(mT)Q}
. m=0 (m+1)Tm:0
+cq Z [1+ F(mT)}/ [F(t) — F(mT)]dt. (4)
m=0 mT

Similarly, the mean time of one cycle is

m+1)T m 1 (k+1)T
2 Z / /k (m + l)TdF(tb)}dF(ta)

T

(k+1)T
+ Z/ (k+ V)T [F((k + 1)T) — F(kT)]dF(t,)
k=0 KT

- T[z F(mT) - Y F(mT)ﬂ =Ty [1-FmT?]. (5)

m=0 m=0 m=0
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Thus, the expected cost rate is, from (4) and (5),

crt(cin—cia)Y oo F(mT)?+ ci2) oo [1—F(mT)?]
+ ca S [1HF(mD)] [V [F() = F(mT)]dt

o= TSy~ FnI}] ©
Obviously,
C(0) = lim C(T) = oo, C(o0) = lim C(T) = cq. (7)

T—0 T—o0

Therefore, there exists an optimal inspection interval T* (0 < T* < o)
which minimizes C(T').

2.2 Optimal Policy

For simplify of analysis, we assume that the failure time of each unit has
an exponential distribution F(t) = 1 —e~**. Then, the expected cost rate
in (6) is
ci1 + 2cine™ M 4 ¢ (1 — e= 2T
—cg(14+e AT —2e=2AT) /A
T(1+ 2e=AT)

o(T) = b e (8)

Differentiating C'(T') with respect to T and putting it equal to 0,
dei1(1— e T + (dejp + 2, Te M) (1 — e722T)
+ 2(01'2—0“)4—%1(1 + 2e—AT)2} [1— (1+ e ]
— (1427 M1 — (14 22T)e ) = 640 + 3ci1. (9)

Letting denote the left-hand side of (9) by Q(T),
1
Q(0) =0, Q(00) = 6ci2 + 2¢i1 + N Cd — Cr (10)

Thus, if ¢4/ > ¢;1 + ¢, then there exists exists a finite T* (0 < T* < 00)
which satisfies (9).

2.3 Numerical Examples

We calculate the optimal interval 7 which minimizes the expected cost
rate C(T)/ci2 in (8) when F(t) =1 —e~**. All costs are normalized to c;o
as a unit cost, i.e., they are divided by c¢;s.

Table 1 gives AT* x 105 which minimizes the expected cost rate C(T)/c;2
for cq/(Aciz) x 1077 = 1-10 and ¢, /cio x 1075 = 1, 5, 10 when ¢;1/ci2 =
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Table 1 Optimal interval AT* x 105 when ci1/cia = 0.1

) =5
ca/(Aeig) x 1077 1 CT/CZQL; 10 0
1 37.26 36.62 35.86
2 26.40 26.17 25.90
3 21.57 21.45 21.30
4 18.69 18.61 18.50
5 16.72 16.66 16.59
6 15.26 15.22 15.16
7 14.13 14.10 14.05
8 13.22 13.19 13.16
9 12.47 12.44 12.41
10 11.83 11.81 11.78

Table 2 Optimal interval AT™* x 105 when cr/cia =5 X 10°

Cd/()\cig) X 1077
ci1/ci2 1 5 10
0.01 35.82 16.30 11.55
0.05 36.18 16.46 11.67
0.1 36.62 16.66 11.81
0.5 39.95 18.18 12.88

0.1. Tt is shown that XT™* decreases as ¢q/(Aci2) or ¢./c;e increases. This
indicates that when the loss cost ¢4 and the replacement cost ¢, is large, it
is better to shorten the interval of inspection to detect failures as soon as
possible. For example, when cq/(Aci2) X 1077 =5 and ¢,/ci2 x 107° = 10,
AT* x 10° = 16.59. That is, when the mean time to failure of each unit
is 1/\ = 3 x 10* hours (approximately 3.5 years), c;1/cio = 1/3 x 10,
ca/cia = 1/3 x 103 and ¢, /c;2 = 10°, the optimal interval T* is about 4.977
hours.

Table 2 presents AT x 103 which minimizes C(T")/c;o for ¢;1/cio = 0.01,
0.05, 0.1, 0.5 and cq/(Aci2) x 1077 =1, 5, 10 when ¢, /c;2 = 5 x 10°. This
indicates that AT™* increases as ¢;1/c;2 increases. Thus, if the cost ¢;1/¢io
of inspection is higher, the interval of inspection should be larger.

3 Periodic Policy for a System with Two Types of
Inspection

This section considers a system which is checked periodically by type-1
and type-2 inspections. The cost of type-1 inspection is lower than that
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Fig. 5 Two types of inspection

of type-2 inspection. Therefore, type-1 inspection checks the system more
frequently than type-2 inspection. On the other hand, we assume that type-
2 inspection can detect any failures which can not be detected by type-1
inspection. That is, it is assumed that type-2 inspection can detect all
failures of the system.

A typical example of such a inspection policy is electronic control device
checked periodically by self-diagnosis and external inspection with tester
[29]. Coverage of external inspection is larger than self-diagnosis, although
the cost performance of external inspection is more worse than that of
self-diagnosis. Therefore, we also classify the failure into two cases such
that the high-cost inspection and low-cost one, where intervals of high-cost
inspection are larger than those of low-cost self-diagnosis.

The mean time of one cycle and the expected cost rate are derived.
Further, it is discussed analytically an optimal number of type-1 inspection
between type-2 inspection which minimizes the expected cost. Finally, a
numerical example is given when the failure time is exponential.

3.1 Model and Assumptions

Consider a system which is checked periodically by two-types of inspection.
For this model, we define the following assumptions:

1) Type-1 inspection checks the system at periodic times jT' (j =1,2,...,
j# km(k=1,2,...)), and type-2 inspection checks the system at peri-
odic times kmT (k=1,2,...) for m (m =1,2,...) and some specified
T (0 < T < o0), ie., type-2 inspection is done at every m times of
type-1 inspection.
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2) Type-1 and type-2 inspections can detect the failure which occurred with
probability p (0 < p < 1), although type-1 inspection cannot detect the
failure which occurred with ¢ = 1—p. That is, the failure which occurred
with ¢ can be detected only by type-2 inspection.

3) The failure time has a general distribution F(t) with finite mean 1/X,
where ®(t) = 1 — ®(t) for any function ®(¢). When the failure occurs,
it is classified according to 2).

4) Let ¢;1 be the cost of one check by type-1 inspection, and ¢;1 + ¢;2 be
the cost of one check by type-2 inspection. Let ¢4 be the loss cost per
unit of time for the time elapsed between a failure and its detection.
Further, ¢, be the replacement cost, and we assume cq/\ > ¢;2 + ¢y, i.e.,
if the system failed while the MTTF then the cost is over one of check
by type-2 inpsection and replacement. The system is replaced when its
failure is detected by inspection. Any failure does not occur between the
first failure and its detection. If the failure is detected, then the system
is maintained and is as good as new.

Figure 5 shows the processes of the system with two types of inspection:
The horizontal axis represents time of the process. Upper side shows the
case that the system fails at time ¢ (kmT + jT <t < kmT + (j + 1)T)
and the failure which occurred with probability p is detected by type-1
inspection at time kmT + (j 4+ 1)T". The lower side shows that the failure
which occurred with probability 1 — p is detected only by type-2 inspection
at time (k 4+ 1)mT.

Then, the mean time of one cycle is

oo m=1 kmT+(j+1)T (k+1)mT
Py > / [kmT + (j+1)T| dF(t +qZ/ (k + 1)mT dF(t)
k=0 j=0 kmT+35T kmT
—pTZF kT) +quZF (kmT)  (m=1,2,...). (11)
k=0 k=0
Further, the total expected cost of one cycle is
kmT+(G+1)T
pz Z/ {cia(km +j+1) +cqlkmT + (j + )T — t]} dF(¢)
kmT+;T
m=2 . kmT+(j+1)T (k+1)mT
+ ¢ Z/ de(t)+/ (k4+1)dF(t)
=0 kmT+5T (k+1)mT-T

0 (k+1)mT

—|—qZ/ {(enm + ci2)(k + 1) + cal(k + DmT — ]} dF (1)
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(ci1 + cdT) Z quF(ka)
k=0 k=0
+ ¢io pZF((km nrTr —|—q F(kmT)| — ¢ (12)
k=1 k=0
Thus, the expected cost rate is,
Clm: T) = cia[pY ey F((km=1)T) + q3 72 o F(kmT)| — § +cr
’ DT S g FORT) + qmT ey F(bmT)

+cm+%% (m=1,2,...). (13)

3.2 Optimal Policy

We assume that the failure distribution is exponential, i.e., F'(t) = 1—e

—At
Then, the total expected cost rate in (13) can be rewritten as
o[l—p(1— —“A(m—1)T\]_ (cd _ (11— —AmT 1—e T
Clm) — =P = (g —e1=eT) (1-¢
gm(1l — e 2T) + p(1 — e=mT) T
+@+%- (m=1,2,...). (14)
Clearly,
e cin— (ca/X—c)(1 —e T
c(1;T)= —
(LT) =ca+ T + T )
Ci
C(OO, T) =cq + ?1

Therefore, if cg/\ — ¢, > ¢i2/(1 —e™T) then there exists a finite m* (1 <
m* < 00).

Letting C(m + 1;T) > C(m;T),
m AT 1) ( 7” +pe )
D —— (m=1,2,...). (15)
p+ germ q(yd — ¢+ peipe?T)
Letting denote the left-hand of (15) by L(m),
1—e A 1
R (00) = ey

A(m+1)T _ AmT AT

e + qe +1)(e 1

Lim+ 1)~ Lim) = 2 ) g A DT — D]
(p + germ DT (p 4 germT)

Therefore, from assumption 6) and ¢q/A— ¢, > gc;2, there exists an optimal

number m* (1 < m* < oo) which satisfies (15).
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Table 3 Optimal number m* which minimize C(m;T)/c;1 when ¢;2/c;1 = 10 and
cr/ci1 = 1000

1/(AT) =300 | 1/(AT) = 600
p cqT'/cin
100 1000 100 1000

0.50 11 4 16 5
0.55 12 4 16 5
0.60 12 4 17 6
0.65 13 4 19 6
0.70 14 5 20 6
0.75 16 5 22 7
0.80 17 6 25 8
0.85 20 6 28 9
0.90 25 8 35 11
0.95 35 11 49 15
1.00 o) [e%e) o) o)

3.3 Numerical Example

We compute numerically the optimal inspection number m* which mini-
mizes the expected cost rate C(m;T)/c;1 when F(t) = 1 —e~*. All costs
are normalized to ¢;; as a unit cost, i.e., they are divided by ¢;;.

Table 3 gives the optimal number m* which minimizes C(m;T)/c;y for
1/(A\T) = 300, 600, c¢4T"/c;1 = 100, 1000 and p = 0.50, 0.55, 0.60, 0.65, 0.70,
0.75, 0.80, 0.85, 0.90, 0.95, 1.00 when ¢;2/¢;1 = 10 and ¢, /¢;1 = 1000. This
indicates that m* increase as p and 1/(AT') increase, and ¢4T'/c;1 decrease.
Especially, when p goes to 1, m* goes to infinity. This results means that it
would be better not to done type-2 inspection when type-1 inspection can
detect any failures.

4 Periodic Policy for a System with Self-Testing

We consider a system which can detect the failure with a delay time dis-
tribution. That is, the system can detect without external inspection, al-
though the time to detect the failure has a delay time. Therefore, it is
necessary to check periodically by external inspection for early detection of
the failure.

A typical example is digital circuit which has a property of self-testing:
When the system has a failure which is in an assumed failure set, if the
system has at least one input code for output a code which are not in a
correct output code set, then the system is called that it has a property
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of self-testing. Therefore, such a failure can be detected without periodic
inspection, i.e., the system with self-testing can detect any failure during
the normal operation [28] (Figure 6).

However, even if the system has input codes to detect some failures, they
may not be inputed rapidly to the system. Therefore, some failures may not
be detected rapidly by self-testing. Hence, for detection of the failures early
and surely, it would be necessary to check by inspection such as inputting a
set of test codes at periodic times. In this case, if the system fails, then its
failure is detected by self-testing or the next periodic inspection, whichever
occur first. However, checking periodic inspection so frequently will incur
much loss cost.

In this model, we obtain the expected cost rate. Optimal intervals of
periodic inspection which minimize the total expected cost and the expected
cost rate are analytically derived, Further, we consider the case where there
exist some failures which cannot be detected by self-testing with probability
p. Finally, numerical examples are given when both times of failure and its
detection by self-testing are exponential.

4.1 Model and Assumptions

Consider a system which can detect the failure with a delay time distribu-
tion. For this model, we define the following assumptions:

1) The system is checked at times k71" (k = 1,2,...) by periodic inspection.

2) The failure time distribution has a general distribution F'(t) with finite
mean 1/\, where F(t) =1 — F(t).

3) The time from a failure to its detection by self-testing is a general dis-
tribution G(z) with finite mean 1/p (u > A). Thus, when the system
fails, its failure will be detected by self-testing or at the next periodic
inspection, whichever occurs first.
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Ci Ci Ci z
[ = = SRR —I—I—)L}) 1----

Cd
C; C; C; z
: = = R —I—.—)L&
t Ca
0 T 2T (k+1)T
m periodic inspection X failure O failure detection

Fig. 7 Processes of system with self-testing

4) Let d(t) = g(t)/G(t), where g(t) is a density of G(¢) and G(t) = 1 —
G(t), where d(t)dt represents the probability that the failure of system
is detected during (¢,t + dt) by self-testing. We call d(t) self-detection
rate. It would be practically estimated that d(¢) is a decreasing function.

5) A cost ¢; is the cost for one check by periodic inspection, and ¢4 is the
loss cost per unit of time for the time elapsed between a failure and its
detection by self-testing or periodic inspection, whichever occurs first.
A cost ¢, is the replacement or maintenance cost. Especially, we assume
cqg > Ay + pe;.

Figure 7 shows the processes of the system with self-testing: The hor-
izontal axises presents the process of time, and the system fails at time ¢
(kT <t < (k+1)T). The upper side shows the case the failure is detected
at time ¢+ (< (k+1)T) by self-testing, and the lower side shows the case
where its failure is detected at time (k 4+ 1)T by periodic inspection.

Then, the mean time of one cycle is

(k)T [ p(k+1)T—t
/ l / (t +2)dG(z) + (k + DTGk +1)T — ) |dF (1)
0

1 T _ —
-1+ ;}/0 [F(RT) = F((k + )T — 2)|G(x) da. (16)

In a similar way, the total expected cost of one cycle is
o0

(b+D)T [ p(h+1)T—t
Z / [/ (cik + cqz) dG(x)
k 0

k=0" kT

+{ci(b+1) +cal(k + )T —t]}G((k + 1)T — t) [dF(t) + ¢,

oo

— e Z{F(m - /0 ! [F(kT) ~F((k+1)T - a:)] dG(x)}

k=0
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—l—ch/ F((k+ )T — )] Gla) d + c;. (17)
Therefore, the expected rate is, from (16) and (17),

& Yo {FT) = [{[F(T) = F((k + )T - 2)] dG(a) |
CT) = ——— __Cd/“c’“ - +ea
Yoneo Jo [F(ET) = F((k+1)T — )]G (z) dz + 1/X

(18)
Evidently,

. . C + ¢
C(0) = lim C(T) =o0,  Co0) = lim C(T) = JQLT/N

Thus, there exists an optimal time T* (0 < T* < o0o) which minimizes
c(T).

4.2 Optimal Policy

Consider the optimization problem of minimizing C'(T') in (18). In partic-
ular, when F(t) =1 — e (18) is

Ci [1 - fOT(l — e—A(T—z))dG( )} (A — ) (1— e—AT)
fOT(l — e MT=2)G(x) da %(1 AT

C(T) = + cq.

(19)
Differentiating C(T") with respect to 7" and putting it equal to zero,

g Az Val . g Axr ’ Ax
(ca — /\cr)/0 (e =1)G(z)dz — ¢ [/0 (e 1) dG(ac)—&—/O AeG(x) de
T T
Az T A MT =)\ ) dz
+/O/\e dG()/O(l o \G(@)d

T T
_ / APC(z) da / (1 — e M=) 4G ()
0 0

Letting denote the left-hand side of Q(T),
Q(0) = Jim Q(T) = 0

= Cj. (20)

Qo) = Jim QUT) = (e = o) [ (e - 1)G() da
e { /0 T~ 1)dG() + 3 /O Ten dG(a:)] ,
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Cd — \Cy (T - 1 _/\AT}

¢
_ r (1—e XT=2))dG
+>\eATG(T)ci/ (1—e AT — z)) ( fO e ) (33) —d(T)
0 fo —e~MT—2)G(x)dx
Because we assumed that the self-detection rate d(t) is decreasing, i.e.,
d(T) < g(x)/G(z) for 0 < 2 < T, it follows that
[ = e M=) 4G () . [T = e M=) G ()
Jo (U= e XT=0)Gayda — [ (1= e XT=0)g(a) /d(T)da
Further, limr_o Q'(T) = —A¢;. Thus, Q(T') decreases at first, and after
that, increases to QQ(00). Therefore, if Q(00) > ¢;, then there exists a finite
and unique 7% (0 < T* < oo0) which minimizes C(T').
Case 1. We assume G(x) =1 —e™#*. Then, (20) is

1—e=NT | _ gnT 1 — e~ (=NT
(ca — Aer — ) ( © — © ) _ CZ.M

= d(T). (21)

= C;.
p=A I p—=A
(22)
Let denote the left-hand side of (22) by Q(T'). Then,
A
Qo) = lim Q(T) = (cq — Aep — pcy) ——,
(00) = lim Q(T) = (ca e

Q(T) =e W NT(cg — Aep — pei) (1 — e ) = Aey].

Thus, Q(T) starts from 0 and decreases for a while, and increases strictly

to Q(00).

Therefore, we have the optimal policy:

(i) If (ca— ey — pei) N/ [u(pp— A)] > ¢, then there exists a finite and unique
T* which satisfies (22).
(ii) If (cqa — Aer — pe) /[ — N)] < ¢, then T* = oo.

Case 2. We assume G(x) = p(1 — e #*), where it is assumed that p (0 <
p < 1) is probability that the failure can be detected by self-testing. On the
other hand, ¢ = 1 — p is the probability that the failure can not be detected
by self-testing, i.e., it can be detected only by periodic inspection. That is,
there exist some failures which can not be detected by self-testing. In the
design of a complex system, it would be difficult to design a system which
can detect any failure. Then, the self-detection rate is

o
d(z) = L7
q+pehe
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which is a decreasing function from pu to 0. If p = 1, then this model
corresponds to the case where G(z) is a standard exponential distribution,
and if p = 0, then this model corresponds to simple periodic inspection
model [1].

Then, the expected cost rate C(T) in (18) is

_o—uT AT _ —(p—N)T _
¢ |:1_’up(l ep‘“ _ e He_A'“ ):|—(CT{1—CT)(1_e )\T)
» (1_el;uT n 1_9)\—>\T _ e—)xT_Me:)(\u—A)T) +qT
Equation (20) is

+cq. (23)

/\(1 _ e—(u—/\)T)

1—e =NT 1 _ e_“T) 9
p=A Iz

Cd — NGy — UC; —
p[(d % )( "
+q {@(e” — AT — 1) — ¢;(e* — 1)}

- pq {%(1 — e IT) — (T —1)(1 - e“T)} = ¢i: (24)

Letting denote the left-hand side of (24) by Q(T),
Qo) = lim Q(T)

1 1 )\CZ‘
D |(ca — Aer — pcy <———)— ]
2 e (5 - ) - 22

+ Tlim q { {—Cd _ /\(i\r + qci)] (e)‘T— 1) — (cd — e + /\upci)T} .

W= A
Therefore, if cqg — A(c, + q¢;) > 0, then Q(co0) = co. Thus, there exists an
optimal interval T* (0 < T™ < oo) which minimizes C(T"). Obviously, if
Mg — Aep — pe;)/u? > c;, then cqg — A(e, + qc;) > 0.

4.3 Numerical Examples

We compute numerical examples for these models when F(t) = 1 — e

First, we calculate an optimal interval T* which minimizes the expected
cost rate C(T') in (19) when G(z) = 1 — e #*. Second, we calculate T*
which minimizes the expected cost C(T') in (23) when G(z) = p(1 —e™#*).
The cost ¢4 is normalized to ¢; as a unit cost, i.e., it is divided by c¢;.

Table 4 gives the optimal T which minimizes C(T) in (19) for 1/u =
20, 30, 40, 50, 60, 70, 80, 90, 100, oo, and ¢4/¢; = 100, 250, 500 when
G(z) =1—e# 1/XA =3 x10°, ¢,/c; = 10%. From the optimal policy, if
1/ < 2/[-X+ /A2 +4X(ca — Acy)/ci), then T* = oo, i.e., it should not
check the system periodically.
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Table 4 Optimal interval T* to minimize C(T) when G(z) = 1 —e™#%, 1/X =3 x 105,

cr/c; = 104
cd/ci
1 100 250 500
20 [ee) e’ e’
30 s - 68.69
10 s 107.75 52.21
50 s 80.79 36.71
60 194.32 71.34 13.87
70 144.89 66.33 1212
80 126.50 63.18 10.93
90 116.34 61.02 10.07
100 109.78 59.43 39.42
> 77.48 49.00 34.64

Table 5 Optimal interval T* to minimize C(T) when G(x) = p(1—e™#®), 1/ = 3x 105,

cr/c; = 10% and c4/c; = 100

p
1u 0.0 02 05 0.9

20 7748 | 8555 | 105.98 | 229.82
30 7748 | 8459 | 102.31 | 209.62
40 7748 | 8372 | 9872 | 181.48
50 7748 | 8298 | 9568 | 153.43
60 7748 | 8238 | 9324 | 133.49
70 7748 | 8188 | 91.20 | 120.87
80 7748 | 8147 | 89.73 | 112.65
90 7748 | 8112 | 88.47 | 106.98
100 | 7748 | 80.83 | 87.43 | 102.85

Table 5 shows the optimal T* which minimizes C(T) for 1/p = 20—
100 and p = 0.0, 0.2, 0.5, 0.9 when G(x) = p(1 — e™#%), 1/X = 3 x 10,
ca/ci = 100 and ¢, /c; = 10*. For example, if 1/y = 40 and p = 0.5 then
T* = 98.72. This indicates that T increases as p increases, where note

that if p = 0 then the system can not detect its failure by self-testing.

5 Optimal Policies for a Finite Interval

This section considers optimal maintenance and inspection policies for a
unit which has to operate for a finite interval.

Practically, the working
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times of most units are finite in actual fields. A typical example of the
finite intervals is a lease term.

There have little papers treated with replacements for a finite time
span. Barlow and Proschan [1] derived the optimal sequential policy for age
replacement for a finite interval. Christer [30] and Ansell et al. [34] gave
the asymptotic costs of age replacement for a finite interval. Visicolani [40]
suggested a checking schedules with finite horizon. Nakagawa et al. [35,36]
considered the inspection model for a finite working time and gave the
optimal policy by partitioning the working time into equal parts.

This section describes modified optimal policies which convert three
usual models for a finite interval: (1) Periodic inspection policy and (2)
sequential inspection policy.

5.1 Periodic Inspection Policy

A unit has to be operating for a finite interval [0, S] and fails according to a
general distribution F'(t). To detect failures, the unit is checked at periodic
time kT (k=1,2,...,N). Let ¢ be the cost for one check, ¢y be the cost
per unit of time for the time elapsed between a failure and its detection at
the next check, and c3 be the replacement cost. Then, the total expected
cost until failure detection or time S is

(k+1)T
Z/ {er(k + 1) + ea[(k + )T — ]} dF(t) + . NE(NT) + ¢
kT

_ (C_L%S) ZF(%) _CQ/OSF(t)dt+c3 (N=1.2,...).

(25)
It is evident that
S
0(1)261+02/ F(t)dt + cs, C(oo)EA}im C(N) = o0.
0 — 00

Thus, there exists a finite number N* (1 < N* < oo) that minimizes C(N).
Table 6 presents the optimum number N* and the total expected cost

~ S_
C(N*) = C(N*) + cQ/O F(t)dt — s,

when F(t) =1— ¢ and § = 100. In this case, we set the mean failure
time equal to S, i.e., A\S? = /4. The optimal N* decreases as the check
cost ¢y increases.
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Table 6 Optimum number N* and expected cost C(N*)/co when F(t) = 1 — e‘”z7
S =100 and A\S? = 7 /4

ci/ea | N*  C(N*)/ea
2 4 92.25
3 3 95.26
5 2 100.19
10 2 109.30
20 1 120.00
30 1 130.00
S
C; C; Ci Ci
[ mn 1 [ -cvveee _DA
0 T1 T2 T3 Tn—l Tn
L Cd
[ I O—-oee- ]
0 Ty T, Ty Tht
0 Inspection X Failure

Fig. 8 Sequential inspection policy for a finite interval

5.2  Sequential Inspection Policy

Nakagawa et al. [35,36] have considered the periodic inspection model
for a finite interval (0,.5]. In this section, we extend this model to a se-
quential inspection policy as follows:

1) An operating unit is checked at successive times 0 < T7 < Ty < --- < T},
(Figure 8), where Tp =0 and T,, = S.

2) The failure time has a general distribution F(t) with finite mean 1/,
where F(t) =1 — F(t).

3) A cost ¢; is the cost of one check and ¢g4 is the cost per unit of time for
the time elapsed between a failure and its detection at the next check.

Then, the total expected cost until the detection of failure or time S is

Tk+1
Z/ lei(k+ 1)+ ca(Thpr — )] AF(t) + enF(S) (n=1,2,...).

(26)
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Putting that 9C/90T) = 0,
F(Tk) — F(Tk_l) C;

Tir1— Tk = - — k=1,2,....n—1 27
k+1 k f(Tk) cd ( ) 4y , )7 ( )
and the resulting expected cost is
S n—1
C(n)-i—cd/ F@t)dt = Z[Ci+cd(Tk+l —Tk)]F(Tk) (n=1,2,...).
0 k=0

(28)
For example, when n = 3, the checking times 77 and T5 are given by
the solutions of equations

o FI)-F(T) o«
STRETTREY
) a
Th—-T = T ed

and the total expected cost is
s
C(3) + cu / F(t) dt
0

=c¢; +cglh + [Ci + ca(Ty — Tl)]F(Tl) + [Ci +ca(S — Tg)]F(Tg).
Therefore, we compute optimal Ty (k = 1,2,...,n — 1) which satisfy
(27), and substituting them into (28), we obtain the total expected cost
C(n). Next, comparing C(n) for all n > 1, we can get an optimal checking
number n* and checking times T} (k =1,2,...,n%).

5.3 Numerical Examples

We compute numerically optimal policies for each model. Table 7 shows
optimal n* for periodic replacement with minimal repair for 1/A = 10—
100, and ¢, = 5, 6, 7, 8, 9, 10, 15, 20, 25 when S = 100, ¢, = 1 and
Ft)y=1- e~™. This indicates that n* decreases as 1/X or ¢, increases.

Table 8 shows the optimal n* for simple replacement for 1/A = 10-100,
and ¢, = 0.5, 0.6, 0.7, 0.8, 0.9, 1, 2, 4, 6 when S = 100, ¢q = 1 and
F(t) =1 —e~*. This shows similar results with Table 7, i.e., n* decreases
as 1/\ or ¢, increases.

Table 9 gives the checking time Tj (k = 1,2,...,n) and the expected
cost C(n) = C(n)/ca + [ F(t)dt when S = 100, ¢;/cq = 2 and F(t) =

—X* 1 this case, we set that the mean failure time is equal to S, i.e.,

> 2 1 ™
—At
dt==,/~=8.
/Oe 2\/: S

1—e
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Table 7 Optimal n* for periodic replacement when S = 100, ¢ = 1 and F(t) =
1— e M

Cp
N 5% 7 8§ 9 10 13 20 5
10 [14 13 12 11 11 10 8 7 6
20|10 9 8 8 7 7 6 5 4
30 |8 7 7 6 6 6 5 4 4
0|7 6 6 6 5 5 4 4 3
50 |6 6 5 5 5 4 4 3 3
60 |6 5 5 5 4 4 3 3 3
0|5 5 5 4 4 4 3 3 2
80 |5 5 4 4 4 4 3 3 2
90 |5 4 4 4 4 3 3 2 2
004 4 4 4 3 3 3 2 2

Table 8 Optimal n* for simple replacement when S = 100, c¢g = 1 and F(t) = 1 —e~*?

‘p
N5 06 07 08 08 1 2 1 6
10 | 28 25 23 21 20 19 12 7 5
20 21 19 17 16 15 14 9 6 5
30 | 17 16 14 13 12 12 8 5 4
40 15 14 13 12 11 10 7 5 4
50 | 13 12 11 11 10 9 6 4 3
60 12 11 10 10 9 9 6 4 3
70 11 10 10 9 8 8 6 4 3
80 11 10 9 8 8 7 5 4 3
90 10 9 9 8 7 7 5 3 3
100 10 9 8 8 7 7 5 3 3
Comparing C(n) for n = 1, 2, ..., 9, the expected cost is minimum at

n = 4. That is, the optimal checking number is n* = 4 and checking times
are 44.1, 66.0, 84.0, 100.

6 Conclusions

This chapter has showed the optimal inspection and maintenance policies
for high reliable systems. We have suggested several useful models where
systems such as digital control devices are checked by inspection. We have
obtained the optimal policies analytically by making a trade-off between the
loss cost of failures and the cost of inspection. Using the reliability theory,
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Table 9 Checking times T}, and expected cost C(n) = C(n)/cq + fOS F(t)dt when

S'=100, ¢i/cqg =2 and F(t) =1 —e

n 1 2 3 4 5 6 7 8 9
T, | 100 64,1 509 441 403 381 368 363  36.1
T 100 771 660 508 562 543 533  53.1
Ts 100 840 754 705 67.8 666  66.3
Ty 100 8.6 823 789 773 770
Ts 100 921 87.9 8.9 855
s 100 949 925 920
Ty 100 97.2  96.6
T 100 99.3
Ty 100

C(n) | 1020 9344 9152 9116 9147 9211 92.91 93.79 94.70

we have obtained the mean time and the expected cost rates. Further, we
have discussed analytically the optimal inspection and maintenance sched-
ules which minimize these expected costs, have given numerical examples
of each model, and have evaluated them.
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1 Introduction

This chapter discusses uncoordinated checkpointing with logging for prac-
tical applications running with limited resources. We focus on emerging
applications using such uncoordinated techniques, in which it is required
that they can roll back on an error to recovery points other than the latest
checkpoint. A typical of such applications is an optimistic parallel dis-
crete event simulation (PDES). For example, when we find our system was
intruded by malicious attackers, we should roll it back not to the latest
checkpoint but to earlier time point at which it was not invaded. Another
example of such applications is a kind of in distributed speculative exe-
cution, which is used in, for example, concurrency control for distributed
databases [DDBJ, distributed constraint satisfaction problem in distributed
artificial intelligence systems, and distributed event simulations [3,5]. In
such applications, a process does not wait for slower processes even if it
needs information held in the slower ones for improving performance; it
guesses their results and continues processing. If it fails on the specula-
tion, 4.e., it made a bad guess, it rolls back and retries in the manner
as that mentioned in the following section. Uncoordinated checkpointing
and its crossbred with other techniques are often used in such applications.

89
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Especially, hybrid approaches using both uncoordinated checkpointing and
logging are frequently used for reducing recovery overhead [4]. In these
approaches, each process saves differences between before/after states as
log data on every event processing in addition to uncoordinated periodic
checkpointing. Using the log data, the hybrid approaches stop the domino
effects and improve performance of recovery operation. Overhead for com-
paring before/after states and recording the differences is usually negligible
compared to that for coordinated checkpointing in most applications.

We present a discrete time model evaluating the total expected over-
head for a Hybrid State Saving (HSS), which was proposed by Soliman et
al. [1] and frequently used in such applications, assuming that the num-
ber of available checkpoints each process can hold is finite. Soliman et al.
introduced such a hybrid technique, called Hybrid State Saving (HSS) tech-
nique, and analyzed the total expected time to execute a finite-length task,
generalizing Lin’s analysis [2]. In their analysis, it was assumed that each
process could hold an infinite number of checkpoints. Thus, it was possible
to guarantee that there would be one or more checkpoints near any recov-
ery point. Although this assumption is convenient to derive analytically the
optimal checkpoint interval, it is not realistic in many actual applications.
Their analysis also assumed that a process may roll back to any time point,
which might be an infinitely long time ago. However, the rollback is usually
bound within some finite interval in practical applications [3,5]. The upper
bound of the rollback interval is given according to characteristics of appli-
cations. We evaluate the total overhead added for HSS per event where the
number of available checkpoints that each process can hold is finite. In our
model, the rollback distance is also bound to some finite interval, reflect-
ing most situations in many actual applications. Therefore, the recovery
overhead for the checkpointing scheme is described by using a truncated
geometric distribution as the rollback distance distribution. Although it is
difficult to derive analytically the optimal checkpoint interval, which min-
imizes the total expected overhead, substituting other simple probabilistic
distributions instead of the truncated geometric distribution enables us to
do this explicitly.

This chapter discusses hybrid state saving schemes with realistic restric-
tions. The number of checkpoints that can be held in a process is limited
by finite storage size; the rollback distance is also bound to some finite
interval determined by application characteristics, independently from the
number of checkpoints. Soliman et al. assumed that the rollback distance
obeys a geometric distribution. We generalize it to a truncated geometric
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distribution and develop evaluation models for the total expected overhead
that is added to the execution of every ordinary event. Using a trapezoidal
distribution and a triangular distribution instead of a truncated geometric
distribution for the rollback distance distribution, we create a good approx-
imation for the evaluation of overhead. We explicitly derive an optimal
checkpoint interval by using these approximations.

We also examine the effectiveness in a concrete application of the pro-
posed stochastic model. As one of the concrete applications, we implement
a parallel distributed logic circuit simulator software using the Time Warp
technique, which is frequently used for optimistic parallel distributed sim-
ulation. We first introduce the idea of optimistic parallel simulation using
the Time Warp technique and then describe the architecture and behavior
of the simulator. Next, numerical examples obtained by the simulator for
some circuits are presented. Through these numerical examples, we discuss
the impact of checkpoint intervals on simulation time. These numerical ex-
amples show that we can obtain the optimal checkpoint intervals for realistic
application from the analytical model. Moreover, we find that per-process
optimization realized by the proposed analytical model can reduce the total
simulation time of the distributed application.

This chapter is organized as follows: Section 2 outlines the Time Warp
technique and Hybrid State Saving to explain the background of our eval-
uation models. Section 3 briefly presents a discrete time evaluation model
with a limited number of checkpoints and bound rollbacks, and analyt-
ically derives the optimal checkpoint interval. Section 4 introduces the
implemented logic circuit simulator and numerical examples are presented
in Section 5. Finally, Section 6 summarizes this chapter.

2 Time Warp Simulation and Hybrid State Saving

Time Warp technique improves the performance of parallel discrete event
simulation in an optimistic manner [3]. This technique is an example of
the application of HSS, and can be used to improve the performance of
computer simulations of network systems, file systems [8], functionality
verification of logic circuits, etc., by optimistically parallelizing calculations
[5]. The Time Warp technique is sometimes used for concurrency control
for distributed database systems [6].

In PDES, a series of events for a discrete event system is processed in a
predefined causal order. Events in discrete time simulation and serialized
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operations included in database transactions are typical examples of such
causally ordered events. For example, in distributed discrete event simula-
tion (PDES), it is natural that when an event occurs at a given time and
another event is generated as a consequence of the first event, the causal
event must be handled before the resultant event.

To ensure in-order execution of the events in distributed systems, pes-
simistic approaches have traditionally been used [5]. Some techniques em-
ploy centralized approaches, in which, a central controller determines when
and which process should execute an event. In other pessimistic approaches,
processes synchronize with each other in order to ensure the event execution
order. Obviously, in large distributed systems with centralized approaches,
the load is very unequally distributed between the controller and the other
processes. In addition, synchronization overhead can have a significant
impact on the performance of parallel applications.

Using the Time Warp technique, parallel distributed simulation PDES
is performed optimistically. That is, no synchronization for ensuring the
event execution order is employed during normal processing for improving
parallelism. Without synchronization, the process may sometimes handle
events in incorrect order. When the process detects an error caused by
wrong-ordered event execution, it returns to an earlier time point at which
the process can properly handle the out-of-order events, and the process re-
executes the events in the correct order. Here, we can use checkpointing and
recovery (C/R) techniques, which are traditionally used for dependable sys-
tems. While there are several approaches for realizing distributed discrete
event systems in the Time Warp technique, uncoordinated checkpointing
or a hybrid with logging are usually used.

In the Time Warp technique, a process can detect the wrong order of
event execution by checking timestamp value of interprocess messages. A
process notifies other processes of events to be handled by them through the
messages. All messages are timestamped with a kind of logical time, a sin-
gle time series over a distributed system, called virtual time. Events carried
by these messages must be handled in the timestamp order. The timestamp
value denotes the time of the event to be scheduled in simulations. A mes-
sage delivering an event is constructed as shown in Figure 1. Here, id is the
identifier of the message, and virtual_send_time is a time value when the
event included in the message was generated. Also, virtual receive_time
is the time to process the event. The event field holds application-specific
event information.
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Time Warp Message
id
virtual_send_time

virtual_receive_time

event (see Figure 9)

Fig. 1 Message construction of Time Warp simulation

In addition, each process has its own local clock indicating the virtual
time value of the event it is currently processing. When a process receives
a message, it decides whether the event delivered by the message can be
processed in the correct order by comparing virtual receive_time the
timestamp value of the message with value of its local clock. If the local
clock value is larger than virtual receive_time, the timestamp value, the
event delivered is already out of order.

The process detecting the out-of-order events should perform a recovery
operation in order to redo the event processing in the correct order. In the
recovery operation, the process detecting the error rolls back to the state
just before the time indicated by the timestamp of the received out-of-order
message. This point in time to which the process should return is called
the recovery point in recovery operation.

In recovery, the failed process sends special messages called anti-
messages that cancel the effects of previous messages sent to other processes
after the recovery point. As mentioned above, a process has a queue holding
outgoing messages in order to generate anti-messages. An anti-message has
the same contents as the corresponding normal message but its identifier
has a negative value with an absolute value that is equal to that of the cor-
responding normal value. A process receiving an anti-message searches the
corresponding normal message in the incoming message queue and annihi-
lates the pair of normal and anti-messages. If the event in the corresponding
message is already processed, the receiving process also needs to return to
the state before it processes the event in the message. Therefore, a phe-
nomena similar to rollback propagation in uncoordinated checkpointing can
occur in Time Warp simulation. That is, additional anti-messages may be
generated in the cascaded rollback, and they may invoke rollbacks in other
processes.

The time distance of rollback is naturally limited to a finite interval by
the global virtual time (GVT) in the Time Warp simulation. The GVT
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is a kind of global clock and is defined as the earliest virtual time value
in the system. That is, candidates for the GVT are the local clock values
of all processes and the virtual time values of all timestamps of in-transit
messages, which have already been sent but have not yet been handled.
Rollbacks with the Time Warp technique are caused by out-of-date times-
tamped messages. Thus, a process never definitely rolls back before the
GVT.

Figure 2 illustrates an example of message exchange in Time Warp
simulation. The local clocks are denoted as numbers surrounded by frames
in Figure 2, which is advanced after processing each event. Events are
generated internally or are delivered by messages from other processes.
When a process receives a message, it compares the message’s timestamp
with its own local clock, and if the timestamp is older (smaller) than its
own local clock, the process recognizes an error and invokes the recovery
operation. For example, the middle process in Figure 2, the local clock of
which is initially set at 3, executes a number of internally-generated events
and advances its clock. The middle process also generates resulting events,
some of which should be executed by other processes. The middle process
sends messages in order to deliver the events. By sending the rightmost
message in Figure 2, the middle process asks the upper process to execute
an event at virtual time 8. The upper process receives and unpacks the
message and tries to schedule the event at 8. However, its local clock has
already advanced up to 9. The upper process detects an error in event
execution order at this point and therefore invokes the recovery operation.

time
e
error

E . . i @ % detectizn
G [§ l@/: fs)

-\- l\,l

| event
execution

——P message @ time stamp Iocal clock

Fig. 2 Diagram of Time Warp technique
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Before we discuss how to construct a model to evaluate the overhead
from checkpointing, logging, and recovery operations in HSS schemes, let
us outline how the operations checkpointing, logging, and recovery oper-
ations are invoked and performed. Several checkpoint/restart techniques
have been used for the Time Warp simulation. Traditionally, uncoordi-
nated checkpointing or logging was often used alone. Soliman et al. [1]
proposed a hybrid technique of uncoordinated checkpointing and logging,
called Hybrid State Saving (HSS), and showed that the HSS can reduce
simulation time comparing the traditional techniques. HSS combines unco-
ordinated checkpointing with logging. In HSS, each process creates check-
points independently every time a constant number of events are executed.
No synchronization for checkpointing between processes is done to improve
performance during normal processing. In addition to the periodic check-
pointing, each process executes logging of differences in its state after every
event execution. The logging in HSS saves the differences bi-directionally.
This can help the recovery operation as mentioned below.

In this chapter, we discuss applications such as distributed speculation,
in which recovery points are given probabilistically, i.e., processes do not
necessarily roll back to the latest checkpoints. Generally, a process involved
in distributed computation often requires information maintained in other
processes. In conventional approaches, the information-consumer process
must wait for the information-maintainer process to generate required in-
formation if progress of task in the maintainer is slower than that of the
consumer. It can be a bottleneck of system performance. In contrast, in dis-
tributed speculation, the consumer does not wait for the slower maintainer.
Instead, it makes some assumptions about the required information and
continues processing with the assumptions. After a while, the maintainer
will generate the information and notify it to the consumer. Since the con-
sumer will not have to roll back unless the notified (true) information would
be inconsistent with the assumption, it is expected that the performance
of the system is improved. However, if the notified information and the
assumption would be inconsistent, the consumer process will roll back to
the time point at which the wrong assumption was constructed and rerun
with the true information. That is, processes in such applications can roll
back by failures in the speculation in addition to process crashes.

Figures 3 and 4 show the recovery operation of HSS where the recovery
point is in between two successive checkpoints. In both figures, the process
detecting an error loads the closest checkpoint to the recovery point in the
first phase of the recovery operation. It loads the checkpoint just before the
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Fig. 3 Forward recovery operation of HSS with replaying log records
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Fig. 4 Backward recovery operation of HSS with rewinding log records

recovery point in Figure 3 and one just after the recovery point in Figure 4.
It then replays forward or rewinds backward the log records until it reaches
the recovery point of the consistent state (Phase 2) and reruns the task
up to the error detection point (Phase 3). HSS can efficiently roll back to
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the recovery point which is far from the checkpoint just before the recovery
point by using the bi-directional log as shown in Figure 4.

The process can roll back to the recovery point with less overhead by
using the log from the closest checkpoint.

Soliman et al. [1] presented an evaluation model assuming this type of
recovery from both sides of the recovery point. They analyzed the total
expected time to execute a finite-length task. We present a concrete exam-
ple of such schemes in the Time Warp technique in Section 4. We evaluate
the total overhead added for HSS on every ordinary event. In addition,
we build two new constraints reflecting the characteristics of Time Warp
simulation in our stochastic model, which were not considered in Soliman’s
model; the number of available checkpoints that each process can hold is
finite, and the rollback distance is also bound to some finite interval, i.e.,
the GVT.

3 Analytical Model

In the previous study [7], we quantitatively evaluated the overhead of HSS
assuming that a process can only hold a limited number of checkpoints and
construct a model that determines the optimal checkpoint interval. This
section briefly outlines our stochastic model for HSS.

Figure 5 has examples of checkpointing executions when there are three
available checkpoints. The vertical lines denote checkpoints and possible
recovery points are marked with a x. In Figure 5(a), the checkpoint interval
seems to be too short. As rollback from checkpoint C'_3 will be applied to
return to almost all recovery points, the significance of checkpoints C_o
and C_; is small. Conversely, the checkpoint interval in Figure 5(b) seems
to be too long. Therefore, as rollback from C_; or the error detection
point, or rollforward from C_5 or C'_; will be used in most recoveries in
the hybrid state saving, the effect of C_3 is not large. Intuitively, the
execution example in Figure 5(c) would be the most effective. Of course, in
order to examine the optimal checkpoint interval, we have to take account
of the checkpointing overhead in normal operation as well as the recovery
overhead.

Defining T as the constant checkpoint interval, we estimate the total
expected overhead H (T') added to every ordinary event execution, for which
we aim to minimize. Let us assume the number M of effective checkpoints to
be finite. This is naturally determined by size of the storage of the process.



98 Stochastic Reliability Modeling, Optimization and Applications

Time Current time point
— (Error detection time point)
|
C, Ifle l
C,

(a) Example with too short checkpoint intervals
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Fig. 5 Checkpointing execution for process with three available checkpoints

In this model, X expresses the time interval between the error detection
point and the recovery point. As previously mentioned, X is bound to
some finite interval in realistic applications. The probability function f(z)
for X is distributed in the interval [0, L], where L is the rollback bound
determined by each application’s characteristic such as GVT in the Time
Warp technique mentioned in the next section. Hence, the cumulative
distribution function

F(z) = Pr{X <z} =) Pr{X =y}
y=0

:Zf(y) ($:071,2,,L) (1)
y=0

properly satisfies F'(L) = 1.

We also define C' as the overhead for single checkpoint creating and
loading, and denote the average overhead of saving and restoring data items
updated by an event with the logging as d. If R(T') is the expected overhead
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for an error to roll back to the recovery point from the current time point
and A is the number of incidents causing rollbacks to occur in a process per
event, the total expected overhead H(T) that is added to every ordinary
event execution can be obtained by

H(T)= %+5+>\[R(T)+(1+%+5) E[X]] (2)
Apparently, the checkpointing overhead appended to every ordinary event
execution is C'/T. Hence, the expected event re-execution overhead is es-
timated as E[X], and the retaking checkpointing and logging overhead is
estimated as (C/T + §)E[X].
The proposed analytical model was constructed in consideration of the
relations between the number of effective checkpoints M and the rollback
bound L. There are two situations:

1) M is relatively large compared with L that is, processes can efficiently
locate one or more checkpoints near every possible recovery point.

2) L is relatively large so that process may sometimes roll back to much
earlier time points than when the oldest checkpoint was created.

Since a process creates checkpoints periodically, the former situation is
expressed as

L < MT, (3)
where Soliman’s model [1] with infinite checkpoints can be also used ap-
proximately. Let us first consider the model for case 1).

Roughly speaking, a process has both checkpoints before and after the
recovery point in case 1). Therefore, we assume that replaying or rewinding
the log is limited to the range of [0, T'/2]. If we assume that distance between
the recovery point and its nearest checkpoint would uniformly distributes
in [0,7'/2], then the mean amount of the distance can be regarded as 7'/4.
Thus, the expected overhead for an error to roll back to the recovery point
from the current time point is

T
R(T):C—kéz, 4)
where § denotes average overhead of saving and restoring data items up-
dated by an event with the logging.
Soliman et al. [1] have assumed that the rollback distance obeys a ge-

ometric distribution in [0, c0]. Generalizing on this, we assume a random
variable X has a geometric distribution truncated for [0, L], that is,

N g(x) 5
/@) S 09 )
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where g(z) = p(1 — p)*. The average of f(x) can be obtained by

(L + 1)pg”
1— qL+1 ’

E[X] == {1 - (6)

p

where ¢ = 1 —p. Note that if L — oo, f(x) becomes the ordinary geometric
distribution.

Thus, we can obtain the optimal checkpoint interval T* which minimizes
H(T) by solving

W(T) = H(T +1) — H(T) =0, (7)

that is,

—1+4/1+38C (14 \E[X])
T = \/ ‘”2 . (8)

If L < MT*, where T* is the optimal checkpoint interval obtained
above, is satisfied, it is appropriate that we assume the situation to be as
in case 1) expressed by (3). Otherwise, when L is greater than MT™*, we
should use case 2) for the analytical model. The border value of L, by
which we decide which case is to be applied, Lporder, Satisfies

Lyorder = M - T*|L:Lbo'r‘dc7" (9)
Note that E[X] in T* includes Lpyorderth order polynomials (see (6)). Solv-

ing the nonlinear equation (9) numerically, we can obtain Lo der-

However, it is not convenient that we need to numerically solve the above
equation in order to decide which case is suitable. Thus, we introduce an
additional approximation to explicitly obtain Lporger. As mentioned later,
intuitively, the geometric distribution truncated by [0, L] given by (5) is
similar to a uniform distribution if L is small and f(x) has similar values
throughout [0, L]. In such case, we assume a uniform distribution as the
probability function for the random variable X:

f@) = 7

Simulation results in our previous work [7] have shown that this approxi-

(x=0,1,2,---,L) (10)

mation works well. Using the uniform distribution, we can obtain Lyorder
explicitly as follows:

M |2 2 * 16C
Lborder—E SCM_1+\/<1_SCM> +ﬁ . (11)
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In case 2), processes may roll back to an earlier time point than that
of the oldest checkpoint they hold. As with case 1), we first derive the
recovery overhead. The overhead for a single recovery operation r(X) is

5% 0<X <T/4
C+6% T/A<X <T/2

r(X)= 7 ! (12)
C+d3 T/2< X < (M—3)T
CH+6[X—-(M-HT] (M-LHT <X <L,

where we assume the error detection point and the recovery point would
be at the middle of the checkpoint interval. Thus, the expected recovery
overhead R(T') is

L
R(T) =) r(@)f(x). (13)

=0
Substituting (5) into (13),

1 T T T T q T M-—\T
1_7qL+1 (5§+Cq4 +5§q2 +(5 |:;—Z:| q( 2)

O B

As was the case with Lporger, it is quite difficult to derive an explicit
formula for T* by solving the nonlinear equation h(T) = 0 obtained with
(14), (2), and (7). Therefore, we introduce additional approximations. For
X, we use a trapezoidal distribution or a triangular distribution chosen
according to the relation between E[X] and L. Intuitively, when the ex-
pected rollback distance E[X] is relatively large compared with L, f(L) of
the truncated geometric distribution is not close to 0. It is expected that
we can achieve a good approximation by using a trapezoidal distribution
in such situations. There is a special case where f(0) = f(L), which occurs
when F[X] approaches L/2. In such situations, the trapezoidal distribution
approaches the uniform distribution. Conversely, when E[X] is relatively
small, f(L) is negligible small compared with f(0), and thus, it is better
to use a triangular distribution rather than a trapezoidal distribution. As-
suming that the average of the trapezoidal or triangular distributions is
equivalent to that of the truncated geometric distribution, we can decide
which distribution can be used as approximations according to the subcases
as follows:

R(T) =

e When L/3 < E[X] < L/2, use a trapezoidal distribution,
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e When E[X] < L/3, use a triangular distribution.

Figures 6 and 7 present numerical examples of these approximations. As
seen in Figure 6 (p = 0.0015, L = 800, and E[X] = 321.6), the trapezoidal
distribution can well approximate the truncated geometric distribution. On
the other hand, when F[X] is much smaller than L, for example in Figure 7
(p = 0.015, L = 500, and E[X] = 65.7 ), the geometric distribution no
longer resembles the truncated geometric distribution and the triangular
distribution is the better approximation.

0.002 )
h trun. geometric —

trapezoidal ——
0.0015F

S )

0.001

0.0005} ™

O L L L L L L L
100 200 300 400 500 600 700 800

X

Fig. 6 Approximation of truncated geometric distribution with a trapezoidal distribu-
tion when p = 0.0015, L = 800, and E[X] = 321.6

We then use these approximations to derive explicitly the optimal check-
point interval. Let us start with the trapezoidal distribution. The trape-
zoidal distribution can be expressed as

flx)=b—ax (r=0,1,2,--- | L). (15)
Obviously, value of the probability function f(z) for any z is in [0, 1], there-
fore, a and b are positive real values less than or equal to 1.

E[X] is the barycentric position of the trapezoid. Thus, the coefficient

a and intercept b are derived as functions of E[X]. Since

E[X]=(L+1) (b - %) (16)

is satisfied and the cumulative function is
Py = JO DL 1)

=1, (17)
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Fig. 7 Approximation of truncated geometric distribution with a triangular distribution
when p = 0.015, L = 500, and E[X] = 65.7

we obtain

_ 6(L-2E[X)) ,_ 22L+1 - 3E[X]) a8)
“TILZ+ DL r2) T T T+D@L+2)

Substituting (12) and (15) into (14),

O+ [L6bM2+4M (a—2b)—3a—2b
R(T):%(1+24M2—32M3)T3+a il ha 32(a )=3a=2] 1
+{1%(2M—1) [a—3b+3(a—2b) L+3aL?] —%(a+2b)}T

L
FO(L+1) (b—gL) + %(L +1)(3b—a— 2aL). (19)

We are now ready to derive the optimal checkpoint interval by using
the trapezoidal distribution. To obtain the optimal checkpoint interval T,
we need to solve h(T) = 0 obtained by using (19), (2), and (7). That is, we
obtain T by solving the following four-dimensional equation:

T4 4 AsT? + AyT? + A\T + Ag = 0, (20)
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where
A — 1 X
ST 32M3 —24MZ — 1
4C 2 3 2
-+ [32aM® —8(3a+4b) M?—8(a—2b) M +5a+4b] ¢, (21)
2
Ay =
2= 3a (32M° — 2402 —1)
b
<w+64aM3_48(a+3b)M2+4{—13a+30b
— 12L[a(L+1)—2b]}M +3 {11a — 2b+ 8L [a(L + 1) - 21’”’)7 (22)
A = ! X
' 34 (32M3 —24M2 — 1)
<w+ 32aM° —24(a+4b)M? +8{~Ta+18b

—12L[a(L+1)—2b]}M+3{11a—12b+16L[a(L+1)—2b]}>, (23)

64C (1 + AE[X])

= . 24
07 WSA(32M3 — 24M2 — 1) (24)
Let P, Q, R, o, and (8 be calculated as follows:
3432 As® AsA
P=-=2-tA, Q= -t A (25)
R 3450 A3Ay Az A (26)
~ 256 16 4 o
a=+/2y—-P, B8=1+v7?—R, (27)
where ~ is one of the solutions of the following three-dimensional equation:
Q° —4(2y - P)(»* = R) = 0. (28)
Four solutions of (20) can be obtained:
—a+ /a2 —4 A
T*:{ A (W+ﬁ)—7ﬂ, (29)

and

4

T*:{ai\/a22_4(7—ﬁ)_é—‘. (30)



Stochastic Analyses for Hybrid State Saving and Its Experimental Validation 105

When there are two real-valued solutions of the four-dimensional equation,

we choose the smaller positive one as the optimal checkpoint interval.
Next, we derive the optimal checkpoint interval by using the triangular

distribution. The probability function of the triangular distribution is

fl@)y=b—azx (0<z<3E[X]). (31)

For the triangular distribution, a and b are derived because 3E[X] = b/a:
2 2

- b= — 32

‘T 3EX|BEX] + 1) 3E[X] (32)

The triangular distribution gives f(z) = 0 for z > 3E[X](= b/a).
Therefore, we should consider two subcases in the same way as in case
1). They are:

e 3E[X] < MT,
o MT < 3E[X].

Let us consider the former case: When 3E[X] < MT, it can be regarded as
that both checkpoints are near every recovery point, as in case 1). Hence,
the rollback overhead for an error is r(X) = C' + §T/4. Thus,

R(T) = g (1 + Z) <c+5§) , (33)

where a and b are given by (32).
Then, we can derive the optimal checkpoint interval by solving the fol-
lowing equation using (33), (2), and (7):

% <1+§)—%(1+)\E[X]) =0. (34)
That is,
1 B 32C (1+ AE[X))
T _2{ 1+\/1+ b5)\(1+§) ‘ (35)

Next, we derive the border value of E[X], Eporder, which satisfies
3Bvorder = M - T*|g[x]=Eyorae, @8 Well @s Lyorder in case 1). Note that
the a and b given by (32) include E[X]. Eporder is

1
186\

Bhorder = {)\ [4CM?—35(M +2)]

+ \/ A2 [36(M+2)—4CM?)> +726AM (2CM — 5)\)}. (36)
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When E[X] > Eporder, we should assume the latter subcase holds, i.e.,
the recovery point in the interval [MT* 3E[X]] must be treated. The
expected rollback overhead R(T') is derived using (12), (31), and (13):

5
R(T) = % (1+24M2 — 32M%) T
aC+0 [16bM?+4M (a—2b)—3a—2b]
+ T
32
+ i(2M—1) (a2—3b2)—g(a+2b) T
12a 8
0 L+ a0 —a) (37)
2 " 6az ¢ @)

Therefore, we can obtain the optimal checkpoint interval using (29) and
(30), letting As and Ao be those given by (22) and (24), respectively, and
letting As and A; be as follows:

— 2 3aC(a+8b) - )
Az = 3a2 (32M3 — 24M2 — 1) [ 5 +64a® M3 —48a(a+3b) M
+4 (—13a®+18ab+126%) M +3 (11a2+6ab—862)} , (38)
1 6aC(3a+8b) 9 3 )
A= 2a2M3 —24a(a+4b) M
' T 302 (32M3 — 24M2 — 1) [ 5 +32a a(a+4b)
+8 (—7a®+6ab+126%) M +3 (11a2+4ab—16b2)} , (39)

and P,Q, R,a, 3 and ~ in T* are the same as those in (25)—(28).

4 Implementation of A Concrete Application: A Parallel
Distributed Logic Circuit Simulator

We implemented a parallel distributed simulator for logic circuits using
Java. Processes in the system communicate with each other by Remote
Method Invocation (RMI) employed in the Java runtime environment. Our
distributed system has 16 Linux machines having AMD Athlon XP 1800+,
256Mbytes memory, and J2SE 1.5 Java runtime environments. All of the
machines are connected to a single 1000Base-T LAN segment via two hubs.

In order to enable retrial of the out-of-order events in Time Warp simula-
tion, Jefferson proposed that processes have the data structures illustrated
in Figure 10. The state queue is a list of copies of the process state. The
input and output queues hold incoming/outgoing messages. Generally, a
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process cannot forecast the timestamp values of incoming messages; there-
fore, the process should be able to return to arbitrary time points. To
realize this, a process saves its state into the state queue before processing
every event. The state queue can be regarded as a set of uncoordinated
checkpoints in our checkpointing language.

In the previous section, a process usually does not save its entire state
but only bi-directional logs in HSS. The process also saves its entire state on
periodic uncoordinated checkpointing. Therefore, in our simulator, check-
points and logs logically live together in the state queue.

Checkpoint and log data are saved in the main memory in each machine.
In checkpointing, a process saves the signal values of all input/output ports
of all gates hosted by the process. Signal values have three-valued logic,
i.e., the value can be 1, 0, or indeterministic value X. Because an output
port of a gate is connected to input ports of other gates, saving all signal
values of input/output ports is redundant. We introduced such redundancy
for avoiding additional query messages in recovery for signal values of gates
hosted by other processes. Log data hold both before/after signal values of
a port of a gate updated by an event.

Figure 8 illustrates the data flow between processes in the simulator.
One machine works as a controller and the other 16 worker machines per-
form simulation tasks, hosting one process per machine. The controller
process performs only setup and termination of the distributed simulation
and therefore is not a bottleneck in the simulation. We input a netlist file
describing a circuit under simulation, an input vector list file, and a circuit
division file to the controller process. The controller process divides the
given netlist into 16 portions according to the information in the circuit
division file. In addition, the controller process makes 16 subsets of input
vectors, each of which includes only the vectors that are necessary for each
portion of the divided netlists. Dividing a netlist into 16 pieces is performed
offline, as mentioned below. The controller sets up workers, distributes in-
formation about the divided netlist and inputs vectors to the workers and
waits for their completion. Worker processes directly exchange information
during simulation and report simulation results to the controller.

This simulator supports several kinds of logic gates, including AND,
OR, NOT, NAND, NOR, XOR, and D-flip flop. Logic gates can have an
arbitrary number of inputs. An event expresses a signal change at a port of
a gate. When an event which changes the signal value of an input port of a
gate, whose output is connected to more than one ports of other gates, we
generate an event per connected port, ¢.e., an event is constructed as shown
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1. input data 2. divide circuit and
files offline input vectors

circuit Controller

netlist input division

3. distribute partial circuits
and inputs

5. report simulation
results

Worker 16

(o 1| (e |
N

4. perform simulation with exchanging information
between worker processes

Fig. 8 Data flow between processes in the simulator

in Figure 9. This event structure is held as the event field in a message
shown in Figure 1.

We divide a circuit into several pieces offline and make a process simulate
one of them. The algorithm for dividing a circuit consisting of a set of gates
and a set of signal lines is a simple depth-first algorithm starting from
primary inputs. Figure 11 shows an example of dividing a small sequential
logic benchmark circuit called “s27” proposed in ISCAS’89 [10] into three
pieces:

| LogicCircuitEvent

gate_id
portmo
new_signal _value

Fig. 9 Event structure

The specifications of machines used in the experiment are shown in
Table 1:
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Fig. 10 Data structures of a process in a Time Warp simulation
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Fig. 11 An ’s27’ example circuit and its divisions

5 Numerical Examples

We performed simulations for some combinational and sequential bench-
mark circuits, which were proposed in [9] and [10] mainly for evaluating
the effectiveness of testing techniques for logic circuits. In addition, we
constructed NAND network circuits illustrated in Figure 12 in order to
evaluate the scalability of the Time Warp simulation. This combinational
circuit consists of 16 NAND gate series. Each NAND series in the circuit
was sometimes connected to other series with probability r, which, in this
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Table 1 Specifications of machines used in the experimental system

CPU AMD Athlon XP 1800+
Memory 256 MBytes
LAN 1000Base-T
OS RedHat Linux 7.2
Java J2SE 1.5
16nputs{ . E o oo E
N J
Y
128
levels

Fig. 12 Construction of the simulated NAND network

section, is called the crossing probability. Obviously, the lower the crossing
probability, the greater the parallelism of the circuit. The specifications of
the simulated circuits are shown in Table 2:

Table 2 Specifications of benchmark circuits

NAND network | c6288 513207
#inputs 16 32 3141 (CLK)
#outputs 16 32 121
#gates 2080 2479 8773
#D flipflops 0 0 669

We periodically input 256 randomly generated 16-bit vectors for the
NAND networks and 50 random vectors having widths of 32 and 31 for
¢6288 and 513207, respectively. For the sequential circuit s13207, a periodic
clock is input and shared between all D flip-flops.

Figure 13 shows the scalability of the Time Warp simulation for the
NAND networks. The values on the vertical axis indicate the relative per-
formance compared to that of a single process. When we use only one
process for simulation, the process does not need to generate checkpoints
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Speed-up

# processes

Fig. 13 Scalability of the simulator

and logs because in Time Warp simulation, rollbacks never occur without
message passing. Simulations with two or more processes cause message
exchanges and rollbacks, and therefore need to generate checkpoints. As
shown in the figure, simulations with two processes had the worst perfor-
mance. This is because the overheads for checkpointing, logging, message-
passing and rollbacks negated the benefits of parallel simulation. Using
more processes achieved a better performance than that obtained in single-
process simulations. In addition, we could obtain greater scalability for
less crossing probability . On the other hand, lower performance was ob-
tained by using two or more processes for s13207. We assume that this
was because s13207 has several flip-flops that share a single clock input.
Intuitively, shared inputs between processes easily cause rollbacks.

In the previous section, In our stochastic model, we assumed that the
rollback distance would obey a truncated geometric distribution. Figure 14
shows an example rollback distance distribution for a process simulating
a NAND network with » = 0.1. This supports our assumption. In addi-
tion, we require that the rollback distance distribution is not affected by
checkpoint interval T, that is, f(x) must not be a function of 7. We also
confirmed this assumption through the simulation. f(z) seemed to depend
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not on 7" but on the construction of simulated circuits or how to divide
them.

350

frequency

50 100 150 200 250 300 350 400

X

Fig. 14 Rollback distance distribution for the NAND network with » = 0.1

Figures 15 and 16 compare the H(T') values obtained from the analy-
ses in the foregoing section with the real overhead value measured in the
simulations, for c¢6288 and s13207. This fits well with the simulation re-
sults. We measured the checkpointing overhead C, the logging overhead
d, the recovery frequency ), the expected rollback distance E[X], and the
maximum rollback distance L in the simulations. Table 3 summarizes the
averages of such parameters for the circuits:

Table 3 Measured values of parameters C, §, A\, F[X], and L

circuit C 1) A E[X] L
c6288 | 0.67 | 0.061 | 0.24 12.0 161
513207 7.9 0.23 4.4 24.0 476

The analytical model presented in the foregoing section describes the
overhead per event imposed on a single process. We did not discuss how
changes in the checkpoint interval of a process concerns the behavior of
other processes. The rollback distance distribution may be influenced by the
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Fig. 16 H(T) measured in the simulation for s13207

checkpoint interval of other processes. This means that we cannot obtain
global optimal checkpoint intervals by independently adjusting 7T in each
process. However, intuitively, it is supposed that repeatedly optimizing each
process can finally reach asymptotic conversion to quasi global optimal. In
order to examine the asymptotic stability, we perform simulation of s13207
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Fig. 17 Reduction of simulation time by repetitive optimization for s13207

in the following steps:

1) Run the simulator with setting 7' = 3 for all processes.

2) Identify parameters C, ¢, A, E[X], and L for each process from the
simulation results.

3) Derive T* for each process from the identified parameters.

4) Run the simulator with the new 7 and repeat steps 2—4.

Figure 17 shows the reduction of the simulation time by the optimization
cycles. Zero on the horizontal axis denotes the result obtained in Step 1.
The figure shows that we could achieve relatively short simulation time
with one-time optimization only.

Figure 18 presents changes in the optimal checkpoint intervals derived
in Step 3 for each process. Each line in the figure denotes T' of a process,
respectively. Most processes reached a constant T' with relatively small-
time repetition. We expect that we can finally obtain constant T*’s for all
processes with long-time repetition. However, the simulation time might
not be decreased significantly. We can obtain a good set of checkpoint
intervals, which provides sufficiently short simulation time, by only one-
time per-process optimization of 7.

Although, we could achieve good optimization by the proposed ana-
lytical model, we can still obtain more effective checkpoint intervals by
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Fig. 18 Changes in T* of processes by repetitive optimization for the s13207 circuit

constructing analytical models, which can describe the relation between
rollback behavior and interaction among processes. In the future, we will
attempt to construct analytical models considering such relations and pro-
viding the global optimal checkpoint interval.

6 Concluding Remarks

We implemented a parallel distributed logic circuit simulator on a PC clus-
ter consisting of 16 PCs. Using the simulator, we simulated some combi-
national and sequential circuits and measured scalability, simulation time,
and several parameters included in the proposed analysis model.

The simulator had good scalability for combinational circuits, especially
for NAND networks with low r. However, this advantage was lessened in
simulations of sequential circuits, in which flip-flops share their clock inputs.

From the obtained simulation results, we confirmed that the assumption
in the analytical models, that is, the assumption of a geometric distribution
of rollback distance, was true in the real application.
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We observed that the optimal checkpoint interval T obtained by the
analytical model could provide shorter simulation time for some benchmark
circuits. We also found a similar trend in the measured overhead values
compared to those of the analytically derived H(T).

The per-process optimization obtained by the proposed analytical model
could provide a relatively short total simulation time. However, we may
be able to obtain more effective checkpoint intervals by analytical mod-
els describing the relations between process interactions and the state-
saving/recovering overheads. Constructing such analytical models is a sub-
ject of future study.
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1 Introduction

We survey the system which is connected with networks. In such a system,
system failures sometimes happen by changes in the environment or bad
programming code which is downloaded from the network or illegal access
such as DoS Attack, and so on. To prevent the system from its failures,
we need to have the preventive maintenance policy and have the security
management policy. We have considered the reliability of a microprocessor
system from the view point of fault tolerance [38]. In this chapter, we
pay attention to a system of connected with networks, and treat three
stochastic models. Using the theory of Markov renewal processes, we derive
the reliability measures such as the mean times to system failure and to
completion of the process.

The theory of Markov renewal processes is used to analyze the system:
Markov renewal processes were first studied by Lévy [23] and Smith [24].
Pyke [25,26] gave a careful definition and discussions in detail. Recently,
Cinlar [27,28] surveyed many results and gave diverse applications in an
extensive bibliography. In reliability theory, these processes are one of
the most powerful mathematical techniques for analyzing complex sys-
tems. Nakagawa and Osaki [30] analyzed two-unit systems using a unique

117
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modification of the regeneration point techniques of Markov renewal pro-
cesses.

In Section 2, we formulate a stochastic model for a microprocessor (uP)
system with network processing. As a computer network technology has
remarkably developed, pPs which form a data terminal equipment (DTE)
in a communication network have been used in many practical fields. Re-
cently, a new communication network combining the information process-
ing and communication plays an important role as the infrastructure in
the information society. Therefore, the demand for improvement of relia-
bilities and functions for devices of a communication network have greatly
increased [31,32].

In fact, a pP which is one of vital devices of a communication network
often fails through some faults due to noise, changes in the environment
and programming bugs. Hence, it is necessary to make the preventive
maintenance for occurrences of such errors. Generally, when we consider
the reliability of the system on an operational stage, we should regard the
cause of error occurrences of a uP as faults of software, such as mistakes
of operational control and memory access, rather than faults of hardware.
That is, when errors of a puP occur, it would be effective to recover the
system by the operation of reset [20].

In Section 2, the expected reset number are derived. Further, an optimal
reset number, which minimizes the expected cost until a network processing
is successful, is analytically discussed.

In Section 3, we formulate a stochastic model for execution process of
an applet. As computer systems have been widely used, the internet has
been greatly developed and rapidly spread on all over the world. Recently,
an applet has been widely attracted as one of the techniques which realize
practical application architecture on WWW (World Wide Web). An applet
is a programming code which downloads from WWW server to a client and
can execute as security management of a client [1]. Java applet is well-
known as a typical one.

Since an applet is loaded from a server, system failures sometimes hap-
pen by bad code. In order to cope with this problem, several schemes have
been proposed [1-5]. As one of schemes, a security checker monitors the
access to system resource. We call the access to system resource system
call. A security checker is a module which inspects system call based on
security management policy which is set up by a user, and can restrict
execution of a programming code as the need arises [1]. The security in-
spection which checks contents of system call is performed by executing an
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inspection program. System failures caused by bad code are prevented by
this security inspection, but, it is the problem that the overhead by this
inspection can not be disregarded.

In Section 4, we formulate a stochastic model for a server system with
DoS attacks. A server has the function of IDS. The system which is con-
nected with networks has a problem in the illegal access which attacks a
server intentionally. In particular, DoS (Denial of Service) attack which
sends a huge number of packets has been a serious problem, and the mea-
sure is hurried.

In order to cope with this problem, several schemes have been considered
[8-10,16]. As one of schemes to minimize damages by DoS attacks, IDS
(Intrusion Detection System) has been widely used. IDS can detect DoS
attacks by monitoring packets which flow on the network. IDS judges an
abnormal condition by comparing packets which flow on the network to the
pattern of DoS attacks registered in advance or by analyzing statistically.

Although the simulation about the policy for the monitoring and detec-
tion of bad code or illegal access has already introduced by [6,7,11,13,15—
17], there are few formalized stochastic models.

In Section 3, the expected number of system failures is analytically
derived. Further, an optimal policy which minimizes the expected cost
until an applet processing is successful is discussed. In Section 4, the mean
time and the expected monitoring number until a server system becomes
faulty are derived. Further, an optimal policy which minimizes the expected
cost is discussed.

2 Optimal Reset Number of a Microprocessor System with
Network Processing

We consider the maintenance problem for improving the reliability of a uP
system with network processing: After the system has made a stand-alone
processing, it executes successively communication procedures of a network
processing. When either pP failures or application software errors in the
system have occurred, a pP is reset to the beginning of its initial state
and restarts again. Most reliability evaluation models of a pP system until
now assumed that both errors of a P and failures of the data transmission
occur unlimitedly [33-37]. In this model, we assume that if the reset due
to errors has occurred N times intermittently, then a pP interrupts its
processing and restarts again from the beginning of its initial state after
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a constant time. That is, if the reset has occurred frequently, the system
has latent faults, and the preventive maintenance to check the operational
environment and to eliminate errors.

We derive the reliability quantities such as the mean time and the ex-
pected reset number until a network processing is successful. Further, we
regard the losses which are the times for the reset and the interruption of
processing, and for the maintenance to restart the system as expected costs,
and discuss optimal policies which minimize them. A numerical example is
finally given.

2.1 Model and Analysis

We pay attention to only a certain DTE which consists of a workstation or
a personal computer and connects with some networks, and consider the
problem for improving its reliability.

Suppose that errors of a P system occur according to an exponential
distribution F(t) = 1 — e~** with finite mean 1/\. If errors of a uP have
occurred, a puP is reset to the beginning of its initial state and restarts
again. It is assumed that any reset times are neglected:

1) After a uP begins to operate, it executes an initial processing immedi-
ately and a stand-alone processing.

2) The times for an initial processing and a stand-alone processing have
a general distribution V'(¢) with finite mean 1/v and an exponential
distribution A(t) = 1 — e~®! with finite mean 1/a, respectively.

3) After a uP completes a stand-alone processing, it begins to execute a
network connection processing.

a) A connection processing needs time according to a general distribution
B(t) with finite mean 1/ and fails with probability v (0 <y < 1).

b) If a connection processing has failed, a 4P executes the same process-
ing again after a constant time w, where W(t) = 0 for t < w and 1
for t > w.

4) After a connection processing has been successful, a uP executes a net-
work processing. A network processing needs the time according to a
general distribution U(¢) with finite mean 1/u, and is successful with
probability 1 if it has not failed.

5) If the Nth reset has occurred since a puP begins to operate, once it
interrupts the processing, and restarts again from the beginning after a
constant time u, where G(t) =0 for ¢t < p and 1 for ¢t > p.
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Under the above assumptions, we define the following states of the sys-
tem:

State 0: An initial processing begins.

State 1: A stand-alone processing begins.

State 2: A stand-alone processing is completed and a network connection
processing begins.

State 3: A network connection processing succeeds and a network process-
ing begins.

State F': A processing is interrupted.

State S: A network processing succeeds.

Fig. 1 Transition diagram between system states

The system states defined above form a Markov renewal process [18] where
State S is an absorbing state. Transition diagram between system states is
shown in Figure 1.

Let Q;;(t) (¢ =0,1,2,3;5 = 0,1,2,3,5) be one-step transition proba-
bilities of a Markov renewal process. Then, by the similar method of [19],
we have mass function @;;(t) from State 7 at time 0 to State j at time ¢ as
follows:

Quolt) = / 1 - V(u)] dF (u), (1)
Quu(t) = /0 1 — F(w)]dV (u), (2)
Quolt) = / [1— A(w)] dF(u), 3)
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Quln = | - F(u)] dA(w), (4)
Quolt) = J_f;x“-“(t) -/ {l1= B +2B) * 1= W]} dF (), (5)
Quslt) = J_f;xww - | - F(u)]dB(w)] (©)
Qi) = | - )] 4P (), ™)
Qustt) = [ - Flu)]dU(w) ®)

where t t
X(0=7 [ 1-F@)asws [ -Fulaww. o)

and the asterisk mark denotes the Stieltjes convolution and ®((t) de-
notes the i-fold Stieltjes convolution of a distribution ®(t) with itself, i.e.,
OO (1) = @UD (1) % B(t), D1 () * Do (t) = [ Po(t — u) dd: (u), ®O) (1) = 1.
We derive the mean time fg from the beginning of system operation
until a network processing is successful. Let Hog(¢) be the first-passage
time distribution from State 0 to State S. Then,
N

Hos(t) =Y DU=N(t) x Z(t), (10)

j=1
where
D(t) = Qoo(t) + Qo1(t) * Qro(t) + Qo1 (t) * Qua2(t) * Q20(1)
+ Qo1 (t) * Qua(t) * Qa3 (t) * Q30(1), (11)
Z(t) = QOI (t) * ng(t) * Qgg(t) * Qgs(t). (12)
It is noted that D(¢) is the distribution function which a pP is reset by the
occurrence of errors, and Z(t) is the distribution function which the system
moves from State 0 to State F' directly without being reset. Further, the
first-passage time distribution Hop(t) from State 0 to State F' by the Nth
reset of a uP is
Hop(t) = DM (1), (13)
Therefore, the first-passage time distribution Lg(t) until a network pro-

cessing is successful is given by the following renewal equation:

Ls(t) = Hos(t) + Hop(t) * G(t) * Ls(t). (14)
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Let ®*(s) be the Laplace-Stieltjes (LS) transform of any function ®(t), i.e.,
®*(s) = [ e *td®(t). Taking the LS transforms on both sides of (14)
and arranging them,

Hgs(s)
Li(s) = 05 . 15
S = T, (06 ) (15)
Hence, the mean time £g is
_ [ o dLE(s)
lg = A tdLs(t) = ll_r%—T
Z*'(0) + D*'(0 D*(0)N

_ Z70)+D7(0) | D) 1)

1—D~*(0) 1— D*(0)N’
where ®’(s) is the differential function of ®(s), i.e., ®'(s) = d®(s)/ds.
From (16), it is noted that £g is strictly decreasing in N and is minimized
when N = oco.

Next, we derive the mean reset number Mp from the start of system
operation or the restart by the reset until a network processing is success-
ful. Let Mg(t) be the expected reset number until a network processing is
successful in an interval (0,¢]. Then,

N—-1
Mpg(t) = > jDY(t) « Z(t). (17)
j=1
Thus, the mean reset number is given by
N—-1
M = Jin, Ma(t) = Iy 3 SID° (9 2°(0)
]:
D*(0)

~1-D*(0)

where it is noted that Z*(0) = 1 — D*(0).

Further, let Mg (t) be the distribution of the expected interruption num-
ber of processings from the start of system operation until a network pro-
cessing is successful. Then, we have the following renewal equation:

Mp(t) = Hor (1) * [L+ G(t) * Mp(t)]. (19)

[1— ND*(0)N~1 + (N —1)D*(0)V], (18)

Similarly, the expected interruption number My until a network processing
is successful is

Mr=1"D ™

(20)
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2.2  Optimal Policies

We obtain two objective functions which are the total expected cost C1(N)
and the expected cost rate Co(IN) until a network processing is successful,
and discuss the optimal policies which minimize them.

(1) Policy 1

Let ¢; be the cost for the reset and co be the cost for an interruption of
processing. Then, we define the total expected cost Cq(N) until a network
processing is successful as the following equation:

Cl(N) =ciMgr+ coMp
D(l—DN) N CQDN
T, e R >

=c (N=1,2,---), (21)
where D = D*(0) is the probability that a pP is reset.

We seek an optimal number N7 which minimizes C;(N). From the
inequality C1(N +1) — C1(NV) > 0,

N(1-D )1 - DNy > 2, (22)
c1
Denoting the left-hand side of (22) by L (V),
Li(1) = (1 — D)(1 — D?), Ly (00) = oo. (23)

Hence, L1(N) is strictly increasing in N from L;(1) to oco. Thus, we have
the following optimal policy:

(i) If L1(1) < ¢a/cq, then there exists a finite and unique minimum N7 (>
1) which satisfies (22).

(ii) If L1(1) > ¢ca/c1, then Nf =1 and the total expected cost is C1(1) =
(c2D)/(1 = D).

In this model, ¢; is the cost for the increase of system resources such as
spaces of memory and times by the reset, and ¢ is the cost for the increase
of system resources by the preventive maintenance to eliminate the cause
of errors. It could be generally estimated that co is greater than ¢y, i.e.,
¢y > ¢1. Thus, we have L1(1) < ¢3/c1, and hence, Nf > 1. Further, it is
easily shown that N* increases with co/c;.
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(2) Policy 2

In the Policy 1, we have adopted the total expected cost as an objective
function. However, it would be more practical to introduce the measure
of the time until a network processing is successful. Next, we consider
an optimal policy which minimizes the expected cost rate until a network
processing is successful. That is, from (16) and (21), we define the expected
cost rate Cy(N) as the following equation:

C1(N)
ls
Nel . A
c . D)(1—-D)— 2¢
SO D) Ty (o
A—|—1 DN M

Ca(N)

where

__Z"(0) + D*(0)
= - D > 0.
We seek an optimal number Nj which minimizes C3(NN). From the

inequality Co(N + 1) — C2(N) > 0,

I

N1-DVM)1-DN*H+Z INDVN1 - DV + ZJDJ >—

o |

(25)
Denoting the left-hand side of (25) by La(N),

Lo(1) = (1 - D*)(1- D+ %D), La(00) = 0. (26)

Putting the second term on the bracket of the left side of (25) by
Ls(N)= NDN(1 - DNt + (1-D) > jD7, (27)

we have
Ls(1) = (1 - D*)D, (28)
L3(N +1)— L3(N) = DNTH1 — DN*2 4 NDN(1 - D?)] > 0. (29)
Hence, L3(N) is strictly increasing in N. Further, since N(1 — DV)(1 —

DN*1) in (25) is also strictly increasing in N, Lo(N) is also strictly increas-
ing in N from Ls(1) to co. Thus, we have the following optimal policy:
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(i) If La(1) < c2/c1, then there exists a finite and unique minimum NJ
(> 1) which satisfies (25)
(if) If Lo(1) > ¢a/c1, then Ni =1, and the resulting cost rate is

CQD

e E)

(30)
Further, we compare Policy 2 with Policy 1. Since from (22) and (25),

N—-1
Lo(N) — L (N) = % NDV(1 DY)+ (1-D) Y jD| >0
j=1

(N=1,2,--+), (31)

Ny > Nj. This means that when the number N of reset is small, the
mean time until a network processing is successful is large, since £ g strictly
decreases in N. Thus, it would be better to adopt Policy 2 where NV is small
when we consider only the cost of the system on the whole. On the other
hand, if we want a processing time to be small, we should adopt Policy 1.

2.3 Numerical Example

We compute numerically the optimal number NJ which minimizes C2(N)
for Policy 2. Suppose that the mean initial processing time 1/v of uP is a
unit of time and the mean time to error occurrences is (1/A)/(1/v) = 30 ~
60. Further, the mean stand-alone processing time is (1/a)/(1/v) =5 ~
20, the mean network connection processing time is (1/8)/(1/v) = 1, the
mean waiting time when a network connection processing fails is w/(1/v) =
1 ~ 4, the mean network processing time is (1/u)/(1/v) = 10, the mean
maintenance time after an interruption of processing is (1/u)/(1/v) = 10,
the probability that a network connection processing fails is v = 0.2, 0.4, 0.6,
the cost ¢; for the reset is a unit of cost, and the cost rate of an interruption
of processing is ¢o/c1 = 1 ~ 3.

Table 1 gives the optimal reset number N5 which minimizes the ex-
pected cost Co(N). For example, when (1/X)/(1/v) = 60, wv =2, v = 0.2,
(1/a)/(1/v) = 10 and ¢z /c1 = 2, Ny = 3. This indicates that Ny decreases
with (1/A)/(1/v), however, increases with wv, v, (1/a)/(1/v) and c3/c;.
This can be interpreted that when the cost for an interruption of processing
is large, N5 increases with ca/c1, and so, the processing should not be ex-
cessively interrupted. That is, we should keep on executing the processing
as long as possible by the reset. Table 1 also shows that NJ depends on
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Table 1 Optimal reset number N3 to minimize C2(N)

(1/a)/(1/v) (1/a)/(1/v) (1/e)/(1/v)
(1/2) 5 10 20
/(A/v) | wo | v c2/c1 ca/c1 ca/c1
2 2 2

0.2

0.6
0.2
30 2 0.4
0.6
0.2

0.6
0.2

0.6
0.2
60 2 0.4
0.6
0.2

po| o] pof o] pof 1o b0 ro| Mo | b0 ro| po| ro| o bof o bof o | =
QG Y VY VSN [N (G G V) (RN NG N Y Y N A A N S
po| o] pof o] pof ro| b0 ro| Mo | b0 ro| po| ro| Mo bof o bof o | =
N VY [N VSN [N QSN [V NG VG [ [USNG [VNY [USY [V Y VY Y VY rtS
po| o] pof o] po| ro| b0 ro| Mo | wo| wo| bo| wo| o rof ol rof nof =
S| VY Y QSN [N QS VY G VG (Y1 [SG VNY [ESY [VY Y VY Y Y rtS

W | W W W[ W] W[ wW|wW|w| wW|w| wlw|w| w| w w
W W W W W[ W] W W w|w| W w wlww wl w w
WO W W WO W W[ W[ W O | ]| WO [ W] W | W W

0.6

each parameter when (1/)\)/(1/v) is small, i.e., when errors of a uP oc-
cur frequently, however, N3 depends little on wv, v and (1/a)/(1/v) when
(1/XN)/(1/v) > 60, and in this case, N3 is almost determined by ca/c;.

3 Reliability Analysis for an Applet Execution Process

We formulate a stochastic model for execution process of an applet: When
an applet is loaded to a client from a server, JIT (Just-In-Time) compiler
is downloaded to a client. Thereby, an applet is changed into an object
code and is executed. If a server does not reply because of busy condition,
a client waits for loading of an applet.

System call which is executed from an object code is monitored by a
security checker. A security checker judges whether its system call needs
inspection or not for every system call. The inspection is performed with
some probability, and in this case, an inspection program is executed. Sys-
tem call is allowed with some probability by a security checker. In this
case, the processing of system call restarts and the control is moved to the
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operating system. Oppositely, if system call is not allowed, it is returned
error code to an applet, and an execution processing of an applet inter-
rupts. After a client eliminates bad code, an execution processing of an
applet restarts. If the inspection is not performed by a security checker,
system failures occur by bad access to a client system. The expected num-
ber of system failures is analytically derived. Further, an optimal policy
which minimizes the expected cost until an applet processing is successful
is analytically discussed. Finally, a numerical example is given.

3.1 Model and Analysis

Figure 2 draws the outline of an execution system with applet [1]:

Client PC
[ Applet loader — ]
Applet
|VirtuaI-Machine code% pF_)_ ,,,,, Web
server
Security &
checker Web
browser

Fig. 2 Outline of an execution system with applet

1) When an applet is loaded to a client from a server, JIT(Just-In-Time)
compiler is downloaded to a client. Thereby, an applet is changed into
an object code and is executed. The time for loading of an applet has a
general distribution D(¢) with finite mean d. If a server does not reply
because of busy condition, a client waits for loading of an applet for a
constant time w, where W (t) = 0 for ¢ < w and 1 for t > w. The time for
execution processing of an applet has an exponential distribution A(t) =
(1—e") (0 < a < 00), a server becomes a busy condition according
to an exponential distribution (1 —e™**) (0 < a < 00), and becomes
a normal condition according to an exponential distribution (1 — e~=%?)
(0 < B < 0), where a normal condition is not a busy condition. Then,
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we define the following states of a server:

State 0: A server is in a normal condition.
State 1: A server is in a busy condition.

(=)

Fig. 3 Transition diagram of a server

The system states defined above form a two-state Markov process [18].
Transition diagram between states of a server is shown in Figure 3. We
have the following probabilities under the initial condition that Pyo(0) =
Pll(O) = ].,POl(O) = Plo(O) =0:

__B QO (atByt
Poo(t)—a+ﬂ+a+ﬁe + y (32)

__« B (et
Pll(t)_a—i—ﬂ_'_a—f—ﬂe + y (33)
Py (t) =1 — Pyo(t), Pio(t) =1 — Pi1(t). (34)

System call which is executed from an object code is monitored by a
security checker. System call occurs according to an exponential distri-
bution B(t) = (1 —e™ ) (0 < b < c0).

A security checker judges whether its system call needs inspection or
not for every system call. The inspection is performed with probability
p (0 < p<1),ie., aclient determines the policy in advance whether a
security inspection is performed or not for system call from an applet. In
this case, an inspection program is executed. The time for processing of
an inspection program has a general distribution U (¢) with finite mean
u.

System call is allowed with probability ¢ (0 < ¢ < 1) by a security
checker. In this case, the processing of system call restarts and the con-
trol is moved to the operating system. The time for processing of system
call has a general distribution V(¢) with finite mean v. Oppositely, if
system call is not allowed with probability 1 — ¢, it is returned an error
code to an applet, and an execution processing of an applet interrupts.
After a client eliminates a bad code, an execution processing of an ap-
plet restarts. The time to restart has a general distribution G(¢) with
finite mean pu.
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5) If the inspection is not performed by a security checker, system failure
occurs by bad access to client system according to an exponential dis-
tribution F(t) = (1 —e™**) (0 < A < o0). In this case, it is maintained
and restarts again from the beginning. The time from system failure
occurrence to restart has a general distribution Z(¢) with finite mean z.

Under the above assumptions, we define the following states of the sys-
tem:

State 2: Loading of an applet starts.

State 3: Execution processing of an applet starts.

State 4: System call occurs.

State 5: Execution processing of an applet interrupts and elimination of
bad code starts.

State F: System failure occurs.

State S: Execution processing of an applet succeeds.

State E: Waiting for loading of an applet starts.

Fig. 4 Transition diagram between system states

The system states defined above form a Markov renewal process, where S
is an absorbing state. Transition diagram between system states is shown
in Figure 4.

The LS transforms of one-step transition probabilities @Q;;(t)(i =
2,3,4,5,FE,F;j=2,3,4,5, E, F,S) of a Markov renewal process are given
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by the following equations:

Q*93(s) = / Ooe’StPoo(t)dD(t), (35)
0

Q"5(s) = / e~* Py (1) AD(1), (36)
0

Q" puls) = / e~ Py (1) AW (1), (37)
0

@sls) = [ e PO WD), (38)
0

Qails) = . (39)

Q"35(8) = T (40)

Q" 13(s) = paU* (5)V*(5) + (1 — p)V* (5 + \) (41)

Q" 15(s) = p(1 — U (s), (42)

@ urls) = (1= p) o5 1= V(s V) (43)

Q" s3(s) = G*(s), (44)

Q" pals) = Z°(5). (45)

First, we derive the mean time from the beginning of loading of an applet
to an applet processing is successful. Let Hsg(t) and Hsp(t) be the first-
passage time distributions until from the beginning of execution processing
of an applet to an applet processing is successful or system failure occurs,
respectively. Then,

Hjs(t Z{Q34 # [Qus(t) + Qus(t) * Qs3 ()]} ™Y % Qss(1), (46)

Hip(t Z{Q34 # [Qus(t) + Qus(t) * Qsa ()]} * Qaa(t) * Qur(t).

(47)
Let Hos(t) be the first-passage time distribution from the beginning of

loading of an applet to an applet processing is successful. Then,
o0

Hys(t) =Y [Has(t) * Hsp(t) « Hra(t)|"™V # Has(t) x Has(t),  (48)
where

Hos(t) = Qa3(t) + Q2£(t) Z Qun” () * Qus(t). (49)
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Hence, forming the LS transform of Hag(t),

H;S(S)E/O e ' dHos(t)

_ H33(s)Q"35(s
1-Q14(5)Q5p (8)Qpa(8) Hs(s) — Q54(5) Q%5 (5)Q53(5) — Q4(5)Q(s)
(50)
Thus, the mean time fyg from the beginning of loading of applet to an
applet processing is successful is

e dH*os(s)
fos = iy~
~w [ Pu(t)dD(t) + dPio(w) 1 b . 1
- TPy () +a+a (I-=p)1-=V*N)] /\—i-z

w fooo Py (t) dD(t) + dPlo(’w)
1-— P11 (U))

+plu+qu+ (1 - q)u]} . (5L

Next, we derive the expected number of system failures M until an ap-
plet processing is successful. The LS transform M*p(s) of the distribution
Mp(t) of system failure number is

M"p(s) = {Q s) + Q" 2p( Z 71 Q" (s )}

=1

8

X Z {Q734(5)[Q" 45(5) + Q" 45(5) Q" 55()]
j=1
XQ"34(5)Q" 4p (s)[1 4+ Q" pa(s) M p(s)]. (52)

Thus, the expected number of system failures is given by

: * a *

My = lim M () = 21— p)[1 = V" (V)] (53)
Moreover, we derive the expected number of interruptions M5 during

the period from the beginning of execution processing of an applet to the

time when an applet processing is successful or system failure occurs. The

LS transform M*5(s) of Ms(t) is given by the following equation:

M~5(s) = Z[Q*34(5)Q*43(5)]i71Q*34(5)Q*45(5)[1 + Q" 53(s) M ™5(s)].
- (54)
Thus, the expected number of interruptions is
Mj = lim M*5(s) = bp(1 —q) (55)

a+b(1—p)1—-V*N\)]
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3.2 Optimal Policy

We obtain the expected cost and discuss an optimal policy which minimizes
it: Let ¢; be the cost for system failure, ca(< ¢1) be the cost for interruption
of processing and c3(< c¢2) be the cost for system operation. Then, we define
the expected cost C(p) until an applet processing is successful as

O(p) =ciMp + coMs + c3
b bp(1 —q)
=ca-(1-p)l-V*N)]+c
1ol W e T v )
We seek an optimal probability p* of security inspection which mini-
mizes C(p). Differentiating (56) with respect to p and setting it equal to

zZero,

+ c3. (56)

a(l = g)fa+0[1 = V*(NV)} c1

TV Oa 00— P V-2 e (57)
Denoting the left-hand side of (57) by L(p),
oy 2ab(1 —q){a+b[1 —V*(N)]}
o= n-vop 7" o
L(0) = all —9) (59)
A= V-O){a+ b = V*(V]}

a[l =V*())]
Hence, L(p) is strictly increasing in p from L(0) to L(1). Thus, we can
characterize the optimal policy:

(1) If L(O) < Cl/CQ < L(l), i.e.,
a(—@fo+ b1 = VN _a _ (1—gfa+b1i V")
1-V*(\) ) all — V*(A\)] ’
then there exists a finite and unique optimal probability p* (0 < p* < 1)
of security inspection which satisfies (57).
(ii) If L(0) > c¢1/cq, i.e.,
a _all —gfa+ bl -V (N}
co 1-— V*(/\) ’
then p* = 0. It is optimal to do no inspection of system call.
(iii) If L(1) < c1/ea, i€,
e (L—g){at bl V]
ey all = V*(\)] ’

then p* = 1. It is optimal to inspect all system calls.
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Table 2 Optimal probability p* of security inspection to minimize C(p)

c1/c2
(1/\)/v | ¢ [100 | 200 | 300 | 400 | 500
0.5 | 0.51 | 0.75 | 0.86 | 0.92 1
0.6 0.6 0.82 | 0.91 | 0.97 1
300 0.7 0.7 0.89 1 1 1
0.8 | 0.82 | 0.97 1 1 1
0.9 | 0.97 1 1 1 1
0.5 0 0.37 | 0.61 | 0.75 | 0.85
0.6 | 0.03 | 0.51 | 0.72 | 0.85 | 0.94
600 0.7 | 0.25 | 0.67 | 0.85 | 0.96 1
0.8 | 0.51 | 0.85 1 1 1
0.9 | 0.85 1 1 1 1
0.5 0 0 0 0.17 0.4
0.6 0 0 0.1 0.4 0.6
1200 0.7 0 0 0.4 0.66 | 0.84
0.8 0 0.4 0.76 | 0.97 1
0.9 0.4 0.97 1 1 1
0.5 0 0 0 0 0
0.6 0 0 0 0 0.06
1800 0.7 0 0 0 0.15 | 0.45
0.8 0 0 0.32 | 0.68 | 0.92
0.9 0 0.68 1 1 1

3.3 Numerical Example

We compute numerically the probability p* of security inspection which
minimizes the expected cost C(p): The processing time of each system call
would be random. Thus, suppose that the processing of system call needs
the time according to an exponential distribution V() = (1—e~*/*) and its
mean processing time v of a system call is a unit time of the system in order
to investigate the relative tendency of performance measure. It is assumed
that the mean execution processing time of an applet is (1/a)/v = 1800,
the mean time of system call occurrence is (1/b)/v = 2, the mean time to
system failure is (1/X)/v = 300 ~ 1800, the probability that system call is
allowed is ¢ = 0.5 ~ 0.9, the cost for interruption is a unit of cost, and the
cost rate of system failure for an interruption is ¢1/ca = 100 ~ 500.

Table 2 gives the optimal probability of security inspection p* which
minimizes the expected cost C(p). For example, when (1/A)/v = 600, ¢ =
0.6 and ¢1/co = 200, p* = 0.51. In this case, we should perform the security
inspection for system call at one time of a rate to two times.

This indicates that p* decreases with (1/))/v, however, increases with ¢
and ¢1/cy. This can be interpreted that when the cost for system failure is
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large, p* increases with ¢; /ca, so that the system should not become system
failure. That is, we should set up the probability of security inspection
highly. Table 2 also presents that when (1/))/v is large and ¢ is small, p*
is nearly 0. In this case, we should not perform the security inspection.

4 Reliability Analysis of a Network Server System with
DoS Attacks

We extract the characteristic element from a server system with DoS attacks
and formulate a stochastic model. The purpose of this model is to detect
DoS Attacks with certain proper time interval and to propose the stochastic
model which can continue normal service of a server system.

In this section, we have the following assumptions: DoS attacks taken
up here are attacks where the service of a server is not available, and eaves-
dropping, alteration of data and DDoS (Distributed DoS) are not included.
A server has the function of IDS, and DoS Attacks repeat occurrence and
disappearance at random. Further, a server becomes faulty owing to DoS
attacks according to a certain probability distribution. The monitoring
policy for DoS attacks is introduced into a server system, and DoS attacks
are detected by monitoring the change of the quantity of a packet, and so
on. After a server system starts a service for clients, the monitoring of DoS
attacks is performed at a certain interval. When DoS attacks are detected
by a server system, a server system interrupts a service for clients and
traces its attacks. If its tracing has succeeded, a server system deletes its
processing. In this case, a server system returns to a normal condition and
restarts a service for clients again. The mean time and the expected mon-
itoring number until a server system becomes faulty are derived. Further,
an optimal policy which minimizes the expected cost is discussed. Finally,
a numerical example is given.

4.1 Model and Analysis

We pay attention to only a server which is connected with the internet, and
propose the stochastic model which can continue normal service of a server
system:

1) DoS attacks occur according to an exponential distribution (1 — e~°%)

(0 < a < 00). After continuing of DoS attacks according to an expo-
nential distribution (1 —e™"*) (0 < 3 < 00), they disappear or a server
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becomes faulty. Since DoS attacks are caused at random by many ter-
minals, it is assumed that they occur according to an exponential dis-
tribution, their duration times are also random, and their time has an
exponential distribution. Let X be the random variable that represents
the duration of DoS attacks and Y be the random variable that rep-
resents the upper limit time until a server becomes faulty after DoS
attacks occurrence. If the duration X of DoS attacks exceeds an upper
limit time Y, then a server becomes faulty owing to DoS attacks, and
otherwise, DoS attacks disappear and it returns to a normal state. This
indicates that if the event {X < Y} occurs, DoS attacks disappear,
and if the event {X > Y} occurs, a server becomes faulty. That is,
when the time of DoS attacks continues for a long time, the probability
that a server becomes faulty is high. Since a server is attacked with
various patterns from many terminals, it is assumed that both random
variables X and Y are independent, and have exponential distributions,
je, PriX <t} =1-eP (0 < 8 < o0)and Pr{Y <t} =1—e
(0 <A< 0).

After a server system begins to operate, it executes an initial processing
and starts a service for clients. The time for the initial processing has a
general distribution A(t) with finite mean 1/a.

DoS attacks are detected by monitoring the change of the quantity of
a packet and by comparing packets which flow on the network to the
pattern of DoS attack. After a server system starts a service for clients,
the monitoring of DoS attacks is performed at a certain interval. The
interval time has the degenerate distribution G(t) placing unit mass at
T. If DoS attacks have occurred, it is certainly detected. Oppositely, if
it has not occurred, it is not detected, and after the monitoring, a server
system returns to the beginning point of a service. If a server system
becomes faulty when it is executing a service for clients, then it stops
owing to system down.

When DoS attacks are detected by a server system, a server system
interrupts a service for clients and traces its attacks. If its tracing has
succeeded, a server system deletes its processing. In this case, a server
system returns to a normal condition and restarts a service for clients
again. This time has a general distribution B(t) with finite mean 1/b.
The probability that the tracing of DoS attacks succeedsis ¢ (0 < ¢ < 1).
If a server system fails to trace DoS attacks and deletes its process-
ing, the refreshment processing is performed and restarts again from
the beginning. The time for the refreshment processing has a general
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distribution V' (¢) with finite mean 1/v. If DoS attacks disappear dur-
ing the refreshment processing, a server system restarts a service for
clients. On the other hand, if a server system becomes faulty during the
refreshment processing, it stops owing to system down.

First, we define the following states of occurrence or disappearance of
DoS attacks:

State 0: DoS attacks disappear and a server is in a normal condition.
State 1: DoS attacks occur.
State 2: A server becomes faulty.

(=2

Fig. 5 Transition diagram between states of DoS attacks

The states defined above form a Markov renewal process. Transition dia-
gram between states of occurrence or disappearance of DoS attacks is shown
in Figure 5.
Let Q;;(t) (¢ =0,1;4 = 0,1,2) be one-step transition probabilities of a
Markov renewal process. Then,
Qoi(t) =1 —e (61)

Q1o(t) = /0 (1-Pr{Y <u})dPr{X <u} = /0 Be BTN du,  (62)

Qia(t) = /Otu —Pr{X <u})dPr{Y <u} = /Ot Ae”(B+Nu g, (63)

From [19], the transition probabilities Py;(t) (j = 0, 1,2) that the system
is in State j at time t when a server is in State 0 at time 0 are:

Poo(t) = ﬁ[(ﬂ FA=y2)e = (B A—y)e ], (64)
Purlt) = (7 — o), (65)
Pyo(t) =1 — Pyo(t) — Por(t), (66)
where 1
1 =Gllat BN+ Via+ B+ N2 —4a)],
yy = %[(a—kﬁ—&-)\) @t BTN dan.
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Next, we define the following states of a server system:

State 3: A server system begins to operate.

State 4: A server system starts or restarts a service for clients.

State 5: DoS attacks are detected, and the tracing of DoS attacks starts.
State F': A server system becomes faulty.

Fig. 6 Transition diagram between states of a server system

The states of a server system defined above form a Markov renewal process.
Transition diagram between states of a server system is shown in Figure 6.

The LS transforms of one-step transition probabilities @Q;;(t)(i =
3,4,5;5 = 3,4,5, F) of a Markov renewal process are:

Q"34(5) = A%(s), (67
Q" 14(s) = e~ Poo(T), (68
Q" 45(5) = e~ Por(T), (69
T S
Q4r(s) = /O e 8> "[Qor(t) * Quo(t)] ™ # Qua (t) * le(f)} , (70)
k=1
Q7s3(s) = (L= q)B"(s + B+ NV (s + B+ N), (71)
@54(6) = gyl = B B V)] aB (54 5+ )
B

+(1—q)B*(s+ 8+ [1—-V*(s+ 8+ N)], (72)

s+B+A
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@or(s) = gyl = B AN+ (L= )B s+ 6+ )
X;I%IXU—VW&+ﬂ+M} (73)

When the state of occurrence or disappearance of DoS attacks transits to
State 2, the state of a server system transits to State F as a result.

We derive the mean time ¢3¢ (7T) until a server system becomes faulty.
Let H;r(s) (i = 3,4,5) be the first-passage time distribution from State i
to State F'. Then,

H3F(t) = Q34(t) * H4F(t), (74)
Hyp(t) = Qaa(t) * Hap(t) + Quas(t) * Hsp () + Qar(t), (75)
Hsp(t) = Qs4(t) * Hap(t) + Qs3(t) * Hzp(t) + Qsr(1). (76)

Taking the LS transforms of (74)—(76) and arranging them,

_ Q"34(5)Q" 4 (8) + Q7 34(5)Q" 45(5)Q" 5 ()
1 —Q*u(8) — Q*45(5)Q%54(5) — Q*45(S)Q*53(5)Q*34(5)(.77)

H*3F(S)

Hence, the mean time ¢35z (T") until a server system becomes faulty is

_ o dH%p(s)  J(D)
far(T) = limy ds  1-I(T)’ (78)
where

I(T) = Poo(T) + Por(T)D = Lie 7T 4 Te 2T,

JT)= 1~ 2Puo(T) + (B~ D) Pu(T)

+

T
[ e e
1772 Jo

T
M= / (e — e dt,
1 =72 Jo

(aD+B4+X) =7

)

1
= -+ Jle_VlT + Jge_’hT +
a

_ 7~ (aD+ 3+ N)
Il - 3 IQ
71— Y2 71— Y2
g = ED =B+ V] —alE - 3D)
- Y1 — 72 ’
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5= FDIB+N) — el +a(B - 3D)
2= )
Y172

D = Q753(0) + Q754(0),

B = iy { 10°5s(6) + Pu(D){-1Q%s(6) + Qo) + Qe (9]

= 2Q%5(0) — P (T)[Q%(0) + @*4(0) + Q751 (0)]
Next, we derive the expected monitoring number M, until a server sys-
tem becomes faulty. Let Myy(t) be the expected monitoring number until
a server system becomes faulty in (0, ¢]. Then,

Mya(t) = [Qaa(t) + Qus(t) * Q5a(t) + Qus(t) * Q53 (t) * Q3a(t)] * [1 + Maa(1)].

Taking the LS transforms of (79),
M*aa(s) = Q" 44(8) + Q" 45(s)Q"54(5) + Q" 45(5)Q"53(5) Q" 34(5) .
1—Q*44(s) — Q*45(5)Q%54(8) — Q% 45(5)Q*53(5)Q*34(5)
Thus, the expected monitoring number is
. . Poo(T) + Pn (T)D I(T)
My = lim Myy(t) = lim M* = = .
1= lim Maa(t) = limy Maals) = 7= 5 o =B D ~ 1= I(T)
(81)
Further, we derive the expected refreshment number M3 until a server
system becomes faulty. Let Ms3(t) be the expected refreshment number
until a server system becomes faulty in (0,¢]. Then,

M33 (t) = Q34(t) * M43 (t), (82)
My (t) = Qaa(t) * Mys(t) + Qus(t) * Ms3(1), (83)
M53 (t) = Q54(t) * M43 (t) + Q53 (t)[l + M33 (t)] (84)

Taking the LS transforms of (82)—(84) and arranging them,
Q" 34(5)Q"45(5) Q" 55(5)

M*33(s) = . (85)
% 1= Q*4u(s) — Q*45(8)Q*54(5) — Q*45(5)Q*53(5)Q*34(s)
Thus, the expected refreshment number is
. . Por(T)G
M3 = tli{go M33(t) = ili%M 33(s) = 10_1(7[(;), (86)

where G = Q*55(0).

Moreover, we derive the expected interruption number M;5 until a server
system becomes faulty. Let Ms5(t) be the expected interruption number
until a server system becomes faulty in (0,¢]. Then,

Miy5(t) = Qaa(t) x Mas(t) + Qas(t) * [1 + Ms5(t)], (87)
Ms5(t) = Qsa(t) x Mys(t) + Qs3(t) * Q34(t) * Mys(1). (88)
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Taking the LS transforms of (87) and (88), and arranging them,
Q" 45(s)

M*55(S) = * * * * * * . (89)
1= Q*44(s) — Q*45(5)Q%54(s) — Q*45(5)Q*53(5)Q*34(5)
Thus, the expected interruption number is
. . . Po (T
Ms = lim Mss(t) = lim M*55(s) = 1_017[((12)- (90)

4.2 Optimal Policy

We obtain the expected cost and discuss an optimal policy which minimizes
it: Let ¢4 be the cost for monitoring, ¢z be the cost for a refreshment, cs
be the cost for an interruption, and co (co > ¢3 > ¢5 > c4) be the cost
for system failure. Then, we define the expected cost C(T) until a server
system becomes faulty as

caMy + c3M3 + csMs + co
L3 (T)
co — (CO — C4)I(T) + (CgG + C5)P01 (T)

= ) . (91)

c(T) =

We seek an optimal time T which minimizes C(T'). Differentiating (91)
with respect to T' and setting it equal to zero,

I(T)J'(T) = I'(T)J(T) — << [J/(T) Pyt (T) — J(T) Py (T)] co
J/(T) B Co — C4 ’
(92)
where

I'(T) = —(yihie T 4+ ypLhe 2T,

J(T) = —(mJie " 4+ q9ae2T) + (mie™ 2T — ype ™),

Y1 — 72
(6% _ _
Py (T) = (me™ T — e 7).
Y1 — 72

Denoting the left-hand side of equation (92) by L(T),

I(T)J"(T) — I"(T)J'(T)
D { —esGtea [ 71(T) Py (T) — J(T) Py (T)] }
L(0) =1, L(T) = — J(T)? ’

(93)
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where
I'(T) = ?Le T 4 2 Le 2T,
TNT) = A2 Tie T 2 e T 4 2 (T o=y
Y172
Py(T) = (vze T —qfe ).
Y12
Hence, when
c3G +cs

'(T)J"(T) = I'"(T)J'(T) > [J(T) Poy (T) = J'(T) Fy (T)],

Co—C4
L(T) is strictly increasing in T' from 1. Thus, we can characterize the
optimal policy:

(i) If L(oo) > co/(co — ca), then there exists a finite and unique T (> 0)
which satisfies (92).

(ii) If L(oo) < co/(co — ¢4), then T* = co. In this case, it is optimal to do
no monitor. The expected cost is

Co
C(00) = T (94)
a + al
and the mean time until a server system becomes faulty is
a+ B+ A
lsp(o0) = ot (95)

4.3 Numerical Example

We compute numerically the optimal time T* from (92): Suppose that
B(t) =1—e™ % V(t) = 1 — e " and the mean time 1/a for the initial
processing is a unit of time. It is assumed that the mean time of DoS
attacks interval is (1/«)/(1/a) = 60 ~ 600, the mean duration of DoS
attacks occurrence is (1/3)/(1/a) = 10, the mean upper limit duration
of DoS attacks occurrence is (1/X)/(1/a) = 60 ~ 600, the mean time for
tracing of DoS attacks and deletion of its processing is (1/b)/(1/a) = 1,
the mean time for the refreshment processing is (1/v)/(1/a) = 5, and the
probability that the tracing of DoS attacks succeeds is ¢ = 0.5,0.9. Further,
the cost cg for system failure is a unit of cost, the cost rate of a refreshment
is e3/co = 1072, the cost rate of an interruption is cs/co = 1073, and the
cost rate of monitoring is c4/co =1~ 8 (x107%).

Table 3 gives the optimal T* which minimizes the expected cost
C(T). This indicates that T decreases with g, however, increases with
(1/a)/(1/a), (1/N)/(1/a) and cq/co. When cq/co and (1/X)/(1/a) are large,
T* = 0. In this case, it is optimal not to monitor.
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Table 3 Optimal time T* to minimize C(T')

q
0.5 | 0.9

C4/Co (>< 1074)

1 2 4 8 1 2 4 8

60 1.0 1.4 2.1 3.1 1.0 1.4 2.1 3.1
120 1.5 2.2 3.2 4.8 1.5 2.2 3.2 4.8
60 180 2.0 2.9 4.3 6.6 1.9 2.8 4.2 6.5
300 3.0 4.4 6.8 114 2.9 4.3 6.7 11.1
600 9.5 17.6 [e'S) ) 8.5 15.0 00 o)
60 2.3 3.4 5.2 8.2 2.3 3.4 5.1 8.1
120 3.5 5.3 8.3 14.4 3.5 5.3 8.2 14.2
300 180 4.7 7.2 11.9 | 24.2 4.6 7.1 11.7 | 23.6
300 7.3 11.9 | 24.0 (%s) 7.1 11.6 | 23.0 [e's)
600 | 30.0 0o o) 00 24.8 00 00 0o
60 3.4 5.1 8.1 14.1 3.4 5.1 8.0 13.9
120 5.3 8.3 14.2 | 38.1 5.2 8.2 14.0 | 36.2
600 180 7.1 11.7 | 234 0o 7.1 11.5 | 22.8 [e's)
300 | 11.7 | 23.1 [e's) 00 11.4 | 22.2 00 [SS)
600 0o 00 0o 00 [e's) 00 [e's) 00

5 Conclusions

We have formulated three stochastic models of a system connected with net-
works, and have discussed the optimal policy which minimizes the expected
cost rate. Moreover, we have given numerical examples of each models and
have evaluated them for various standard parameters. If some parameters
are estimated from actual data, we could select the best policy.

Finally, we enumerate the following questions for future studies:

1) Is it possible to estimate statistically various parameters in the formu-
lated models?

2) What types of distribution are fit for the observed data?

3) What are appropriate measures which show the reliability of the system?

It would be very important to evaluate and improve the reliability of a
system connected with networks. The results derived in this paper would
be applied in practical fields by making some suitable modification and
extensions. Further studies for such subject would be expected.
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Reliability Analysis of
Communication Systems
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1 Introduction

As a computer communication technology has remarkably developed, com-
puting systems have widely spread and have been used in many practical
fields. This chapter summarizes reliability analysis of various communi-
cation systems. In Section 2, we consider a communication system which
consists of several processors. Efficient control mechanisms of a communi-
cation system have been actually realized by a number of processors [7].
Hence, the processing of each processor has to be carried out accurately
and rapidly. Moreover, the system has to restore a consistent state im-
mediately after transient faults. There are rollback recovery technique to
improve the reliability of communications between processors [1-4,6]. That
is, a processor saves the state of process in a stable storage, in which it is
now executing. This is called checkpoint and is set up at periodic times.
When faults have occurred and have been detected, the a process is rolled
back to the most recent checkpoint and can restore a consistent state.
Generally, there are the following two main approaches to take check-
point: Independent approach and coordinated approach [5]. In independent
approach, the process takes checkpoint periodically regardless of its state
depending on states of the other processes. In coordinated approach, all
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processes take checkpoint synchronously. Independent approach may be
attractive because its checkpointing overhead is lower than that of coor-
dinated one. However, there often arise the following two problems: One
is domino effect where the processes cannot find out any consistent states
even if they roll back to checkpoints and do recursively at many times. In
the worst case, some processes may have to roll back to their initial states.
The other is that a receiver may accept the same message again [7,8]. On
the other hand, domino effect in coordinated approach can be avoid by
using the techniques of checkpoint and rollback, in which the process takes
into consideration of its state depending on states of the other processes.

In Section 2, all processors take checkpoints and roll back synchronously
in order to prevent domino effect. Further, a receiver can protect against
the acceptance of the same message by adopting the Transmission Control
Protocol(TCP). We formulate the stochastic model with the above recovery
techniques, using the theory of Markov renewal processes. We obtain the
expected cost as an objective function and analytically derive an optimal
checkpointing interval T* which minimizes it [9].

In Section 3, we consider the problem for improving the reliability of
a mobile communication system. The problem is very important to re-
alize stable and high-speed network communications in mobile environ-
ments [10-12]. However, mobile stations often may become unavailable
due to communication errors, which have been generated by disconnec-
tions, wireless link failures, and so on. Then, a mobile communication
system, which consists of mobile stations, makes the recovery techniques.
That is, when a communication error has occurred, the rollback recovery
for the mobile station associated with such an event is executed to the
most recent checkpoint, and so that, the system can restore a consistent
state [13-16]. Recently, some error recovery schemes with the feature of
mobile environments have been proposed by several authors [15,16]. They
have dealt mainly with the operation time from the beginning of operation
to handoff. We consider a mobile communication system which consists
of mobile stations, several base stations and a switching center, and for-
mulate the stochastic model adopting the recovery technique of checkpoint
and rollback with the feature of mobile environments. We obtain the ex-
pected cost and analytically derive an optimal checkpointing interval which
minimizes it [17].

In Section 4, we consider a communication system which consists of sev-
eral clients and a web server. As the internet has been widely used, its net-
work scheme has been urgently needed for a high reliable communication.
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For example, some packets may be discarded at a client due to buffer over-
flow. The window flow control mechanism to defuse this situation has been
implemented [18-21]. That is, the client can throttle a web server by spec-
ifying some limit on the amount of data it can transmit. The limit is
determined by a window size at the client. The amount of packets, which
corresponds to the window size, is successively transmitted to the client by
the server.

On the other hand, in the packet delivery process, some packets are
sometimes dropped by network congestion (packets loss). Several authors
have studied some protocols for dissolving packets loss [22-28]. For exam-
ple, setting the window to half of the first window size when a sender detects
congestion, has been researched [20]. Moreover, some ways of the conges-
tion detection have been already proposed [23-32]. For example, there are
congestion detections by dropped packets and ECN (Explicit Congestion
Notification) [30]. In the congestion detection by dropped packets, the
server detects dropped packets either from the receipt of three duplicate
acknowledgements or after time out of a retransmit timer, and the server
detects the congestion [20]. In the congestion detection by ECN, Routers
set the ECN bit in packet headers when their average queue size exceeds
a certain threshold, and the server detects incipient congestion during con-
nection [29-32]. In Section 4, we consider a stochastic model of a com-
munication system using a window flow control scheme considering error
of ECN message. We obtain the amount of packets per unit of time until
the transmission succeeds (throughput) and analytically derive an optimal
policy which maximizes it [33,34].

2 Communication System with Rollback Recovery

This section considers a communication system which consists of several
processors, and studies the problem for improving its reliability by adopt-
ing the recovery techniques of checkpoint and rollback : When either pro-
cessor failure or communication error has occurred, the rollback recovery
for processors associated with such an event is executed to the most recent
checkpoint, and a consistent state in the whole system is always maintained
by coordinated approach. The stochastic model with the above recovery
techniques is formulated, using the theory of Markov renewal processes.
The mean time to take checkpoint and the expected number of rollback re-
coveries caused by processor failures and communication errors are derived.
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An optimal checkpointing interval which minimizes the expected cost is dis-
cussed. Finally, numerical examples are given.

2.1 Reliability Quantities

A communication system consists of several processors and its control mech-
anisms are realized by communications with each other between processors.
We assume that the system is divided into a processor called A and the
other processors called B for convenience, and is concerned only about the
communication behaviors of A. The system is shown in Figure 1.

KA fault occur

Processor A 0 X

Segment,

Processor S )
, > Time

Group B , &

Fig. 1 Outline of the model with rollback recovery

1) The system begins to operate at time 0, and takes checkpoints for all
processes that are relevant to the operation of A, at scheduled time T or
when the transmissions between A and B have terminated successfully
at m times, whichever occurs first. Any transmissions which have not
finished until time T are dealt with no transmission with each other.

2) The request time for transmissions between A and B has a general dis-
tribution A(t) with finite mean 1/a.

3) A message is divided into n pieces of segments because it is necessary
to ensure the reliability of transmissions, and each segment is sent from
a sender to a receiver with acknowledgment by handshake as follows:

a) Each corresponding answer of ACK (acknowledgment) or NAK(nega-
tive ACK) from a receiver to a sender judges whether the transmis-
sion of a segment succeeds or does not. The communication of a
message terminates when n times of ACK have been accepted from
a receiver.
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b) When NAK or no answer has been received until a limited time,
we retransmit a message of the same segment. If the retransmission
does not succeed again, it is judged that communication errors have
occurred.

¢) The time required for the transmission of a segment has a probability
distribution a(t), and the probability of its success is p(0 < p < 1).

4) Failures of processor A and processors B occur independently accord-
ing to distributions Fa(t) and Fg(t), respectively. Then, we define a
probability distribution F(t) = Fa(t)Fp(t) with finite mean 1/, where
d(t) =1— d(1).

5) When either processor failures or communication errors have occurred,
the rollback recovery for processors associated with such events is exe-
cuted from that time to its most recent checkpoint:

a) Any transmissions which have not finished until that time are dealt
with no transmission with each other.

b) The system is regenerated by rollback recovery.

¢) The time required for rollback recovery has a general distribution
G(t) with finite mean 1/pu.

Under the above assumptions, we define the following states of the sys-

tem:

State Sp:
State Sp:
State S¢:
State Sp:

The system begins to operate or restarts.

Processor failures occur.

Communication errors occur.

Checkpoint of the system is carried out when the transmissions
of m messages have succeed or at time 7', whichever occurs first.

Fig. 2 Transition diagram between system states
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The system states defined above form the Markov renewal process, where
St is an absorbing state and .S is a regeneration point. Transition diagram
between system states is shown in Figure 2.

Using the mass functions of Markov renewal processes [35], Laplace-
Stieltjes (LS) transforms Q7;(s) of transition probabilities Q;;(¢) from State
i(i = Sp) to State j(j = Sp, Sc, St) are:

T
Qs (5) = / e L— W™ (£) — Xon(8)] dF (1), (1)
T —
Qb 50.(5) = / e~ TF(t) dXom (1), )
T
Qby.s, (5) = e TF(T)[1 - WI(T) — X,u(T)] + / oS F (1) W™ (1),
(3)
where
Wilt) = A(t) * [pa(t) + (1 — ppa® (D)) (i =1,2,--- ,n),
Xon(t) = SWED@) S Wiy (1) # [(1 - pah] @,
j=1 i=1

where ®@(t) is the i-fold convolution of ®(t) and ®®(t) = ®CE-D(¢t) *
D(t), P1(t) xPa(t) = fot Pyt —u)d®y (u), @O (t) = 1. The asterisk mark de-
notes the Stieltjes convolution, i.e., ®*(s) = [; e~ **d®(t) for s > 0. Then,
LS transform Hj g, (s) of the first-passage time distribution Hsg, s, (t)
from the beginning of operation to the next checkpoint is

. _ ngsT(S)
o009 = TG0 S0 + @ 5 GIT )

Therefore, the mean time fg, s, is

(4)

ls,, sy = lim

Jo FOI = W™ () — X, ()] dt
+ 11— [T F@) dw™ () - F(D)[1 - W™ (T) — Xpn(T)]}

S R - W) - X))+ [ F @ AW )

()
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Similarly, LS transforms M} (s) and Mg (s) of Mp(t) and Mc(t) which
are the expected numbers of rollback recoveries caused by processor failures
and communication errors are, respectively,

Q%,,5,(5)G"(s)

1= [Q%,.5,(s) + Q% 5. ()]G*(s)’
Q%,,50(5)G"(s)

1= [Q%,.5,(s) + Q% 5. ()]G*(s)

Mp(s) = (6)

Me(s) = (7)

Therefore, the respective expected numbers of rollback recoveries Mp and
M are

Mp = lim Mp(t) = lim Mp(s)

_ o wnm> (t) — Xn(t)] dF(2) ®)
F(T)[1 = W™ (T) — X (T)] + JiL F(t) dWi™ ()

Mo = tlirgo Mc(t) = l% ME(s)
Jy F(t >dxm< )

:F<T>[1—W£’”><T> )+ fy Ft)dwi™ () ©)

2.2 Optimal Policy

Let ¢ be the cost for system operation, ¢; be the cost for rollback recovery
of communication errors and co be the cost for rollback recovery of processor
failures. We define that the expected cost rate until the next checkpoint is

co +c1Mo + CQMP
éSmsT

C(T,m) = (10)

We seek an optimal checkpointing interval 7* which minimizes C(T', m)
for co > ¢1 > ¢o and given m (m > 1). We consider the particular case that
A(t) is exponential and the transmission time of a segment can be neglected

—at

because it is much smaller than the other times, i.e., A(t) =1 —e and

a(t) =1 for t > 0, and discuss analytically it.
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Differentiating C(T,m) in (10) with respect to T and setting it equal

to zero,
[A(T)+a(1—x)(g; gg)} [Zk 25t (TR Hy o (of) dt + }
+ 1+ 2(1-0) (2=2)] {F(T) S aF L Hy 1 (aT)

+ az™ [T F(t)Hp(at) dt}
1+ S NT) + a1 - )]

+a(l —2) (CQ_CO)Z k= 1/ F(t)Hy_1(at)dt = P (11)

where z = [p(2 — p)]” (0 < z < 1) and Hi(at) = [(at)k/kl]e= (k =
0,1,---). Letting denote the left-hand side of (11) by Q.,,(T),

Qm(o) =1,

(12)

[/\( )+a(1—m)(2 gg)}
< [SiLy et ) Hi (o) d

t+ l}
+ [1 + o1 —x) (@)} [awm IS F(t) Hp1 (at) dt]

c2—Co

@m(00) = 1+ 4 [A(o0) + a1l — )]

+ a(l —x) <02 — cl) ixkil /000 F(t)Hp-1(at)dt, (13)
k=1

C2 — Co

2’;11 k1 [y Bt ()H (at) dt
E(T )Zk 133 "' Hy-1(aT)
- —az™ fo (t)Hp—1(at) dt
@m(T) = {1+%[)\(T)+a(1—x)]}2
’ C1 —C Cy — C1 1
XA (T + 1+ —a(l—2)]| >0,(14
@[ (222) + (222 ) 1+ 2ot - 2| > 00
where &' (t) represents a density function of any function ®(t).
Therefore, we have the following optimal policy:

(i) If A(%) is strictly increasing in ¢ and Qp,(00) > ca/(c2 — ¢o), then there
exists a finite and unique 7™ which satisfies (11), and the expected cost

T I=

rate is

(c2 — co)MT™*) + (1 — co)(1 — )
L+ S NT) + a1 — )] ' (15)

O(T*,m) =



Reliability Analysis of Communication Systems 155

The right-hand side of (15) is strictly increasing in T*. Thus, if T* is
increasing, then C(T*,m) is also increasing.
From the notation of @,,(t),

2™ J(T)

Qi1 (T) = Qu(T) = = TINT) + a1l —2)]

J(T) = [MT) + a] /T F(t)H,,(at)dt + F(T)H,,(aT)

—a/ F(t)Hyn 1 (o) dt + u(1 —a) <c2 _cl> {F(T)Hm(aT)

C2 — Co

/ F(t) Hy(at) dt — a / F(O)[Hon 1 (at) — H(at)] dt]

We easily have

J(0) = H,,(0) [1 + ia(l — 1) (CQ — Cl)} >0,

C2 — Co

J'(T) = X (T) [1 + ia(l _ ) (CQ - Cl)]/OTF(t)Hm(at) dt > 0.

C2 — Co

Thus, if A(t) is strictly increasing then @Q,,(7") is also strictly increasing in
m, and hence, T* is strictly decreasing in m. Therefore, an optimal T
reaches a minimum value when m — oo, and also, C(T*, m) becomes a
minimum.

Therefore, when m — oo, T* reaches a minimum value, and then,
C(T*,m) also has its minimum. Consequently, (11) is rewritten as, by
setting m = oo,

{)\(T) +a(l -z (z; gg)} {fo )efa(lfz)t dt + i
+ {1 + p(l — 1) (M)} F(T)e—o(1=2)T

Cc2—Co
L4+ 5 [MT) +a(l —2)]
+ao(l -2 <ﬂ) /TF(t)eaﬂw)tdt: 2 (17)
C2 — Co 0 C2 — Co

Let denote the left-hand side of (17) by Qoc(T"). Then, from the above
discussions, the optimal policy (i) is rewritten as follows:
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(i)’ If A(¢) is strictly increasing in ¢ and Qoo(00) > ¢o/(ca — co), then there
exists a finite and unique T* which satisfies (17), and the expected cost
rate is given in (15).

Example 2.1. We compute numerically an optimal checkpointing in-
terval T* which minimizes the expected cost C(T,m) in (15). We assume
that failures of processor A and processor B are caused by independent
random factors. That is, failures occur according to a gamma distribution
with order 2, i.e.,

F(t) =1— (14 2Xt)e” 2,

Then, we compute an optimal T which satisfies (11). Suppose that the
mean time 1/p of the rollback recovery is a unit of time, the mean time
of fault occurrences is p/A = 1800, 3600, the mean time requested for
communications between A and B is p/a = 20, 30, the number of segments
per a message is n = 2,4, and the number of messages until the next
checkpoint is m = 20 ~ co. When 1/p is 1 second, 1/ is 30 or 60 minutes,
and 1/« is 20 or 30 seconds.

Suppose that the probability of accepting ACK depends on the length
of a message. That is, when the transmission of a message which does not
divide into segments fails with a probability ¢, the probability of accepting
ACK for each segment is p = 1 — ¢/n, and we set ¢ = 0.1,0.2. Moreover,
suppose that the cost for system operation including checkpoint is ¢y = 1,
the loss cost for rollback recovery of communication errors is ¢1/co = 10,
and the loss cost for rollback recovery of processor failures is co/c; = 2,4.

Under the above assumptions, we give numerical values p7* /60 in Table
1 which minimize C(T,m). When a unit time is a second, they are scaled
to a unit of minute. Table 1 indicates that T* decrease with ca/c; and n.
Further, T* increase with p/\ which is the mean interval of failure occur-
rences for processors and decrease with p/« which is the mean interval of
demand occurrences for communications. When p/« is given, T* decrease
with m and have a minimum value as m — oo.

The increase of 11/ A means that the rate of processor failures decrease,
i.e., the expected number Mp of rollback recoveries for processor failures
decrease with p/A. Table 1 indicates that T* depends on the number m
of messages, however, when A is large, T* depend little on m. Similarly,
the increase of ¢ means that the probability p of accepting ACK for each
segment decrease, i.e., the expected number M¢ of rollback recoveries for
communication errors increase with q. From the above viewpoints, these
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Table 1 Optimal intervals T /60 to minimize C(T, m) when ¢1/co = 10

11/X = 1800 | p/X = 3600
q |c2/er | n | m m/a w/o

20 30 20 30
20 | 6.3 6.3 16.1 | 13.3
2 | 50 | 6.3 6.3 12.8 | 12.7
2 oo | 6.3 6.3 12.8 | 12.7
20 | 6.3 | 6.2 | 157 | 13.1
4 | 50 | 6.2 6.2 12.6 | 12.5
0.1 oo | 62| 62 | 126 | 12.5
20 | 4.0 4.0 8.5 8.1
2 [50 | 40| 40 | 82 | 81
4 oo | 4.0 4.0 8.2 8.1
20 | 40 | 40 | 84 | 81
4 | 50 | 4.0 4.0 8.1 8.0
oo | 40 | 40 | 81 | 8.0
20 | 6.7 6.5 18.5 | 14.5
2 | 50 | 6.7 6.5 14.5 | 13.7
2 oo | 6.7 6.5 14.5 | 13.7
20 | 6.5 6.3 16.8 | 13.6
4 | 50 | 64 6.3 13.4 | 13.0
0.2 oo | 6.4 6.3 13.3 | 13.0
20 | 42 | 41 | 83 | 85
2 [50 |42 ] 41 | 80 | 85
4 oo | 4.2 4.1 8.0 8.5
20 | 41 | 40 | 87 | 83
4 1 50 | 4.1 4.0 8.4 8.2
oo | 41| 40 | 84 | 82

results indicate that when the expected number of rollback recoveries is
large, T* depends little on m, and when it is small, 7" almost depend on
m. Further, from Table 1, when n is large, T* depend little on m and u/«,
and have a constant value roughly. When the rate of c2/c; is large, T* also
have a constant value roughly, which depends little on n,m and p/a. O

3 Mobile Communication System with Error Recovery
Schemes

This section considers a mobile communication system which consists of
mobile stations, several base stations and a switching center. We formu-
late a stochastic model of a mobile network system which reflects actual
behaviors of mobile stations. That is, when a mobile station communicates
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with a base station, if it moves from one area (cell) to another, in which
a base station can connect with it, then it interrupts the operation tran-
siently. Then, the connection of a mobile station is changed from an old
base station to a new one, and after that, this process such as handoff has
been completed and the operation restarts again.

Under the above stochastic model, we obtain the reliability quantities of
a mobile communication system such as the mean time to take checkpoint
and the expected numbers of successful transmissions until communication
errors occur and of handoff, using the theory of Markov renewal processes.
Further, the expected costs are derived and optimal checkpointing inter-
vals which minimize them are analytically discussed. Finally, numerical
examples are given.

3.1 Reliability Quantities

Switching center

Area of handoff

Fig. 3 Outline of a mobile communication system

A mobile communication system consists of mobile stations and several
base stations shown in Figure 3: Each base station is connected by wired
links through a switching center, and one mobile station communicates with
the others by wireless links through a base station BS;(i =0,1,2,---). An
area in which a base station can connect with a mobile station is called
cell. A mobile station moves one cell to another and its connection changes
from BS; to BS;;1. This process is called handoff. The communications
between mobile stations can be realized by such control mechanisms.
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We concern only about the communication behaviors of the system

with mobile station M S and base stations BS;(: = 0,1,2,---), and ap-
ply LP(Logging Pessimistic) recovery scheme to the system [15].

In LP recovery scheme, if a mobile station M .S communicates with B.S;,

the checkpoint and message logs of a mobile station M.S are stored in BS;.
When M S moves from one cell of the base station BS; to another cell of
BS;;1, the checkpoint and message logs are sent from BS; to BS;;1. If
communication errors have occurred, a mobile station M.S demands the
checkpoint and message logs from B.S;. After M S has received the check-
point and message logs, the rollback recovery for M .S associated with such
an event is executed from that time to the most recent checkpoint [15].

1)

We assume that:

The system begins to operate at time 0 and takes the first checkpoint for
BSy. Next, it takes the checkpoint for BS; that manages the operation
of mobile station M S, when the transmissions between M.S and BS;
have terminated successfully at m (m = 1,2,---) times. The state of
processes which are executed at M S is sent to BS;.

A mobile station M .S begins to move from BSy. The request time
for transmissions between M S and BS; has a general distribution A(t)
with finite mean « and the time required for transmission of one message
including the time to save the message log at BS; has an exponential
distribution (1 —e™%) (0 < a < 00).

Communication errors of M S occur according to an exponential dis-
tribution (1 —e™*) (0 < A < o0). When communication errors have
occurred, the rollback recovery for M .S associated with such an event
is executed from that time to the most recent checkpoint. The state of
processes and message logs are sent from BS; to M S.

a) The system is regenerated by rollback recovery.
b) The time required for rollback recovery has a general distribution
V(t) with finite mean v.

When the operation of MS moves from BS; to BS;;1, i.e., when M S
goes into the area of handoff, it interrupts its operation transiently.

a) Handoff occurs according to a general distribution U(t) with finite
mean 1/u.

b) The time required for handoff including the time to transmit the
most recent checkpoint and message logs, has a general distribution
G(t) with finite mean 1/p.
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Under the above assumptions, we define the following states of the sys-
tem:

State 0: The system begins to operate or restart.

State 1: Request for transmissions between M S and B.S; occurs.

State 2: Communication errors occur.

State 3: Handoff occurs.

State 4: Transmission of one message succeeds.

State S: Transmissions of m messages have succeeded, and the system
takes the checkpoint for B.S;.

2, ®

~

—

4

Fig. 4 Transition diagram between system states

The system states defined above form a Markov renewal process [35], where
State S is an absorbing state and States 0—4 are regeneration points. Tran-
sition diagram between system states is shown in Figure 4.

Using the mass functions of Markov renewal processes, LS transforms
Q7,(s) of transition probabilities Q1;(t) from State 1 to State j (j = 2,3,4)
are:

A
Qiale) = [ APt = Tl U A ) (9
Q1(s) = [ e () < U5+ A +a), (19)
0
Q% 4(s) = /0 ae~ (STATOIT (1) dt = ﬁ[l —U*(s+A+a)l. (20)

Thus, LS transform Hg ¢(s) of the first-passage time distribution Hos(t)
from the beginning of operation to the next checkpoint is
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. _ [AT(s)M(s)]™
HO,S(S) = ma (21)
where
EZ [Qus(t) * G®)] "™ % Qua(t),
=1

X(t) = Z [Qus(t) + GO Qua(t),

[A() * M)V % [A@1) * X (1)].

N

=

I
=1

7j=1
Note that M (t) is a probability distribution that one transmission succeeds
and X(t) is a probability distribution that communication errors occur.
Therefore, the mean time ¢ g(m) is

—dH{ (s)
14 = lim ——————
0,s(m) = lim —=
1—-M™ 1 1
= la+-D+——+o(1-M)|, (22

(1 —-M)M™ 1 Ata
where
D=U"A+a)/[1-U"(A+a)], M=a/(A+a).

We derive the expected numbers of rollback recoveries caused by com-
munication errors and of handoff. LS transforms M7,(s) of Mg(t) which is
the expected number of rollback recoveries caused by communication errors
and LS transform M (s) of My (t) which is the expected number of handoff
from the beginning of operation to the next checkpoint are, respectively,

M) = T peri (23)
2t = D W OM O g oy (24)

1= 3050 [A () M ()L A (5) X (5) V™ (s)
Therefore, the expected numbers of rollback recoveries Mpg(m) and the
expected number My (m) are

1—-M™

Mp(m) = lim Mp(s) = —-2—, (25)
Migtm) = Iy My () = | 7=y | (26)
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3.2 Optimal Policy

Let ¢; be the cost for system operation, cy be the cost for handoff and c3
be the cost for rollback recovery of communication errors. Then, we give
the expected cost rate of transmission number until the next checkpoint as

C(m) = &7 CQMH(T:?L +esMe(m) o), (27)

We seek an optimal checkpointing interval m* which minimizes C'(m)
for ¢3 > ¢ > ¢1. From the inequality C(m + 1) — C(m) > 0,

- (12) (5 s e
M+t \1— ) \"M™T ) = Dey + (1 — M)es &)
(28)
Denoting the left-hand side of (28) by L(m), Then, L(1) = (1 — M)/M?
and L(oo) = oo, and hence, there exist a finite m*(1 < m* < oo0) which
satisfies (28). Further, we have the following optimal policy:

1) If L(1) < ¢1/[Dca + (1 — M)cs], then there exists a finite and unique
m*(> 1) which satisfies (28).
2) If L(1) > ¢1/[Dea + (1 — M)cg), then m* = 1.

Example 3.1. We compute numerically optimal checkpointing intervals
m* which satisfy (28). It is assumed that the handoff is caused by some
random factors of a mobile station, and occurs according to an exponential
distribution, i.e., U(t) = 1 — e~ %!, Suppose that the mean time 1/u of
handoff is a unit of time, the request time for transmissions is pu/a = 30,
the mean time of communication errors is u/A = 1800, 3600, the mean
time required for transmissions is u/a = 30 ~ 120 and the mean time of
handoff occurrence is 1/u = 30 ~ 1800. For example, when 1/u = 1 second,
1/X = 30 ~ 60 minutes. Introduce the following costs: The cost for system
operation is ¢; = 1, the loss cost for handoff is ¢o/c; = 2,5 and the loss
cost for rollback recovery is c3/c; = 10, 50.

Under the above assumptions, we give numerical values m* in Table
2. Table 2 indicates that m* decrease with p/a and increase with u/A.
This can be interpreted that when the time required for transmissions is
large, the checkpoint should be made at a small number m*. Moreover,
m* increase with p1/u and decrease with ca/cq. Similarly, m* decrease with
c3/c1. However, when p/X are small, and p/a,c3/cy are large, m* depend
little on p/u and become constant. O
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Table 2 Optimal numbers m* to minimize C'(m)

11/X = 1800 11/X = 3600
c2/c1 | esfer | plu p/a w/a

30 | 60 | 120 | 30 | 60 | 120

30 7 3 1 10 5 2

60 9 4 2 14 7 3

10 300 16 8 4 27 | 13 6

600 19 9 4 33 | 16 8

2 1800 | 21 | 11 5 40 | 20 10
30 6 3 1 9 4 2

60 7 3 1 12 6 3

50 300 10 5 2 18 9 4

600 10 5 2 20 | 10 5

1800 |11 | 5 | 2 |21 |10 5

30 4 2 1 6 3 1

60 6 3 1 9 4 2

10 300 12 6 3 19 9 4

600 15 7 4 25 | 12 6

5 1800 | 19 9 5 34 | 17 8
30 4 2 1 6 3 1

60 5 2 1 8 4 2

50 300 9 4 2 15 7 3

600 10 5 2 18 9 4

1800 | 10 5 2 20 | 10 5

4 Communication System with Window Flow

Control Scheme

163

This section consider a communication system which consists of several

clients and a web server, and formulate a stochastic model of a commu-

nication system using a window flow control scheme considering error of
ECN message: If the ECN bit is not set from the absence of congestion,
the number of packets, which corresponds to a window size, is successively
transmitted to a client by a web server. If it is set from the presence of con-
gestion, the number of packets, which correspond to half of the first window
size, are transmitted. The mean time until packet transmissions succeed is
derived. An optimal policy which maximizes the amount of packets per unit
of time until the transmission succeeds is analytically discussed. Finally,
numerical examples are given.
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Window size N1 — N2

I:I ECN=00 ECN=11
m synAcK| |1]2]3 ..m 1(3
i

Server

»
»>

Congestion

Ijl ECN=00 ECN=10

Client \ Packet
ECN=01 X +ax A Packet Loss

Fig. 5 Outline of Window Flow Control Scheme with ECN

4.1 Reliability Quantities

We consider a communication system which consists of several clients and
a web server as shown in Figure 5. The data transmission is implemented
by the Selective-Repeat Protocol which is the usual retransmission control
between the server and the client [21,36]. Then, we formulate the stochastic
model as follows:

1) Congestion happens in the network according to an exponential distri-
bution (1—e~*)(0 < A < o) and continues according to an exponential
distribution (1 — e~ 7%)(0 < v < 00). We define the following states of a
network system:

State 0: No congestion occurs and the network system is in a normal
condition.
State 1: Congestion occurs.

The network system states defined above form a two-state Markov pro-
cess. A transition diagram of a network system states is shown in Fig-
ure 6.

SO

Fig. 6 Transition diagram of a network system states
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Thus, we have the following probabilities under the initial condition
that PO()(O) = Pll(O) = l,Pol(O) = Plo(O) =0:

_ A O
P t = S — ’Y 3
oo ?) A+7+A+ve
A o
P t = - 7(>‘+’7)t’
() A+7+A+ve

Po(t)=1-Polt),  Pu(t)=1- Ppu(t),

where P;;(t) are probabilities that the network system is in State ¢ (i =
0,1) at time 0 and State j (j =0, 1) at time ¢ (> 0).

A client transmits the request for data packets to the server. The request
information is included in a window size, and the request requires a time
according to the general distribution A(¢) with finite mean a.

The server establishes connection when a client requests data packets.
Then, the server and the client confirm whether the ECN bit is set.
That is, when congestion happens in the network, routers have set the
ECN bit in the packet header. Then, we assume the probability that
ECN bit is error: If no congestion occurs, the probability that a ECN
bit is set from router error, is @ (0 < a < 1). If congestion occurs,
the probability that a ECN bit is not set from router error, is 8 (0 <
B < 1). The server transmits the notification for connection completion
to the client, and the notification requires the time according to an
exponential distribution A;(t) = 1 —e~*/% with finite mean a;. The
client transmits the acknowledgement for the notification to the sever,
and the acknowledgement requires the time according to an exponential
distribution Ay(t) = 1 — e~*/%2 with finite mean as.

If the ECN bit is not set, the number of packets n1, which correspond to
a window size, is successively transmitted to the client from the server.
Then, if no congestion occurs, the probability that a packet loss occurs
is po (0 < po < 1). If congestion occurs, the probability that a packet
loss occurs is p1 (> po).

If ECN bit is set, na (< n1) packets, which corresponds to half of the
first window size, are transmitted. Then, the probability that a packet
loss occurs is pg. If the server has received ACK for the first time, the
remaining packets ny are transmitted again. The process of editing and
transmitting the remaining packets no requires the time according to a
general distribution W (¢) with finite mean w.

The process of editing and transmitting the data requires the time ac-
cording to a general distribution B(t) with finite mean b.
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7) When the client has received n1 or ng packets correctly, it returns ACK.
When the server has received NAK, the retransmission for only loss
packets is made. The time the server takes to transmit the last packet
to receive ACK or NAK has a general distribution D(¢) with finite mean

d.

8) If the retransmission has failed at k times again, the server interrupts,
and the transmission are made again from the beginning of its initial
state after a constant time p, where G(t) =0 for ¢t < p and 1 for t > p.

9) If the server has received ACK for all packets nq, the transmission suc-

ceeds

Under the above assumptions, we define the following states of the sys-

tem:

State 2:
State 3:
State 4:
State 5:
State 6:

State 7:

State F:
State So:

State S:

System begins to operate.

Connection establishment from the client begins.

ny packet transmission begins (no congestion occurs and no ECN
bit has been set).

ny packet transmission begins (congestion occurs and no ECN
bit has been set).

ng packet transmission begins (congestion occurs and ECN bit
has been set).

no packet transmission begins (no congestion occurs and ECN
bit has been set).

Retransmission fails k£ times and interrupted.

ng packet transmission of first time succeeds and nq packet trans-
mission of second time begins.

n1 packet transmission succeeds.

The system states defined above form a Markov renewal process, where Sy
is an absorbing state. A transition diagram between system states is shown
in Figure 7.

We derive transition probabilities from State i to State j. Let Q; ;(¢)(i =
3,4,5,6,7,59;5 =4,5,6,7,51,S2, F) be one-step transition probabilities of
a Markov renewal process. For convenience, we define B;(n,m,p) as a
probability distribution that m packet losses occur when n packets are suc-
cessively transmitted to the client, and a packet loss occurs with probability
p(0<p<l1):
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Fig. 7 Transition diagram between system states

Bitnm) = (1) m(0- 9B« D)

Moreover, we define Qg(t|n,p,k) as a probability distribution that the
transmission of n packets succeeds at k times, and define Qg (t|n,p, k) as
the probability distribution that the transmission of n packets fails at k
times:

QS(ﬂnapa ) =
(1 —p)"B™(t) Z J(n,my,p) * (1 —p)™ BU™)(¢) % D(t)
n mi
+ 3 Bi(n,ma,p)x Y Bi(mi,ma,p) (1 —p)™2B")(t) « D(t) +
m1:1 m2:1
n mi Mg —2
+ > Bi(n,ma,p)x Y Bi(mi,ma,p)s---% Y Bi(my_a,mi1,p)
mp=1 ma=1 mp_—1=1
#(L—p)™ 1B ()« D(t) (k=3,4,--), (29)
QF(t|n7p7 k) =
n mp—2
> Bi(n,ma,p) Z Bi(mi,ma,p)--- % Y Bi(mp_a,mi_1,p)
m1:1 mo= 1 meg—1= =1

#[L= (L =p)™BO)™ )« D), (k=3,4,---). (30)
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LS transforms Q7 ;(s) (i = 3,4,5,6,7,52j = 4,5,6,7, 51,52, F) of transi-
tion probabilities Q; ;(t) (¢ = 3,4,5,6,7,52;j =4,5,6,7, 51,52, F) are:

Q3.4(5) = araz(1 — @)*Poo(s + a1) Po,o (s + az), (31)
Q35(s) = maz[(l —a)p

X {ﬁo@(S + a1)15170(s + ag) + ﬁO’O(S + a1)§071(8 + ag)}

+ B2 Po1(s + a1)Pri(s + as), (32)
Q56(s) = araz[[1 — (1 — a)f]

X {ﬁo’o(s + al)ﬁ071(8 + CLQ) + ﬁo’l(s + al)ﬁl,g(s + CLQ)}

+ (1=B%)Py1(s+a1)Pi(s +ay), (33)

Q3(5) = a1a2a(2 — a)Ryo(s + a1)Poo(s + az), (34)

Q1 ,S1 (5) = Qs(s|n1,po, k), Q;,sl(S) = Q5(sn1, p1, k), (35)
Qs, .53 (s) = Qs2,sl( s) = Q;,sg (s) = Q5(s|nz2, po, k), (36)
Q4 r(8) = Qr(s|n1, po, k), Q; r(8) = Qr(s|ni, p1, k), (37)
Q6,7 (s) = Qs,,r(s) = Q7 p(s) = Qp(s|n2, po, k), (38)

where P” = [Ce P, ;(t)dt (i,j = 0,1). LS transforms Q%(s|n,p, k)
and QF(s|n p, k) of (29) and (30) are, respectively,

k

Q5(sln.p, k) = [(1 = p)B*(s)]" Y_[D

j=1

. :{:Z_;LDB*W}”—{j_szDB*(s)r}"} (k=1,2),  (39)
Qi (sl p, ) = [B* ()" (D" ()]
«[{a-n S B ) + [pB*(s)]k-l}"— fa-n k_l[pB%s)V}n]

i=0 i=0
(k=1,2,---), (40)

where Zi_:lo =0 and Q5(0[n,p, k) + Q5 (0|n,p, k) = 1.
First, we derive the mean time /5 g, until transmission of n; packets
succeeds. Let LS transform Hj g (s) be the first-passage time distribution
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Hj s, (t) from State 2 to State S;. Then,
Hy s, (s) =
@5.4(5)Q5 (5|1, p0, k) + Q55 (5)Q5 (s, p1, F)

A*(s) ‘+C2§£(5)VV*(S)[(2§(5|n2,po,k)}

2
Q5 (9)| Q3 sz, o )
Q§,4(8)Q*F(S|nlap07 k) + Q§,5(8)Q}(s|nlapl7 k)
+Q§76(S)Q}‘(S|n25p05 k) 1+ W*(S)Qg(8|n27p07 k) G*(S)

1
+@Q3 7(s)QF(sIn2, po, k) | L + W*(s)Q5(s|n2, po, k)
(41)
Hence, the mean time ¢ g, is
_ —dHj g (s)
= (a—p)
pt =+
=1
{m@3.0)+ mlQso0) + Q55002 - (2571} T
+b i=0
+m1Q3 5( Zpl

e, S0 B+ Q30X ]
+1Q3,00) + Q5102 (255"
+ w[@,6(0) + Q3+ (](1 — o)

+ 2712
1—Q5,(0)(Z5)™ — Q5.5(0)(ZF)™ — (Q5,6(0) + Q37(0)(ZF)
(42)

3

where (Z92)is = 1 — [1— (p;,)"]" and (X32)is = jo — Y0251 (1 = pj, ),
05.40) E — a)2(a1 +7)(az +7)
BA

1
a1+ A+ 7) (a2 + A +7)’
Q54 (0) = [(1—a)(ar 4+ 27) + Blaz + )]
& (a1 + A +7)(az + A +7)
A [ (= (1 =a)B)(ar +27)
Q%4(0) = +(1 = 3%)(az +N)
BT (A A+ ) (a2 HA+7)

)

)



170 Stochastic Reliability Modeling, Optimization and Applications

a(2 — a)(a1 +7)(a2 +7)

Q%m)zﬁh+k+7X@+A+7f

4.2 Optimal Policy

We discuss an optimal policy which maximizes the transmission of all pack-
ets per unit of time until it succeeds. We consider the particular case that
ny = 2ny to simplify the optimal policy. We define the throughput E(ns),
which represents the rate of n; packets to their mean transmission times,
as the following equation:

_ 2n2 o 277,2
Elna) = o) ~ Vi) + (=)’ (43)
where
Y(ng) =
pt =+
k—1 ‘
{2@5,4@) T [Q56(0) + Q5202 <Z§>"2]} S
+bn2 k1 =0
+2Q55(0) Y pi?
1=0
Q3.4(0)(X5)*" + Q3.5(0)(X )™

+d

+[Q5,6(0) + Q37 (0)][2 — (26)™1(X8)™
+ w[Q5,6(0) + Q3 7(0)](1 — po*)"
1= Q3 5(0)(Z)7™ = (@3.4(0) + Q3.6(0) + Q5-(0))(2)
We seek an optimal window size n2* which maximizes E(ng) in (43).
We put formally that A;(n2) = 1/E(n2) and seek an optimal ne* which
minimizes A;(nz2). From the inequality Aj(ne + 1) — A1(ng) > 0,

27’L2

noY (ng +1) — (ne + 1)Y(n2) > a — p. (44)
Denoting the left side of (44) by L(nz),

L(’ng + 1) — L(ng) = (ng + 1)D(n2), (45)
where

D(n2) = [Y(ne +2) =Y (na+1)] — [Y(ng + 1) — Y(n2)].
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From (45), when Y (n2) is a convex function and D(1) > 0, L(ng) is
strictly increasing in ng from L(1) to L(oo). Therefore, we have the follow-
ing optimal policy:

1) If L(1) < a— p and L(co) > a — p, then there exists a finite and unique
no*(> 1) which satisfies (44).

2) If L(1) > a — p, then ny* = 1.

3) If L(

o0) < a — u, then ny* = oo.

Example 4.1. We give a numerical problem to maximize the throughput
E(ng2). We assume the case of k = 2 and suppose that the mean time b
until editing the data and transmitting one packet is a unit time. It is
assumed that the mean time required for data packets is a/b = 10, the
mean generation interval of network congestion is (1/X)/b = 60,600, the
mean time until the congestion clears up is (1/7)/b = 10,100, the mean
time required for the notification of connection completion is (1/a;1)/b =5,
the mean time required for the acknowledgement of connection completion
is (1/a2)/b = 5, the probability that the ECN bit is set from router error
when no congestion happens is @ = 0 ~ 0.5, the probability that the ECN
bit is not set from router error when congestion happens is 5 = 0 ~ 0.5, the
mean time for the server to transmit all packets to receive ACK or NAK is
d/b =2 ~ 32, the mean time from editing the data to no transmit again is
w/b =2 ~ 10, the mean time for the server to interrupt ns retransmission
to restart again is u/b = 30 and the probability that loss packets occur is
po = 0.04,0.05 and p; = 0.1,0.2.

Table 3 gives the optimal window size n5 which maximizes the through-
put E(ng*), the mean time ¢3 g, (n2*) and the throughput E(n2*). For
example, when p; = 0.1,p2 = 0.05,d/b = 8,(1/)\)/b = 60 and v/b = 10,
no* = 54, ly g, (n3) = 207.9 and E(n3) = 0.520. This indicates that n}
increase with d/b and decrease with pg. Under the same value pg, nd de-
crease with p;. Under the same value po,p1, {25, (n3) decrease with 1/\
and F(n}) increase with 1/\.

Further, Figure 8 gives E(n}) for w/b =2, « and 3, and Figure 9 gives
E(n}) for w/b =10,a and 8 when po = 0.05,p1 = 0.2,d/b=2,(1/N)/b =
60, (1/v)/b = 10. E(n3) decrease with 8. When w/b = 2, E(n}) increase
with . But, when w/b = 10, E(n}) decrease with «. The increase of
« means that the probability of transmitting half of the first window size
increase, i.e., the probability that loss packets occur decreases with o and
E(n3) increases with . On the other hand, when the mean time w/b from
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Table 3 Optimal window size na* to maximize E(ng)

/N /b =60, (1/7)/6 = 10 | (1/N)/b = 600, (1/3)/6 = 100

po | p1 | d/b | no* | lag, (n2¥) | E(n2¥) | no* | las, (n2¥) | E(n2¥)
2 58 181.3 0.6397 58 180.1 0.6423

0.1 8 71 241.7 0.5875 69 232.7 0.5930

0.04 16 84 313.2 0.5364 82 302.2 0.5426
2 59 185.0 0.6378 58 180.1 0.6440

0.2 8 71 242.3 0.5860 70 236.2 0.5928

16 84 313.8 0.5353 82 302.3 0.5425

2 45 156.4 0.5753 44 151.9 0.5793

0.1 8 54 207.9 0.5195 53 202.1 0.5244

0.05 16 64 274.6 0.4661 63 267.1 0.4717
2 45 157.0 0.5731 44 152.0 0.5790

0.2 8 55 212.5 0.5177 53 202.2 0.5242

16 64 275.4 0.4647 63 267.2 0.4715

055 [+ — - - =05

0 0.1 0.2 03 04 0.5
B

Fig. 8 Throughput E(n3) for w/b =2

editing the data to mo transmit again is large, the mean time /3 g, (n3)
increases and E(n}) decreases with a. O

5 Conclusions

This chapter has studied analytically the three stochastic models of commu-
nication systems such as a communication system by applying the recovery
techniques of checkpoint and rollback, a mobile communication system with
recovery scheme and a communication system using a window flow control
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Fig. 9 Throughput E(n}) for w/b= 10

scheme. Further, we have derived the reliability measures by using the
theory of Markov renewal processes, and have discussed the optimal policy
which minimizes the expected cost. Finally, we have given the numeri-
cal examples of each model in order to understand the results easily, and
have evaluated them under some standard parameters. If these parameters
would be statistically estimated from actual systems, we could determine
the best policy.
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1 Introduction

In recent years, databases in computer systems have become very important
in the high information-oriented society. In particular, a reliable database is
the most indispensable instrument in on-line transaction processing systems
such as real-time systems used for bank accounts. The data in a computer
system are frequently updated by adding or deleting them, and are stored
in secondary media. Even high reliable computers might sometimes break
down eventually by several errors due to noises, human errors and hardware
faults. It would be possible to replace hardware and software when they
fail, but it would be impossible to do a database. In this case, we have to
reconstruct the same files from the beginning.

The most simple and dependable method to ensure the safety of data
would be always to shut down a database, and to make the backup copies of
all data, log and control files in other places, and to remove them immedi-
ately when some data in the original secondary media are corrupted. This
is called total backup. But, this method has to be made while a database
is off-line and unavailable to its users, and would be time-consuming and
costly when files become large. To overcome these disadvantages according
to the attributes of archives while backing up only modified files, we might

177
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dump only modified files since a prior backup. The resources required for
such backup are proportional to the transactional activities which have
taken place in a database, and not to its size because only a small per-
centage changes in most applications between successive backups. This can
shorten backup times and can decrease the required resources, and would
be more useful for larger databases [20]. This is called ezport backup.

Total backup is a physical backup scheme which copies all files. On
the other hand, export backup is a logical backup scheme which copies
the data and the definition of the database where they are stored in the
operating system in binary notation. This approach is generally classified
into three schemes: incremental backup, cumulative backup, and full backup
or complete backup [22].

Full backup exports all files, and by this backup, the attributes of
archives are updated, that is, a database system returns to an initial state.
When full backup copies are made frequently, all images of a database can
be secured, but its operation cost is greatly increased. Thus, the scheme
of incremental or cumulative backup is usually adopted and is suitably
executed between the operations of full backup.

T
I
Databaso

—
o
0/_____5\ Incrementsl Bsckup Scheme
e A
| |

Rarovary

= time

Full backup Full backup

\_,__T____/

Fig. 1 Incremental backup scheme
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Fig. 2 Cumulative backup scheme

Incremental backup exports only files which have changed or are new
since the last incremental or full backup, and updates the attributes of
archives (Figure 1). On the other hand, cumulative backup exports only
modified files since the last full backup, however, does not update the at-
tributes of archives (Figure 2). When some errors have occurred in stor-
age media, we can recover a database by importing files of all incremental
backups and the full backup for the incremental backup scheme, and by
importing files of the last cumulative backups and the full backup for the
cumulative backup scheme. Cumulative backup exports more files than the
incremental one, but it imports fewer files than the incremental one when
we recover a database. It would be important to compare two schemes of
incremental and cumulative backups.

On the other hand, an important problem in actual backup schemes
is when to create the full backup. The full backup with large overhead is
done at long intervals and the incremental or cumulative backup with small
overhead is done at short intervals. We want to lessen the number of full
backups with large overhead. However, the overhead of cumulative backup
is increasing with the number of newly updated trucks, because the list of
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modified files is growing up each day until the next full backup which will
clear all attributes of archives. For the incremental backup, the amount of
data transfer is constant approximately. However, the overhead of recovery
which imports files of all incremental and the full backups is remarkably
increased with the number of incremental backups, when some errors have
occurred in storage media. That is, both overheads of cumulative backup
and recovery of incremental backup increase adaptively with the amount of
newly updated trucks. From this point of view, we should decide the full
backup interval by comparing two overheads of backup and recovery.

Chandy, et al. [2] and Reuter [17] considered some recovery techniques
for database failures. The optimal checkpoint intervals of such models
which minimize the total overhead were studied by many authors [4,7,8].
Further, Sandoh, et al. [18] discussed optimal backup policies for hard disks.

On the other hand, cumulative damage models in reliability theory,
where a system suffers damage due to shocks and fails when the total
amount of damage exceeds a failure level K, generate a cumulative reli-
ability viewpoints were discussed [5] and [13]. It is of great interest that a
system is replaced before failure as preventive maintenance. The replace-
ment policies where a system is replaced before failure at time T [21], at
shock N [9], or at damage Z [6,10] were considered. Nakagawa and Ki-
jima [11] applied the periodic replacement with minimal repair [1] at failure
to a cumulative damage model and obtained optimal values 7%, N* and Z*
which minimize the expected cost. Satow, et al. [19] applied the cumulative
damage model to garbage collection policies for a database system.

In this chapter, we apply the cumulative damage model to the backup of
files for database media failures, by putting shock by update and damage by
dumped files [13-16]. We have to pay only attention to the matter what are
essential laws of governing systems, and take a grasp of updated processes
and try to formulate it simply, avoiding small points. In other words, it
would be necessary to form mathematical models of backup schemes which
outline the observational and theoretical features of complex phenomena.

2 Cumulative Damage Model

Consider a cumulative damage model in the context of [3]: A system is
subjected to shocks and suffers damage due to shocks. As damage, we
can consider wear, stress, fatigue, corrosion, erosion, or garbage. Let ran-
dom variables X; (i = 1,2,---) denote a sequence of inter-arrival times
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between successive shocks, and random variables W; (i = 1,2,---) denote
the damage produced by the ith shock. It is assumed that the {W;} are
non-negative, independent, and identically distributed, and that W; is in-
dependent of X; (j # ).

Let N (t) denote the random variable which is the total number of shocks
up to time ¢t. Then, define a random variable

_ MW (N = 1,2,
0 ‘{ 0 (V1) =0), M

where Z(t) represents the total damage at time ¢. It is assumed that
a system fails when the total damage has exceeded a prespecified fail-
ure level K (> 0) for the first time. Of interest is a random variable
Y = min{t; Z(t) > K}, i.e., Pr{Y < ¢} represents the distribution of time
to system failure.

In this section, we consider a standard cumulative damage model and a
modified cumulative damage model.

2.1 Standard Cumulative Damage Model

Consider a standard cumulative damage model: Successive shocks occur at
time interval X; and each shock causes damage to a system in the amount
W;. The total damage to a system is additive.

Assume that 1/A = E{X;} < o0, 1/p = E{W;} < oo, and H(t) =
Pr{X; < t}, G(z) = Pr{W; < z} (i = 1,2,---). Then, the total damage
Z; = Zle W; to the jth shock, where Zy = 0, has a probability distribu-
tion

Pr{Z; <a} =GV () (j=1,2,), (2)
which is the j-fold Stieltjes convolution of the distribution G(z) of itself,
i.e., GU)(z) = IN GU=V (2 —u)dG(u) with G (2) = 1(z) (a step function)
and G (z) = G(x).

Thus, it is evident from a renewal theory [12] that
Pr{N(t) =j} = HV(t) = HUV(t) (j=0,1,--), 3)
and

Pr{Z; <a,N(t) =j} = GU (x)[HV (t) - HUTD ()] (j =0,1,---). (4)
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Then, the distribution of Z(t) defined in (1) is

Pr{Z(t) <a} =Y Pr{Z; <x,N(t) = j}

§=0
=Y GO@HY ) - HI @), )
§=0
and the survival probability is
Pr{Z(t) >z} = Z[G(j) (z) — GUHD ()| HUTD (1), (6)
§=0

The total expected damage at time ¢ is
E{Z(t)} = / wdPr{Z(t) <z} = = S HO (1), (1)
0 w3
The first-passage time distribution to system failure, when a failure level is
a constant K (> 0), is

O(t) =Pr{Y <t} =Pr{Z(t) > K}, (8)
which is derived from (6). Further, the Laplace-Stieltjes (LS) transform is

o0

()= [ e tan( = GO () - GIIEE P (0)
0 iz
where H*(s) represents the LS transform of H(t), i.e, H*(s) =
Jo e **dH (t) for Re(s) > 0. Thus, the mean time to system failure is

B{Y)} = /0 " o) —dqjs(s)

L= i
=3 > GU(K). (10)
s=0 j=0
Next, suppose that shocks occur at a nonhomogeneous Poisson process
with an intensity function A(¢) and a mean-value function R(t), i.e., R(t) =
fg A(u)du. Then, the probability that the jth shock occurs exactly during
any interval (u,t] is [5]
Hj(t,u) = Pr{N(t) = N(u) = j}
_ [R(t) — R(uw)) o [R()~R(w)]
= i
where R(0) = 0. In particular, the probability of occurrences of j shocks
during (0,¢] is

(]':0,].72,"'), (11)

Hj(t) =Pr{N(t) =4} = [R%t!)]jeff(f) (j=0,1,2,---). (12)



Backup Policies for a Database System 183

Thus, by putting that HU) () = 00 ; Hi(t) formally, we can rewrite all
reliability quantities:

Pr{Z(t) <z} = ZG D (13)
E{Z(t)} = %R“) (14)

E{Y} = ZG / Hj( (15)

2.2 Modified Cumulative Damage Model

Consider the case where the total damage due to shocks is additive if it has
not exceeded a threshold level k, where & < K, and conversely, when it has
exceeded a threshold level k, it is not additive by minimal maintenances at
each shock and its level is constant. The same assumptions of cumulative
damage model are made except that the total damage is additive.

In this case, the distribution of Z(¢) defined in (1) is

GG (L HG ($) — gU+D r
Pr{Z(t)<m}:{EJ—0G ()[Hl (t) = HU+D(2)] Exig 16)

and the survival probability is

o0 [G(j)(x) _ G(j"'l)(x)]H(j"'l)(t) (z <k

~

_ 2=
Pr{Z(t) > z} = { 0 0 (> k). (17)
The total expected damage at time ¢ is given by
9] k
B{Z() =Y (1O () - HOO@)] [ 2d6D@. ()
Jj=1 0

If shocks occur at a nonhomogeneous Poisson process with a mean-value
function R(t), then

Pr{Z(t) <k} = Z G (k)H, (1), (19)

7=0

and the total expected damage at time t is

oo k
E{Z(t)} = > H;(t) /0 2dGVY) (z). (20)

Jj=1
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3 Comparison of Backup Schemes and Policies

It is an important problem to determine which of backup schemes should be
adopted as the backup policy. In this section, we compare two schemes of
incremental and cumulative backups, and compare two schemes of total and
cumulative backups, using the results of the modified cumulative damage
model in Section 2.2. Further, we discuss optimal full backup times for the
incremental and cumulative backups, and compare them numerically.

Taking the above considerations into account, we formulate the following
stochastic model of the backup policy for a database system: Suppose that
a database in a computer system is updated at a nonhomogeneous Poisson
process with an intensity function A(t) and a mean-value function R(?),
e, R(t) = fg A(u)du. Then, the probability that the jth update occurs
exactly during (u,v] is

Hy(u,v) = Me—[m)—mun G=01,2-), (21)
where R(0) = 0 and R(c0) = co. In particular, H;(t) = H;(0,1).

Further, an amount W of files, which have changed or are new, arises
from the jth update and is dumped. It is assumed that each W; has an
identical probability distribution G(z) = Pr{W; < z} (j = 1,2,---) with
finite mean 1/p. Then, the total amount of files Z; = Zgzl W; to the jth
update has a probability distribution

Pr{Zj < x} = G(J)(x) (j =12,-- ')’ (22)

with mean j/u. Let Z(t) be the total amount of updated files at time ¢.
Then, the distribution of Z(t) is

Pr{Z(t) <z} = i H;(t)GY (). (23)
j=0

3.1 Incremental and Cumulative Backups

The incremental backup exports only files which have changed or are new
since the last incremental backup or full backup. On the other hand, the
cumulative backup exports only files which have changed or are new since
the last full backup. When some errors have occurred in storage media, we
can make the recovery of a database by importing files of all incremental
backups and the full backup for the incremental backup scheme, and by
importing files of the last cumulative and full backups for the cumulative
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backup scheme. That is, the cumulative backup exports more files than
the incremental one at each update, however, imports less files than the
incremental one when we make the recovery of a database.

First, we compare two schemes of incremental and cumulative backups.
It is assumed that a database in secondary media fails according to a general
distribution F'(t) with finite mean 1/+. Suppose that the full backup is
performed at time 7' (0 < T' > oo0) or when a database fails, whichever
occurs first. The increment backup or cumulative one is done at each
update between the full backups.

Let introduce the following costs: Cost ¢y is suffered for the full backup,
cost co + cox is suffered for the incremental backup when an amount of
export files at the backup time is z, and for the cumulative backup when
the total amount of export files at the backup time is x. Recovery cost
is ¢3 + cox for the cumulative backup if the database fails when the total
amount of import files at the recovery time is z, and is c3+cox+jcy for the
incremental backup when the number of backups is j.

Thus, the expected costs A.(T) for the cumulative backup and A;(T")
for the incremental backup to full backup are, respectively,

AC(T) =C —l—F(T) iHJ(T) iMZ + iAT Hj(t)dF(t) <i M; + NJ>
=0 i=1 =0 i=1

c T T
=2 [ F@)AE) + ROr(H)]AE + 1 + e / F(t)A(t)dt 4 c3F(T)
K Jo 0
T
+ 2 [ FOROANb)AL, (24)
M Jo
oo 0 T
AI(T) = C1 +F(T)ZHJ(T)]M1+Z/O Hj(t)dF(t)(jM1+Nj+jC4)
c T = = T
=2 [ F@)AE) + ROr(1)]AE + 1 + e / F(t)A(t)dt 4 c3F(T)
K Jo 0
T
b /O R()AF (1), (25)

where Z?:l =0, F(t)=1— F(t), f(t) is a density of F(t), the failure rate
is r(t) = f(t)/F(t), and

M; = / (c2 + cox)dGY (z) = ¢z + @,
0 H
OO Jco

Nj = (03 + Cox)dG(j) (ﬁ) =c3+ 7
0
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To compare the two expected costs, we find the difference between them

as follows:
T

T
AC(T)—Ai(T):%O/O F(t)R(t)A(t)dt—C4/0 F(t)R(t)r(t)dt. (26)

Hence, if (co/p)A(t) > car(t) for all ¢, then the incremental backup is better
than the cumulative backup.

3.2 Incremental Backup Policy

Consider an optimal policy for the incremental backup. The mean time to
full backup is

T T
TF(T) + / HAF(t) = / F()dt, (27)
0 0
and the expected cost rate is
AT
[, F(t)at

where A;T) is given in (25).

A necessary condition that a finite 7" minimizes C;(7T') is given by dif-
ferentiating C;(T") with respect to T and setting it equal to zero. Hence,
from (28),

(02 + %0) /O : F()MT) — AD)]dt + 3

Co T - _
+ (C4 + ;>/0 F®)[R(T)r(T) — R(t)r(t)]|dt = c1. (29)
Letting U(T) be the left-hand side of (29),
U(0) = Jim U(T) =0,

U'(T) = [<02+u>/\/( + csr'( ]/ F(t

Co / T
+ e+ ) ) + RO / F(o)dt.  (30)

Thus, if there exists T} which minimizes C;(T'), then it is unique when both
A(t) and r(t) have the property of IFR.

Suppose that a database is updated at a Poisson process with an inten-
sity function A, i.e., A(t) = X and R(¢) = At. In this case,

T
r(T) /O F(t)dt — F(T)

U(oo) = Jim U(T) > cy [%r(oo) - 1].
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It is evident that U(T) is strictly increasing if r/(t) > 0. Thus, If A(t) = A
and r'(t) > 0, then there exists a finite and unique 77 which minimizes
Ci(T) when r(c0) > [(c1/c3) + 1]y, and the resulting cost rate is

Ci(Ty) c c .| r(Ty)
—)\1 :CQ+EO+|:C3+<C4+EO))\T]_:| )\1 . (31)

3.3 Total and Cumulative Backups

The overhead of cumulative backup, which exports only files that have
changed since the last full backup, increases with the number of newly
updated trucks. For example, if all updated trucks are included in the
previous updated ones, then the amount of data transfer is the same as
the previous one. However, if the updated trucks include some ones that
differ from the previous ones, then the amount of data transfer is increased
by their differences. It is well-known that when the amount of updated
trucks exceeds a threshold level k, the overhead of cumulative backup is
larger than that of total backup. The value of k/M is about 60% in a usual
on-line system, where M is the total trucks in a database. Thus, if the
amount of updated trucks exceeds a level k, we should make a total backup
instead of a cumulative backup.

Next, we formulate the following stochastic model of the backup pol-
icy for a database system: When the total updated files do not exceed a
threshold level k, we perform a cumulative backup at each update. On
the other hand, when the total updated files exceeds a threshold level k,
we perform a total backup at each update where both time and size of
backups are constant. It is assumed that the ith total backup time is Tj
(i=1,2,---,N—1) and that Ty is the first update time after the (N —1)th
total backup. Conversely, we should make the full backup at periodic time
T or at the first update time T after the (N —1)th total backup, whichever
occurs first.

We discuss the optimal total backup number and full backup interval for
cumulative backup: Suppose that a database is updated at a Poisson pro-
cess with an intensity function A, i.e., A(t) = X and H;(t) = [(\t)?/jl]e .
Then, the probability Pr that a database undergoes the full backup at time
T is

oo o) j+N—-1
Pp =3 HyT)GD (k) + ) [GD(k) = GUTD (k)] Y Hi(T)
j=0 j=0

i= i=j+1
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0o j-‘rN 1
_ Z[G(j)( ]+1 Z H(T (32)
i=0

and the probability Py that a datababe undergoes the full backup at time

TN is
o0

Py = [GY (k) — GUT( Z Hi(
j—O i=j+N
= Z GUHD (k / AHj -1 (t)dt. (33)

It is evident that PT —|— Py =1.
Let M1(T) and M2(T, N) denote the expected numbers of cumulative
backups and total backups, respectlvely Then, from (32) and (33)

Z]H +Z] [GD (k) — GUTD (k)] Z Hy(T)
Jj=0 i=j+1

= i H;(T) i G(k), (34)

]O:Ol =1 v
My(T,N) =Y [GD (k) = GUTI ()] D (i — j)Hi(T)
Jj=0 i=j+1
+i GUHD (k)] i (N = 1)H,(T)
j=0 i=j+N

=) Hi(T) Y -Gk (35)

j=1 i=j—N+2

=
where G(=9)(z) =1 (j = 1,2,---). Thus, the total expected backup cost
E(C) to full backup is

_N Z/ (ca + co2)dGD (2) + esMy(T, N) +¢1,  (36)

j=1
when the total backup cost is c¢5, where ¢5 < ¢; and c5 = ¢c3 + cok.
Let E(T') denote the mean time to full backup. Then, from (32) and

(33),

o0

T
Z (G (k) — GUHD (k)] / tAH 1 (t)dt + T Pr
0

=3 GUTNTU(k /H (37)
j=0

8
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Therefore, from (36) and (37), by using the theory of the renewal reward
process, the expected cost rate is

C(T,N) _ E(C) _  c—ATN) (38)
X XE(T) 7" T B(T,N)
where
A(T,N) = ¢ i H;(T) i ' G (z)dx
j=1 i=170
j N
+e5 Z Hi( G(” (k)—GUHD (k)] (39)

1=

ZH ZG@ N (k). (40)
=1
If M(k) = Y272, GY (k) < oo, then C(0,N) = limp_o C(T, N) = oo
for all N and C(00,00) = limp o0 N—oo C(T', N) = Acs. Thus, there exists
a positive pair (T, N*) (0 < T, N* < 0o) which minimizes C(T', N).
In general, let an optimal pair (7%, N*) denote a positive solution which
minimizes C'(T, N). It is evident that dA(T, N)/dT > 0, dB(T,N)/dT > 0
and

A(T,N +1) — = —c5 Z Hiyn(T)[GYV (k) — GUHY(E)] < 0,
B(T,N +1) - B(T,N) = i H;j(T)[1 = GY=M (k)] > 0.
j=N+1

Thus, we have the following property for (7, N*): If
k
c1 > A(oo,1) = ¢5 + co/ M (z)dz, (41)
0

then (7%, N*) = (00, 00), that is, we should make only the total backup,
instead of the cumulative and full backups. Conversely, if

k
c1 <5+ co/ M (z)dz, (42)
0

then N* = 1, that is, the full backup is performed at periodic time 7™ or
when the amount of updated trucks is k, whichever occurs first.

From this result, we have derived the sufficient condition to determine
whether a system should adopt the export backup or the total backup.
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3.4 Cumulative Backup Policy

We derive an optimal full backup interval for the cumulative backup. We
make the same assumptions as those of Section 3.1, and K = (¢1 — ¢2)/co,
i.e., the cumulative backup cost is greater than or equal to the full backup
cost when the total files have exceeded K. In this case, we should make the
full backup, instead of the cumulative backup. This corresponds to the case
of N* =1 in the Section 3.3. We perform the full backup at periodic time
T, when the total files have exceeded K or when the recovery is completed
on failure of a database, whichever occurs first.

The probability that a database undergoes the full backup at time T is

F(T) iHj(T)G(”(K)a (43)

=0

the probability that it undergoes the full backup when the total files have
exceeded K is

D IGU(K) - GUT( / F(t A(t)dt, (44)
7=0

the probability that it undergoes the full backup, when the recovery is
completed if it fails, is

00 T
> GU(K) / H;(t)dF(t). (45)
—0 0

BN

It is evident that (43) + (44) + (45) =1
Thus, the mean time E(T') to full backup is

i - GUHD(K)] /OT tF () H; ()A(t)dt

=0

<.

TZH T)GY (K +ZG<J> / tH,(t)dF (t)

:iG(j)(K) /0 H;(t)F(t)dt, (46)
j=0
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and the expected number of cumulative backups is

oo

Y+ DIEVE) - GUHD (K)) /T F(t)H;()A(t)dt
0

J=0

FED) S GH,TC () + 569 (K) / " ar
=0 =0

= i GI(K) /0 ' H; ()N F(t)dt. (47)

=0
Thus, the total expected cost A(T") to full backup is

00 K ) T o
A(T) = ZO /0 (¢ + cox)dGY) () /O H;(H)A\(t)F(t)dt

[e%e} K - T
+ j—ZO/O (s + cox)dG(J)(x)/O H;(t)AF(t) +¢1.  (48)

Therefore, dividing the total expected cost in (48) by the mean time in
(46), we have the expected cost rate

_ AM)
Co(T) = BT (49)
It is very difficult to discuss an optimal T analytically. In particular,
it is assumed that a database is updated at a Poisson process with rate pA,
i.e., At) = pA, R(t) = pAt, H;(t) = [(pAt)7/jl]le P (j = 0,1,2,---) and
F(t)=1—e 9 where 0 < p<1,¢g=1—p. In this case, from (49),
Ce(T) _ €0 520 Jy' #dGY @)I(T) + 1

T sonmnmy et 60

where
T
L(T) = / MH;(t)e M dt.
0

From (50), C.(0) = oo, and hence, there exists a positive Ty (0 < Ty <
00) which minimizes C.(T") in (50). Differentiating C.(T') with respect to
T and setting it equal to zero,

C1

V(T)iG(j)(K)Ij(T)—i / " 2dGY) (2)[;(T) = —, (51)
j=0 j=0"0

Co
where

XX H(T) [y wdGO) (2)

V) = == T e (®)

(52)
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Denote the left-hand side of (51) by Q(T'). Then,
Q(0) = lim Q(T) =0,

—

Q(T)=V'(T)) _ GU(K)I;(T), (53)

where N(z) = Y72, p' GY) (z), V(00) = limy oo V(T). Thus, if V/(T') > 0
and Q(o0) > ¢1/¢p, then there exists a finite and unique Ty which satisfies
(51).

Using the above results, we compute optimal policies numerically for
the increment and cumulative backups.

Example 3.1. Suppose that a database is updated in a Poisson process
with rate A, the backup is done with probability p (0 < p < 1), and it fails
with probability ¢ = 1 — p at each update time, i.e., A(t) = pA, R(t) = pAt,
H;(t) = [(pAt)? /§!]e P (j = 0,1,2,---) and F(t) = 1 —e~ 9. In this case,
(26) is rewritten as

T
A(T) - A(T) = (C—Op — C4q> / s (54)
H 0

Thus, if ¢4/(co/1t) > p/q, then the cumulative backup is better than the
incremental one. Conversely, if c¢4/(co/p) < p/q, then the incremental
backup is better than the cumulative one.

First, when the incremental backup is adopted, (29) is
C1

p— (55)

pAT — ]—?(1 —e Ty =
q
Then, the left-hand side of (55) is strictly increasing from 0 to co. Thus,
there exists a finite and unique T3} which satisfies (55), and the resulting
expected cost rate is
Gi(T7)

C
= =pe2tacs +padTiea+p(l+ qATf)f. (56)

It is known from (55) that the optimal full backup times AT} do not
depend on both costs ¢ and c3. Table 1 gives T} and Ci(T75)/(Aco/p) of
incremental backup for cs/(co/p) = 20,30, 40,50 when ¢; = 64, co = 40,
cs = 100 and p = 0.98. Note that all costs are relative to cost ¢o/p and all
times are relative to 1/A. For example, when ¢4/ (co/p) = 30, AT} is about
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Table 1 Optimal time AT} and resulting cost Ci(1y)/(Xco/u) for ca/(co/p) when ¢; =
64, co = 40, c3 = 100 and p = 0.98

ca/(co/p) | 20 30 40 50
ATy 18.74 15.25 13.17 11.76
Ci(T7)/(Aeo /1) 49.89 5145 52.76 53.94

15.25. That is, when the mean time of update is 1/\ = 1 day, T} is about
15 days.

These indicate that AT} is decreasing when ¢4 /(co/p) is increasing, and
Ci(T7)/(Aeo/ ) is increasing with ca/(co/un). When cq/(co/p) is increas-
ing to ca/(co/u) = 50 > p/q = 49, Ci(T7)/(Aco/p) is about 53.94, and
from Table 2, it is greater than C.(T5)/(Aco/p) = 52.78 of the cumulative
backup. That is, when c4/(co/p) > p/q = 49, the cumulative backup is
better than the incremental one.

Second, when the cumulative backup is adopted, it is assumed in Section
3.3 that G(z) = 1 — e, de, GU(z) = 1 — I [(ua)i fillem* (j =
1,2,--+), M(K) = Y32, GY(K) = pK, and

it e,
N(x)—{ l+uz (p=1). (57)

In this case, V(T') is strictly increasing from 0 to K, and hence, Q(T)
is also strictly increasing from 0 to fOK N(z)dz, i.e.,

K [e%)
Qo) = / N@de, Q) =V(T)S GYI)LT) > 0. (58)
j=0

Thus, if p < 1, then
K p —quK
00) =— — 5—(1—e %), 59
Qloo) = = 2, ) (59)
and we have the following optimal policy:
(1) If Q(o0) > c¢1/co, then there exists a finite and unique T3 which satis-
fies (51), and the resulting cost rate is

C.(Ty .
Cll) ey 4 ges - cov (1), (60)
(i) If Q(o0) < ¢1/co, then Ty = oo, and the resulting cost rate is
K
o AN (z) +
Celoo) = pca +qcz + “Jp 2dN@) + e (61)

) N(K)



194 Stochastic Reliability Modeling, Optimization and Applications

Table 2 Optimal time AT} and resulting cost Cc(T5)/(Aco/p) when p = 0.98 and
pK =24

c3/(co/m)
ca/(co/w) 100 500
XT§ CulT3)/Ovo/i) | M Gl Ocolid)
40 11.02 52.78 11.02 60.78
70 14.15 84.72 14.15 92.72
100 17.45 166.26 17.45 174.26
160 27.10 178.60 27.10 186.60
250 00 271.41 00 279.41

Note that c1/(co/p) = ca/(co/p) + nK.

It is easily seen that Q(T) is strictly increasing in p since V(T') is also
strictly increasing in p. Hence, the optimal time T’ in case (i) is a decreasing
function of p.

In particular, Q(oc0) = K + uK?2/2 when p = 1. Noting that ¢; =
ca + co K, the optimal policy is rewritten as follows:

(iii) If pK(coK/2) > ca, then there exists a finite and unique 735 which
satisfies (51), and the resulting cost rate is

C.(Ty X
Clls) e, 4 covimy). (62)
(iv) If pK(coK/2) < cg, then Ty = oo, and the resulting cost rate is
Ce(o0) c1 4 copK?/2
T - = 63
¢ 1+ pk (63)

Note that all costs are relative to cost co/p and all times are rela-
tive to 1/X\. Table 2 gives the optimal full backup time AT™* and the
resulting cost C.(T%5)/(Aco/p) of the cumulative backup for co/(co/p) =
40, 70,100, 160, 250 and ¢3/(co/p) = 100,500 when p = 0.98 and pK = 24.
Similarly, Table 3 gives ATy and C¢(T5)/(Aco/p) of the cumulative backup
for p = 0.90,0.95,1.00 when ¢y = 30 ¢5 = 90 and uK = 16. These indi-
cate that both AT and C.(T%)/(Aco/ 1) are increasing with ¢o/(co/p), and
conversely, are decreasing when p is increasing.

In Table 2, from the optimal policy (i), a finite T3 exists uniquely if

2 _puK  p(1—em )

co/ q >
Taking another point of view, we can note that N(K)—1 = Z;’il P GU)(K)
represents the expected number of cumulative backups until a database

~ 242.02.
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Table 3 Optimal time AT and resulting cost Ce(T%5)/(Aco/p) when c2 = 30, c3 = 90
and pK =16

p | 1.00 0.95 0.90
AT5 9.48  11.07 13.36
Ce(T3)/(Aco/p) 39.39 42,98  46.74

fails or the total files have exceeded a threshold level K, whichever occurs
first. When co/(co/p) = 40,70,100, ATy is less than N(K) — 1 ~ 18.68.
That is, we should make the full backup more frequently. Further, when
co/(co/p) = 250 > 242.02, T = oo, i.e., we should make the full backup
when the total files have exceeded K, or a database fails, whichever occurs
first.

In Table 3, when p = 1, AT is about 9.48, and C.(T5)/(Aco/p) is
about 39.39. However, from (41), if uk < \/2pK + 1—1= /33 -1~ 4.74,
i.e. cs5/(co/p) = caf(co/p) + pk < 34.74, then (T*,N*) = (00, 00), and
C(00,0)/(Aco/p) = c5 is about 34.74, that is, the total backup is better
than the cumulative backup. O

4 Periodic Backup Policies

Backup frequencies of a database would usually depend on the factors such
as its size and availability, and sometimes frequency in use and criticality
of data. To make the backup efficiently, incremental or cumulative backups
are usually performed at periodic times T (i = 1,2,--- , N — 1), e.g., daily
or weekly, and log backups are made at each update between the incremen-
tal or cumulative backups in most database systems. For most failures, a
database can recover from these points by log files and restore a consis-
tent state by the full backup and all incremental backups for the periodic
incremental backup scheme, and by the last cumulative backups and the
full backup for the periodic cumulative backup scheme. In this section, we
apply the cumulative damage model to the backup policy for a database
system with periodic incremental backup or periodic cumulative backup,
and derive an optimal full backup interval.
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4.1 Periodic Incremental Backup Policy

First, consider a periodic incremental backup policy: Suppose that a
database in secondary media fails according to a general distribution F(t),
incremental backups are performed at periodic times ¢7" (i = 1,2,--- ,N —
1), and full backup is performed at time NT (N = 1,2,...) or when the
database fails, whichever occurs first.

Taking the above considerations into account, we formulate the following
stochastic model of the backup policy for a database system: Suppose that a
database is updated at a nonhomogeneous Poisson process with an intensity
function A(f) and a mean-value function R(t).

Let us introduce the following costs: Cost ¢; is suffered for the full
backup, cost ca + co(x) is suffered for the incremental backup when the
amount of export files at the backup time is z, and ¢o(z) is increasing with
x, cost cs + jeq + co(x) is suffered for recovery if the database fails when
the total amount of import files at the recovery time is x , where jc4 de-
notes recovery cost of incremental backups when the number of incremental
backups is j, and c3 denotes recovery cost of the last full backup.

Then, the expected cost of incremental backup, when it is performed at
time ¢T (i=1,2,--- ,N — 1), is

Cri(i ZH ((i — 1)T,4T) /0 OO[Q—I—Cg(QC)]dG(j)(x). (64)

7=0
Further, if the database fails during [¢T, (i+1)T], then the excepted recovery
cost until time ¢7T is

o (i) Z H,(T) / ¢ + ica + co(@)]dGY) (x). (65)
The mean time to full backup is
. NT NT
B(L) = NTF(NT) + / FAF(E) = / F(t)dt. (66)
0 0
From (64), the total expected backup cost to full backup is
Cri(N)=c1+ F((N ZOEI
N-1
+ ) [FGET) - F((i — )T Z Cri(m
i=2
N-1
=c + Cr1(?)F(iT), (67)
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and from (65), the total expected recovery cost to full backup is
N
Crr(N) = S[F(T) — F((i — 1)T)|Carli — 1). (658)
i=1
Therefore, the expected cost rate is
Cri(N) 4+ Ctr(N)
N) =
We discuss an optimal value N* which minimize the expected cost rate
C(N). Suppose that the database is updated at a homogeneous Poisson
process with an intensity function A\(¢) = pA, and it fails according to
distribution F(t) = 1 — e~ % where p + ¢ = 1. Further, suppose that
E{W;} =1/p and co(z) = coxz. Then, the expected cost rate C(N) in (69)
is

(N=1,2,...). (69)

2¢copAT

C(N) _ cop T c2 + 4+ =7 ~
am (CS e D) £ 2R O, ()
where
N - (61 ey co;t;)\T) _ (04 n cozL)\T) Ne—@NT
C(N) = (N=1,2,...).

1 — e ¢ \NT
(71)
From (70), we know that an optimal N* which minimizes C'(N) is equality
to an optimal N* which minimizes C(N).
From the inequality C(N +1) — C(N) > 0,

¢ — g — SPAT
QIN+1)> ——— (72)
copAT
cq + —OH
where
1— efq)\NT

Clearly, Q(1) = 0, imyeo Q(N) = 00 and Q(N +1) —Q(N) =1 —
e NT > 0, j.e., Q(N) is strictly increasing with N.
Therefore, we have the following optimal policy:

(i) Ifer —co > (ca+ %)(1 —e AT 4 %, then there exists a finite
and unique minimum N* (1 < N* < o0) satisfying (72), and

AT N*) — N* —qANT
(e 22T Q)=

o < C(VY)

. _ N#*a—dANT
< <C4+ COMT) QT+ 1) - Ne o (14)

1— efq)\NT
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(ii) feg — o < (eq + %)(1 — e~ T ¢ %, then N* =1, i.e., only

full backup needs to be done, and the resulting cost is

C(].) o C1
Example 4.1. Suppose that c¢1/(co/pu) = 2000, ca/(co/p) = 40,

es3/(co/p) = 2400 and cq/(co/p) = 50. Table 4 gives the optimal number
N* and the resulting cost rate C(N*)/(Aco/u) for ¢ = 1072,1073,10~*
and AT = 200,400,800,1000. Note that all costs are relative to cost
co/p and all times are relative to 1/A. In this case, it is evident that
(50 + pAT) (1 — e~97T) + pAT < 1960 except for ¢ = 102 and AT = 1000.
This indicates that N* decreases with both AT and ¢, and C'(N*)/(Aco/p)
decreases with AT, and conversely, increases with ¢. O

Table 4 Optimal number N* and resulting cost rate C(N*)/(Aco/u) when c1/(co/pn) =
2000, c2/(co/p1) = 40, c3/(co/pn) = 2400 and ca/(co/p) = 50

q
AT 10—2 103 10—
N*  C(N*)/(Aco/p) | N*  C(N*)/(Aeo/p) | N*  C(N*)/(Aeo/p)
200 3 44.7607 12 6.4879 29 2.1670
400 3 44.1646 6 6.0945 14 1.9892
800 2 44.0056 3 5.6392 6 1.8295
1000 | 1 44.0009 2 5.4372 5 1.7658

4.2 Periodic Cumulative Backup Policies

Consider a periodic cumulative backup policy: Suppose that a database
should be operating for an infinite time span. Cumulative backups are
performed at periodic time T (¢ = 1,2,---), and make the copies of only
updated files which have changed or are new since the last full backup. But,
because the time and resources required for cumulative backups are growing
up every time, full backup is performed at i7", when the total updated files
have exactly exceeded a managerial level K during the interval ((i—1)T, T,
or NT (i=1,2,--- ,N—1; N =1,2,---), whichever occurs first, and makes
the copies of all files. A database returns to an initial state by such full
backups.

Taking the above considerations into account, we formulate the following
stochastic model of the backup policy for a database system: Suppose that a
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database is updated at a nonhomogeneous Poisson process with an intensity
function A(¢) and a mean-value function R(¢). Further, let W; denote an
amount of files, which changes or is new at the jth update. It is assumed
that each W has an identical probability distribution G(z) = Pr{W; <

z} (j = 1,2,--+). Then, the total amount of updated files Z; = >7_, W;
up to the jth update, where Zy = 0, has a distribution
Pr{Z; <z} =GY(z) (j=0,1,2,---). (76)

Then, the probability that the total amount of updated files exceeds exactly
a managerial level K at jth update is GV~ (K) — G (K). Let Z(t) be
the total amount of updated files at time ¢t. Then, the distribution of Z(t)
is

PrZ() < ) = 3 B (109 (2). (77)
j=0

Since the probability that the total amount of updated files does not exceed
a managerial level K at time i7" is, from (77),

Fi(K) =Y H;(iT)GY(K) (i=1,2,---), (78)
§=0
where F(K) = 1, the probability that its total amount exceeds exactly a
level K during ((i — 1)T,¢T] is F;—1(K) — F;(K).

Suppose that full backup cost is ¢1, and cumulative backup cost is co +
co(x) when the total amount of updated files is z (0 < z < K). It is
assumed that the function ¢g(z) is continuous and strictly increasing with
¢o(0) =0 and ¢3 < ¢1 < ¢+ ¢p(00). Then, from (78), the expected cost of
cumulative backup, when it is performed at time T (i = 1,2,--), is

S Hy(GT) [ o2 + co(a)]dGO) ()

Cec(i, K) = F(K) , (79)
where Cgc(0, K) = 0. Further, the mean time to full backup is
N-1 N-1
> (T)[Fa(K) = Fi(K)] + (NT)Fy 1 (K) =T ) | F(K), (80)
i=1 i=0
and the total expected cost to full backup is
N—1i-1 N-1
et Y Y Crol(f, K)[Fa(K) = F(K) + Y Cro(j, K)Fy-1(K)
i=1 j=0 §=0
N—1
=c1+ Y Crcli, K)Fi(K). (81)

i=1
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Therefore, the expected cost rate is
e+ 35 Croli K) Fy(K)
N—1 :
TYizo Fi(K)
Discuss optimal values K* and N* which minimize the expected cost

rate C(K, N). Differentiating C(K, N) with respect to K and setting it
equal to zero,

C(K,N)=

(82)

N-1
Z ca + ¢o(K) — Cre (i, K)|Fi(K) = ¢1 — ca. (83)
1=0
Forming the inequalities C'(K, N+1) >C(K,N) and C(K, N)<C(K, N-1),
L(N,K)>¢1 —coand L(N —1,K) < ¢1 — ¢2, (84)
where
N-1
=Y [Cuc(N, K) — Cuc(i, K)Fi(K). (85)
=0

Noting that Crc(N, K) < ca+co(K) from (79) when co(z) is continuous
and strictly increasing, there does not exist a positive pair (K*, N*) (0 <
K,N < oo) which satisfies (83) and (84), simultaneously. Thus, if such
a positive pair (K*, N*) exists which minimizes C(K,N) in (82), then
K*=o0c0or N* = 0.

Consider an optimal level for full backup, i.e., a database undergoes
full backup at time ¢T" (¢ = 1,2, --) only when the total updated files have
exceeded exactly a level K during ((¢ — 1)T,4T]. Putting N = oo in (82),
the expected cost rate is

Ci(K) = lim C(K,N)

_a+ Py E;io H;(iT) foK [c2 + co(2)]dGY) (z) %6
- Ty Fi(K) - (86)

A necessary condition that an optimal K* minimizes C;(K) is

ZZH ZT/ G (z)deo(x) = ¢1 — ca. (87)

=0 j=0

In particular, suppose that co(x) = a(1—e %) (a,s > 0). Letting Q(K)
be the left-hand side of (87),

o0 oo

K
=a) | H;(T) /0 e dGW (z) —e K F(K)| . (88)

i=0 | =0
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It can be easily seen that Q(K) is strictly increasing from 0 to Q(c0) =
a> 2, e  BUDI=C")] > g where G*(s) = [, e **dG(z) denotes the
Laplace-Stieltjes transform of G(x).

Noting that ¢; < ¢ + a, there exists a finite and unique K* (0 < K* <
00) which minimizes C;(K) and satisfies (87). In this case, the resulting
cost rate is

(") = e +all — )] (39)

Next, consider an optimal number N* when a database undergoes full
backup only at time NT (N =1,2,--+). Putting that K = co in (82), the
expected cost rate is

Co(N) = lim O(K,N)

cl—l—Z Ej o H;(iT) fo [ca + co(2)]dGY) ()

= . (90)
From the inequality Co(N + 1) — Co(N )
N—-1 oo [eS)
>3 [Hj(NT) — H;(iT)] / )G (z) > ¢ — ¢y (91)
i=0 j=0 0

In particular, suppose that ¢o(z) = a(l — e™*%). Letting L(N) be the
left-hand side of (91)

. Z { —R(IT)[1-G"(s)] _ e*R(NT)U*G*(S”} , (92)

which is strictly increasing to L(co) = a Y oo, e FUDI=CG ()] Noting that
L(o0) = Q(00), there exists a finite and unique minimum N* (1 < N* < 00)
which satisfies (91).

Example 4.2.  Suppose that a database system is updated according to
a Poisson process with rate A, i.e., A(t) = A. Further, it is assumed that
Gx)=1—e" je, GV (z) =1~ Zg;&[(ux)i/i!]e’“w and M (K) = pK.
Then, (87) is

i i (’)‘T)j AT, i [ (s + )7 — ™ K™ o= (5K

= C1 — Ca.
m/!

i=0j=0 J : m=j

(93)

The left-hand side of (93) is a strictly increasing function of K from 0 to

a/(1— e_%) > a > ¢ — cp. Thus, there exists a finite and unique K*
(0 < K* < 00) which satisfies (93).
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Table 5 Optimal level K*, number N* and resulting cost Cq(K*)T, Co(N*)T when
c1=3,c2=1,a=2, p=1and AT =100

s | K* Ci(K®T | N*  Co(N"T
2x1072 | 133 2.859 2 2.859
2x 1073 | 337 1.979 4 1.980
2x107% | 1064 1.375 11 1.375
2x 1075 | 3180 1.123 32 1.123

Similarly, an N* is given by a finite and unique minimum such that

1 _ NsAT

—e stu _ NsAT

a T =T Ne™ s+r Z C1 — Co. (94)
1—e stn

Table 5 gives the optimal level K*, number N* and the resulting cost
rates C1 (K*)T, Co(N*)T for s =2x1072,2x107%,2x 10"* and 2 x 10~°
when ¢; = 3, co =1, a = 2, p = 1 and AT = 100. Compared with
Cy(K*) and C2(N*), this indicates that C7(K*) < Co(N*). Thus, if two
costs of backups are the same, we should adopt the level policy as full
backup scheme. However, it would be generally easier to count the number
of backup than to check the amount of updated files. From this point of
view, the number policy would be better than the level policy. Therefore,
how to select among two policies would depend on actual mechanism of a
database system. O

5 Conclusions

We have considered two backup models for a database system, and have
analytically discussed optimal backup policies which minimize the expected
cost, using theory of cumulative processes. These results would be applied
to the backup of a database, by estimating the backup costs and the amount
of updated files from actual data. However, backup schemes become very
important and much complicated, as database systems have been largely
used in most computer systems and information technologies have been
greatly developed. These formulations and techniques used in this chapter
would be useful and helpful for analyzing such backup policies.
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1 Introduction

In recent years, computers have been used not only to live our daily life,
but also to make and sell good products in industries. Most things have
computers within them and are moved by computers. Computers play more
important role in a highly civilized society. Especially, computer systems
have been required to operate normally and effectively as communication
and information systems have been developed rapidly and complicated re-
markably. However, some errors due to noises, human errors, hardware
faults, computer viruses, and so on, occur certainty in systems. Lastly,
those errors might have become faults and incur system failures. Such fail-
ures have sometimes caused a heavy damage to a human society and have
fallen into general disorder. To prevent such faults, various kinds of fault
tolerant techniques such as the redundancy of processors and memories
and the configuration of systems have been provided [4,10,11,20]. The
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high reliability and effective performance of real systems can be achieved
by fault tolerant techniques.

Partial data loss and operational errors in computer systems are gener-
ally called error and fault caused by errors. Failure indicates that faults are
recognized on the exterior systems. Three different techniques of decreas-
ing the possibility of fault occurrences can be used [1]: Fault avoidance
is to prevent fault occurrences by improving qualities of structure parts
and placing well surroundings. Fault masking is to prevent faults by error
correction codes and majority voting. Fault tolerance is that systems con-
tinue to function correctly in the presence of hardware failures and software
errors. There techniques above are called simply fault tolerance into one
word.

Some faults due to operational errors may be detected after some time
has passed and a system consistency may be lost by them. Then, we should
restore a consistent state just before fault occurrences by some recovery
techniques. The operation that takes copies of the normal state of the
system is called checkpoint. When faults have been occurred, the process
goes back to the nearest checkpoint time by rollback operation [2,5,16],
and its retry is made, using the copy of a consistent state stored in the
checkpoint time.

It is supposed that we have to complete the process of one task with a
finite execution time. A module is an element such as a logical circuit or a
processor that executes certain lumped parts of the task. Then, we consider
the checkpoint models of error detection and masking by redundancy, and
propose their modified models. Using reliability theory, we analyze these
models and discuss analytically optimal checkpoint intervals.

Section 2 considers two-level recovery schemes of soft and hard check-
points and derives an optimal interval of soft checkpoint between hard
checkpoints. Section 3 adopts multiple modular redundant systems as the
recovery techniques of error detection and error masking, and derives op-
timal checkpoint intervals. Section 4 considers the modified checkpoint
model in Section 3 where checkpoints are placed at sequential times and
error rates increase with the number of checkpoints and with an original
execution time. Finally, Section 5 supposes that tasks with random pro-
cessing times are executed successively, and two types of checkpoints are
placed at the end of tasks. Three schemes are considered and are compared
numerically.
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2 Two-level Recovery Schemes

Checkpoint is the most effective recovery mechanism which stores a con-
sistent state in the secondary storage at suitable times. Even if failures
occur, the process goes back to checkpoint and can resume its normal op-
eration [2,4,16]. Ling et al. [5] made a good survey of such checkpoint
problems.

Vaidya [19, 20] considered two-level recovery schemes in which N-
checkpoint can recover from several number of failures, and 1-checkpoint
is taken between IN-checkpoint and can recover from only a single failure.
He presented an analytical approach for evaluating performance of two-level
schemes, using a Markov chain. Further, Ssu et al. [17] described an adap-
tive protocol that manages storage for base stations in mobile environments
where soft checkpoint is saved in a mobile host, e.g., in a local disk or flash
memory, and hard checkpoint is saved in a base station. Soft checkpoints
will be lost if a mobile host fails, however, hard checkpoints can survive but
have higher overheads since they must be transmitted through the wireless
channels.

This section considers two-level recovery schemes based on the proposed
scheme of [19]: Soft checkpoint (SC) and hard checkpoint (HC) which are
useful to recover from only one failure and several failures, respectively.
SCs are set up at periodic intervals between HCs, and are less reliable and
less overhead than those of HCs. We discuss a checkpointing interval of
SCs when HCs are placed on the beginning and end of the process. The
total expected overhead of one cycle from HC to HC is obtained, using
Markov renewal processes [14], and an optimal interval which minimizes it
numerically computed. It is shown in a numerical example that two-level
schemes reduce the total overhead of the process.

Suppose that S is an original execution time of one process or task which
does not include the overheads of retries and checkpoint generations. Then,
to tolerate some failures, we consider two different types of checkpoints:

Soft checkpoint (SC) can recover from some kinds of failures and its overhead
is small.
Hard checkpoint (HC) can recover from any kinds of failures and its overhead
is large.

We propose the two-level recovery scheme with the following assump-
tions:
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HCo SCi1 SC2 SC3 ------ SCn-1 HCwn

| | | |

o ]
|
1

I S

Fig. 1 Soft checkpoints between hard checkpoints.

1) The original execution time of one process is S (0 < S < 00). We divide
S equally into N time intervals where T = S/N, and take (N — 1)SC
every at times kT (k = 1,2,---,N — 1), and two HC at time 0 and
time NT, i.e., SC1, SCo, ---, SCn_1 are set up between HCy and HCy
(Figure 1).

2) Failures of the process occur at constant rate A(A > 0), i.e., the process
has a failure distribution F(t) =1 — e and F(t) =1 — F(t) = e .

3) If failures occur between HC( and SCi, then the process is rolled back
to HCy and begins its re-execution. If failures occur between SC; and
SCjq1 (j =1,2,---,N—1), then the process is rolled back to SC; where
SCN = HCNZ
a) The process can recover from their failures with probability ¢ (0 <

g < 1) and begins its re-execution from SC;.
b) The process cannot recover with probability 1 — ¢, and further, is
rolled back to HCy and begins its re-execution.

4) If there is no failure between SC; and SCj41 (j =0,1,---, N —1) where
SCy = HCy, the process goes forward and begins its execution from
SCjt1.

5) The process ends when it attains to HC y.

2.1 Performance Analysis
We define the following states of the process:

State 0: The process begins to execute its processing from HCj.

State j: The process begins to execute its processing from SC; (j =
1,2,--- ;N —1).

State N: The process attains to HCx and ends.

The process states defined above form a Markov renewal process [14] in
which State IV is an absorbing state. All states are regeneration points and
the transition diagram between states is shown in Figure 2.
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Fig. 2 Transition diagram between states.

Let Q;5(t) (4,7 =0,1,2,---, N) be one-step transition probabilities of a
Markov renewal process. Then, by the similar method [21], mass functions
Qi;(t) from State ¢ at time 0 to State j at time ¢ are

Q) = [ ' F(w)dD(w), &
Q) = [ ' F(w) dD(w) (=01 .N=1), (2
Q) = | ' F(w) dD(w) (=12, N-1), @
Qjo l—q/F )dD(u (j=1,2---,N—-1), (4)

where D(t) is a degenerate distribution placing unit mass at 7', i.e., D(t) =
lfort>T,and O for ¢t < T.

Further, let <I>*( ) be the Laplace-Stieltjes transform of any function
®(t), i.e., D*(s) = [, e *1d®(t) for s > 0. Then, the LS transforms of

Qij(t ) are, from (1)—(4),

Qoo(s) = e F(T), (5)
Qjj1(s) = e TF(T) (j=0,1,---,N 1), (6)
5i(s) = e *TqF(T) (j=1,2,--,N—1), (7)
Qo(s) =eT(1-gF(T) (j=12,---,N-1), (8)

Denoting Hon (t) by the first-passage time distribution from State 0 to
State N, its LS transform is

Qia(s) NI Q?VAN(S)
1 —Q71(s) 1= Qy_1n-1(5)

Hon(s) = Qou(s)
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QL) Qi)

W00 ) Q)

] H*ON(S).

9)
To simplify equations, we put that Q7(s) = Ao(s), Qj;(s) = Ai1(s) and

Q7j+1(8) = Aa(s). Then, Qgo(s) = Ao(s) + Ai(s) and Ag(0) + A1(0) +
A3(0) = 1. Using these notations and solving (9) for H*gn(s),

N-1
+4Qo0(s +Z
Jj=1

Aofs) [

N-1
Ap(s)Asz(s) As(s)
1—Ao(s) — Ai(s) — [_17,401(8)72,42(3)} {1 - [17,241(3)} }
(10)
It is evident that H*on(0) = 1. Thus, the mean first-passage time from
State 0 to State N is
1— H*on(s)

s
N-1 —(N-1)

T Ty Vo .
= ) jz:; (1—qF(T)> (N=1,2,---). (11)

Moreover, the LS transform of the expected number of returning to
State 0 is given by a renewal equation

H*ON(S) =

ZON = lim
s—0

M7y (s)= |Qqo(s +ZQ01 Q12() X"'Xﬂ [1+M"(s)].

Qn( ) 1- QL(S)
(12)
Solving this equation and arranging it,
N—-1 s J
Ao(s) + Ai(5) + Aols) & [r230%]
* j=1
M7h(s) = : N-1p , j (13)
1-— Ao(S) — Al(s) — Ao(s) 2. {1_31(15()5)}
j=
Thus, the expected number of returning to State 0 is
My = lirr(l)M*H(s)
= N-1
1-F(T) |2

F(T) [12(5&)} o
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Note that My represents the total expected number of rollbacks to HC
until the process ends.

Next, we compute the expected number of rollbacks to SC. The ex-
pected numbers of returning to State j; when the process transits from
State j to State j + 1 and State 0 are, respectively,

W@_ﬁ%ﬁy
Ji
Qi) = Lt
[1—Q5 ()
Thus, the LS transform of the expected number of returning to State j
(G=1,2,---,N—1)is

N—-1

Qizx(s) Ta;(8) % (8)[QF 41 (8) + Qo (5)]
ZQOl 1 Qii(s )X XI_Q;Lljfl(S) [1_Q}k'j(3)]2

Qia(s) X Qj1;(s) Qjo(s)

o)
> ilQ;
i=1
o
> il;
i=1

+%0mel@ﬂ Q1= | )
(15)
Solving this equation,
N—-1
1— Az (s)
Ai(s)Az(s)[Ao(s) + A2(s)] [1—A1<5>]
M*s(s) = LAl - Al(S)A_(:z(fv)_l . (16)
1= [1—‘241(5):|

L= Ao(s) = Ais) = Ao(s)dals) Ty 75—

Therefore, the total expected number of returning to State j is, for 0 < ¢ <
L

F(T
My = lim M*s(s) = 13(1 {F(;) ]J (N=1,2,--), (17)
{1 qF(T)}
and for ¢ =1,
_ (NV-1F(T) i
s= (N=1,2,---). (18)

Note also that Mg represents the total expected number of rollbacks to SC
until the process ends.
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2.2 Ezxpected Overhead

Assume that the overheads for rollbacks to HC and SC are Cyx and Cg
(Cs < Cp), respectively, and Cr for setting up one SC. The other over-
heads except C'y, Cs and Cr would be neglected because they are small.
Then, the total expected overhead is, from (11), (14), and (17),
Ci(N)=lon + CaMpy +CsMg+ (N —1)Cpr — S
T+ Cp + [T +qF(T)Cs) 3 i
= = —Cp+(N-1)Cr —S

@ [ s

gl

(N=1,2,--), (19)
where Zgzl = 0. In particular, when N =1, i.e., SC is not set up,
S+ CuF(S)
(1) = (20)
When ¢ =1, i.e., SC can recover from all failures,
S+ F(T)[C N-1)C
oy = SEE@MC + N =1DCs] |y _yop g (1)
F(T)
and when ¢ = 0, i.e., SC cannot recover from any failures,

1—[F(T)N { T ]
Ci(N) = — +Cy|+(N-1)Cpr—S. 22
() =~ | O] V0 (22
Example 2.1. We compute an optimal number N* of SC which min-

imizes the total expected overhead Ci(N). Since F(t) = 1 — e * and
T = S/N, (19) becomes
e—AS/N J

_ N-1
RA4ACH+ [ + (1 =N LN [y

AC1(N) =

N—-1
o= AS/N e—AS/N
1—q(1—€—AS/N)

—AChy + (N —1)ACr — \S (N=1,2,---). (23)
Table 1 gives the optimal number N* for ¢ = 0.0, 0.2, 0.4, 0.6, 0.8, 1.0
and ACr = 0.0001, 0.0005, 0.001, 0.005 when AS = 0.1, ACy = 0.001 and
ACs = 0.0002. For example, when ¢ = 0.8 and A\Cr =5 x 1074, N* = 4
and ACi(4) = 4.866 x 1073, i.e., we should take 3SCs between HCs. It is
evident that N* decrease and C7(N*) increase as Cr increase. This also
indicates that N* increase as ¢ increase, because SC becomes useful to
recover from failures. Further, the overhead of two-level schemes is smaller
than that of one-level scheme in the case of N = 1. From this example,
two-level recovery schemes would achieve better performances, compared
with one-level scheme. O
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Table 1 Optimal number N* and total expected overhead C(N*) when AS = 0.1,
ACH = 0.001, A\Cs = 0.0002

Mo =1x10"* | \C7=5x10"* | \Cp =1x10"23 | \Cr =5 x 1073
q | N* A\C(N®x10% | N* AC(NH)x103 | N* AC(N*)x103 | N* AC(N*)x103
00| 7 6.610 3 8.028 2 8.927 1 10.622
02| 7 5.656 4 7.280 3 8.301 1 10.622
04 ] 9 4.735 4 6.470 3 7.577 1 10.622
06 | 9 3.792 4 5.665 3 6.857 1 10.622
0.8 | 12 2.871 4 4.866 3 6.140 1 10.622
1.0 | 12 1.903 5 4.056 3 5.426 2 10.189

3 Error Detection by Multiple Modular Redundancies

This section considers the redundant techniques of error detection and error
masking on a finite process execution. First, an error detection of the
process can be made by two independent modules where they compare two
results at suitable checkpoint times. If their results do not match with
each other, we go back to the newest checkpoint and make a retrial of the
processes. Secondly, a majority decision system with multiple modules is
adopted as the technique of an error masking and the result is decided by
its majority of modules. In this case, we determine numerically what a
majority system is optimal.

In such situations, if we compare results frequently, then the time re-
quired for rollback could decrease, however, the total overhead for com-
parisons at checkpoints would increase. Thus, this is one kind of trade-off
problems how to decide an optimal checkpoint interval.

Several studies of deciding a checkpoint frequency have been discussed
for the hardware redundancy above. Pradhan and Vaidya [15] evaluated the
performance and reliability of a duplex system with a spare processor. Ziv
and Bruck [22,23] considered the checkpoint schemes with task duplication
and evaluated the performance of schemes. Kim and Shin [3] derived the
optimal instruction-retry period which minimizes the probability of the
dynamic failure on the triple modular redundant controller. Evaluation
models with finite checkpoints and bounded rollback were discussed [13].

This section considers a double modular redundancy as redundant tech-
niques of error detection and summarizes the results [6,7]. Next, we consider
a redundant system of a majority decision with (2n+ 1) modules as an error
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masking system, and compute the mean time to completion of the process
and decide numerically what a majority system is optimal.

3.1 Multiple Modular System
3.2 Performance Analysis

Suppose that S is a native execution time of the process which does not
include the overheads of retries and checkpoint generations. Then, we
divide S equally into N parts and create a checkpoint at planned times
kET(k=1,2,---,N — 1) where S = NT (Figure 3).

T 27 5"T (NFOT NT

Fig. 3 Checkpoint intervals.

To detect errors, we firstly provide two independent modules where they
compare two results at periodic checkpoint times. If two results agree with
each other, two processes are correct and go forward. However, if two
results do not agree, it is judged that some errors have occurred. Then,
we make a rollback operation to the newest checkpoint and a retry of the
processes. The process completes when two processes are succeeded in all
intervals above.

Let us introduce a constant overhead Cy for the comparison of two
results. We neglect any failures of the system caused by common mode
faults to make clear an error detection of the processes. Further, it is
assumed that some errors of one process occur at constant rate A , i.e., the
probability that any errors do not occur during (0, ¢] is given by e~*. Thus,
the probability that two processes have no error during (0,t] is F1(T) =
e~ 2T [14].

The mean time L1 (N) to completion of the process is the summation of
the processing times and the overhead C; of comparison of two processes.
From the assumption that two processes are rolled back to the previous
checkpoint when an error has been detected at a checkpoint, the mean
execution time of the process for one checkpoint interval (0,77 is given by
a renewal equation:

Li()=T+C) e +[T+C1+Li ()] (1—e2T),  (24)
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and solving it,
Li(1) = (T + Cy)e*T. (25)
Thus, the mean time to completion of the process is
Li(N)=NL; (1) = N(T + Cy) e**T = (S + NCy) e/, (26)
We seek an optimal number N;* which minimizes L; (V) for a specified
S. Evidently, L;(c0) = co and
Li(1) = (S +Cp)e?s. (27)

Thus, there exists a finite number N{ (1 < N{ < oo). However, it would be
difficult to find analytically N;* which minimizes L;(NN) in (26). Putting
T = S/N in (26) and rewriting it by the function 7,

T

It is evident that L1(0) = limy_o L1(T) = oo and L1(S) is given by (27).
Thus, there exists an optimal 77(0 < T} < S) which minimizes L;(T) in
(28). Differentiating L1(T") with respect to T and setting it equal to zero,

Li(T)=S (1 + ﬁ) AT 0<T<89). (28)

Ch
2 _— =
T+ CiT 7 0. (29)
Solving it with T,
~ (] 2
T, = — 14+ ——1}.
1 5 [ + N, ] (30)

Therefore, we have the following optimal interval number N7 [9]:

(i) If Ty < S, we put [S/Ty] = N, where [z] denotes the greatest integer
contained in z, and calculate L1 (N) and Ly (N+1) from (26). If L;(N) <
Li(N+1) then Ny = N and T} = S/N7, and conversely, if L1 (N +1) <
Ly(N) then Ny = N + 1.

(ii) If T4 > S, i.e., we should make no checkpoint until time S then Ny =1,
and the mean time is given in (27).

Note that 7} in (30) does not depend on S. Thus, if S is very large, is
changed greatly or is unclear, then we may adopt Tl as an approximate
checkpoint time.

Further, the mean time for one checkpoint interval per this interval is

Ly (T) = L) _ <1 + 9) T (31)

T T

Thus, the optimal time which minimizes L;(T') also agrees with T} in (30).
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Next, we consider a redundant system of a majority decision with (2n+
1) modules as an error masking system, i.e., (n + 1)-out-of-(2n + 1) system
(n=1,2,--+). If more than n results of (2n+ 1) modules agree, the system
is correct. Then, the probability that the system is correct during (0,77 is
2n+1
Foor (T) = Z (271]:— 1) (e_)\T)k (1 B e_)\T)27L+1—k . (32)
k=n+1
Thus, the mean time to completion of the process is

Ln+1(N):N(FT+?;;1) (n=1,2,---), (33)

where C,11 is the overhead of a majority decision of (2n + 1) modules.

Table 2 Optimal checkpoint number N7, interval AT} and mean time ALj (N7) for a
double modular system when A\S = 10—t

AC1 X 103 | ATy x 102 | Ni | AL1(NF) x 102 | ATy x 102

0.5 1.556 6 10.650 1.67

1.0 2.187 5 10.929 2.00

1.5 2.665 4 11.143 2.50

2.0 3.064 3 11.331 3.33

3.0 3.726 3 11.715 3.33

4.0 4.277 2 11.936 5.00

5.0 4.756 2 12.157 5.00

10.0 6.589 2 13.435 5.00

20.0 9.050 1 14.657 10.00

30.0 10.839 1 15.878 10.00
Example 3.1. We show numerical examples of optimal check-
point intervals for a double modular system when AS = 107!. Ta-

ble 2 presents AT} in (30), optimal number Nj, AT and AL, T(N}) for
AC; = 0.5,1.5,2,3,4,5,10,20,30(x1073). For example, when A\ = 1072
(1/sec), C1 = 107 (sec) and S = 10.0(sec), N; = 5, Ty = S/N; = 2.0
(sec), and L1(5) = 10.929 (sec), which is longer about 9.3 percent than S.

We consider the problem what a majority system is optimal. When
the overhead of comparison of two processes is Cq, it is assumed that the
overhead Cj41 of an (n + 1)-out-of-(2n + 1) system is given by Cpy1 =
(*" ¢y (n =1,2,---). This is to select and compare 2 from each of

2
(2n + 1) processes.
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Table 3 presents the optimal number N;;,; and the resulting mean time
ALpy1(Ny 1) x 10% for n = 1,2,3,4 when AC; = 0.1 x 1073, 0.5 x 1073,
When A\C; = 0.5 x 1073, N = 2 and AL3(2) = 10.37 x 1072 which is the
smallest among these systems, that is, a 2-out-of-3 system is optimal. The
mean times for n = 1,2 are smaller than 10.65 x 10~2 for a double modular
system. O

Table 3 Optimal checkpoint number N, and mean time ALn4+1(N;; ;) for (n+ 1)-
out-of-(2n 4 1) system when A\C1 = 0.5 x 1073, A\C1 = 0.1 x 10~3 and AS =101

AC1 =0.1x1073 AC; =0.5x 1073
no| Nigy ALnpa(Ni) x 102 | N2 ALnpga(Nji ) x 102
1 3 10.12 * 2 10.37 *
2 1 10.18 1 10.58
3 1 10.23 1 11.08
4 1 10.36 1 11.81

4 Sequential Checkpoint Intervals for Error Detection

This section considers a general modular system of error detection and error
masking on a finite process execution: Suppose that checkpoints are placed
at sequential times Ty (k=1, 2, ---,N), where Ty = S (Figure 4). First, it
is assumed that error rates during the interval (Tj_1, T% ] (k=1,2, ---,N)
increase with the number k of checkpoints. The mean time to completion of
the process are obtained, and optimal checkpoint intervals which minimize
them are derived by solving simultaneous equations.

Further, approximate checkpoint intervals are given by denoting that
the probability of the occurrence of errors during (Ty—1, T | is constant.
Second, it is assumed that error rates during (Tj—_1, T} | increase with the
original execution time, irrespective of the number of recoveries. Optimal
checkpoint intervals which minimize the mean time to completion of the
process are discussed, and their approximate times are shown. Numerical
examples of optimal checkpoint times for a double modular system are
presented. It is shown numerically that the approximate method is simple
and these intervals give good approximations to optimal ones.
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Fig. 4 Sequential checkpoint interval.

4.1 Performance Analysis

It was assumed in Section 3 that the error rate A\ is constant and S is
divided into an equal part. In general, error rates would be increasing with
time, and so that, their intervals should be decreasing with their number.
We assume for the simplicity of the model that error rates are increasing
with the number of checkpoints.

Suppose that S is a native execution time of the process which does
not include the overheads of retries and checkpoint generations. Then, we
divide S into N parts and create a checkpoint at sequential times Ty (k =
1,2,---,N — 1), where Ty =0 and Ty = S (Figure 4).

Let us introduce a constant overhead C for the comparison of a modular
system. Further, the probability that a modular system has no error during
the interval (Ty—_1, Tk is Fi(Tk — Tk—1), irrespective of other intervals
and rollback operation. Then, the mean time L;(N) to completion of the
process is the summation of the processing times and the overhead C' for
the comparison of a modular system.

From the assumption that the system is rolled back to the previous
checkpoint when some error has been detected at a checkpoint, the mean
execution time of the process for the interval (T;—1, Tk] is

Ly(k)= (T, —Tx—1+ C)F (T — Tie—1) + [T—Tx—1+ C + L1 (k)| Fr (Tie—Tx—1),

(34)
and solving it,
Ty —Tp—1 +C
Lo(k) = =k k1 HC (k=1,2,---N).  (35)
Fi (T — Ty—1)
Thus, the mean time to completion of the process is
N N
Ty —Tp1+C
Ly (N) = Ly (k) = = (N=1,2,--4). (36)
kz_l ,;Fk (T — Tk-1)

We find optimal times T} which minimize Li(N) for a specified N. Let
fx(t) be a density function of Fi(t) and ry(t) = fx(t)/Fr(t) that is the
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failure rate of Fy(t). Then, differentiating Lq(N) with respect to T} and

setting it equal to zero,
1
= 14+ Ty — Tp—1+ C) 1 (T — T—1)]
Fy (T = Ty—1)
1

© Fp1 (Thg1 — Tie)

Setting that xp = T — Tx—1 and rewriting (37) as a function of zy,

(L4 (Th1r = Te + C) regr (T — Ti)]. - (37)

(o [1+ (zx +C)re ()] :m

(k=1,2,--- ,N—1). (38)

[+ (@k41+C)ris1 (Tt1)]

Next, Suppose that F(t) = e !, i.c., an error rate during (Tk_1,T%]
is constant Ar which increases with k. Then, (38) is rewritten as

14 A1 (g1 + C)
L4+ X (2 + C)

It is easily noted that Agr1zr+1 < Agpxg, and hence, xp11 < xp since
A1 < Ag.
In particular, when Ay = A for k= 1,2,--- | N, (39) becomes

1+ A(zpr1 +O)
1+ A(zx +O)

Since xp+1 < xk, we have that zxy1 > zp from (40), d.e., it is easily
proved that a solution to satisfy (40) is restricted only to xxy1 =z = T,
irrespective of the interval number k. Then, the mean time to completion
of the process is

— eARTE=App1mrt1) — (). (39)

— er@e—erin) — g, (40)

Li(N) = (S + NO)eM/N, (41)

If Agy1 > Ak, then zpq1 < xp from (39). Let Q(zx+1) be the left-hand
side of (40) for a fixed xg. Then, Q(zk41) is strictly increasing from

1+ )\k+1C
0 == -——
@) 14+ Mg (zr + C)
to Q(xr) > 0. Thus, if Q(0) < 0, then an optimal z;_ (0 < z},, < xx) to
satisfy (39) exists uniquely, and if Q(0) > 0, then x}, = S — T}.
Therefore, noting that Ty = 0 and Ty = .S, we have the following result:

_ )\kwk

(i) When N =1 and 77 = S, the mean time is
Li(1) = (S 4 C)eM?. (42)
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(ii) When N = 2, from (38),
14+ A (21 4+ C)] M —[1+ Mg (S — x4 C)]257) =0, (43)

Letting Q7 (1) be the left-hand side of (43), it is strictly increasing
from Q3(0) < 0 to

Q1(S)=[1+ M\ (S+CO)eM¥ — (14 X:0).

Hence, if Q7(S) > 0, then z} = T} (0< T} < S) to satisfy (43) exists
uniquely, and conversely, if Q7(S) <0 then 2z} =T} = S.

(iii) When N = 3, we compute zj(k = 1,2) which satisfy the simultaneous
equations:

[1 + M (1‘1 + O)] e)‘”“ = [1 + As (1‘2 + O)] e)‘ﬂ?, (44)
[1 + /\2 (1‘2 + O)] e)‘”z = [1 + /\3 (S — X1 — xg)] e>‘3(5711*“). (45)

(iv) When N =4,5,---, we compute zj, and T}, = > ., =} similarly.

Example 4.1. We compute sequential checkpoint intervals Ty (k =
1,2,---,N) for a double modular system. It is assumed that A\p = 2[1 +
alk — DN (B = 1,2,--+), d.e., an error rate increases by 100a% of an
original rate A of one module. Table 4 presents optimal sequential intervals
AT}, and the resulting mean times AL; (V) for N = 1,2,--- ;9 when o = 0.1,
AS = 107! and AC = 1073, In this case, the mean time is the smallest
when N = 5, i.e., the optimal checkpoint number is N* = 5 and the
checkpoint times T} (k = 1,2,3,4,5) should be placed at 2.38, 4.53, 6.50,
8.32, 10.00(sec) for A = 1072(1/sec), and the mean time 11.009 is about
10% longer than an original execution time S = 10. Further, all values
of x, = Ty — Ti—1 decrease with k because error rates increase with the
number of checkpoints. O

It is very troublesome to solve simultaneous equations. We consider
the following approximate checkpoint times: It is assumed that the prob-
ability that a modular system has no error during (T%—1,T%] is constant,
ity Fp(Ty — Th—1) = q(k =1,2,---,N). From this assumption, we derive
Ty, — T 1 = F,:l(q) as a function of ¢. Substituting this Ty — Tx_1 into
(36), the mean time to completion of the process is

N -1
L) =y 2 0EE (16)
k=1

We discuss an optimal ¢ which minimizes L (N).
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For example, when F(t)

and hence,

Since

we have

>

N
1

— _ = :S:N >

. (7k Ty 1) Tn qg:l A

e M (T =Tk-1) — g=e 9,

1

Ty — Ty = /\i.

— ei)\kt,

k

N
~ 1 -
k
k=1

221

(47)

Table 4 Checkpoint intervals AT}, and mean time ALq (N) when A; = 2[1+ 0.1(k—1)]X,
AS=10"" and AC =103

N 1 2 3 4 5
ATy x 102 10.00 5.24 3.65 2.85 2.38
ATy x 102 10.00 6.97 5.44 4.53
ATz x 102 10.00 7.81 6.50
ATy x 102 10.00 8.32
AT x 102 10.00
AL1(N) x 10% | 12.33617 11.32655 11.07923  11.00950  11.00887
N 6 7 8 9
ATy x 102 2.05 1.83 1.65 1.52
AT x 102 3.91 3.48 3.15 2.89
ATz x 102 5.62 4.99 4.52 4.15
ATy x 102 7.19 6.39 5.78 5.31
AT x 102 8.65 7.68 6.95 6.38
A6 x 102 10.00 8.88 8.03 7.37
ATy x 102 10.00 9.05 8.31
AT x 102 10.00 9.18
Ao x 102 10.00
AL1(N) x 102 | 11.04228  11.09495 11.15960  11.23220
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Therefore, we compute ¢ and Lqi(N) for a specified N. Comparing
Ly(N) for N = 1,2,---, we obtain an optimal N which minimizes L (N)
and § =S/, (1/Ax). Lastly, we may compute Ty = g3 5, (1/A;)(k =
1,2,---,N — 1) for an approximate optimal N which minimizes Ly (N).

Example 4.2.  Table 5 presents ¢ = S/ Zszl(l/)‘k) and AL1(N) in (47)
for N =1,2,---,9 under the same assumptions as those in Table 4. In this
case, N =5 = N* and the mean time L;(5) is a little longer than that in
Table 4. When N = 5, approximate checkpoint times are )\Tvk x 102=2.37,
4.52, 6.49, 8.31, 10.00 that are a little shorter than those in Table 4. Such
computations are much easier than to solve simultaneous equations.

It would be sufficient to adopt approximate checkpoint intervals as op-
timal ones in actual fields. O

Table 5 Mean time AL1(N) for § when AS = 107! and A\C = 1073

N q AL1(N) x 102
1 | 0.2000000 12.33617
2 | 0.1047619 11.32655
3 | 0.0729282 11.07923
4 | 0.0569532 11.00951
5 | 0.0473267 11.00888
6 | 0.0408780 11.04229
7 | 0.0362476 11.09496
8 | 0.0327555 11.15962
9 | 0.0300237 11.23222

4.2 Modified Model

It has been assumed until now that error rates increase with the number
of checkpoints. We assume for the simplicity of the model that the prob-
ability that a modular system has no error during the interval (T%_1, T}]
is F(T})/F(Ty_1), irrespective of rollback operation. Then, the mean exe-
cution time of the process for the interval (T;_1,T%] is given by a renewal
equation

Ly (k) =Ty = Th-1+C) =
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F(Ty)— F (Tx-1)
F(Ty_1)

+ [Tk — Ti—1 + C + Lo ()] , (48)

and solving it,

(T, — Ti—1+ C) F (Ti—1)

Fa )= F(Tx)

(k=1,2,--- ,N).  (49)

Thus, the mean time to completion of the process is

Z (T — Th— 1+C) (Th—1)

T (N=1,2,---). (50)
k=1

We find optimal times T}, which minimize Ly(N) for a specified N. Let
f(t) be a density function of F(t) and r(t) = f(t)/F(t) be the failure rate
of F(t). Then, differentiating Lo(N) with respect to T, and setting it equal

to zero,
FF(? )1) [1+7(Tk) (T — Timr + O]
( ) = e —
= F ) L+ 7 (Th) (Topr — T +C)] (k=1,2,---N—1). (51)

Therefore, we have the following result:

(i) When N =1 and Ty = S, the mean time is

S+C
L) = 3 (52)
(ii) When N = 2, from (51)
F(lTl) l+r(Th) (T +C)] - FF(TSl) A+r(T)(S-T1+C)=0

(53)
Letting Q3(T1) be the left-hand side of (53),

Q2(O)=1+r(0)0—m[1+r(0)(5+0)]<0
1
QQ(S)Zm[l-l—r(S)(S—&-C’)}—[l—l—T(S)C]>0.

Thus, there exists a T} that satisfies (53).
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(iii) When N = 3, we compute T} (k = 1, 2) which satisfy the simultaneous

equations:
F(Th)
= [1+T‘(T1) (T1+C)]:_ [1+T‘(T1) (TQ_T1+C)]7
F(Th) F(T>)
(54)
F(Tv) F(Ty)
= [1+T (Tg) (TQ—T1+C)]: — [1+T‘(Tg) (S—T2+C)]
F(Ty) F(5)
(55)
(iv) When N =4,5,---, we compute T} similarly.
Example 4.3. We compute sequential checkpoint intervals Ty (k =
1,2,---,N) when error rates increase with the original execution time. It

is assumed that F (t) = e 2" (m >1), \C =102 and A\S = 10~
Table 6 presents optimal sequential intervals ATy and the resulting mean
times ALy(N) for N =1,2,---,9 when F (t) = exp[—2 (At)"'], AS = 10~*
and A\C' = 1073. In this case, the mean time is the smallest when N = 4,
i.e., N* = 4 and the checkpoint times T} (k = 1,2, 3,4) should be placed
at 2.67, 5.17, 7.60, 10.00 (sec) for A = 1072(1/sec), and the mean time
10.8207 is about 8% longer than an original execution time S = 10. O

Next, we consider the approximate method similar to that of the pre-
vious model. It is assumed that the probability that a modular system
has no error during (Ty_1,T%] is constant, i.e., F(Ty)/F(Th—1) = q(k =
1,2,---,N). When F (t) = e 200"

F(Th) o)™~ (T 7

— =q= e_qa
F(Ti—1)
and hence,
2(AT]€)’m—2(>\Tk_1)’m :& (k’:l,Q, ’N)
Thus,
m_ kg
(\I)™ = 7‘],
i.e.,
~\ 1/m
/\Tk:<%> (k=1,2, N —1),
and
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Table 6 Checkpoint intervals when A\C' = 10~3and A\S = 10~!

N 1 2 3 4 5
AT x 102 10.00 5.17 3.51 2.67 2.16
AT x 102 10.00 6.80 5.17 4.18
T3 x 102 10.00 7.60 6.15
ATy x 102 10.00 8.09
AT x 102 10.00

AL2(N) x 102 | 11.83902 11.04236  10.85934  10.82069  10.83840

N 6 7 8 9
M1 x 102 1.81 1.57 1.38 1.23
AT x 102 3.51 3.03 2.67 2.39
T3 x 102 5.17 4.46 3.93 3.51
ATy x 102 6.80 5.87 5.17 4.62
AT x 102 8.41 7.26 6.39 5.71
M x 102 10.00 8.63 7.60 6.80
AT x 102 10.00 8.81 7.87
Mg x 102 10.00 8.94
Mo x 102 10.00

ALa(N) x 102 | 10.88391 10.94517 11.01622 11.09376

Therefore,
Ly(N) =€l (S + NC) = 2*)"/N (s 4 NC). (56)
Forming the inequality Lo(N 4+ 1) — Lo(N) > 0,
C>(S+NC) {e2<*5>’“/ [INOV+1)] _ 1} . (57)

It is easily proved that the right-hand side of (57) is strictly decreasing to
0. Thus, an optimal N to minimize L2(N) in (56) is given by a unique
minimum which satisfies (57).

Example 4.4. Table 7 presents ¢ = 2(AS)™/N and AL3(N) in (56)
for N = 1,2,---,9 under the same assumptions in Table 6. In this
case, N =4 = N* and approximate checkpoint times are M x 102 =
2.84,5.33,7.70,10.00, that are a little longer than those of Table 6. O
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Table 7 Mean time ALz (N) for § when AS = 10~! and A\C = 1073

N q AL2(N) x 102
1 | 0.1588656 11.83902
2 | 0.0794328 11.04326
3 | 0.0529552 10.86014
4 | 0.0397164 10.82136
5 | 0.0317731 10.83897
6 | 0.0264776 10.88441
7 | 0.0226951 10.94561
8 | 0.0198582 11.01661
9 | 0.0176517 11.09411

5 Random Checkpoint Models

v, oy Vo Y
I/—\./—\./ W_
' — >
0 t

e (CSCP

Fig. 5 Task execution for Scheme 1.

Suppose that we have to execute the successive tasks with a processing
time Yi(k=1, 2, ---) (Figure 5). A double modular system of error de-
tection for the processing of each task is adopted. Then, introducing two
types of checkpoints; compare-and-store checkpoint (CSCP) and compare-
checkpoint (CCP) [7], we consider the following three checkpoint schemes:

1) CSCP is placed at each end of tasks.

2) CSCP is placed at the Nth end of tasks.

3) CCP is placed at each end of tasks and CSCP is placed at the Nth end
of tasks.

The mean execution times per one task for each scheme are obtained,
and optimal numbers N* that minimize them for Schemes 2 and 3 are
derived analytically and are compared numerically. This is one of applied
models with random maintenance times [8,18] to checkpoint models. Such
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schemes would be useful when it is better to place checkpoints at the end
of tasks than those on one’s way. Further, we extend a double modular
system to a majority decision system in Section 3.

5.1 Performance Analysis

Suppose that task k has a processing time Y (k = 1,2, - - - ) with an identical
distribution G(t) = Pr{Y}, < t} and finite mean u = [~ [1 — G ()] dt < o0,
and is executed successively. To detect errors, we provide two independent
modules where they compare two states at checkpoint times. Further, it
is assumed that some errors occur at a constant rate A(A > 0), i.e., the
probability that two modules have no error during (0,t] is e =2**.

(1) Scheme 1
CSCP is placed at each end of task k: When two states of modules match
with each other at the end of task k, the process of task k is correct and its
state is stored (Figure 5). In this case, two modules go forward and execute
task k 4+ 1. However, when two states do not match, it is judged that some
errors have occurred. Then, two modules go back and make the retry of
task k again.

Let C be the overhead for the comparison of two states and C's be
the overhead for their store. Then, the mean execution time of the process
of task k is given by a renewal equation:

(1) = / {e—’w (C+ Cs+ )+ (1 — e 2M) [C+ t+ Z1(1)} }dG (1).
0
_ (58)
Solving (58) for Ly(1),
~ CH p+ CsG*(2))
Li(1) =
1) G2\
where G*(s) is the Laplace-Stieltjes (LS) transform of G(t), i.e., G*(s) =
fooo e 5tdG (t) for s > 0. Therefore, the mean execution time per one task
is

C+upu
G* (2))

Li(1)=Li(1) = + Cs. (59)

(2) Scheme 2

CSCP is placed only at the end of task N (Figure 6): When two states of
all task k(k = 1,2,--- , N) match at the end of task N, its state is stored
and two modules execute task N + 1. When two states do not match, two
modules go back in the first task 1 and make their retries. By the method
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Y Y, Yy
L~ ~_— DT N
| -

0 t
e CSCP

Fig. 6 Task execution for Scheme 2.

similar to obtaining (58), the mean execution time of the process of all task
k(k=1,2,---,N) is

Ly(N) :/ {e*”t (NC+Cs+t)
0
+(1—e M) [Nc i+ Ly (N)} } dGM(t), (60)
where GV (1) is he N-fold Stieltjes convolution of G(t) with itself, i.e.,

G () = ftG( D (t—u)dG(u) (N = 1,2,---), and GO(t) = 1 for
t >0 and G () = G(t). Solving (60) for Ly(N),

NC + Nu+Cs[G 2N
G @)Y
Therefore, the mean execution time per one task is

Ly(N) __C+up Cs

Noeeat N
When N =1, Ly(1) agrees with (59).

We find an optimal number Nj that minimizes Lo(N). There exists a

finite N3 (1 < N < 00) because limy_,o0 Lo(N) = co. From the inequality
La(N +1) = Ly(N) = 0,

Z2(N) =

Ly(N) = (N=1,2,---).  (61)

N (N +1)[1-G*(2))] S Cs
(G (23] Ot
The left-hand side of (62) is strictly increasing to oo in N. Thus, there

exists a finite and unique minimum NJ (1 < NJ < co) which satisfies (62).
If

(N=1,2,---). (62)

[1—G*(2))] < Cs
G2\ T 2(C+p)’
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then N = 1. When G(t) = 1 —e~*/#  (62) is rewritten as

N (N +1) 220 (22w + 1)V COS (N=1,2,---).  (63)
Example 5.1. Table 8 presents the optimal number N5 and the resulting
execution time Lo (Ny)/pand Lo(1)/pin (59) for Au and C/p when C's/p =
0.1. This indicates that N5 decrease with Ay and increase with C'/u. For
example, when Ay = 0.005 and C/p = 0.1, N3 = 10 and Lo(N3)/p is 1.167
that is about 4% shorter than Ls(1)/p = 1.211 for Scheme 1. O

Table 8 Optimal number N and the resulting execution time L2 (Ny)/u for Scheme 2
when Cs/p=0.1

Clu=05 C/u=01
A Ny La(N3)ju  La()/u | Ny La(N3)/w  L2(1)/u
0.1 1 1.900 1.900 1 1.420 1.420
0.05 1 1.750 1.750 1 1.310 1.310
0.01 2 1.611 1.630 2 1.194 1.222
0.005 3 1.579 1.615 3 1.167 1.211
0.001 6 1.535 1.603 7 1.130 1.202
0.0005 8 1.525 1.602 10 1.121 1.201
0.0001 | 18 1.511 1.600 21 1.109 1.200

Next, we consider the case of increasing error rate. Let Lq(k) be the
mean execution time from task k to the completion of task N. Because the
probability that no error of two modules for task k occurs is

/Oo e 2Mt (7 (t) = G* (2\x) (k=1,2,---,N). (64)
0

Thus, we have a renewal equation

2

Ls(N) = (NC + Nu+ Cs) H (2)r)

+[NC+NM+L3 ] l

u:jz
[\3
>~
?T‘

|—|
—
D
ot
S~—

Solving (65) for Ls(N),
~ NC+ N
Ly(N) = 21 L0 (66)

[T G*(2\x)

k=1
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Therefore, the mean execution time per one task is

EEBZ(VN): Cop [ Cs (N=1,2,---). (67)

Ls (N) .
116 2xn)

When N=1, L3(1) agrees with (59).

We find an optimal number N3 that minimizes L3s(N). There exists a
finite Ni (1 < N§ < o0 ) because limy_,00L3(IN) = co. From the inequality
L3(N+1)—L3(N) >0,

N(N+1[1 =G (2Av1)] _ _Cs

N+1 —C+u

I1 G (2\) :

k=1
From the assumption that A\x < Aiey1, G*(2Agy1) < G*(2\), te., 1 —
G*(2M;) <1 —G*(2Ag+1). Thus, it is clearly noted that the left-hand side
of (68) is strictly increasing to oo in N. Therefore, there exists a finite and
unique minimum N3 (1 < Nj < oo) that satisfies (68). If

1-G* (2/\2) > Cs
G* (2A1) G* (2X2) — 2(C+p)’

(68)

then N*=1.
When G(t) =1 —et/#  (68) is rewritten as

NN+ RANp/ @Avpp+ D] Cs

T 11/ @A+ 1) S Cte

k=1

(69)

Example 5.2. It is assumed that Ay = [1+a(k—1)]A, i.e., an error rate
increases by 100a% of an original rate \. Then, we compute an optimal
number N3 which satisfies (69). Table 9 presents optimal N3, the resulting
execution time L3(N3)/p and L3(1)/p for Ay and C/p when a=0.1 and
Cs/p = 0.1. This indicates that Nj decrease with both Ay and C'/u. For
example, when Ay = 0.005 and C/p = 0.5, Ny = 2 and L3(N3) is 1.582
that is about 2% shorter than L3(1) = 1.615 for Scheme 1. O

(3) Scheme 3

CSCP is placed at the end of task N and CCP is placed only at the end of
task k(k=1,2,--- ,N —1) between CSCPs (Figure 7): When two states of
task k(k =1,2,---, N—1) match at the end of task k, two modules execute
task k+1. When two states of task k(k = 1,2,---, N) do not match, two
modules go back in the first task 1. When two states of task N match, the
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Table 9 Optimal number N and the resulting execution time L3(N3)/u for Scheme 2
when Cs/p=0.1

C/u=05 C/p=0.1
Ap Ni  L3(N3)/w  Ls(1)/w | Nij L3(N3)/w Lsz(1)/uw
0.1 1 1.900 1.900 1 1.420 1.420
0.05 1 1.750 1.750 1 1.310 1.310
0.01 2 1.614 1.630 2 1.197 1.222
0.005 2 1.582 1.615 3 1.170 1.211
0.001 5 1.538 1.603 6 1.133 1.202
0.0005 6 1.528 1.602 7 1.124 1.201
0.0001 12 1.514 1.600 14 1.112 1.200
Y, Y, Yy

L~ T~ \\/—\./_

| e o o

0 ¢

o CCP e CSCP

Fig. 7 Task execution for Scheme 3.

process of all tasks N is completed, and its state is stored. Two modules
execute task N + 1.

Let Ly(k) be the mean execution time from task k to the completion of
task N. Then, by the method similar to obtaining (60),

Ly (k):/ooo{ew[CJrHL (k+ 1)} +(1-e2M) [C7+t+f4(k+ 1)} } dG (t)
(k=1,2,--- ,N—1), (70)

La(N) :/Om{e—w (C+t4Cs)+ (1— M) [O i+ Ly (1)} } aG (1).
(71)

Solving (70) and (71) for Ly(1),

_ o crm{t-erent)
Li(1) = ~ + Cs.
[1-G* 20" (2]
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Therefore, the mean execution time per one task is

L B _ Crmfioeenty o,
TYTETN T N e ey N

(N=1,2,---).

(72)
When N =1, L4(1) agrees with (59). By comparing (61) with (72), Scheme
3 is better than Scheme 2.

It can be clearly seen that a finite N (1 < N < oo) that minimizes
L4(N) exists. From the inequality L4(N + 1) — Ly(N) > 0,

N

1 * j OS = e
W;{1—[G (2A)]}20+N (N=1,2,---).  (73)

The left-hand side of (73) is strictly increasing to oo in N. Thus, there
exists a finite and unique minimum Nj (1 < Nj < co) which satisfies (73).
If (C+ p)[1—G*(2)\)] > Cs[G*(2)\)]?, then Nj = 1. By comparing (73)
with (62), it can be easily seen that Nj > Nj. When G(t) = 1 — e ¥/#
(73) is

(2/\u+1)N+1§: (1 | L Cs/n (N=1,2,---). (74)
= 22 +1 —C/u+1 T ’
Example 5.3. Table 10 presents the optimal number N; and the

resulting execution time L4(N;)/p in (72) for Ay and C/p when Cs/p =
0.1. Clearly, Scheme 3 is better than Scheme 2 and Nj > N;. However, in
general, the overhead C' for Scheme 2 would be less than that for Scheme
3. In such case, Scheme 2 might be better than Scheme 3. O

Next, we consider the case of increase error rate. Let E5(k) be the
mean execution time from task k to the completion of task N. Then, by
the method similar to obtaining (65),

Ls (k) :/(x{e—w[cjtuﬁ (k+1)}+ (1—e"2Mt) [c+t+i5 (1)]}01@ (1)
0
(k=1,2,---,N—1), (75)

Ls (N)z/om{e—”” (C+t+Cs)+ (1—e ) [C+t+Z5(1)}}dG (t(). |
76



Optimal Checkpoint Intervals for Computer Systems 233

Table 10 Optimal number N and the resulting execution time L4(Nj)/p for Scheme
3 when Cs/pu = 0.1

A C/u=0.5 C/p=0.1
Ni  La(Np)/w | Nij  La(Nj)/p
0.1 1 1.900 1 1.420
0.05 1 1.750 1 1.310
0.01 3 1.594 3 1.178
0.005 4 1.563 4 1.153
0.001 8 1.526 9 1.122
0.0005 12 1.518 13 1.115
0.0001 26 1.508 30 1.107

Solving (75) and (76) for Ls(1),

N-—1 7
'S |16 2w
Ls(1) = = = +Cs. (77)

[T G*(2X\x)
k=1

Therefore, the mean execution time per one task is

Nil ll[

~ (C+p) |: (2X\k ]

_ Ls (1) j=0 Lk=1 S -

L5(N): - + - (N_172a )7
N N N
H G* (2A)
) (78)
0
where [[ = 1. When N=1, L5(1) agrees with (59).
k=1

We find an optimal N that minimizes Ls(/N). From the inequality
Ls(N +1)—Ls(N) >0,

N T[4 N-17 4
N3 TG a0 -+ 6 v T | TT6" (20)

=0 Lp= =0 Lk= ] Cs
k=1 i k=1 >

N+1 e ?
I1 G* M) o

k=1
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[N — (N + 1)G* (22n41)] % [ﬁ G* (2Ak)}
N+1+ o =0 =l ch
11 67 (2x) K
(N=1,2,---). (79)

First, note that
N — (N 4+ 1)G*(2An+1)
is increasing because

N — (N + )G @Avs1) — (N — 1) + NG*(27n)
=1- G*(2>\N+1) + N[G*(2/\N) - G*(2>\N+1)] > 0.

Furthermore, denoting the left-hand side of (79) by Q(N + 1),
QN+1)-Q(N)

N+ N J
- {HG*(zAwHN—(NH)G*<2AN+1>]2[ G*(zm}
k=1 j=0 Lk=1

e
7
i1 ¢ (mk)]}

HN-1-NG )6 ) X | 1T

Jj=0

N+1 N
S - { T1G(20) + [N — 1 NG2A)IG* 20 16 (mk)}
1 6+ (23 Lr=t k=1

= N[1-G*(2\n)] > 0.

Thus, the left-hand side of (79) is strictly increasing in N. Therefore, if a
finite N* to satisfy (79) exists, it is a finite and unique minimum such that
(79). If

(C + p)[L + G*(2M1) — 2G*(2X2)] = CsG* (2M1)G* (2)2)

then Ny=1.
By comparing (67) with (78), Scheme 3 is better than Scheme 2.

Example 5.4. Table 11 presents optimal NZ and the resulting execution
time Ls(Ng)/p for Ap and C/p when o = 0.1 and Cs/p = 0.1. This
indicates that N decrease with Ay and C/u. Compared with Table 9,
Scheme 3 is better than Scheme 2 and N5 > Nj. O
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Table 11  Optimal number NZ and the resulting execution time Ls(NZ)/p for Scheme
3 when Cs/pu = 0.1

A C/u=05 C/p=0.1
Ny Ls(N3)/w | Ny Ls(N3)/mw
0.1 1 1.900 1 1.420
0.05 1 1.750 1 1.310
0.01 2 1.598 3 1.184
0.005 3 1.568 4 1.158
0.001 6 1.531 7 1.127
0.0005 8 1.522 9 1.120
0.0001 15 1.511 17 1.110

5.2 Majority Decision System

We take up a majority decision system with (2n + 1) modules as an error
masking system, i.e., (n+ 1)-out-of-(2n+ 1) system (n = 1,2,---). If more
than n states of (2n+1) modules match, the process of task k is correct and
its state is stored. In this case, the probability that the process is correct
during (0,¢ ] is, from (32),

Foor (1) = 2"2*:1 (2nlj 1) Q”i"“ (2n +i1 - k) (1) (o)

k=n-+1 i=0
(n=1,2,---). (80)

Thus, the mean execution time of the process of task k is
Le(1)= / [Frua(t)(C+Cs+t) dG(t)+Fn+1(t)[0+t+iﬁ(1)}dG (t). (81)
0

Therefore, by the method similar to obtaining (59), the mean time ex-
ecution time per one task is
C+p

L (1)=L¢ (1)= TR Yy e e— +Cs. (82)
RIS G Lk

Next, we consider the case of error rate is increasing. In this case, the
probability that the process of task k for Scheme 1 is correct during (0, ¢]
is, from (80),

2n-+1 2n+1—m
— 2n+1 2n+1—m i —(m
Frn= 3 (25 () ") ayentmenne

m=n+1 1=0

(n=1,2,---).  (83)
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Thus, by the method similar to obtaining (58), the mean execution time of
the process of task k is

Ly = / TP (0(C 4 Gt t) + Fuir (1) (C+ £+ L)]dG (1), (84)
0

Solving (84) for Lz,
C+upu

Li=—— +Cs. (85)
ntl/op 4 1\2ALom 241 — ; .
> ("m ) > (" l. m)(—l) G* [(m-+i) M]
m=n+1 1=0

For example, when n = 1, i.e., the system is composed of a 2-out-of-3
system,
CH+pu
L; =
3G* (2A1) — 2G* (3\q)
Similarly, the mean execution time per one task for Scheme 2 is, from
(67)

+ Cs. (86)

_ C+upu
AR TS e o]
+% (N=1,2,---),  (87)

and the mean time for Scheme 3 is, from (78),

crmx M| T (T e e

m 2

i=0 We=1Lm=n+1 i=0
LAN)= -
N[ 2ol (941 27Hom (2n41—m i .
NILLE ()T () e ol
k=1 Lm=n+tl m =0 g
Cs
i N=1,2-).
+ o (N=12.).  (s8)
Example 5.5. Suppose that C = (2”; 1)01 as same as in Example

3.2. Table 12 presents the optimal numbers N5 which minimize L7(N) in
(87) and its resulting execution times L7(N¥)/u when Ay = 0.01 and C's/u
=10. This indicates that N decrease with n and C/u, and L7 (NF) increase
with n and C/p. Thus, from this table, an optimal decision system is a
2-out-of-3 system. However, the overhead C' might not increase generally
with the order of n?. We could determine an optimal decision system by
estimating C, C's and the other parameters from actual data. O
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Table 12 Optimal number N7 and the resulting execution time L7(N)/p when Ay =
0.01 and Cs/p =10

n C/u=05 C/u=0.1
Ny L7(Nf)/w | Nf  L7(Nj)/u
1 1 15.000 2 10.203
2 1 22.000 2 13.005
3 1 33.000 1 16.200
4 1 48.000 1 19.200

6 Conclusion

It has been assumed in this chapter that the overheads for the generation
of checkpoints and the probability of error occurrences are already known.
However, it is important in practical applications to identify what a type of
distribution fits the collected data and to estimate several kinds of overheads
from the observation of actual models. If such distributions and overheads
are given, we can determine optimal policies for recovery models and apply
to real systems by modifying them.

Recently, most systems consist of distributed systems as computer net-
work technologies have developed rapidly. A general model of distributed
systems is a mobile network system [1]. Coordinated and uncoordinated
protocols to achieve checkpointing in such distributed processes have been
introduced [1]: Uncoordinated protocols allow each process to take its lo-
cal checkpoint independently and coordinated protocols force each process
to coordinate with other processes to take consistent checkpoints. Two
protocols have one’s own advantages. A typical advantage of coordinated
protocols is to avoid the domino effect. From such viewpoints, a number
of techniques of checkpoint protocols have been proposed and their perfor-
mance have been evaluated [1,12,13]. However, there are little research pa-
pers to study theoretically optimal policies for checkpoint intervals. Using
the methods and techniques used in this thesis, we could analyze optimal
intervals of checkpoints for distributed systems.
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1 Introduction

Miscellaneous systems such as social infrastructures and security forces,
sustain our comfortable daily lives and secure our estates. For the steady
operation of these systems without any serious troubles, suitable main-
tenances have to be undergone. However, maintenance budgets become
extremely expensive in most advanced nations because of high personnel
costs. Today, conflicts between the demand of budget cut and the demand
of sufficient maintenances become serious social problems and the establish-
ing cost-effective maintenance have become an important key technology
to solve them.

The maintenance is classified into preventive maintenance (PM) and
corrective maintenance (CM): PM is a maintenance policy in which we
undergoes some maintenance on a specific schedule before failure, and CM
is a maintenance policy after failure [1,2]. Many researchers have studied
optimal PM policies because the CM cost is usually much higher than
the PM one and the optimal PM policy differs in every different system.
Therefore, detailed investigations of target system characteristics must be
performed for the consideration of cost-effective PM policies.
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In this chapter, we survey optimal maintenance models for five different
systems such as missile, phased array radar, FADEC, co-generation sys-
tem and aged fossil-fired power plant based on our original works: Missiles
and phased array radars are most representative military systems. During
the Cold War era, defense budgets had the exceptional priority in most
nations. Now in the post-Cold War era, there is no such exceptional prior-
ity and maintenance costs of missiles have to be designed to be minimum
throughout their lifecycles from a primary design phase [3].

In Section 2, we consider the missile maintenance: A missile spends
almost all of its whole lifetime in storage condition and its operational
feature is unique compared with other military and ordinary industrial
systems [4]. A missile during storage condition degrades gradually and its
failure cannot be detected except for a function test. The test during storage
is implemented periodically and an optimal test interval which minimizes
the maintenance cost and satisfies the required system reliability, must be
established.

In Section 3, we take up the phased array radar maintenance: A phased
array radar is the latest radar system and its antenna consists of a large
number of uniform tiny antennas [5]. The radar is designed to tolerate a cer-
tain amount of failed antennas because the increase of failed ones degrades
its performance. Failed antennas are detected only by the function test
which reduces the system availability. Therefore, an optimal test interval
which maximizes the system availability must be discussed.

Section 4 is devoted to the self-diagnosis for FADEC. The FADEC
(Full Authority Digital Electronic Control system) is widely utilized as the
fuel controller of gas turbine engine because it can realize the complicated
and delicate control compared with traditional hydro mechanical controller
(HMC) [6]. As the FADEC of industrial gas turbine engine system, PLCs
(programmable logic controllers) are utilized because they are tiny, high
capacity and reasonably priced. Gas turbine makers which utilize PLCs
for FADECs, have to guarantee the high reliability of FADECs and es-
tablish high reliable FADEC systems adopting the redundant design. A
high-performance self-diagnosis of such redundant FADEC systems must
be initiated.

Section 5 takes up the co-generation system maintenance: A co-
generation system is the power plant which can generate electricity and
steam simultaneously, and is one of applicational examples of a gas turbine
engine system [7]. As the power plant resource, a gas turbine engine has
superiority compared with other internal-combustion ones because of its
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tiny size, its emitted gas cleanness and its low vibration. A gas turbine
engine is damaged when it is operated, and it has to undergo overhaul
forthwith when the total damage is greater than a prespecified level. From
the viewpoint of co-generation system users, the overhaul would be imple-
mented at special periods such as some vacations. So that, a system user
should establish a managerial level which is lower than overhaul level, and
the system undergoes overhaul when its total damage exceeds a managerial
level. An optimal managerial level which minimizes the operational cost
must be considered.

Finally, Section 6 allocates to the aged fossil-fired power plant mainte-
nance: Aged fossil-fired power plants are on the great increase in Japan.
A plant consists of a wide variety of mechanical and electrical components.
Various kinds of severe failures inherent in these components and their oc-
currence probabilities are different. A system fails when the total suffered
damage exceeds a peculiar level, i.e., these components have their pecu-
liar damage levels. The PM plan should be established considering such
levels of plant components. N kinds of peculiar cumulative damage levels
K;(i =1---N) are considered and a system fails when the total damage
exceeds these damage levels. The PM is performed when the total damage
exceeds the managerial level k(< K;). The expected cost per unit time be-
tween maintenances is secured, and the optimal managerial level k* which
minimizes it must be discussed.

We obtain the expected costs or the availability of each model as an
objective function and derive optimal maintenance policies which minimize
them, using reliability techniques. Furthermore, we give shortly some com-
ments regarding the limitation and possible extensions of the above models.

2 Missile Maintenance

A system such as missiles is in storage for a long time from the delivery to
the actual usage and has to hold a high mission reliability when it is used.
Figure 1 shows an example of a service life cycle of missiles [4]: After a
system is transported to each firing operation unit via depot, it is installed
on launcher and is storaged in warehouse for a great part of its lifetime,
and waits for its operation. So that, a missile is often called a dormant
system. However, the reliability of a storage system goes down with time
because some kinds of electronic and electric parts of a system degrade
with time [8]. For example, Menke [8] confirmed by the accelerated test
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Fig. 1 Service life cycle of missiles [4]

that integrated circuits of a system might deteriorate in storage condition
and it might be impossible to operate when it is necessary. Therefore, we
should inspect and maintain a storage system at periodic times to hold a
high reliability, because it is impossible to inspect whether a storage system
can operate normally or not. Optimal inspection policies which minimize
the expected cost until detection of failure were summarized. Martinez
[9] discussed the periodic test of an electronic equipment in storage for a
long period and showed how to compute its reliability after 10 years of
storage.

In the above previous studies, it has been assumed that the function test
can clarify all of system failures. However, a missile is exposed to very severe
flight environment after launch and some kinds of failures are revealed only
in such severe conditions. That is, some failures of a missile cannot be
detected by the function test on the ground. To solve this problem, we
assume that a system is divided into two independent units: Unit 1 becomes
new after every inspections because all failures of unit 1 are detected by
the function test and are removed completely by maintenance. While, unit
2 degrades steadily with time from delivery to overhaul because all failures
of unit 2 cannot be detected by any tests. The reliability of a system
deteriorates gradually with time as the reliability of unit 2 deteriorates
steadily. A schematic diagram of a missile is given in Figure 2.

This section presents a system in storage which is required to have a
higher reliability than a prespecified level ¢ (0 < ¢ < 1) [1,10-12]. To hold
the reliability, a system is tested and is maintained at periodic times NT
(N =1,2,---), and is overhauled if the reliability becomes equal to or lower
than ¢. An inspection number N* and the time N*T + ¢y until overhaul,
are derived when a system reliability is just equal to ¢q. Using them, the
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expected cost C(T') until overhaul is obtained, and an optimal inspection
time 7™ which minimizes it is computed.

2.1 Ezxpected Cost

A system consists of unit 1 and 2, where unit ¢ has a hazard rate func-
tion H;(t) (i = 1,2). When a system is inspected at periodic times NT
(N =1,2,---), unit 1 is maintained and is like new after every inspection,
and unit 2 is not done, i.e., its hazard rate remains unchanged by any
inspections.

Fig. 2 Schematic diagram of a missile

From the above assumptions, the reliability function R(t) of a system
with no inspection is

R(t) = e~ M= H2(t), (1)

If a system is inspected and maintained at time t, the reliability just after
the inspection is

R(tyo) = e ™20 (2)

Thus, the reliabilities just before and after the Nth inspection are, respec-

tively,

R(NT_q) = e (TN, 3)

R(NTyo) = e~ 2V, (4)

Next, suppose that the overhaul is performed if the system reliability is

equal to or lower than g. Then, if
o~ Hi(T)~Hx(NT) q> ele(T)sz[(NH)T]’ (5)
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then the time to overhaul is NT + to, where to (0 < to < T') satisfies
ele(t0)7H2(NT+t0) — q. (6)

This shows that the reliability is greater than ¢ just before the Nth inspec-
tion and is equal to ¢ at time NT + tg.

Defining the time interval [0, NT + to] as one cycle, the expected cost
rate until overhaul is [1]

Nci +c2
T NT+1’ @
where cost ¢; is an inspection cost and cs is an overhaul cost.

C(T)

2.2  Optimal Policies

We consider two particular cases where hazard rate functions H;(t) are
exponential and Weibull ones. An inspection number N* which satisfies (5)
and to which satisfies (6) are computed. Using these quantities, we compute
the expected cost C(T') until overhaul and seek an optimal inspection time
T* which minimizes it.

(1) Exponential Case

Suppose that the system obeys an exponential distribution, i.e., H;(t) =
Ait. Then, (5) is rewritten as

1
N-Dari"y ®)

1
In- < \T
Na—|—1nq* <

where
D) + @)~ A’
and a represents an efficiency of inspection, and is adopted widely in prac-
tical reliability calculation of a storage system [4].

When an inspection time T is given, an inspection number N* which
satisfies (8) is determined. Particularly, if In1/q < AT then N* = 0, and
N* diverges as AT tends to 0. In this case, (6) is

A=A+ Ao, a

1
N*AT + Mo = In p (10)

From (10), we can compute to easily.
Thus, the total time to overhaul is

1.1
N*T +ty=N*(1=a)T+In~, (11)
q
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and the expected cost rate is
N*c c
o(T) = 1+ C2

N*(l—a)T-i—%ln%'

(12)

When an inspection time T is given, we compute N* from (8) and
N*T + to from (11). Substituting these values into (12), we have C(T).
Changing T from 0 to In(1/q)/[A(1 — a)], we can compute an optimal T*
which minimizes C(T'). In particular case of AT > In(1/q)/(1 —a), N*=0
and the expected cost rate becomes constant, i.e.,
C2 - )\CQ

= 1
to " Ing q (13)

(2) Weibull Case

Suppose that the system obeys a Weibull distribution, i.e., H;(t) =
(Ait)™ (i = 1,2). Equations (5) and (6) are rewritten as, respectively,

1 1= 1 1=
n-% <\M<|—  InZ> 14
{a[(N+1)m—1]+lnq} <A <[a(N “1+1 gl (14)
1.1
(1 —a)ty" +a(NT +to)™ _)\_1 7 (15)
where
A= N

T H{(T)+ Hao(T) AP+ A

When an inspection time T is given, N* and tg are computed from (14)
and (15). Substituting these values into (7), we have C(T'), and changing
T from 0 to [In(1/q)/(1 — a)]*/™ /), we can compute an optimal T* which
minimizes C(T).

Next, suppose that unit 1 obeys a Weibull distribution with order 2
and unit 2 obeys an exponential distribution, i.e., Hi(t) = (A1t)? and
Hy(t) = At. Then, from (5) and (6), respectively,

ﬁ {—(N +1)a+ /(N +1)2a® —4(1 — a)21nq}
S)\T<2(17:“)2{—Na+\/N2a2—4(1—a)21nq}, (17)
[(1 —a)Mto)® + aA(NT +tg) +1Ing =0, (18)

where a and A are given in (9).
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When an inspection time T is given, an inspection number N* which
satisfies (17) is computed. Then, the total time to overhaul is

N*T +ty=N*T

1
+ﬁ{ a+ /a2 —4(1—a) (N*a/\T—an)}. (19)
The expected cost until overhaul is, from (7)
N*
o(T) = ato . (20)
N*T' + s=y2x a)2A{ a++/a?—4(1—a) (N*a)\T+lnq)}
In particular, if
—a++/a?2 —4(1 —a)?lng
T > 21
- 2(1 —a)? ’ 1)
then N* = 0, and the expected cost is
2(1 —a)?
o(r) = 1) des (22)

—a++/a®>—4(1—a)?’Ing

Therefore, when an inspection time T is given, we compute N* from
(17) or (21), and N*T +t¢ from (19). Substituting them into (20) or (22),
we compute C(T"), and changing T' from 0 to

—a++/a2 —4(1 —a)?lng
2(1—a)2X ’

we can determine 7 which minimizes C(T).

2.3 Concluding Remarks

This fundamental deterministic model could be applied to various kinds of
storage systems which are required to have a high reliability and in which
some failures are not be detected by the function test. When all failures
can be clarified by the function test, i.e., an efficiency a of inspection is
equal to zero, this maintenance model becomes the standard one.

The variation of function tests must be considered for future studies.
For example, two types of function test equipments are utilized for the
missile maintenance: A function test equipment installed in the warehouse
of missile has to perform detailed tests for sizable machines. Another one
at the battlefields has to perform simplified tests for small sizes. Inspection
efficiencies of such test equipments would differ considerably.
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3 Phased Array Radar Maintenance

A phased array radar (PAR) is the radar which steers the electromagnetic
wave direction electrically. Comparing with conventional radars which steer
their electromagnetic wave direction by moving their antennas mechani-
cally, a PAR has no mechanical portion to steer its wave direction, and
hence, it can steer very quickly. Most anti-aircraft missile systems and
early warning systems have presently adopted PARs because they can ac-
quire and track multiple targets simultaneously.

A PAR antenna consists of a large number of small and homogeneous
element antennas which are arranged flatly and regularly, and steers its
electromagnetic wave direction by shifting signal phases of waves which are
radiated from these individual elements [13].

The increase in the number of failed elements degrades the radar per-
formance, and at last, this may cause an undesirable situation such as
the omission of targets [5]. The detection, diagnosis, localization and re-
placement of failed elements of a PAR antenna are indispensable to hold
a certain required level of radar performance. A digital computer system
controls a whole PAR system, and it detects, diagnosis and localizes failed
elements. However, such maintenance actions intermit the radar operation
and decrease its availability. So that, the maintenance should not be made
so frequently. From the above reasons, it would be important to decide an
optimal maintenance policy for a PAR antenna, by comparing the down-
time loss caused by its maintenance with the degradational loss caused by
its performance downgrade.

Recently, a new method of failure detection for PAR antenna elements
has been proposed by measuring the electromagnetic wave pattern [14].
This method could detect some failed elements even when a radar system is
operating, i.e., it could be applied to the detection of confined failure modes
such as power on-off failures. However, it would be generally necessary to
stop the PAR operation for the detection of all failed elements.

Keithley [15] showed by Monte Carlo simulation that the maintenance
time of PAR with 1024 elements had a strong influence on its availability.
Hevesh [16] discussed the following three maintenances of PAR in which
all failed elements could be detected immediately, and calculated the av-
erage times to failures of its equipments and its availability in immediate
maintenance:

1) Immediate maintenance: Failed elements are detected, localized and re-
placed immediately.
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2) Cyclic maintenance: Failed elements are detected, localized and replaced
periodically.

3) Delayed maintenance: Failed elements are detected and localized peri-
odically, and replaced when their number has ex-
ceeded a predesignated one.

Further, Hesse [17] analyzed the field maintenance data of U.S. Army
prototype PAR, and clarified that the repair times have a log-normal dis-
tribution. In the actual maintenance, the immediate maintenance is rarely
adopted because frequent maintenances degrade a radar system availability.
Either cyclic or delayed maintenances is commonly adopted.

We have studied the comparison of cyclic and delayed maintenances of
PAR considering the financial optimum [18]: We derived the expected cost
rates and discussed the optimal policies which minimize them analytically
in these two maintenances, and concluded that the delayed maintenance
is better than the cyclic one in suitable conditions by comparing these
two costs numerically. Although the financial optimum takes priority for
non-military systems and military systems in the non-combat condition,
the operational availability should take more priority than economy for
military systems in the combat condition. Therefore, maintenance policies
which maximize availability should be considered.

We perform the periodic detection of failed elements of a PAR where it is
consisted of Ny elements and failures are detected at scheduled time interval
[19]: If the number of failed elements has exceeded a specified number N
(0 < N < Np), a PAR cannot hold a required level of radar performance,
and it causes the operational loss such as the target oversight to a PAR. We
assume that failed elements occur at a Poisson process, and consider cyclic
and delayed maintenances. Applying the method [20] to such maintenances,
the availability is obtained, and optimal policies which maximize them are
analytically discussed in cyclic and delayed maintenances.

3.1 Cyclic Maintenance
We consider the following cyclic maintenance of a PAR [19]:

1) A PAR is consisted of Ny elements which are independent and homoge-
neous on all plains of PAR, and have an identical constant hazard rate
Ao. The number of failed elements at time ¢ has a binomial distribution
with mean No[l — exp(—Aot)]. Since Ny is large and Ao is very small,
it might be assumed that failures of elements occur approximately at a
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Poisson process with mean A = Ng)g. That is, the probability that j
failures occur during (0, ¢] is

At)Te=

Pj(t)z( 7 (j=0,1,2,--+).

2) When the number of failed elements has exceeded a specified number
N, a PAR cannot hold a required level of radar performance such as
maximum detection range and resolution.

3) Failed elements cannot be detected during operation and can be as-
certained only according to the diagnosis software executed by a PAR
system computer. Failed elements are usually detected at periodic di-
agnosis. The diagnosis is performed at time interval 7" and a single
diagnosis spends time Tj.

4) All failed elements are replaced by new ones at the Mth diagnosis or at
the time when the number of failed elements has exceeded N, whichever
occurs first. The replacement spends time 7T7.

When the number of failed elements is below N at the Mth diagnosis,

the expected effective time until replacement is
N—1
MT > p;(MT). (23)
j=0
When the number of failed elements exceeds N at the i (i = 1,2, -- M)th
diagnosis, the expected effective time until replacement is

M N-1
S -1 Y / Fdpelt — (i — 1)T. (24)
i=1 j=0 k=N—j/ (—DT

Thus, from (23) and (24), the total expected effective time until replacement
is

M—-1N-1 M—-1N-1 00 k— N+
Ty D R =3 Y plT) Y, ————p(I). (25)
i=0 j=0 i=0 j=0 k=N—j+1

Next, when the number of failed elements is below N at the Mth diag-
nosis, the expected time between two adjacent regeneration points is

_Z pi(MT)[M(T + Tp) + Th). (26)

When the number of failed elements exceeds N at the i (i = 1,2,--- M)th
diagnosis, the expected time between two adjacent regeneration points is
M N-1 oo

D plli =17 [i(T' + To) + Talpk(T). (27)
i=1 j=0 k=N—j
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Thus, from (26) and (27), the total expected time between two adjacent
regeneration points is

Ty + (T + T) P (T). (28)

Therefore, by dividing (25) by (28), the availability of cyclic mainte-
nance A1 (M) is
Effective time between regeneration points
Ay(M) = g p

Total time between regeneration points

Z Zj =0, pJ(’T)
Z Z =0 pJ(ZT)Zk N— J+1(k_N+j)pk(T)//\

T + (T+T0)E ZJ 0 pJ(ZT)

Tl/(T+TO)+E E =0 pj(zT)
T 1 XD hen—j1 (k= N"‘J)l’k( )/ (AT)

T +To Tl/(T-i-To)'i-Z Zj o pi(iT)
- n_mwm M=1,2 29
:T+T0[ - 1( )] ( -5 7) ( )

Because maximizing an availability A;(M) is equal to minimizing an un-
availability A; (M) from (29), we derive M* which minimizes an unavail-
ability A_l(M) Forming the inequality A;(M + 1) — Ay (M) >0,

M—-1N-1
Ly(M —|— Z ij iT)
=0 7=0
M—-1N-1 9] .
_ >
Ty Y @) 2 s (30)
i=0 5=0 k=N-—j+1
where
_ E;YZBI pi(MT) 352y ja (k= N+ j)pe(T)/A
Li(M) = N1 . (31)
ijo p;(MT)
Letting Q1 (M) denote the left-hand side of (30)
M N-1
QM +1) = Qu(M) = [Lu(M + 1) = LiM)] | 7+ > ) i
=0 j=0
(32)

Thus, if L1 (M) is strictly increasing in M, then Q1 (M) is strictly increasing
in M.
Therefore, we have the following optimal policy:
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(i) If L1 (M) is strictly increasing in M and Q1 (o0) > ThT/(T +Ty), then
there exists a finite and unique M* which satisfies (31).
(il) If Ly (M) is strictly increasing in M and Q1(oc0) < ThT /(T + Tp), then
M* = oco.
(iil) If L1 (M) is decreasing in M, then M* =1 or M* = co.

3.2 Delayed Maintenance
We consider the delayed maintenance of a PAR [19]:

4)’ All failed elements are replaced by new ones only when failed elements
have exceeded a managerial number N, (< N) at diagnosis. The re-
placement spends time T7.

The other assumptions are the same as ones in Section 7.2.1.
When the number of failed elements is between N, and N, the expected
effective time until replacement is

oo Ng—1 N—j—1
SN pili—10T) > iTpk(T). (33)
i=1 j=0 k=N.—j

When the number of failed elements exceeds N, the expected effective time
until replacement is

oo N.—1
SDIICERLIDS / tpt— (-1 (34)
i=1 j=0 k=N—j 7 (i=DT

Thus, the total expected effective time until replacement is, from (33) and
(34),

oo Nc—1 . oo N.—1 ' 00 ]{;—N+j
TY D p(T) =) > pT) Y, ———=p(T).  (3)

i=0 j=0 i=0 j=0 k=N—j+1
Similarly, when the number of failed elements is between N, and N, the
expected time between two adjacent regeneration points is

oo N.—1 N—j—1
SN il 0TS T+ Ty) + Tulpe(T): (36)
i=1 j=0 k=N.—j

When the number of failed elements exceeds N, the expected time between
two adjacent regeneration points is

oo N.—1 e’}

[(i—1)T Z i(T + To) + Thlpw(T). (37)
i=1 j:O k=N—j

(]
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Thus, the total expected time between two adjacent regeneration points is,
from (36) and (37),
oo N.—1

(T+To) Y > pi(iT) + Ty (38)
i=0 j=0
Therefore, the availability of delayed maintenance A3 (N.) is, by dividing
(35) by (38),

TV /(T +To) + X750 X5 ' pi(iT)

T XY pen—j 1= (N —35)/(k+1)]pp(T)
Az(Ne) = T+ T L= oo Ne—1
+ 1o T /(T +To) + 320 2520 pi(iT)
T _
= 1— Ay(N,)|.
= () (39)
Forming the inequality As(N, + 1) — Ag(N.) > 0,
No—1 No—1
En . . Ty
_ Ne D, — Ej) B, 4
Dy, — En. J:ZO( ! jZO _T+T0 (40)

where D; = 377%, p; (iT) and Ej = 3777, p; (iT) 352y _;[1 — (N =) /(k +
D]pr(T). Letting Q2(N.) denote the left-hand side of (40) and Lo(N.) =
ENC/(DNC ENC)’
Nc
Q2(Ne + 1) = Q2(Ne) = [La2(Ne + 1) — Lao(Ne)] Z(Dj - Ej)' (41)
§=0
As Dj — E; > 0, the sign of Q2(N.+1) — Q2(N.) depends on La(N.+1) —
Lo(N).
Therefore, we have the following optimal policy:

(i) If Ly(N,) is strictly increasing in N, and Q2(N) > T1/(T + 1) then
there exists a finite and unique N} (1 < N} < N) which satisfies (41).

(ii) If Lo(N,) is strictly increasing in N, and Q2(N) < Ty /(T + Tp) then
N} = N, i.e., the planned maintenance should not be done.

3.3 Concluding Remarks

It has been assumed that failures of elements occur at a homogeneous Pois-
son process. The degradation of elements might be caused by moisture
and saline of cooling air. In such case, failures of elements would not oc-
cur at a unified distribution function and failures would not occur at a
non-homogeneous Poisson process.
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We have considered cyclic and delayed maintenances. Such mainte-
nances can be extended to the much complicated and more cost-effective
ones. For example, particular condition data of degraded elements can be
receipt at each maintenance and some condition monitoring maintenances
should be designed utilizing these data.

4 Self-diagnosis for FADEC

The original idea of gas turbine engines was represented by Barber in
England at 1791, and they were firstly realized in 20-th century. After that,
they had advanced greatly during World War II. Today, gas turbine engines
have been widely utilized as main engines of airplanes, high performance
mechanical pumps, emergency generators and cogeneration systems because
they can generate high power comparing with their sizes, their start times
are very short and no coolant water is necessary for operation [6].

Gas turbine engines are mainly constituted with three parts, i.e., com-
pressor, combustor and turbine. The engine control is performed by govern-
ing the fuel flow to engine. When gas turbine engines are operating, dan-
gerous phenomena, such as surge, stool and over-temperature of exhaust
gas, should be paid attention because they may cause serious damage to
engine. To prevent them, the turbine speed, inlet temperature and pres-
sure, and exhaust gas temperature of gas turbine engines are monitored,
and engine controller should determine appropriate fuel flow by checking
these data.

The gas turbine engine has to be operating in serious environment and
hydro mechanical controller (HMC) is adopted as engine controller for a
long period because of its high reliability, durability and excellent responsi-
bility. However, the performance of gas turbine engines has advanced and
customers need to decrease the operation cost. So that, HMC could not
meet these advanced demands and the engine controller has been electrified.
The first electric engine controller, which was a support unit of HMS, was
adopted as J47-17 turbo jet engine of F86D fighter at the late 1940-th. The
evolution of devices, from vacuum tube to transistor and transistor to IC,
has changed the roll of electric engine controller from the assistant of HMS
to the full authority controller because of the reliability growth. In 1960-th,
the analogue full authority controller could not meet the accuracy demand
of engines, and the full authority digital engine controller (FADEC) was
greatly developed [6].
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FADEC is an electric engine controller which can perform the compli-
cated signal processes of digitized engine data. Aircraft FADECs must
generally build up duplicated and triplicated systems because they are ex-
pected high mission reliability and are needed to decrease weight, hardware
complication and electric consumption [21]. Industrial gas turbine engines
have introduced advanced technologies which were established for aircraft
ones. FADECs, which were originally developed for aircrafts, have also
been adopted as industrial gas turbine engines now. Comparing between
general industrial gas turbine FADECs and aircraft FADECs, the following
differences are recognized:

1) Aircraft gas turbine FADECs have to perform high-speed data process-
ing because the rapid response for aircraft body movement is necessary
and inlet pressure and temperature change greatly depending on height.
On the other hand, industrial gas turbine FADECs are not required
such high performance comparing to aircraft ones because they operate
at steady speed on ground.

2) Aircraft gas turbine FADECs have to be reliable and fault tolerable, and
so that, they adopt duplicated and triplicated systems because their
malfunction in operation may cause serious damage to aircrafts and
crews. Industrial gas turbine FADECs also have to be reliable and fault
tolerable, and still be low cost because they have to be competitive in
the market.

Depending on the advance of microelectronics, small, high performance,
low cost programmable logic controllers (PLC) have widely distributed in
the market. They were originally developed as the substitute for bulky
electric relay logic sequencers of industrial automatic systems. Applying
the numerical calculation ability of microprocessors, and analogue-digital
and digital-analogue converters, these PLCs can perform numerical control.
Appropriating such PLCs, very high performance and low cost FADEC
systems can be realized. However, these PLCs are developed as general
industrial controllers and PLC makers might not permit them for applying
high pressurized and hot fluid controllers. Then, gas turbine makers which
apply these PLCs to FADECs, have to design some protective mechanism
and have to assure high reliability of FADECs.

We consider self-diagnosis policies for dual, triple and N redundant gas
turbine engine FADECs, and discuss the diagnosis intervals [22].
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Double Module System

Consider the following self-diagnosis policy for a hot standby double module
FADEC system: Figure 5 illustrates an example of the FADEC construc-
tion.

1)

2)

3)

4)

The FADEC system consists of two independent channels and reliabili-
ties of channel i at time ¢ are F;(t) (i = 1,2).

The control calculation of each channel is performed at time interval Tj,
and the self-diagnosis and cross-diagnosis are performed synchronously
between two channels at every nth calculation. The coverage of these
diagnosis is 100%.

When the number n decreases, the diagnosis calculation per unit of
time increases and degrades the quality of control. It is assumed that
the degradation of control is represented as c¢1/(n + T1), where ¢; is
constant and T} is the percentage of diagnosis time divided by Tj.
When n increases, the time interval from occurrence of failure to its
detection is prolonged and it causes the damage of gas turbine engine
because the extraordinary fuel control signal may incur overspeed or
overtemperature of engines. The damage of engine is represented as
co(nTp —t), where t is the time that failure occurs and cs is the system
loss per unit of time.

Initially, channel 1 is in active and channel 2 is in hot standby. When
channel 1 fails, it changes to standby and channel 2 changes to active if
it does not fail. It is assumed that these elapsed times for changing are
negligible. When both channels 1 and 2 have failed, the system makes
an emergency stop.

MEMORY

CONYVERTER

SWITCH ‘AOTUATOR ‘

SENSOR ASD

CONVERTER

Fig. 3 Double module FADEC construction
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When channel 7 fails at time ¢; (i = 1,2), the following two mean times
from failure to its detection are considered:

a) When to <t1 <ty or t;y—1 < t1 < tg < t,,,, the mean time is

m

Z Fy(tm / (tm —t1)dF1(t1) , (42)

m 1
where t,, = mnTy (m=1,2,3--).
b) When t1 < t,,,—1 < ta < t;,,, the mean time is

co m—1

Z / (t — t1 + ty, — to)dFy (tl)/ dFy(tz). (43)

=2 k=1 tm—1

The total mean time from failure to its detection is the summation of (42)
and (43), and is

S L EO - A e [0 - R 0

where F;(0) = 0. Thus, the total expected cost of dual redundant FADEC
until the system stops is

Ca(m) = e > {/t "R - Bt

m=0

+ Rt /t "Ee) - Fg(tm)]dt}. (45)

Assuming F;(t) = 1 —exp(—A;it) (i = 1,2), (45) is

c1 1 1 1
Ca(n) = n+T, +C2{"TO[ — e—inTo + 1 —e—2enTo 1 _ e—(A1+A2)nT0:|

1 —eondo 11
—— . 4
+)\2(1 —e~(utd)nTo) X ) } (46)
We easily find that
C(0) = ;—1 Cy(00) = lim Ca(n) = oo. (47)
1 n—oo

Therefore, there exist a finite n} (< co) which minimizes Ca(n).
When A1 = Ao = A, (46) is
¢

e 2 1 T 1— e—n)\Tg
— nly — —— | .
nt T P\T—emh T2l 0 A

(48)

Ca(n) =
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Supposing x = nTy and Cy(x) is a continuous function of x, (48) is

_aTp 2 1 1—e
CQ(m)_x—FTlTQ_'_CQ (1_6)@_1_62)@)(3:_ Y )(49)

Differentiating Cs(x) with respect to x, and putting it equal to zero,

2 1 -z
(1_eAw_1_e2)\z)(1_e )

— Az —2\z

7 [(1 —ee‘”)2 (1 _ee—Q)\z)Q:| Az—1+e7 ) =

1o
Co (33 =+ TlTo)Q )

(50)

We compute optimal z* which minimizes Cs(z), and using these values, we
can obtain optimal n* which minimizes C3(n) in (48).

4.2 Triple Module System

Consider the self-diagnosis policy for a hot standby triple module FADEC
system: We make following assumptions 1°) and 5’) instead of 1) and 5) in
Section 4.1, respectively.

1’) The FADEC system consists of three independent channels and the re-
liabilities of channel i at time ¢ are F;(t) (i = 1,2,3).

5’) Initially, channel 1 is in active and channel 2 and 3 are in hot standby.
When channel 1 fails, channel 1 changes to standby and channel 2
changes to active if it does not fail. Furthermore, when both chan-
nels 1 and 2 have failed, they change to standby and channel 3 changes
to active if it does not fail. It is assumed that these elapsed times for
changing are negligible. When all channels 1, 2 and 3 have failed, the
system makes an emergency stop.

When channel i fails at time ¢; (i = 1,2,3), the following four mean
times from failure to its detection are considered:

a) When to,ts <1 Or b1 <11 <ty <tz <tpy, the mean time is

ZFg(tm)Fg(tm)/m (tm — £1)AFL (1) (51)
m=1

tm—1

b) When t,,_1 <t1 <ty <t,< ts3 or to <ty <t <ts, the mean time is

co m—1

3D Fg(tl)/tl (tl—t1+tm—t3)dF1(t1)/tm dFy(ts).  (52)

m=2 [=1 ti—1 tom—1
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C) When ¢,,-1 < t1 < ta <ty <o, t1 <l <ta2 <Ii3tmg1,0r 1 <itpy <
t3 < tg, the mean time is

m—1 tim

F3(tm)/L (tl -t —l—tm—tg)dFl(tl)/ ng(tg). (53)

m=2 1=1 b tm—1

d) When t1 < t,, < ta < ty41 < t3, the mean time is

co m—11-1

SN[ttt t)dR)

m=3 (=2 k=1"1k-1

X / " ABt) / T AR (4)

ti—1 tm—1

The total mean time is the summation of (51)-(54) and is

"R - Fu)dt+ B () [ Fa(t) — Fa(t)]dt
T’IZZO {/tm 1 1 1 ‘/tm 2 2

Ly (b)) P () / MH[Fg(t)—Fg(tm)]dt}. (55)

m

Thus, the total expected cost of triple redundant FADEC until the
system stops is

Cotn) = 2 oo S { [ IR0 - R

m=0

+Fﬁ@/wﬂgm—&mmw

m

+ Fy (b)) Fa(tn) /t "R - Fg(tm)]dt}. (56)

Assuming Fi(t) = 1 —exp(—Ait) (1 = 1,2,3) and Ay = A2 = A3 = A,
(56) is

O o C1 3 3 1
3(”) T +T +c2 1 — e—nATo - 1 — e—2nX\To + 1 — e—3nATo

1— e—n)\Tg
x (nTo—f> (n=1,2,...). (57)
We easily find that
C3(0) = ;—1 C3(c0) = lim C(n) = 0. (58)
1 n—oo

Therefore, there exist a finite nj (< co) which minimizes Cs(n).
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Supposing = = nTy and C3(z) is a continuous function of z, (57) is

C]_TQ
x + T1T0

3 3 1 1—e™ "
+ CQ(l_e)\w B 1_672)\1 + 1_63)\1) (Z‘— by > ' (59)

Differentiating C3(x) with respect to # and putting it to zero,

3 3 1 .
<1_e)\w i e aw T 1_63)@) (L—e™)

e—Ar 2e—2Ar e—BAx e
—3 {(1 “e )2 (I—e 2)2 - 1- e3)\z)2:| (e —T+e™™)

Cs(x) =

C1 TQ

= @t T (60)

We can compute an optimal n% which minimizes Cs(n), using «* which
satisfies (60).

4.3 N Module System

Consider a hot standby N module FADEC system, i.e., a FADEC system
which consists of N independent channels and channels i have the reliabil-
ities F;(t) (i = 1,2,---, N). By the similar method of Sections 4.1 and 4.2,
the total expected cost is

C1

On(n) = o+ e Z:O {/t:“[m(t) By ()]t

+F1(tm) /tm+1 [FQ(t) - FQ(tm)]dt +oe

m

et Fu(tw) Falt) - Fiy1 (t) / U E ) - sz(tm)]dt}

B n -+ T1
oo N tmt1
ter 03 Ritu) -+ Fiat) [ 1Flt) = Fulta)ldt. (61)
m=0 k=1 m

where Fy(t) = 1. The total expected costs C(n) agree with (45) and (56)
for N = 2,3, respectively.
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4.4 Concluding Remarks

It has been assumed that the degradation of control is denoted as ¢1/(n +
T1). In case of hot standby multiple module systems, it becomes difficult to
synchronize their operation because the clock frequency of CPU has raised
so rapidly. When multiple systems operate asynchronously, the assumption
cannot be approved and this FADEC maintenance model might not be
applicable.

Furthermore, we assume that the degradation of gas turbine engine is
relative to the operation time. Strictly, the surplus fuel flow raises the
combustor temperature and a high temperature of combustor conducts to
compressor and turbine blades. Because these blades are under a high ten-
sile stress, the creep fatigue of blades may occur and stretched blades may
harm the inside of casing structure. When such degradation mechanisms
are simulated precisely, ¢1/(n + T1) might be exchanged to more realistic
form.

5 Co-generation System Maintenance

A co-generation system produces coincidentally both electric power and
process heat in a single integrated system, and today, is exploited as the
distributed power plant [7]. Various kinds of generators, such as steam
turbine, gas turbine engine, gas engine, and diesel engine, are adopted as
the power sources of co-generation systems. A gas turbine engine has some
attractive advantages as compared with other power sources, because its
size is the smallest, its exhaust gas emission is the cleanest, and both its
noise and its vibration level are the lowest in all power sources of the same

Gas turbine engine

Inputs COuiputs

Ay — — Bectricity
Fuel B Frocess steam
‘Water

Fig. 4 Schematic diagram of gas turbine co-generation system
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power output. So, gas turbine co-generation systems are now widely utilized
in factories, hospitals, and intelligent buildings to reduce costs of fuel and
electricity. A schematic diagram of gas turbine engine co-generation system
is shown in Figure 4.

Maintenance is essential to uphold system availability, however, its cost
may oppress customers financially. System suppliers should propose the
effective maintenance plan to minimize the financial load on customers.
Because the maintenance cost of gas turbine engine dominates mostly the
maintenance costs of a whole system, an efficient maintenance policy should
be established.

Cumulative damage models have been proposed by many authors [23].
We discuss the maintenance plan of gas turbine engine utilizing cumulative
damage models [23]. The engine is overhauled when its cumulative damage
exceeds a managerial damage level. The expected cost rate is obtained and
an optimal damage level which minimizes it is derived [24].

5.1 Model and Assumptions

Customers have to operate their co-generation system based on their respec-
tive operation plans. A gas turbine engine suffers the mechanical damage
when it is turned on and operated, and it is assured to hold its required
performance in a prespecified number of cumulative turning on and a cer-
tain cumulative operating period. So, the engine has to be overhauled
before it exceeds the number of cumulative turning on or the cumulative
operating period, whichever occurs first. When a co-generation system is
continuously operated throughout the year, the occasion to perform over-
haul is restricted strictly, such as Christmas vacation period , because the
overhaul needs a definite period and customers want to avoid the loss of
unoperation.
We consider the following policies:

1) The jth turning on and operation time of the system arises an amount
W; of damage, where random variables W; have an identical probabil-
ity distribution G(z) with finite mean, independent of the number of
operation, where G(z) = 1 — G(x). These damages are assumed to be
accumulated to the current damage level, and the cumulative damage
Z; = 25:1 W; up to the jth turning on and operation time has

Pr{Z; <2} =GY(z) (j=0,1,2,---), (62)
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where Zy = 0, G (2) = 0 for < 0 and 1 for z > 0, and in general,
®U)(z) is the j-fold Stieltjes convolution of ®(x) with itself.

2) When the cumulative damage exceeds a prespecified level K at which
the engine vendor prescribes, the customer of co-generation system per-
forms the engine overhaul immediately, because the assurance of engine
performance expires. A cost cx is needed for the sum of the engine
overhaul cost and the intermittent loss of operation.

3) The customer performs the massive system maintenance annually, and
checks all major items of the system precisely in several weeks. When
the cumulative damage at such maintenance exceeds a managerial level
k (0 < k < K) at which the customer prescribes, the customer performs
the engine overhaul. A cost ¢(z) is needed for the engine overhaul cost at
the cumulative damage =z (k < z < K). It is assumed that ¢(0) > 0 and
¢(K) < ¢k, because it is not required to consider the loss of operational
interruption.

5.2 Ezxpected Cost

The probability that the cumulative damage is less than k at the jth turning
on and operation, and between k£ and K at the j + 1th is

/0 ' [ /k Kuu a6 (z)

The probability that the cumulative damage is less than k at the jth turning
on and operation, and more than K at the j + 1th is

dGY) (u). (63)

/ “BUK — a9 () (64)
0

It is evident that (63) + (64) = G (k) — GUTD (k).
When the cumulative damage is between k and K, the expected main-
tenance cost is, from (63),

i /Ok [ /]CKUZ(;JC-Fu)dG(m)] AGY) (u) = /Ok l /kKuZ(x—FU)dG(m)] dM (u),

j=0

(65)
where M (z) = Z;io GU)(z). Similarly, when the cumulative damage is
more than K, the expected maintenance cost is, from (64),

k
cK/O G(K —u)dM (u). (66)
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Next, we define a random variable X; as the time interval from the (j —
1)th to the jth turning on and operation, and its distribution as Pr{X; <
t} =F(t) (j =1,2,---) with finite mean 1/A. Then, the probability that
the jth turning on and operation occurs until time ¢ is

Pr {i X; < t} = FO(1). (67)
i=1

From (67), the mean time that the cumulative damage exceeds k at the jth
turning on and operation, is

Z 69709~ a0 nart ) = M. (63)

Therefore the expected cost rate C(k) is [1]
Clk) _ Jo [fk W el +u)dG(z )] AM (u) + cxc [y GUK — u)dM (u)

) MR (69)
Especially, the expected costs at k = 0 and & = K are, respectively,
C(0) K _
—~ = c(x)dG(z) + ek G(K), (70)
0
C(K) _ CK
5 = MK (71)

5.3 Optimal Policy

We find an optimal damage level £* which minimizes the expected cost rate
C(k) in (69). Differentiating C'(k) with respect to k and setting it equal to
Zero,

K
[cx — c(K)] M(K —z)g(z)dz
K—k
k K
+ /O /k gz — u)dc(x)] M (w)du — o(k) = 0, (72)

where g(z) = dG(x)/dx which is a density function of G(z). Denoting the
left-hand side of (72) as Q(k),

Q(0) = —¢(0) <0,  Q(K) = [cx — ¢(K)|M(K) — ck. (73)
Thus, if Q(K) > 0, i.e., M(K) > ¢k /[ck — ¢(K)], then there exists a finite
k* (0 < k* < K) which minimizes C(k), and the resulting cost is

* K—k*
O(f ) _ / (k™ + ) — (k)] dG() + [exc — e(k*)|G(K — k7). (74)
0
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When ¢(z) = c124 ¢ (k < 2z < K), where ¢; K + ¢ < ¢k, (69) and (70)
are rearranged as, respectively,

N [ ey (u+ ) + o) dG(x )]dM(u)

Ck)  +ex Jy GIK —u)dM(u)
) _ 0 o (75)
K
@ - /0 (c12 + c0)dG() + cxG(K) (76)

and C(K)/A is equal to (71).
Differentiating C'(k) with respect to k and putting it equal to zero,
K K .
(ck — a1 K — ¢p) M(K —u)dG(u) — ¢ M(K — u)G(u)du = cp.
K-k K—k
(77)
Letting denote the left-hand side of (77) by T'(k),

TO0)=0, T(K)=(cx—c1K—co)[M(K)—1]—cK.  (78)

Thus, if T(K) > ¢, i.e., M(K) > ¢k /(cxk — c1K — ¢p), then there exists a
finite k* (0 < k* < K) which minimizes C(k).

Next, suppose that G(z) = 1 — exp(—px), i.e., M(z) = px + 1. Then,
it uK+1>ck/(cxk — a1 K —cp), ice., > (c1 +co/K)/(cx — a1 K — ¢p),
then there exists a finite £* (0 < k* < K). Further, differentiating 7'(k)
with respect to k,

/

T (k) = (uk~+1)e MR (cpe — e K — ) (u — ‘

CK _ClK_CQ

) >0, (79)

because (¢1 + co/K)/(cxk — 1K —¢p) > c1/(cxk — a1 K — ¢p).
Therefore, we have the following optimal policy:

(i) If uK > (1K 4 co)/(cx — c1 K — ¢p), then there exists a finite and
unique k* (0 < k* < K) which satisfies

e HK—k) — 0 80
¢ pulex — 1K —cg) — ey’ (80)

and the resulting cost rate is

O()]f ) = %(1 — e MEZEDY 4 (e — e K — co)e METRD 0 (81)
(ii) If uK < (1K 4 ¢0)/(cx — a1 K — ¢p), then k* = K and C(K)/\ =

cx /(WK +1).
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5.4 Concluding Remarks

We have discussed the optimal policy in only the case of ¢(z) = ¢12 4+ ¢ for
k < z < K. We could consider easily several cost structures according to
those of actual systems. For example, when the maintenance cost increases
discretely with every step of the amount of cumulative damage, i.e. ¢(z) =
¢j for kj_1 < z<k; (j=1,2,---,n) and cx for z > K where ky = k,
kn =K, chy1 =ck and ¢j < cjy1 (j =1,2,--- ,n), the expected cost rate
is, from (69),
C(k) c1 + Z] 1 CJ+1 fO k'J —u dM( )

= = M B . (82)

In particular, when n =1,

Ck) e+ (cx — 1) fy GUK —u) dM (u) .
A M (k) ' (83)

It has been assumed that cumulative damage models can apply to the
maintenance of a gas turbine engine. Cumulative damage models are based
on Palmgren-Miner rule which is extended to some derivative methods such
as Corten-Dolan method, Freudenthal-Heller method, Haibach method and
others [25]. When cumulative damage models cannot be approved and
these derivative methods are adopted, the co-generation system mainte-
nance model might not be applicable.

Furthermore, we assume that the amount of damage has varied with
distribution G(z). In future studies, both amount and occurrence proba-
bility of damage have distribution functions. Let Z(¢) be the total amount
of damage at time ¢. Then, the distribution of Z(¢) is

Pr{Z(t) <z} = ZPr{Z < x}H; (1), (84)

where H;(t) denotes the occurrence probability of j damages during (0, ¢].

6 Aged Fossil-fired Power Plant Maintenance

A number of aged fossil-fired power plants are increasing in Japan. For
example, 33% of these plants are currently operated from 150,000 to 199,999
hours (from 17 to 23 years), and 26% of them are above 200,000 hours
(23 years) [26]. Although Japanese government eliminates regulations of
electric power industry, most industries restrain from the investment for
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new plants and are prefer to operate current plants efficiently because of
the long-term recession in Japan.

The deliberative maintenance plans are indispensable to operate these
aged plants without serious trouble such as the emergency stop of opera-
tion. The importance of maintenance for aged plants is much higher than
that for new ones, because occurrence probabilities of severe troubles in-
crease and new failure phenomena might unexpectedly appear according to
the degradation of plants. Furthermore, actual life spans of plant compo-
nents are mostly different from predicted ones because they are affected by
various kinds of factors such as material qualities and operational circum-
stances [27]. So that, maintenance plans should be established considering
occurrence probabilities of miscellaneous components.

The maintenance is classified into the preventive maintenance (PM) and
the corrective maintenance (CM). Many authors have studied PM policies
for systems because the CM cost at failure is much higher than the PM
one and the consideration of effective PM is significant [2], [28-36]. The
occurrence of failure is discussed by utilizing the cumulative damage model,
where a system suffers damage due to shocks and fails when the total dam-
age exceeds a failure level. Such cumulative damage models generate a
cumulative process theoretically [37]. Some aspects of damage models from
the reliability viewpoint were discussed by [38]. The PM policies where a
system is replaced before failure at time T' [39], at shock N [40,41], and at
damage K [42,43] were considered. Nakagawa and Kijima [44] applied the
periodic replacement with minimal repair at failure to a cumulative dam-
age model and obtained optimal values T*, N* and K* which minimize the
expected cost.

The PM plan should be established considering various kinds of se-
vere criticalities (risks) of failure phenomena which are caused by individ-
ual components of a plant. These criticalities are quantitated by FMECA
(Failure Mode, Effects and Criticality Analysis) [45]. Applying FMECA,
the criticality is denoted as the product of the severity of failure and the
occurrence probability of failure. So that, even if criticalities are the same,
occurrence probabilities of failures may be different. The cumulative dam-
age model assumes that a failure occurs when the total damage exceeds a
peculiar level. A plant consists of a wide variety of components such as me-
chanical ones (piping, power boiler, steam and gas turbine) and electrical
ones (wiring, relay, electromagnetic valve, electric pump and fan). Various
kinds of severe failures immanent in these components and their occurrence
probabilities are different, i.e., they appear at their peculiar damage levels.
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In past PM studies and cumulative damage models, a unique failure
phenomenon of component is considered, i.e., a peculiar cumulative damage
level is regarded. Actually, there exist diversified cumulative damage levels
of miscellaneous components and they have to be considered when the PM
policy of a plant is established.

In this section, we consider a system with N kinds of multiechelon cu-
mulative damage levels and the failure occurs when the cumulative damage
of a plant surpasses these levels. Shocks occur at a renewal process and each
shock causes a random amount of damage to the plant. It is assumed that
these damages are accumulated to the current damage level. Suppose that
the above plant undergoes PM at time T' (0 < T' < oo) or when the total
damage exceeds a managerial level &k, whichever occurs first. It is assumed
that the time returns to zero after each PM. Then, the expected cost per
unit time between maintenances is obtained, and an optimal managerial
damage level k* which minimizes it is analytically discussed [46].

6.1 Model 1

Consider the system which operates for an infinite time span and assume:

1) Successive shocks occur at time intervals X; (j = 1,2,---) which have
an identical distribution F'(t) = Pr{X; < t} with finite mean 1/X. That
is, shocks occur at a renewal process with distribution F'(¢), and hence,
the probability that shocks occur exactly j times during (0,¢] is H;(t) =
FU)(t) — FUtD(t), where, in general, ®U)(¢) (j = 1,2,---) is the j-fold
convolution of ®(t) and ®© =1 for t > 0.

2) An amount Y; of damage due to the jth shock has an identical distri-
bution G(z) = Pr{Y; < z} (j = 1,2,---) with finite mean, and each
damage is additive. Then, the total damage Z; = E{Zl Y; has an dis-
tribution Pr{Z; < z} = GU)(z), where Z; = 0.

3) Assume N kinds of failures. When the total damage has exceeded a
failure level K;(< K;4+1) (i =0,1,2,--- ,N), the CM is performed, and
its cost is ¢;(< ¢ij41), where K41 = oo.

4) The PM is performed when the total damage level exceeds a managerial
level k(= Ky) (0 <k < K1), and its cost is cp(= co < ¢1) -

Let Z(t) denote the total damage at time ¢. Then, the probability is [37]

oo

Pr{Z(t) <z} =Y GY(x)H;(t). (85)

J=0
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The probability that the system undergoes PM when the total damage is
between k and K; at some shock is

0ok
P=Y / (G(K: — 2) — Gk — 2)] 4G9 (2), (86)
7=070

and the probability P; (i = 1,2,---, N) that it undergoes CM when the
total damage is between K; and K;1; at some shock is

P = Z/ Ki1 —x) — G(K; —2)]dGY (z) (i=1,2,---,N). (87)

It is noted that Py + Zi:l P, = 1. Thus, the mean time E{U} to PM or
CM is

E{U} =) [GUV(k) - GV (k)] / RO () = § i G (k). (88)

j=1 0 3=0
The total expected cost E{C} until PM or CM is, from (86) and (87),
E{C} = e} P, + Z Py = + Z — )P, (89)

=1
Therefore, by dividing (89) by (88) the expected cost rate is

Ci(k) _ ¢k +Zi:1(0¢ —ck) j:() fo G(Kiy1 —2) — G(K; — 2)]dGY) (2)

X >0, GO (R

cr + Zf\;l(ci —¢i—1) [@(Ki) + fok G(K; —x)dM(x)

- 1+ M(k) o (90)
where GU) (K4 — ) = 1 from Ky,1 = oo, M(z) = Z]Oil GU)(z) and
GV) =1- G ().

We find an optimal k* which minimizes Cy(k). Differentiating C1 (k)

with respect to k and setting it equal to zero,
N K;

;(Ci —ci—1) /Ki_k[l + M(K; — 2)]dG(z) = ck. (91)
Letting L (k) be the left-hand side of (91),
L.(0)=0, (92)
N K;
Li(K) = ;(ci —cio1) /Ki_Kl 1+ M(K; —2)]dG(z),  (93)
N
Li(k) = 3 (es = ci1) g(Ki = B)[1+ M (k)] > 0, (94)

where g(x) = dG(z)/dx. Thus, Ly(k) is strictly increasing in k from 0 to
L, (K4). Therefore, we have the following optimal policy:
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(i) If L1(K1) > cx, then there exists a finite and unique k* (0 < k* < K7)
which satisfies (91), and the resulting cost rate is
N
Cy(k* —
1& ) _ > (e — i) GK; — k7). (95)

=1

(ii) If L1(K7) < ¢k then k* = K1, i.e., a system undergoes only CM, and
the expected cost rate is

Cr(Ky) ot Dis(e —ein) [E(Ki) + [ G(K; — x)dM ()

) 1+ M(Ky)
(96)

Since L1(K1) < Y.L, (ei — cim)) M(KG) i 300 (6 — cim ) M(KS) < e,y
then k* = K;.
When N =1, (90) and (91) are rewritten as, respectively,

Cs (k) Ck+(cl—ck)[G K1)+ [ G(K, — o) dM (x)

N 1+ M(k) D)

/ M - o) dew) = % (98)

Ki—k €1 — Ck
Therefore, the optimal policy is simplified as follows [43]:
(i) If M(K1) > cx/(c1 — c) then there exists a finite and unique k* (0 <
k* < K1) which minimizes C(k), and its expected cost is
Culi)

= (c1 — cr)G(Ky — k*). (99)
(ii) If M(K1) < c/(c1 — cx), then k* = K and its expected cost rate is
Cg(Kl) C1
= . ].
A 1+ M(Ky) (100)

When G(z) = 1 —e ¥ M(z) = px, and (90) and (91) are rewritten
as, respectively,
Ca(k)  cx+ 0 (e — g )e HKimh)

= = 101
A 1+ pk ’ (101)

,ukz —c¢i—1)e —n(Ki=k) — ¢ (102)

Therefore, the optimal policy is rewritten as:
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(i) If Zfil uk;(¢; — ¢i—1) > ¢ then there exists a finite and unique k*
(0 < k* < K1) which satisfies (102), and its expected cost rate is

N

Cs(k7) (K~ k)
T = ;(CZ — ci_l)e s . (103)

(ii) If Z _1 1Ki(ci — ci—1) < ¢ then k* = K and its expected cost rate is

C3(K1) 1+ 3y (e — cig)e M=KD (104)

6.2 Model 2

Assumptions from 1) to 4) are the same as ones in Section 6.1 and the
following assumption is attached:

5) The system is operated continuously and the PM is performed when the
total operation time exceeds T (0 < T' < 00), and its cost is ¢,

The probability Pr that the system undergoes PM when the total dam-
age is below k and total time exceeds T is

Pr =Y GY(k)H;(T). (105)
=0
Equations (86) and (87) are rewritten as, respectively,

P = i /ok[auq —2) = Gl — )] 4G (@) I (T) (106)

b= Z/ Ki1—2)—G(K;—2)]dGY (2) FUT)(T)  (i=1,2,--- N),

(107)

where Pr + P, + Y1, P, = 1. From (105)-(107), E{U} and E{C} are,
respectively,

E{U} = i[GU*”(k) — GU(k)] / TtdF(j) (t)+TPr
j=1 0
3 G / Hy( (108)

Jj=

E{C}—Ck(PT—FPk —|—ch l—Ck—l—Z —Ck P (109)

=1 =1
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The expected cost rate for the system in which the PM is performed at
time T and at damage level k is, by dividing (109) by (108)
Calh 1) = &7 Yii(ei = i) 2 FUTD(T f G(Ki —2)dGY) (x)
4\ vy = o K )
Y20 GU(k) fo

(110)
which agrees with (90) as T is infinity, i.e., Model 1 is a special case of
Model 2. Partial differentiating Cy(k,T") with respect to k and setting it
equal to zero,

N oo Ki
S (ei—ci)) F<J‘+1>(T)/ GU(K; — 2)dG(z) = ¢ (111)
i=1 j=0 Ki—k
Letting Lo(k) be the left-hand side of (111),
Ly(0) = 0, (112)
N oo Ki
Ly(K1) =Y (e —cima) Y FUT( / GY(K; — x)dG(z), (113)
i=1 =0 i— K1
N
Lo(k) = (i —cica ZFJ“ )G9 (k)g(K; — k) > 0. (114)
i=1

Therefore, we have the followmg optimal policy:

(i) If Lo(K7) > ck, then there exists a finite and unique k* (0 < k* < K1)
which satisfies (111), and the resulting cost rate is

S (er — cim1) Y000 FUHD(T)G(K; — k)G (k)
S GO (k) [ H(t)dt '

(11) If LQ(Kl) < ¢k, then k* = K3

When G(z) = 1 #* and F(t)=1—e", GU) (x) =3 (pa)t filehe,
H;(t) = [(Mt)7/j!]le= and FU)(t) = Zfij[()\t)i/i!]e_”. Equations (110)
and (111) are rewritten as, respectively,

Cy(k™,T) =

(115)

Cy(k,T) Cr+ S (e — cim1)eHEG Yico (Mﬁy D m—jit e
A > im0 [ZZ]‘JA (#ﬁ)ief"k} [Z::jJrl ()\717;)!711 eﬂ\T} |
(116)
N 0 0 i 0 m
Z(q - cz'—l)e*“(K“k) Z Z @e*“k Z ()\nTl? e M = ¢
i=1 j=0 |i=j+1 ’ m=j+1 ’

(117)
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When T goes to infinity, (116) and (117) are equal to (101) and (102),
respectively.

6.3 Concluding Remarks

We assume that the shock occurrence time interval has the identical dis-
tribution with a certain finite mean. The occurrence probability of shocks
depends on the user operation and it cannot be specified precisely. When
the time interval cannot observe the identical distribution with determi-
nated mean, the aged fossil-fired power plant maintenance model might
not be applicable.
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1 Introduction

In a modern society, the enterprise is faced with its globalization and the
fast economical change and has to always provide better risk management.
We measure and evaluate the risk in advance for doing the risk management
successfully. Such things would be very useful for doing the good and
quick decision making of risk management. Especially, it is important to
consider the risk in the monetary facility scientifically and to analyze it
mathematically.

This chapter considers three problems to need an important decision
making in the monetary facility:

1) Maximizing an expected liquidation profit of holdings.
2) Prepayment risk for a monetary facility.
3) Determination of loan interest rate.

In 1), we consider the problem of maximizing an expected liquidation
profit of holdings when the market impact of stock price is caused by the
holdings sell-off [1,2]. The cumulative damage model in reliability theory
[7] is applied to the fluctuations of stock price [30]. We discuss analytically

279
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an optimal sell-off interval of holdings to maximize the expected liquidation
profit of holdings.

In 2), we form a stochastic model of prepayment risk for a monetary
facility, using cumulative damage models [7]: Prepayments occur at random
times. A monetary facility takes some counter-measure as its management
policy [8,9], considering risks in which the total amount of prepayment
capital exceeds a threshold value. We consider two models where the total
prepayment capital is estimated at periodic times and linearly with time.
A monetary facility takes some counter-measure to avoid risks when the
total prepayment capital exceeds a threshold level or at time NT', whichever
occurs first [31]. The expected costs of two models are obtained and optimal
intervals which minimize them are derived.

In 3), the risk management of financed enterprises has become very
important to banks after the collapse of the bubble economy in Japan.
To obtain suitable revenues, banks have to apply high interest rates to
financed enterprises with high risk. When enterprises, which have made a
secure loan from banks, go bankrupt, banks foreclose such enterprises from
its mortgage to recover the loss incurred. However, in actual circumstances,
it may need much cost and effort to do so. In this section, we proposes a
stochastic model to determine an adequate interest rate, taking account
of the probabilities of bankruptcy and mortgage collection [24], and their
costs. Numerical examples are given to illustrate this model and a loan
interest rate is determined [32].

2 Liquidation Profit Policy

When we have to sell off security holdings in a short term on the market,
we need to consider a liquidation policy which maximizes the total amount
of security holdings in consideration of their influence for the market price.

We formulate the following two stochastic models of liquidation policies
for the security holdings: The security holdings S are sold off by one time
or by dividing them into n blocks, S/n is sold off. Then, the market price
decreases along with the amount of disposition according to an impact func-
tion. In addition, the market price also decreases from the supply-demand
relation in the market, as the accumulation of selling orders increases grad-
ually. But, the influence degree of the price becomes lowered if the security
holdings are broken down into small blocks, however, the dealing cost grad-
ually increases. Conversely, if the security holding are sold off by dividing
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roughly, the market price greatly falls, however, the dealing cost decreases.
That is, the disposition lot and market price of the security holdings have
a trade-off relation. Another assumption is that the stock prices rise by
selling off the stocks. In addition, the market impact to which stock prices
drop sharply is assumed when it reaches the threshold price.

In general, it is not easy to formulate a stochastic model of market
impact because it depends on various factors. The consensus of liquidation
policies for security holdings has not been obtained yet, although various
approaches in academic and business fields have been made. In this section,
we consider the market impact when the security holdings are sold off on
the market, and derive analytically an optimal liquidation policy which
maximizes its total amount.

The following notations are used:

So: Nominal value of security holdings at time 0.
E(n): Real value of security holdings at time n.
co: Constant dealing cost per transaction.
A: Parameter of market impact function.
wu: Parameter of price restoration function.

& - Atk
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Price
_m?’:}.
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Fig. 1 Market impact for Model 1
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Table 1 Relation between amount of contract and transaction fee

Amount of contract(yen) | Transaction fee(yen)
1,000,000 12,495
2,000,000 21,420
5,000,000 47,145
10,000,000 82,845
20,000,000 140,595
30,000,000 108,345

2.1 Model 1

It is assumed that the security holdings Sy at time 0 have to be sold off in a
certain limit time. As liquidation methods, the security holdings S are sold
off by one time or S/n sold off by dividing into n every time. Then, the
market price decreases along with the amount of disposition according to
an impact function (Figure 1). After a certain time has passed, the security
price recovers to the price before the previous time. In addition, the market
price also decreases from the supply-demand relation in the market, as the
accumulation of selling orders increases gradually. But, the influence degree
of the price becomes lower if the security holdings are broken down into
small blocks, however, the dealing cost gradually increases. Conversely,
if the security holding are sold off by dividing roughly, the market price
greatly falls, however, the dealing cost decreases (Table. 1).

When the security holdings Sy /n are sold off on the market, the amount
of liquidation decreases exponentially and is given by (Sp/n)(1 —e~"/50),
Further, letting ¢y be a dealing cost of transaction, we evaluate the present
values of all costs by using a discount rate o (0 < o < 00). In addition, we
consider the restoration function for an increasing market price rate and
the decreasing market price rate by the market impact.

The amount of liquidation of transaction at time 0 is

%(1 —e /%0y ¢, (1)
This liquidation is restored exponentially and is given by Q1 = (So/n)(1 —
e=*/%0)etT  Then, the amount of liquidation of transaction at time T is

[Q1(1 — ™M) — ggleT. (2)

Further, letting denote Q2 = (So/n)(1 — e~ **/%0)erT | the amount of liqui-
dation at time 27" is

[Qg(l —e M@y co} e 2T (3)
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Table 2 Total amount of liquidation of security holdings So = 108, A = 1.5 x 10% and
a=0.01

I n* Ei(n*)
0.0002 | 33 | 92,943,840
0.0004 | 34 | 92,647,601
0.0006 | 35 | 93,289,357
0.0008 | 36 | 93,949,124
0.0010 | 38 | 94,638,556
0.0012 | 39 | 95,367,121

Repeating the above procedures, we have generally
Qj+1=Q;(1—e M)t (j=0,....,n-2), (4)

where Qo = So/n. Hence, the amount of liquidation of n transaction times
is

n—1
AOESY [qu e M) ] e0dT (5)
§=0

Thus, substituting (4) into (5), the total expected amount of liquidation

per unit of security holdings is

_ Ei(n)
So

Z1(n) (n=1,2,...). (6)

Example 2.1. In Table 2, we compute the optimal number n* numeri-
cally when Sy = 108yen, A = 1.5 x 10%, @ = 0.01 and a transaction cost is

co = Sp x 0.002625 + 119595.0yen. For example, when p = 0.006, n* = 35
blocks and E3(n*) = 93,289.357yen. O

2.2 Model 2

The stock is sold off for T" period, and its prices is assumed to rise gradually.
However, as the market impact, the price drops sharply when it reaches the
threshold price. The cumulative damage model [7] is applied to this model
by replacing the change of stock prices with damage.

When the clearance of the stock is continuously exercised, the stock
price Z(0) = zp at time 0 is assumed to rise to Z(t) = at + zo(a > 0).
When the stock price reaches a threshold K, it drops sharply and becomes
0 (Figure 2). In this case, a threshold K is a random variable with a
distribution function K(z).
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The probability that the stock price drops sharply at time j7T is denoted
by Pr{jaT + zo > K} = K(jaT + zo), and the probability that the stock
price drops sharply at time nT is

ZK(jaT—i—zo H (1aT + 2p), (7)
i=1 i=1

where K = 1 — K. Conversely, the probability that the stock prices does
not drop sharply until time nT is

:::

K (jaT + z). (8)
j=1

It is clearly shown that (7) + (8) = 1. Similarly, the mean time to the
clearance of the stock is

n j—1 n
Z(jT)K(jaT+z0) Hf(mT—&-zo H (jaT + zo)
j=1 i=0 j=1
—TZ H (taT + zo) (9)
Then, the mean time until the stock price drop is
00 J o
E{y}=T)_ |[[K(iaT + z0) (10)
j=0 Li=0

The amount of stock is divided equally in n and is sold off by time
nT(n=1,2,...). That is, the stock So/n at each jT(j = 1,2,...)are sold
off and stock price at j7T is jaTl + zg. In addition, when the stock price
drops sharply, the amount of the clearance of the stocks is assumed to be
0. The expected liquidation of Sy at time nT is

n j—1 Jj—1
C(n) = ZK (jaT + zo) HK laT+zo)Z(iaT+z0)
j=1 i=1 i=1

+ Hf(jaT—i—zo)Z(mT-i—zo)
j=1 i=1
S, n 7 .
=23 "(jaT + 20) [[ KiaT + 20) (n=1,2,...). (11)
n o= -

=1
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Thus, the expected liquidation per unit of time for an infinite interval is,
from (9) and (11),

Z(jaT—on)Hf(iaT—on)
C(n) =22 = (n=1,2,...). (12

—1 7

T Z H K(iaT + 29)

=0 Li=0
We seek an optimal n* that maximizes C'(n). From C(n)—C(n+1) > 0,

n n+1
1 . .
o Z(JGT + 20)K; > T Z(JGT + 20) K,
j=1 j=1
1,e.,
> {(GaT + 20)K; — [(n + 1)aT + 2] Kn i1} > 0, (13)
j=1

where K; = szo K;(iaT + z) (j =1,2,...). Letting L(n) denote the

left-side of (13),

Lin+1) = L(n) = (n+ D{[(n+ 1)aT + zolKns1 — (0 + 2)aT + 20 K2}
= (n+1)Kpp {[(n+1)aT+20] — [(n+2)aT+ 2] K [(n+2)aT+ 20 }
=(n+ 1)K, 1 {K[(n+2)aT + 2] — aT'}. (14)

It can be easily seen that K[(n + 2)aT + zo] is strictly increasing to 1 in

n. Thus, L(n) is also strictly increasing from L(1) or it increases after

decreasing once for aT' < 1. Therefore, there exists a finite and unique n*
which satisfies (13).

Example 2.2. In particular, when K(z) =1 —e~% (13) is

n

> <(jaT + 20) exp {—0 {waz’ - zo)] }

s {0 ST S

For example, when S =1, a =5, 20 =450, 7 =1 and § = 4.0 x 1077
in Table 3, the optimal sell-off interval is n* = 42, and the maximum
profit per unit time for an infinite is C(n*) = 13.27. Further, when 6 is
large, the optimal sell-off interval is small, and the expected total amount
of liquidation C'(n*) is low. This reason is that if the probability of stock
price drops sharply is large, the risk grows, and hence, the optimal sell-off
interval is small. O

(n+1)(n+2)
2
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Fig. 2 Market impact for Model 2

Table 3 Total amount of liquidation of security holdings So = l,a=5.0and T'=1

0 n* | C(n*)
4x10°7 | 42 | 13.27
8x10~7 | 27 | 19.26
12x10~7 | 18 | 27.64
16 x 10~7 | 14 | 34.82
20 x 107 | 11 | 43.64
24 x 10~7 | 10 | 47.75

3 Prepayment Risk

We consider the repayment before the deadline time that relates to the
source of another income of the monetary facility. Debtors can repay a
part or all of their housing loan debt at any time before the deadline time.
In such cases, the profit of a monetary facility might decrease. On the
other hand, a monetary facility should invest the repayment capital of loan
at low interest, and so that, cannot obtain earnings at first. Moreover,
if the interest rate of the housing loan would be high, debtors who have
borrowed the loan at low interest would be not executed the prepayment.
Thus, there is a possibility of changing greatly in the cash flow in the
near future because debtors can freely select the repayment. A monetary
facility should determine an appropriate amount of prepayment capital by
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the estimating cash flow of the housing loan. It is profitable to estimate
the amount of prepayment capital when a monetary facility manages the
housing loan risk. It is assumed that the prepayment risk follows probability
distributions with some parameters.

We apply the cumulative damage model [7] to the prepayment risk of
the housing loan. The cumulative damage model, in which shocks occur
in random times and damage incurrs, such as fatigue, wear, crack growth,
creep, and dielectric breakdown is additive is considered. It is assumed
that the unit fails when the total damage has exceeded a prespecified value
K(0 < K < o0) for the first time. Usually, a failure value K is statistically
estimated and already known.

In this section, we apply the cumulative damage model to the housing
loan prepayment risk in the monetary facility, by putting shock by prepay-
ment, failure by a large amount of prepayment and damage by uneconomic
housin loan. We consider two prepayment models where the total amount
of prepayment capital is estimated at periodic intervals nT" or linearly with
time. A monetary facility takes some counter-measure such as a special
low interest rate of a certain period as an appropriate management pol-
icy when the total prepayment exceeds a threshold level K or at time
NT, whichever occurs first. Introducing two costs in cases where the total
prepayment exceeds K or not, we obtain the expected cost rates C;(N).
Further, we discuss analytically optimal N* which minimize the expected
cost rates C;(IN). Finally, two examples are presented when a prepayment
capital is exponential during each interval and a linear parameter of the
total prepayment is distributed normally.

In a monetary facility, it is a concept of Asset-Liability Management to
analyze the expiration of the property and the debt, and to match assets and
liabilities according to the period [8,9]. However, the housing loan can be
repaid before the repayment completion date. Prepayment is generated by
various factors (refinance, seasonality, burnout, economic growth, business
cycle). Then, a monetary facility should correspond to the risk of the
mismatch of assets and liabilities by the change and take some counter-
measure for such risks [8].

The following notations are used:

Z(t): Total amount of prepayment capital at time ¢.
K: Threshold value of the total prepayment capital.
¢k, cn: Loss cost when the total prepayment capital exceeds (does not
exceed) K, respectively, where cx > cn.
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3.1 Model 1: Interval Estimation

We can estimate for the amount of prepayment capital at each time interval
[(n—1)T,nT): The prepayment of a monetary facility occurs in the amount
W, dwring [(n — 1)T,nT]. The total prepayment capital is additive. It is
assumed that each W, has an identical probability distribution G(z) =
Pr{W, <z} (n=1,2,...) with mean pr. Then, the total prepayment
capital Z,, = Y7 | W; up to the nth interval nT where Zy = 0 has a
distribution
Pr{Z, <z}=G"™(z) (n=0,1,2,...), (16)
and G (z) = 1 for > 0, where G (z) is the n-fold convolution of G(z)
with itself. Then, the probability that the total prepayment capital exceeds
exactly a threshold value K at the nth prepayment is G~ (K) -G (K).
When the total prepayment capital exceeds a threshold value K at time
nT (n=1,2,...), this probability is

- GO (K), (17)
and its mean time that the total prepayment exceeds K is
E{Y} =T[4+ Ma(K)), (18)

where Mg(K) = 372, GW(K). The expected total prepayment at time
nT is
E{Z(nT)} = nur. (19)
Suppose that a momentary facility takes some counter-measure when
the total prepayment capital excess a threshold value K or at time NT'(N =
1,2,...), whichever occurs first. Then, the expected cost rate is [7, p. 84]
CK— (CK —CN)G(N) (K)

C1(N) = TN G ) N=1.2,..). (20)
Clearly,
G = T MG ()

We obtain an optimal time N which minimizes the expected cost rate
Cy(N). From Ci(N +1) — C1(N) > 0,
N-1
QN +1) Y GM(K) ~[1-GM(K) > —— (N=1,2,...),

n=0 CK —CN

(21)
where
_ GWI(K) - GN(K)
Ql(N) = G(N_l) (K)
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3.2 Model 2: Linear Estimation

Suppose that the prepayment capital occurs continuously and its total pre-
payment capital Z(t) increases linearly with time ¢, i.e., Z(t) = At, where A
is a random variable with distribution L(x) = Pr{A < a}. The probability
that the total prepayment capital exceeds K at time nT is

Pr{Z(nT)>K} = Pr{nAT>K} = L( Tf;) (22)

where L(x) =1 — L(x) and L(K/0) = 1. The mean time to some counter-
measure is

sri(s) + o () ()

:T%L(%). (23)

The expected cost rate is

CQ(N):cK_(CK_CN) E/WNT) (v 19, (24)
TZ (K/(nT))

From C3(N 4+ 1) —C3(N) >0

Kk K c
o(N +1) — VT (=)>—~_ (N=1.2 ... 2
+ TLZO <T> (NT)CK_CN ( ) ) )7 (5)

L(K/((N = 1)T)) = L(K/(NT))
L(K/((N - 1)T)) '

where Q2(N) =

3.3 Optimal Policies
In case of Model 1, when G(z) =1 — e /HT

W ()= S E/HD)" kg
G (K)—Z;V e (26)
An optimal N7 that minimizes Cy(N) is, from (21),
N /NNe—K/pr SN ~(n)
() [N SR G gy
G(N)(K) CK —CN
(N=1,2,...). (27)
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The left-hand side of (27) is strictly increasing function to K/ur. Hence, if
K/ur > en/(ckx — en), then there exists a unique minimum N7 (1 < Ny <
o0) which satisfies (27).

In case of Model 2, when A is distributed normally, i.e., A has a normal
distribution N(ua,o0?/t),

E{Z(nT)} = nTua, V{Z(nT)} = V{AnT} = nTo>.

In Model 1, from E{Z(nT)} = npr and V{Z(nT)} = nu2, we set that
two models have the same mean and variance;

ur
nTua =nur, pa= T
2 2 > M
To? = = hr
nTo® =npg, o T
Thus, when A has a normal distribution N (ur /T, u2/T),
K K/n —
L(K/nT) = Pr {A < —} = (M> , (28)

nT ,LLT\/T

where ®(z) is a standard normal distribution with mean 0 and variance 1,
oo 2 . e e .

ie., ®(x) = (1/v2m) [ e /2du. An optimal N that minimizes Co(N)

is, from (25),

(M) - (ML) ]Vz_fq)(_K/n—uT) _ {1_<1> <LN_”T)]
@(LN—”T) =\ urVT pr VT

urVT

CN
> N=1,2,...). 29
> ) (29)
3.4 Numerical Example

We assume T' = 1, ur = 1, i.e., pa = 1, 0 = 1. Then, from (27), we obtain
NY as a unique minimum which satisfies

KN K NI N—-1 n—1 Kj N—1 K
Nf(i / Z 1_278_1( —Z 'e_chiN
1- Zn:O [Kne—K/n!] n=0 §=0 J: n—0 n: CK —CN
(N=1,27...). (30)

Similarly, from (29), we obtain N3 as a unique minimum which satisfies

M ) () e ()

CK —CN

n=0

(N=1,2,...). (31)
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Table 4 Optimal intervals Ni" and N3 when T'=1 and pur =1

K
cx/en 5 10 30 50

Ny Ny | Ny Ny | Ny Ny | Ny Nj

2 6 3 | 10 5 | 25 11 | 42 29

5 4 3| 7 5 |21 11|37 19

10 3 3|6 4 ]2 10| 3 16

20 3 2| 5 4 |18 9 |34 15

Table 5 Optimal N5 when 02 = b2 and cx/en =10

K

b 5 10 30 50
05 (7 10 27 49
06 | 6 8 21 47
0715 6 16 31
084 5 15 25
094 4 12 20
10| 3 4 10 16

For example, when K = 30 and cx/cy = 10 in Table 4, the optimal
intervals are N; = 20 and N5 = 10. It would be natural to assume that
we set up the campaign of obstructing the prepayment housing loan at one
unit of month. Table 4 indicates that we should campaign to obstruct the
prepayment at every 20 months in Model 1 and every 10 months in Model 2.
Note that (N7 ur/K) x 100 = 66.7% in Model 1 and (Njur)/K = 33.3%.

Further, optimal intervals increase with K and decrease with cx/cn,
and also, Nur /K decrease with K for a specified cx /cy. This shows that
if the threshold value K is large, the necessity of the campaign decreases
with K, and so that, N}/K also decrease.

In Table 4, N3 are less than N for large cx /ey and K. Next, assume
that 02 = b2p% /T =b? for 0 <b <1, T =1 and pur = 1. Table 5 presents
optimal N for b and K when cx/cy = 10. When b = 1, NJ are equal to
optimal values in Table 4. Compared to Tables 4 and 5, N5 are almost the
same as N7 when b = 1.0,0.7,0.62,0.61 for K = 5,10, 30, 50, respectively,
which decrease with K. This shows that the variance in Model 2 should be
estimated smaller as K becomes larger. In general, Model 2 is simpler than
Model 1. We should determine which model would be better by collecting
actual data from the prepayment housing loan.
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4 Loan Interest Rate

It is important to consider the risk management of financed enterprises, fol-
lowing a well-known law of high risk and high return of the market mecha-
nism: Banks have to loan at a high interest rate for financed enterprises with
high risk. When financed enterprises go bankrupt, banks have to collect as
much of their loans as possible and gain the earnings which correspond to
the risk. However, the mortgage collection cost might be sometimes higher
than the administrative cost for the commencement of the loans. Moreover,
the mortgage might be collected at once or at many times over a period of
time.

This section forms the following stochastic model of mortgage collection:
The total amount of loans and mortgages can be collected at one time into
a batch. A financed enterprise goes bankrupt according to a bankruptcy
probability, and its mortgage is collected according to a mortgage collection
probability. It is assumed that such two probabilities are estimated and
already known.

There have been many papers which treat the determination of a loan in-
terest rate considering default-risk and asset portfolios [13-17,19-31]. How-
ever, there have been few papers which study the period of mortgage col-
lection. For example, Mitchner and Peterson [24] determined the optimal
pursuit duration of the collection of defaulted loans which maximizes the ex-
pected net profit. In this section, we are concerned with both mortgage col-
lection time and loan interest rate when financed enterprises go bankrupt.

Banks have to decide on a margin interest rate to gain earnings, taking

into considerations the loss due to bankruptcy and the administrative cost
of mortgage collection. In case of no bankruptcy, we could easily decide
on a fair rate by charging a margin interest rate for the amount of loans.
However, this decision would become difficult and complex by taking into
account risk and uncertain factors such as the probabilities of mortgage
collection and bankruptcy. In such situations, we formulate a stochastic
model, and discuss theoretically and numerically how to decide an adequate
interest rate.
Banks finance loans at a constant period for a financed enterprise which
may go bankrupt with a certain probability. It is assumed that when a
financed enterprise goes bankrupt, banks can make its batch collection of
loans according to a probability distribution which is already known from
the past data. Then, we need to provide a fair loan interest rate at which
banks gain earnings.
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We list the following notations,

Mi: All amount of the deposit.
Ms: All amount of loans which can be procured of the deposit, where the
deposit is caught as the original capital of financing.
r1(t): Deposit interest rate which is defined as the spot interest rate of
the continuous time. The deposit interest rate during (0,7] is

/OT r1(t) dt.

r2(t): Loan interest rate in no consideration of bankruptcy, which is the sum
of the deposit interest rate and constant margin rate, i.e., ro(t) =
ri(t) + ay (an > 0), where ay is a margin interest rate in no
consideration of bankruptcy.

rp(t): Loan interest rate without bankruptcy which is the sum of the de-
posit interest rate and constant margin rate, i.e., rp(t) = r1(t) + ap,
where ap is a margin interest without bankruptcy and ar > ay.

(B: Ratio of amount of bankruptcy to the amount of total financing when

a financed enterprise has gone bankrupt (0 < 8 < 1), i.e., BM> is the
amount of claim collection.

¢(t): Administrative cost for claim collection during (0, ¢].

F(t), f(t): Bankrupttcy probability distribution and its density function,

ve., F(t) = / f(u) du.
0
Z(t), z(t): Mortgage collection probability distribution and its density, ,e.,
t

Z(t)E/O z(u) du.

®(t) =1 — ®(¢) for any function ®(¢).

4.1 FEzxpected Earning without Bankruptcy

It is assumed that all amount of principal in mortgage can be collected
at into a batch one time. Further, the distribution Z(t) represents the
probability that the principal in mortgage can be collected until time ¢
after a financed enterprise has gone bankrupt. Suppose that any financed
enterprise never goes bankrupt and 7' is a finance period. When the amount
M; of deposit was at time 0, the total amount Sy (7T) of principal and
interest is, from the above notations,

T
S (T) = My exp [ / " (t) dt] . (32)
0
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Similarly, the total amount Sy, (T') of loan My at time T', which is made
in banks at momentarily interest rate ro(t) = r1(t) + ay, is

T
Su(T) = My exp [ / ra(t) dt | . (33)
0

Therefore, the bank earning at time 7T is

PN(T) = SL(T) - SN(T) = M1 exp

T
/0 r1(t) dt] [wexp(anT) — 1], (34)

where My = wM; (0 < w < 1). The interest rate ay which satisfies
Pn(T) > 0 is given by

an 2 T (35)

4.2 FEzxpected Earning with Bankruptcy

Suppose that a financed enterprise goes bankrupt according to the proba-
bility F'(T') in a financed period (0,7, and banks can make only SMs of
all amount of loans Ms. When a financed enterprise has gone bankrupt at
time to (0 < to < T), the total amount of mortgage collection Sr(T") of My
at time 0 is given by

T to
= F(T)M, exp{/O [r1(t)+ar] dt}—l—F(T)ﬁMg exp{/o [r1(t)+aF] dt}

— Myexp { /O "l ) + ar] dt}

. T
F(T)exp {/ [r1(t) + aF] dt}—i—ﬂF(T)

to

(36)
Therefore, the bank earning is, from (32) and (36),

= M exp {/Oto r1(t) dt} { [WF(T) exp(arT) — 1] exp l/toT r1(t) dt}

+ BwF(T) exp(ozptg)}. (37)
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Then, we can obtain a margin interest rate ap which satisfies Pr(T) > 0
at time T

Next, suppose that banks can collect the amount of [GMsexp
[ fot ®re(v) dv} according to the mortgage collection probability z(u —
to)d(u —to) (to < u <T), when a financed enterprise has gone bankrupt
at time to (0 < tg <T), i.e, its amount is

T to
t BMs exp {/0 [r1(v) + aF] dv} z(u —to) d(u — to). (38)

In general, it might be unprofitable to continue the mortgage collection
until its completion, because we need to consider some cost for its admin-
istration. It would be reasonable to assume that the administrative cost
is constant regardless of the amount of mortgage and is proportional to
the working time. Thus, let ¢(¢) be the constant per unit of time and be
proportional to both amount of loans and time of mortgage collection i.e.,
¢(t) = e1t. Then, the expected earning of mortgage collection, when a fi-
nanced enterprise has gone bankrupt at time ¢ and its mortgage collection
is stopped at time ¢t (¢ > tg), is

Qt | to):/t: {51\42 exp {/Ot [ (v)+ar] dv}—c(u—to)} +(u—to) d(u—to)
et —to) {1 _ /t 2w — to) d(u — to)]

to
t—to

to
:ﬂMgeXp{/ [rl(v)+ap]dv}Z(t—to)—01/ Z(u) du.
0 0
(39)
We find an optimal time ¢t* (t* > tp) of mortgage collection which max-
imizes Q(t | to) for given ¢. Differentiating Q(¢ | ¢o) in (39) with respect
to t and setting it equal to zero, we have
Z(t — to)
= =K(t t>ty), 40
S =K (2 10) (40)

where
C1

BMs; exp {/Oto [r1(v) + ap]dv

Let us denote a mortgage collection rate by r(t) = z(t)/Z(t), which
corresponds to the failure rate in reliability theory[18]. It is assumed that
r(t) is continuous and strictly decreasing because it would be difficult with
time to make the collection. Then, we have the following optimal policy:

K(to) =
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(i) If r(0) > K(to) > r(o0) then there exists a finite and unique t* (tg <
t* < 00) which satisfies (40), and the expected earning is

Z(t* —to) /t*to _
t" | to)=c1 | ——+ — Z(u)dul . 41
Qo lt)=a | 7= - [ Zwau (a1)
(i) If r(0) < K(to) then t* = to, i.e., the mortgage collection should not

be made.
(iii) If r(co0) > K(to) then t* = oo, i.e., the mortgage collection should be
continued until its completion.

Suppose, for convenience, that Z(t) is a Weibull distribution with shape
parameter m, i.e., Z(t) = 1—e™*" and r(t) = Amt™ "' (0 < m < 1). Then,
since r(t) strictly decreases from infinity to zero, from (40),
K(to)] vy

F-to= [W

In this case, if t* < T then the collected capital will be worked again, and
oppositely, if ¢t* > T then the capital will be newly raised. In both cases,
the total amount Q(T | tp) at time T, when a financed enterprise has gone
bankrupt at time tg, is

T—t*
Q(t* | to) exp /0 [r1(v) + aF] dv} (T >1t7),

(42)

Q(Tlto) = (43)

T
Q(t* | to) exp —/0 [r1(v) + aF] dv} (T < t*).

From the above discussions, the expected bank earning at time 7', when
a financed enterprise has gone bankrupt at time g, is, from (32) and (43),

Pp(T |ty) = Q(T | to) — Sn(T)

= {ﬁMg exp [/Oto re(v) dv} Z(t" —tg) — 1 /Ot*to Z(u) du}

T
/ rl(v)dv], (44)
0

where sign(x) denotes the negative or positive sign of xz. Therefore, the
expected bank earning at time 7' is, from (34) and (44),

X exp

|T—¢7|
sign(T — t¥) / rr(v) dv] — Mj exp
0

T
P(T) = Py(T)E(T) + / Pp(Tlto) dF (to). (45)

We can obtain a margin interest ap which satisfies P(T") > 0 when both
distributions of Z(¢t) and F(t) are given.
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4.3 Numerical Examples

Suppose that the bankruptcy probability distribution F(¢) is a discrete
one: It is assumed that T is equally divided into n, i.e., nTy = T, and
if a financed enterprise goes bankrupt during ((k — 1)T1, kT3] then it goes
bankrupt at time k77. Then, the distribution is rewritten as

F)=pi+pat - +pr k-D)Ti<t<kTy (k=1,2,...,n). (46)
Thus, the expected earning P(T') in (14) is

n
P(T) = Py(T)[1 = (pr +p2+ - +pn) + Y _ Pe(T | kT)ps,  (47)
k=1
where T' = nTj.

In general, a bankruptcy probability would be greatly affected by busi-
ness fluctuations: The number of bankruptcies is small when the business
is good, is large when it is bad, and becomes constant when the business is
stable. This probability is also constant for a short time, except for the in-
fluence of economic prospects. Thus, when 7" is 12 months, we suppose that
p1 = p2 = --- = p12 = p. From the average bankruptcy probability of one
year from 1991 to 1992 of financed enterprises with ranking points 40 ~ 60
marked by TEIKOKU DATABANK in Japan, we can consider that the
financed enterprises of such points are normal, and the average bankruptcy
probability is about 0.01945. Hence, we put that p = 0.0016 = 0.01945/12.

Next, we show the mortgage collection probability: We have not yet
made a statistical investigation of mortgage collection data in Japan, and
so, consider that they are similar to America. We draw the mortgage
collection probability in Figure. 3 by applying a Weibull distribution which
we can estimate the parameters as A = 0.3 and m = 0.24. Further, suppose
that a mortgage collection cost c¢; is given by the ratio of administrative
cost to a general amount of loans, i.e., ¢; = M /250.

In the above conditions, we assume the following three cases of deposit
interest spot rates including funding cost:

1) Constant rate 3% per year shown in (1) of Figure 4.

2) Constant rate 3% plus increasing rate 0.12% per year shown in (2) of
Figure 4.

3) Constant rate 3% plus decreasing rate 0.12% per year shown in (3) of
Figure 4.

In three cases, we compute and draw in Figure 4 a margin interest rate ag
which satisfies P(T") = 0 in (47) when the bankruptcy probability changes
from 0.0006 to 0.0022 per month.
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Figure 4 indicates that the differences in ap between cases (2), (3) and
case (1) are also large as the bankruptcy probability becomes large. For
instance, these values of two differences are 0.24% at p = 10~2 and 0.36%
at p=2x 1073,
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Fig. 3 Mortgage collection probability for a Weibull distribution Z(t) = 1 —exp [-At™]

when A = 0.3 and m = 0.24.
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