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Preface

One small research group with an organizer Toshio Nakagawa of Aichi In-

stitute of Technology and fifteen members was started in Nagoya, Japan on

February, 1989. This group was named Nagoya Computer and Reliability

Research (NCRR) with the objective of presenting and writing research

papers studied by each member. The NCRR has no rule and no duty,

however, has a strong desire to study computer and reliability problems in

one’s daily life and place of work. The NCRR has continued for twenty

years unexpectedly, and during this interval, each member has presented

actively many papers in the following international conferences:

• The First Australia-Japan Workshop on Stochastic Models in En-

gineering, Technologies and Management, July 14–16, 1993, Gold

Coast, Australia.

• UK-Japanese Workshop on Stochastic Modeling in Innovative

Manufacturing, July 20–21, 1995, Cambridge, UK.

• The Second Australia-Japan Workshop on Stochastic Models in

Engineering, Technologies and Management, July 17–19, 1996,

Gold Coast, Australia.

• The First Euro-Japanese Workshop on Stochastic Risk Modelling

for Finance, Insurance, Production and Reliability, September 7–9,

1998, Brussels, Belgium.

• The First Western Pacific/Third Australia-Japan Workshop on

Stochastic Models in Engineering, Technology and Management,

September 23–25, 1999, Christchurch, New Zealand.

• International Conference on Applied Stochastic System Modeling,

March 29–30, 2000, Kyoto, Japan.

• The Second Euro-Japanese Workshop on Stochastic Risk Modelling

v
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for Finance, Insurance, Production and Reliability, September 18–

20, 2002, Chamonix, France.

• 9th ISSAT International Conference Reliability and Quality in De-

sign. August 6-8, 2003, Waikiki, Hawaii, USA.

• 10th ISSAT International Conference Reliability and Quality in

Design, August 5-7, 2004, Las Vegas, Nevada, USA.

• 2004 Asian International Workshop on Advanced Reliability Mod-

eling, August 26–27, 2004, Hiroshima, Japan.

• International Workshop on Recent Advances in Stochastic Opera-

tions Research, August 25–26, 2005, Canmore, Canada.

• 2006 Asian International Workshop on Advanced Reliability Mod-

eling, August 24–26, 2006, Busan, Korea.

• 13th ISSAT International Conference Reliability and Quality in

Design, August 2-4, 2007, Seattle, Washington, USA.

• 2008 Asian International Workshop on Advanced Reliability Mod-

eling, October 23–25, 2008, Taichung, Taiwan.

Several good papers selected from the above conferences have published in

some research journals and on book forms.

In memory of twenty th anniversary, we make a plan of publishing the

book written by each member titled on Stochastic Reliability Modeling, Op-

timization and Applications from World Scientific Publishing. The book is

composed of three parts: Reliability Theory, Computer System Reliability,

and Reliability Applications. Throughout this book, we formulate stochas-

tic models by applying mainly renewal, Markov renewal and cumulative

processes in stochastic processes, and analyze them by using the techniques

of reliability theory. Furthermore, we obtain the availability, the expected

cost and the overhead as an objective function, and discuss analytically

optimal policies which minimize them. Such methods and results would be

more useful for studying and applying other reliability models in practical

fields.

Part I consists of three chapters, focusing on discussing optimal policies

for standard reliability models: Chapter 1 presents a generalization of basic

concepts of binary state to multistate coherent systems, and gives the exis-

tence theorems of series and parallel systems, IFRA and NBU theorems and

their properties of coherent systems. The treatment of k-out-of-n systems

is newly presented in this chapter. Chapter 2 considers three replacement

policies for cumulative damage models in which an item is replaced at time,

shock number, damage level, and at failure, whichever occurs first. Another
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three replacement policies for the failure interaction and the opportunistic

models are taken up, and optimal policies are discussed analytically, using

the techniques of cumulative processes. Chapter 3 extends the standard

inspection model to four inspection policies for a two-unit system, a sys-

tem with two types of inspection, a system with self-testing, and a system

with a finite operation time. The expected cost rates for each model are

obtained, and optimal policies which minimize them are derived by using

the methods of inspection policies.

Part II consists of five chapters, focusing on analyzing a various of com-

puter systems by using reliability theory: Chapter 4 discusses hybrid state

saving schemes with realistic restrictions. Optimal checkpoint intervals

are derived by using approximations for overhead evaluation. The imple-

mented logic circuit simulator and numerical examples are also presented.

Chapter 5 formulates three stochastic models of a system with networks

by using Markov renewal processes. Optimal policies which minimize the

expected cost rates are derived analytically, and numerical examples are

presented. Chapter 6 studies three stochastic models of a communication

system with the recovery techniques of checkpoint and rollback, a mobile

communication system with recovery scheme and a communication system

with window flow control scheme. Some reliability measures of each model

are obtained by using Markov renewal processes, and optimal policies which

minimize them are discussed. Chapter 7 considers two backup models of

a database system. The expected cost rates of each model are obtained,

and optimal backup policies are discussed by using theory of cumulative

processes. Chapter 8 considers two-level recovery schemes of soft and hard

checkpoints, and multiple and modified modular systems with sequential

checkpoint times, increasing error rates and random processing times. Op-

timal checkpoint intervals of each model which minimize the total overhead

are derived by using reliability theory.

Part III consists of two chapters, focusing on maintenances of miscella-

neous systems and optimization problems in management science: Chapter

9 takes up optimal maintenance models of five different systems such as mis-

sile, phased array radar, FADEC, co-generation system, and power plant.

Some reliability measures of each model are obtained by using reliability

theory, and optimal maintenance policies which minimize them are dis-

cussed. Chapter 10 formulates three stochastic models associated with the

monetary facility, and considers optimization problems which maximize an

expected liquidation of holdings, minimize the prepayment risk for a mon-

etary risk, and determine a loan interest rate of banks. Optimal policies
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for each model are derived analytically, using reliability theory.

We are strongly convinced that the NCRR has run over twenty years

by great help and hearty assistance of many peoples: We wish to thank to

Professor Shunji Osaki, Nanzan University, Professor Prabhakar Murthy,

The University of Queensland, Professor Hoang Pham, Rutgers University,

Professor Shigeru Yamada, Tottori University, and Professor Tadashi Dohi,

Hiroshima University for having presented the papers at some national con-

ferences. We wish to express our special thanks to Professor Kazumi Yasui,

Aichi Institute of Technology, Professor Hiroaki Sandoh, Osaka Univer-

sity, and the other members of NCRR; Mr. Takehiko Nishimaki, Professor

Shinichi Koike, Professor Yoshihisa Harada, and Mr. Esturo Shima for

their cooperation and valuable discussions. Furthermore, we would like to

thank Kinjo Gakuin University Research Grant for the support and Editor

Chelsea Chin, World Scientific Publishing Co. Pte. Ltd for providing the

opportunity to write this book.

Syouji Nakamura

Toshio Nakagawa

Nagoya, Toyota
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Chapter 1

Multistate Coherent Systems

FUMIO OHI

Department of Mechanical Engineering

Nagoya Institute of Technology,

Gokiso-cho, Showa-ku, Nagoya, 466-8555, Japan

E-mail: ohi.fumio@nitech.ac.jp

1 Introduction

A basic problem in the study of reliability systems is to explain relation-

ships among the operating performances of systems and the components

consisting the systems. Using Boolean functions, Mine [14] introduced the

concept of monotone systems, in which all the state spaces of components

and the systems were assumed to be {0, 1}, so were also called binary state

systems, where 0 and 1 denote the failure and the functioning states, respec-

tively. Monotone system means that the more the number of functioning

components is, the higher the performance level of the system consisted of

the components is.

Mathematical aspects of these binary state monotone systems were ex-

plained [3, 4, 8]. Barlow and Proschan [1] have summarized the reliability

studies of the binary state monotone systems. Pham [22] has edited the

recent work about reliability engineering, and in this handbook, we can find

out formulae useful for solving practical reliability problems.

In many practical situations, however, systems and their components

could take many other performance levels, from the perfectly functioning

state to the complete failure state. Thus, reliability models of multistate

systems and components are required for more practical treatment of real

reliability systems.

3
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Such multistate systems were introduced in the context of cannibaliza-

tion [10,11], but these works were not concerned with mathematical aspects

of the systems. More mathematical studies of multistate systems were car-

ried out by [2, 7]: Barlow and Wu [2] defined multistate coherent systems

based on the minimal path and cut sets of binary state systems, and dis-

cussed some properties of the multistate systems. El-Neweihi, Proschan

and Sethuraman [7] defined the multistate systems assuming that all the

state spaces of the systems and their components could be expressed as

{0, 1, · · · ,M}. Their results were very analogous to those of binary sys-

tems. Huang, Zuo and Fang [12] introduced the multistate consecutive

k-out-of-n systems and provided algorithms to evaluate the performance

probabilities of the systems. Zuo, Hang and Kuo [28] defined a multistate

coherent systems assuming all the state spaces of the systems and compo-

nents were the same finite totally ordered sets as [7], and also they presented

a definition of multistate k-out-of-n systems in the context. The definitions

were technical and then applicable to the real situations.

This chapter is concerned with a mathematical generalization of the con-

cepts of binary state monotone systems mainly based on the work of [17].

Section 2 presents a definition of multistate systems, assuming that state

spaces of systems and their components need not to be the same, and are

mathematically finite totally ordered sets. We discuss series and paral-

lel coherent systems and obtain an existence theorem which justifies the

usual formulae of the series and parallel systems, i.e., min1≤i≤n xi and

max1≤i≤n xi in the theory of binary state systems. A definition of dual

systems is also presented in this section, using the concept of dual ordered

sets.

In Section 3, we present newly a definition of multistate k-out-of-n:G

systems and show some properties of them. In the theory of binary state

systems, the dual systems of k-out-of-n:G systems are well known to be

n− k + 1-out-of-n:G systems. But, in our context, the similar proposition

generally no longer holds, since the state spaces of components and the

system are arbitrarily finite ordered sets and have less restriction than those

of binary state systems. But, the duality holds generally for the maximum

and minimum k-out-of-n:G systems.

In Section 4, we treat modules of multistate systems. The modules

are practically familiar concept for us to follow when constructing a large

system. A system is generally composed of many systems of smaller size

each of which is called a module and is also composed of many systems. In

other words, practical systems have a hierarchic structure and each layer of
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the hierarchy consists of modules, and each module also consists of modules

of smaller size. From the reliability point of view, we are interested in

algebraic and probabilistic relations between systems and modules. In other

words, how the reliability of the system is determined by the reliabilities of

the modules.

The examination of the concept of modules occupies mathematically

and practically important part in the theory of binary state systems, where

an elegant theorem holds, called three modules theorem [6], but the similar

proposition can no longer hold in our multistate cases.

In Section 5, we examine stochastic aspects of multistate systems. The

IFR(increasing failure rate), IFRA(increasing failure rate average) and

NBU(new better than used) stochastic processes are defined, and IFRA

and NBU closure theorems of [23] are then proved in a slightly different

situation.

In Section 6, a generalization of the concept of hazard transforms is

presented and, using it, we prove that the preservation of IFR property

determines the structure of a multistate system as a series system.

Throughout this work, we may recognize that a basic theory of reliability

systems treats the algebraic and stochastic relationship between a product

partially ordered set and a partially ordered set through an increasing map-

ping from the former to the latter. There practically exist some examples

in which a component has two deteriorating states for which we cannot say

the one state is better/worse than the other [27]. So, a model of reliability

systems including partially ordered sets as the state spaces is useful, and

Yu, Koren and Guo [27] presented more general multistate systems and

some properties of them, but which were not a thorough treatment.

This article considers only totally ordered finite sets except for the prob-

abilistic examination, but the basic concepts of reliability systems defined

for totally ordered case, as series and parallel systems, k-out-of-n:G sys-

tems, modules and stochastic properties, are thought to be easily extended

to the partially ordered case. The thorough generalization to the case of

arbitral ordered sets, though, is remained to be an open problem.

Notations

We use the following notations: A finite set C = {1, 2, · · · , n} is the set

of the components consisting a system and Ωi (i ∈ C) is the state space of

the ith component defined to be a finite totally ordered set in Definition

2.1 and is not necessarily the binary set {0, 1}. The state space of a system
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composed of the components is also defined to be a finite totally ordered

set.

1) For A ⊂ C, the product set of Ωi (i ∈ A) is denoted by ΩA =
∏

i∈A Ωi.

When A = {i}, ΩA = Ωi.

2) An element of ΩA (A ⊂ C) is denoted by xA and also simply xA = x

if there is no confusion. When A = C, x ∈ ΩC is precisely written as

x = (x1, · · · , xn), xi ∈ Ωi (i = 1, · · ·n).

3) For a subset A ⊂ C, A′ = C\A = { i | i ∈ C, i 6∈ A }.
4) For B ⊂ A ⊂ C, PB is the projection mapping from ΩA to ΩB . For

x ∈ ΩC , xi = P{i}(x).

5) For B ⊂ A ⊂ C and V ⊂ ΩA, PΩBV = { PΩB x | x ∈ V }.
6) Let { Bj | 1 ≤ j ≤ m } be a partition of A ⊂ C. Then, for xj ∈∏

i∈Bj
Ωi (1 ≤ j ≤ m), x = (x1, · · · ,xm) is an element of ΩA such that

PΩBj
x = xj . Then for every x ∈ ΩA (A ⊂ C), x = (xB1 , · · · ,xBm),

where xBi = PBi(x) (i = 1, · · · ,m).

7) (ki,x) ∈ ΩA (A ⊂ C, i ∈ A) is an element of ΩA such that k ∈ Ωi and

x ∈∏j∈A\{i} Ωj .

8) |A| is the cardinal number of a set A.

2 Coherent Systems

Definition 2.1. A system composed of n components (a system of order

n) is a triplet (ΩC , S, ϕ) satisfying the following conditions:

1) C = {1, · · · , n} is the set of the components.

2) Ωi (i ∈ C) and S are finite totally ordered sets.

3) ϕ is a surjection from ΩC =
∏n

i=1 Ωi to S.

Ωi is the state space of the i-th component and S is the one of the system

composed of the n components. The orders on Ωi (i ∈ C) and S are denoted

by a common symbol ≤. mi and Mi denote the minimum and maximum

elements of Ωi, respectively, and we also usem andM to show the minimum

and maximum elements of S, respectively. The order ≤ on the product

sets ΩC =
∏n

i=1 Ωi is defined as the followings ; for x = (x1, · · · , xn) and

y = (y1, · · · , yn) of ΩC , x ≤ y means xi ≤ yi (∀i ∈ C), and x < y means

xi < yi (∀i ∈ C).

Throughout this chapter, we assume Ωi = {0, 1, · · · , Ni} (i ∈ C) and

S = {0, 1, · · · , N}, since any finite totally ordered set is isomorphic to some

finite set {0, 1, · · · , L} of nonnegative integers 0, 1, · · · , L.
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We use the notation for a system (ΩC , S, ϕ):

Vs(ϕ) = { x | ϕ(x) = s, x ∈ ΩC}, s ∈ S,

which is the inverse image of s ∈ S respect to ϕ, then for s 6= t, Vs(ϕ) ∩
Vt(ϕ) = φ holds. From the surjective property of ϕ, we have Vs(ϕ) 6= φ for

every s ∈ S. The symbol MIVs(ϕ) means the set of the minimal elements

of Vs(ϕ) (s ∈ S).

When there is no confusion, we write Vs in place of Vs(ϕ) and a system

(ΩC , S, ϕ) is simply called a system ϕ.

Definition 2.2. A system ϕ is called increasing iff for x and y of ΩC ,

x ≤ y implies ϕ(x) ≤ ϕ(y).

For xi ∈ ΩC (1 ≤ i ≤ m), ∨k
i=1xi = x1 ∨ · · · ∨ xk and ∧k

i=1xi =

x1 ∧ · · · ∧ xk mean the supremum and the infimum of {x1, · · · ,xk} ⊆ ΩC ,

respectively. The same symbols ∨ and ∧ are also used for every subset of

S with the same meanings. For an increasing system ϕ,

ϕ(∧k
i=1xi) ≤ ∧k

i=1ϕ(xi), ∨k
i=1ϕ(xi) ≤ ϕ(∨k

i=1xi),

and furthermore,

ϕ(m1, · · · ,mn) = m, ϕ(M1, · · · ,Mn) = M,

because of the surjective and increasing properties of ϕ.

Definition 2.3.

1) Ωi (or the component i) is said to be relevant to the system ϕ iff for

every r and s of S such that r 6= s, there exist k and l of Ωi and

x ∈∏n
j=1,j 6=i Ωj such that (ki,x) ∈ Vr and (li,x) ∈ Vs. In this case, Ωi

is simply called relevant

2) A system ϕ is said to be relevant iff every Ωi (i ∈ C) is relevant to the

system.

Definition 2.4. A system ϕ is said to be a coherent system iff the system

ϕ is increasing and relevant.

In the sequel of this section, we examine series and parallel systems and

show the existence theorem of series and parallel systems. We start with a

definition of series and parallel systems.
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Definition 2.5.

1) A system ϕ is called a series system iff inf Vs ∈ Vs holds for every s ∈ S.

In other words, every Vs has the minimum element.

2) A system ϕ is called a parallel system iff supVs ∈ Vs holds for every

s ∈ S. In other words, every Vs has the maximum element.

Lemma 2.1.

(i) For a coherent series system ϕ, inf Vs < inf Vt for every s and t of S

such that s < t.

(ii) For a coherent parallel system ϕ, supVs < supVt for every s and t of S

such that s < t

Proof. We prove only (i), since the proof of (ii) is similar to (i). Letting

s and t of S be s < t, from the relevant property of ϕ, there exist (ki,x)

and (li,x) such that (ki,x) ∈ Vs and (li,x) ∈ Vt.

If (inf Vt)i ≤ k holds, inf Vt ≤ (ki,x) since inf Vt ≤ (li,x) and

(inf Vt)
C\{i} ≤ x, and hence, ϕ(inf Vt) = t ≤ ϕ(ki,x) = s, which con-

tradicts to the assumption s < t. Then, k < (inf Vt)i.

Thus (inf Vs)i < (inf Vt)i holds for every i ∈ C.

The following proposition gives us characterizations of series and parallel

coherent systems:

Proposition 2.1. For a coherent system ϕ, we have the following equiva-

lent relations:

(i) ϕ is a series system iff ϕ(x ∧ y) = ϕ(x) ∧ ϕ(y) holds for every x and y

of ΩC .

(ii) ϕ is a parallel system iff ϕ(x ∨ y) = ϕ(x) ∨ ϕ(y) holds for every x and

y of ΩC .

Proof. We prove only (ii), since (i) is similarly proved.

Sufficiency: supVs ∈ Vs holds for every s ∈ S, because

ϕ(sup Vs) = sup{ϕ(x) | x ∈ Vs} = s,

from the sufficiency of the equality and that Vs is a finite set.

Necessity: Without loss of generality, we assume x ∈ Vs, y ∈ Vt and s ≤ t.

y ≤ x ∨ y ≤ (supVs) ∨ (sup Vt) follows from x ≤ supVs and y ≤ supVt.

On the other hand, supVs ∨ supVt = supVt from Lemma 2.1. Then, y ≤
x ∨ y ≤ supVt holds. Now the parallel system ϕ implies supVt ∈ Vt and
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y ∈ Vt from the assumption. Then, the increasing property of ϕ leads to

ϕ(x ∨ y) = t. Noticing ϕ(x) ∨ ϕ(y) = t, we conclude the proof.

Table 1 Coherent series

Ω2

0 1 2

0 0 0 0
Ω1 1 0 1 1

2 0 1 2

Table 2 Increasing series

Ω2

0 1 2

0 0 0 0
Ω1 1 0 1 1

2 2 2 2

Example 2.1. Tables 1 and 2 are examples of series coherent and series

increasing systems, respectively. Table 1 gives us an intuitive explanation

of the equality in (i) of Proposition 2.1. Table 2 shows that the equalities

in Proposition 2.1 do not necessarily hold when the coherent property is

not assumed.

Theorem 2.1. (Existence theorem of series and parallel coherent systems)

Let Ωi (i ∈ C) and S be totally ordered finite sets.

(i) A series coherent system (ΩC , S, ϕ) exists iff |S| ≤ min
i∈C

|Ωi| .

(ii) A parallel coherent system (ΩC , S, ϕ) exists iff |S| ≤ min
i∈C

|Ωi| .

Proof. The necessity of the conditions (i) and (ii) are evident from

Lemma 2.1, then we prove the sufficiency part of each case.

Sufficiency in (i): Let inf Vs and Vs (s ∈ S) be

inf Vs = (s, · · · , s),
Vs = {x | inf Vs ≤ x, inf Vt 6≤ x (t > s), x ∈ ΩC},

and we construct ϕ : ΩC → S as ϕ(x) = s for x ∈ Vs. Then, this system ϕ

is easily shown to be a series increasing system. Noticing that (t, · · · , t) ∈ Vt

and (t, · · · , t, s, t, · · · , t) ∈ Vs holds for every s and t of S such that s < t,

the relevant property of the system ϕ is evident,

Sufficiency in (ii): Letting supVs and Vs (s ∈ S) be

supVs = (s, · · · , s), for s < N,

supVN = (N1, · · · , Nn),

Vs = {x | x ≤ supVs, x 6≤ supVr (r < s), x ∈ ΩC},
we assume ϕ as ϕ(x) = s for x ∈ Vs. Then, this system ϕ is a coherent

parallel system.
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Theorem 2.1 tells us a necessary and sufficient condition for us to con-

struct series and parallel coherent systems but not their uniqueness. In fact,

we can easily construct several series coherent systems for given Ωi (i ∈ C)

and S satisfying the condition of Theorem 2.1. The following proposition,

however, shows us the existence of the maximum and minimum series and

parallel coherent systems.

Proposition 2.2. Suppose that |S| ≤ min
i∈C

|Ωi| holds.

(i) There exist the minimum series coherent system (ΩC , S, ϕsmin) and the

maximum series coherent system (ΩC , S, ϕsmax) satisfying

∀x ∈ ΩC , ϕsmin(x) ≤ ψ(x) ≤ ϕsmax(x).

for every series coherent system (ΩC , S, ψ).

(ii) There exist the minimum parallel coherent system (ΩC , S, ϕpmin) and

the maximum parallel coherent system (ΩC , S, ϕpmax) satisfying

∀x ∈ ΩC , ϕpmin(x) ≤ ψ(x) ≤ ϕpmax(x).

for every parallel coherent system (ΩC , S, ψ).

Proof.

(i) Existence of ϕsmax: We prove that ϕsmax is the series coherent system

constructed in the proof of Theorem 2.1. Let ψ be a series coherent

system satisfying ϕsmax(x) < ψ(x) for some x ∈ ΩC , and without loss

of generality, we assume ϕsmax(x) = s and ψ(x) = t, where s < t. For

some i ∈ C, (x)i = s must hold from the construction of ϕsmax. Then,

(inf Vt(ψ))i ≤ s < t holds. On the other hand, from Lemma 2.1, we have

(inf Vp(ψ))i < p for any p ≤ t, then (inf V0(ψ))i < 0, which contradicts

to (inf V0(ψ))i = 0. Hence, ϕsmax(x) ≥ ψ(x) holds for every x ∈ ΩC .

Existence of ϕsmin: An argument similar to the proof of the existence

of ϕsmax easily takes us to that the coherent series system constructed

by the following is the ϕsmin:

inf Vs = (N1 − (N − s), · · · , Nn − (N − s)) s ∈ S,

inf V0 = (0, · · · , 0),

Vs = { x | x ≤ supVs, x 6≤ supVr (r < s), x ∈ ΩC },
ϕsmin(x) = s for x ∈ Vs.
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(ii) It is easily shown by the argument similar to (i) that ϕpmax is as con-

structed in the proof of Theorem 2.1, and ϕpmin is as the following:

supVs = (N1 − (N − s), · · · , Nn − (N − s)) s ∈ S,

Vs = { x | x ≤ Vs, x 6≤ supVr (r < s), x ∈ ΩC },
ϕpmin(x) = s, for x ∈ Vs.

From Proposition 2.2, when |S| = |Ωi| (i ∈ C), series and parallel

coherent systems are uniquely determined, and we may express each of

them as

ϕsmin(x) = ϕsmax(x) = min{x1, · · · , xn} = ∧n
i=1xi,

ϕpmin(x) = ϕsmax(x) = max{x1, · · · , xn} = ∨n
i=1xi.

These are the usual formulae of series and parallel systems [1], [7].

Example 2.2. The following Tables 2.3–2.8 are examples of ϕsmax,

ϕsmin, ϕpmax, ϕpmin, and coherent systems ϕ1 and ϕ2:

Table 2.3. ϕsmin

Ω2

0 1 2 3

Ω1 0 0 0 0 0

1 0 0 1 1

2 0 0 1 2

Table 2.4. ϕsmax

Ω2

0 1 2 3

Ω1 0 0 0 0 0

1 0 1 1 1

2 0 1 2 2

Table 2.5. ϕpmin

Ω2

0 1 2 3

Ω1 0 0 0 1 2

1 1 1 1 2

2 2 2 2 2

Table 2.6. ϕpmax

Ω2

0 1 2 3

Ω1 0 0 1 2 2

1 1 1 2 2

2 2 2 2 2

Table 2.7. ϕ1

Ω2

0 1 2 3

Ω1 0 0 0 0 0

1 0 0 0 1

2 0 0 1 2

Table 2.8. ϕ2

Ω2

0 1 2 3

Ω1 0 0 1 2 2

1 1 2 2 2

2 2 2 2 2

Relating to these examples, we note that ϕ1(x) ≤ ϕsmin(x) and

ϕpmax(x) ≤ ϕ2(x) for every x ∈ ΩC .

In the theory of binary state systems, any coherent system is bounded

from the below by series system and from the above by parallel system.
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These examples, however, show us that the similar results no longer hold

in our theory of multistate systems.

Table 2.9. ϕ1

Ω2

0 1 2

Ω1 0 0 0 0

1 0 0 1

2 0 1 2

Table 2.10. ϕ2

Ω2

0 1 2

Ω1 0 0 1 2

1 1 2 2

2 2 2 2

Furthermore, noticing that ϕ1(x1, 0) = ϕ1(x1, 1) for every x1 ∈ Ω1 and

ϕ2(x1, 2) = ϕ2(x1, 3) for every x1 ∈ Ω1, we may merge some states of a

component to one state. For the case of the system ϕ1, the state space

of the second component is essentially {1, 2, 3}, and the state space of the

second component is essentially {0, 1, 2} for the system ϕ2. Then, we have

transformed coherent systems which are equivalent to the original coherent

systems.

In this chapter we present the following propositions.

Proposition 2.3. Let ϕ be an increasing system satisfying (s, · · · , s) ∈
Vs(ϕ) for every s ∈ S. Then, using the ϕsmax and ϕpmax of Proposition

2.2,

∀x ∈ ΩC , ϕsmax(x) ≤ ϕ(x) ≤ ϕpmax(x).

Proof. Let ϕ(x) < ϕsmax(x) hold for some x ∈ ΩC , and assume

ϕsmax(x) = t. From the construction of ϕsmax, x ≥ t = (t, · · · , t). Then,

ϕ(t) ≤ ϕ(x) < ϕsmax(x) = t and ϕ(t) 6= t, which contradicts to t ∈ Vt(ϕ).

Hence, ϕsmax(x) ≤ ϕ(x) for every x ∈ ΩC .

A similar argument proves ϕ(x) ≤ ϕpmax(x) for every x ∈ ΩC .

We close this section with an alternative definition of systems and a

definition of dual systems, which will be used in Sections 4 and 3.

Definition 2.6. (An alternative definition of systems) A system com-

posed of n components is a triplet (ΩC , S,V) satisfying the following con-

ditions:

1) C = {1, · · · , n}.
2) Ωi (i ∈ C) and S are totally ordered finite sets.

3) V = {Vs; s ∈ S} is a partition of ΩC .
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The equivalence of Definitions 2.1 and 2.6 is evident. Using Definition

2.6, we may express increasing and relevant properties of systems.

Proposition 2.4.

(i) A system (ΩC , S,V) is increasing iff y 6≤ x holds for every x ∈ Vs and

y ∈ Vt, whenever s < t.

(ii) A system (ΩC , S,V) is relevant iff (PΩC\{i}Vs) ∩ (PΩC\{i}Vt) 6= φ for

every i ∈ C and s, t ∈ S such that s 6= t.

Next, we present a definition of dual systems and some remarks.

Definition 2.7. The dual system of a system (
∏n

i=1 Ωi, S, ϕ) is the system

(
∏n

i=1 ΩD
i , S

D, ϕD) defined as the following:

1) ΩD
i (i = 1, · · · , n) and SD are the dual ordered sets of Ωi (i = 1, · · · , n)

and S, respectively.

2) ϕD :
∏n

i=1 ΩD
i → SD is defined as

x ∈
n∏

i=1

ΩD
i , ϕ

D(x) = ϕ(x).

Denoting the dual orders commonly by ≤D,

k, l ∈ ΩD
i , k ≤D l ⇐⇒ k ≥ l, (i = 1, · · · , n),

x,y ∈
n∏

i=1

ΩD
i , x ≤D y ⇐⇒ x ≥ y,

s, t ∈ S, s ≤D ⇐⇒ t ≥ s.

The state spaces, say, S and SD differ only by the order and the elements

consisting the sets are the same. For example, the maximum element of

S is the minimum element of SD. It is easily verified that if a system is

increasing, then the dual system is also increasing. The similar proposition

holds for the coherent properties of the dual systems.

In the theory of binary state systems, it is well known that the dual

systems of series(parallel) systems are parallel(series) systems. The same

proposition holds in our coherent context, but, we treat these properties in

a wider context in the next section of k-out-of-n systems.

3 k-out-of-n systems

The treatment of k-out-of-n systems in this section is newly presented here.

For a system (ΩC , S, ϕ) and A ⊂ C, we define ϕA :
∏

i∈A Ωi → S as the
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following:

x ∈
∏

i∈A

Ωi, ϕA(x) = ϕ(x,0A′

).

Then, we have a system (ΩA, S, ϕA).

Definition 3.1. A coherent system (ΩC , S, ϕ) of order n, i.e., C =

{1, · · · , n}, is called:

1) A coherent k-out-of-n:G system, when the following conditions hold:

(1-i) ∀A ⊂ C such that |A| = k, (ΩA, S, ϕA) is coherent series.

(1-ii) ∀x ∈ ΩC , ϕ(x) = max
A:A⊂C, |A|=k

ϕA(xA).

2) A coherent k-out-of-n:F system, when the following conditions hold:

(2-i) ∀A ⊂ C such that |A| = k, (ΩA, S, ϕA) is coherent parallel.

(2-ii) ∀x ∈ ΩC , ϕ(x) = min
A:A⊂C, |A|=k

ϕA(xA).

Reminding Proposition 2.2, we notice that the condition about the state

spaces, |S| ≤ min
1≤i≤n

|Ωi|, should be hold, when we consider the coherent k-

out-of-n:G(F) systems.

Proposition 3.1.

(i) ϕ is a coherent series system of order n iff ϕ is a coherent n-out-of-n:G

system.

(ii) ϕ is a coherent series system of order n iff ϕ is a coherent 1-out-of-n:F

system.

(iii) ϕ is a coherent parallel system of order n iff ϕ is a coherent 1-out-of-

n:G system.

(iv) ϕ is a coherent parallel system of order n iff ϕ is a coherent n-out-of-

n:F system.

Proof. The equivalent relationship of (i) and (ii) is clear from Definition

3.1 1) and 2), respectively. We prove only (iii), since (ii) is similarly proved.

For a 1-out-of-n:G system ϕ, we have from Definition 3.1 1),

ϕ(x ∨ y) = max
1≤i≤n

ϕ(xi ∨ yi,0
{i}′

)

= max
1≤i≤n

(
ϕ(xi,0

{i}′

) ∨ ϕ(yi,0
{i}′

)
)

= max
1≤i≤n

ϕ(xi,0
{i}′

) ∨ max
1≤i≤n

ϕ(yi,0
{i}′

)

= ϕ(x) ∨ ϕ(y),

because Ωi and S are totally ordered sets. Then, ϕ is a parallel system.
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Let ϕ be a coherent parallel system. From Lemma 2.1, for s < t,

supVs < supVt, so to say,

∀i ∈ C, (supV0)i < (supV1)i < · · · < (supVN )i,

reminding that we assumed S = {0, 1, · · · , N} and Ωi = {0, 1, · · · , Ni} (i ∈
C). Then,

the minimum element of V0 = (0, · · · , 0),

the set of the minimal elements of Vt

=
{(

supVt−1)i + 1,0{i}′
)∣∣∣ i = 1, 2, · · ·n

}
, 1 ≤ t ≤ N,

and ϕ(x) = max1≤i≤n ϕ{i}(xi). Hence, the coherent parallel system ϕ is

1-out-of-n:G system.

Theorem 3.1. (Minimal elements of k-put-of-n:G systems) Let (ΩC , S, ϕ)

be a coherent k-out-of-n:G system of order n, and

∀x ∈ ΩC , ϕ(x) = max
A:A⊂C, |A|=k

ϕA(xA),

where (ΩA, S, ϕA) is a coherent series system. Then, for the minimal ele-

ments of Vs(ϕ),

MIVs(ϕ) =
⋃

A:A⊂C, |A|=k

{ (x,0A′

) | x ∈ MIVs(ϕA) }.

We notice that MIVs(ϕA) consists of only one element, that is, the mini-

mum element of Vs(ϕA), since the system ϕA is a coherent series system.

Proof. For an element x ∈ MIVs(ϕ) (s 6= 0), there exists uniquely

a subset A of C such that |A| = k, x = (xA,0A′

), xA > 0 and xA ∈
MIVs(ϕA), by Lemma 2.1 and that each ϕA is a coherent series system.

Let

A ⊂ C, |A| = k, B ⊂ C, |B| = k, A 6= B,

x ∈ MIVs(ϕA), y ∈MIVt(ϕB), s 6= t, s 6= 0, t 6= 0.

We have (A\B) ∪ (B\A) 6= φ, x > 0, y > 0, and then, (x,0A′

)B 6≥
y. Hence, ϕB(x,0A′

)B = 0, since y is the minimum element of Vt(ϕB).

Finally, have ϕ(x,0A′

) = ϕA(x) = s and (x,0A′

) ∈ MIVs(ϕ).

Theorem 3.1 tells us that the type of minimal elements of Vs(ϕ) is

restricted to be (x,0A′

), |A| = k, x ∈ ΩA, for the case of k-out-of-n:G

system. Noticing this theorem, the next example shows us that the dual
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system of a k-out-of-n:G system is not necessarily n − k + 1-out-of-n:G

system.

Example 3.1. Let Ωi = {0, 1, 2, 3}, S = {0, 1, 2}. A 2-out-of-3:G system

ϕ is defined by specifying the minimal elements as

MIV0(ϕ) = {(0, 0, 0)},
MIV1(ϕ) = {(1, 2, 0), (2, 0, 1), (0, 1, 2)},
MIV2(ϕ) = {(2, 3, 0), (3, 0, 2), (0, 2, 3)},

(2, 2, 2) is easily verified a maximal element of V1(ϕ), and then, the dual

system of ϕ is not a n − k + 1-out-of-n:G, in this example a 2-out-of-3:G

system.

Example 3.1 shows us that the dual system of a k-out-of-n:G system is

not generally a n−k+1-out-of-n:G system. But, as a special case, the dual

system of a coherent n-out-of-n:G (series) system is a coherent 1-out-of-n:G

(parallel) system, and vice versa.

Following Proposition 2.2 which asserts the existence of the minimum

and maximum coherent series systems, there exist the minimum and max-

imum coherent k-out-of-n:G systems for given state spaces Ωi (i ∈ C) and

S. The following Corollary 3.1 shows that the dual system of the minimum

(maximum) coherent k-out-of-n:G system is the maximum (minimum) co-

herent n− k + 1-out-of-n:G system.

Definition 3.2.

1) A coherent k-out-of-n:G system is said to be maximum (minimum) when

the series systems of Definition 3.1 (1) are all the maximum (minimum).

2) A coherent k-out-of-n:F system is said to be maximum (minimum) when

the parallel systems of Definition 3.1 (2) are all the maximum (mini-

mum).

The following Theorem 3.2 shows us the pattern of the maximal ele-

ments of the minimum (maximum) coherent k-out-of-n:G systems, of which

proof needs the following lemma:

Lemma 3.1. Let C be a set with cardinal number n. For a subset B ⊂ C,

∀A ⊂ C such that |A| = k, A ∩ B 6= φ (3.1)

iff

|B| ≥ n− k + 1.

Then, the minimum number of the cardinal number of B satisfying (3.1)

is n− k + 1.
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Proof. If |B| ≤ n− k, then

|C\B| = |C| − |B| ≥ n− (n− k) = k, B ∪ (C\B) = φ,

which contradicts to (3.1). Then, (3.1) implies |B| ≥ n− k + 1.

Suppose |B| ≥ n− k + 1. For A ⊂ C such that |A| = k, if A ∩ B = φ,

A ⊂ C\B, |A| ≤ |C\B| ≤ n− (n− k + 1) = k − 1,

which contradicts to |A| = k. Thus A ∩ B 6= φ.

Theorem 3.2. (Maximal elements of the minimum (maximum) coherent

k-out-of-n:G systems) Let (ΩC , S, ϕ) be the minimum (maximum) coherent

k-out-of-n:G system. Then, for every s ∈ S\{N} and every maximum

element x of Vs(ϕ), there exists B ⊂ C such that |B| = n− k + 1 and

xi =

{
min

A:i∈A,|A|=k,A⊂C
(inf Vs+1(ϕA))i − 1 , i ∈ B,

Ni , i 6∈ B.
(3.2)

By contraries, every x ∈ ΩC constructed by the above formulae (3.2) by

using every B ⊂ C such that |B| = n−k+1 is a maximal element of Vs(ϕ).

Proof. Let Ai ⊂ C, |Ai| = k (i = 1, 2), A1 ∩ A2 6= φ. Noticing how

to construct the maximum (minimum) series system of Proposition 2.2, we

have for every i ∈ A1 ∩ A2 and every s ∈ S, the i-th coordinate state of

every minimal element of Vs(ϕA1) is equal to the i-th coordinate state of

every minimal element of Vs(ϕA2). Then, using Lemma 3.1, this theorem

is proved.

The next corollary is evident from Theorem 3.2.

Corollary 3.1. The dual system of the minimum (maximum) coherent k-

out-of-n:G system is the coherent maximum (minimum) n−k+1-out-of-n:G

system.

For k-out-of-n:F systems, we also have theorem and corollary similar to

Theorem 3.2 and Corollary 3.1.

4 Modules of Coherent Systems

In this section, we examine the concepts of modules of multistate systems

which are practically important, since systems in real situations have a

hierarchic structure and each layer of the hierarchy consists of modules,

and each module also consists of modules of smaller size. In other words,
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a system is constructed of systems of smaller size. Most part of the theory

of binary coherent systems is devoted to an examination of modules.

We start with a definition of a modular decomposition, and then, a

definition of a module is presented. Our argument is in reverse order to

that of [1], but presents a unified approach to a module and a modular

decomposition.

Definition 4.1. A partition A = {Aj , 1 ≤ j ≤ m} of C is called

a modular decomposition of a system (ΩC , S, ϕ) iff there exist systems

(ΩAj , Sj , χj) (1 ≤ j ≤ m) and (
∏m

j=1 Sj , S, ψ) satisfying

∀x ∈ ΩC , ϕ(x) = ψ
(
χ1

(
xA1

)
, · · · , χm

(
xAm

))
.

Each Aj ∈ A is called a module of the system ϕ.

If systems χj (1 ≤ j ≤ m) and ψ are increasing (coherent), then A is

called an increasing (a coherent) modular decomposition and each Aj ∈ A
is called an increasing (a coherent) module.

We can easily prove that any partition of C of any coherent series (par-

allel) systems is a coherent modular decomposition.

Proposition 4.1. If A is a modular decomposition of a coherent system

ϕ, then ψ is relevant.

The proof of the proposition is easy and then omitted.

Proposition 4.1 tells us that we only examine the properties of each

element of Aj (1 ≤ j ≤ m) of a modular decomposition A to characterize

a coherent modular decomposition. With a characterization of increasing

and coherent modular decomposition, we prove a theorem almost similar

to Three Modules Theorem of [6].

We define a pseudo-order
ϕ

≤ on ΩA (A ⊂ C) as the following: For x and

y in ΩA, x
ϕ

≤ y means ϕ(x, z) ≤ ϕ(y, z) for every z ∈ ΩA′ . When x
ϕ

≤ y

and y
ϕ

≤ x, we define x
ϕ
= y. The relation

ϕ
= is an equivalent relation on

ΩA. (ΩA,
ϕ

≤) is generally a partially pseudo-ordered set, and if (ΩA,
ϕ

≤) is

a totally pseudo-ordered set, then ΩA can be partitioned by the equivalent

relation
ϕ
=.

Proposition 4.2.

(i) Let ϕ be an increasing system. Then, a partition A = {Aj , 1 ≤ j ≤ m}
of C is an increasing modular decomposition iff each pseudo-ordered

set (ΩAj ,
ϕ

≤) (1 ≤ j ≤ m) is a totally pseudo-ordered set.
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(ii) Let ϕ be a coherent system. A partition A = {Aj , 1 ≤ j ≤ m} of C is

a coherent modular decomposition iff the following two conditions are

hold:

(ii-i) Each (ΩAj ,
ϕ

≤) (i ≤ j ≤ m) is a totally pseudo-ordered set.

(ii-ii) For x and y of ΩAj satisfying x
ϕ

≤ y and x
ϕ

6= y, there exist

(ki, z) and (li, z) of ΩAj which satisfy (ki, z)
ϕ
= x and (li, z)

ϕ
= y

for i ∈ Aj and j = 1, · · · ,m

Proof. From Proposition 2.4, (ii) of this proposition is easily proved by

using (i), and then, we prove only (i). The necessity of the condition is

clear from the definition of an increasing modular decomposition. Thus, we

prove the sufficiency of the condition.

From our assumption, the equivalent relation
ϕ
= determines a partition

VAj = {V Aj

i , 1 ≤ j ≤ mAj} of ΩAj for every j (1 ≤ j ≤ m), where we may

assume x
ϕ

≤ y if x ∈ V
Aj

k , y ∈ V
Aj

l for k < l. Then for x ∈ V
Aj

k and y ∈
V

Aj

l , where k < l, we have y 6≤ x by the increasing property of ϕ, and then,

systems (ΩAj , Sj ,VAj ) or (ΩAj , Sj , χj) (1 ≤ j ≤ m) are determined, where

Sj = {1, · · · ,mj} and χj(x) = sj for x ∈ Vsj ∈ VAj . We now construct

a system (
∏m

j=1 Sj , S, ψ) as ψ(s1, · · · , sm) = ϕ(x1, · · · ,xm), where xj is

any element of V
Aj

j ∈ VAj (1 ≤ j ≤ m), which is an increasing system

and satisfies ϕ(x) = ψ(χ1(x
Ai), · · · , χm(x)) for any x ∈ ΩC . Coherent

property is clear.

Example 4.1. A = {{i}, i ∈ C} and A = {C} are modular decomposi-

tion of a system ϕ, and an increasing (coherent) modular decomposition if

the system ϕ is increasing (coherent).

Corollary 4.1.

(i) Let ϕ be an increasing system. Then, a subset A of C is an increasing

module of the system iff (ΩA,
ϕ

≤) is a totally pseudo-ordered set, i.e.,

A is an element of some increasing modular decomposition A of the

system ϕ.

(ii) Let ϕ be a coherent system. Then, a subset A of C is coherent module

of the system ϕ iff ΩA satisfies the conditions of Proposition 4.2 (ii),

i.e., A is an element of some coherent modular decomposition A of the

system ϕ.
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Proof. Since the increasing property of ϕ means that (Ωi,
ϕ

≤) is a totally

pseudo-ordered set and a system (Ωi,Ωi, I), where I is the identity mapping

of Ωi, i.e., evidently a coherent system, then the corollary is obvious by

considering the partition A = {A, {i}, i ∈ A′} of C.

Corollary 4.1 shows us that a subset A of C is an increasing (a coher-

ent) module iff ΩA satisfies the conditions of Proposition 4.2(i) (Proposi-

tion 4.2(ii)), and then, we may treat the increasing (coherent) modules of

increasing (coherent) systems without being conscious of increasing (coher-

ent) modular decomposition.

Theorem 4.1. Let ϕ be a coherent system. If A and B are coherent

modules of the system ϕ such that A\B, B\A and A ∩ B are non-empty,

then A\B, B\A and A ∪ B are increasing modules of the system ϕ.

Proof. (Proof of that A\B is an increasing module) Let x and y be

arbitrarily given elements of ΩA\B . If ϕ(x, z) < ϕ(y, z) holds for some

z ∈ Ω(A\B)′ , then we have ϕ(x,w) ≤ ϕ(y,w) for every w ∈ Ω(A\B)′ . Since

B is a coherent module, for arbitrarily given i ∈ B\A there exist (ki,u)

and (li,u) of ΩB such that (ki,u)
ϕ
= zB and (li,u)

ϕ
= wB .

Since A is an increasing module,

ϕ(x, (ki,u), z(A∪B)′) < ϕ(y, (ki,u), z(A∪B)′),

ϕ(x, (li,u),w(A∪B)′) ≤ ϕ(y, (li,u),w(A∪B)′).

Noting that (li,u)
ϕ
= wB , ϕ(x,w) ≤ ϕ(y,w) holds, and hence, A\B is an

increasing module by Corollary 4.1. A similar examination shows us that

B\A is an increasing module.

(Proof of that A ∪ B is an increasing module) Let x and y be arbi-

trarily given elements of ΩA∪B . We assume ϕ(x, z) < ϕ(y, z) for some

z ∈ Ω(A∪B)′ . Since A is a coherent module, for any i ∈ A ∩ B there exist

(ki,u) and (li,u) of ΩA satisfying (ki,u)
ϕ
= xA and (li,u)

ϕ
= yA, and then

ϕ((ki,u),xB\A, z) < ϕ((li,u),yB\A, z).

Since B is an increasing module,

∀w ∈ Ω(A∪B)′ , ϕ((ki,u),xB\A,w) ≤ ϕ((li,u),yB\A,w).

Using (ki,u)
ϕ
= xA and (li,u)

ϕ
= yA, we have ϕ(x,w) ≤ ϕ(y,w) for every

w ∈ Ω(A∪B)′ , and then the proof is completed.

Remark 4.1. It is easy to construct an example to show that A∩B is not

an increasing module, even if A and B are coherent modules of a coherent

system satisfying the condition that A\B,B\ and A ∩ B are nonempty.
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5 Probabilistic Aspect of Coherent Systems

In this section we consider probabilistic properties of coherent systems,

particularly we discuss the comparison of probability measures, and IFRA

and NBU closure theorems in a situation slightly different from [23].

Section 2 supposes that the state spaces of the components and the

systems are finite totally ordered sets, but in this section we assume more

generally that Ωi (i ∈ C) and S are at most countable partially ordered

sets. As basic measurable spaces we set (Ωi,Ai), where Ai is the power

set of Ωi. (
∏n

i=1 Ωi,
∏n

i=1 Ai) = (ΩC ,AC) is the product measurable set

of (Ωi,Ai) (1 ≤ i ≤ n). The order on ΩC is defined similarly to that

of Section 2. Throughout this section, we assume ϕ to be an increasing

measurable function from (ΩC ,AC) to (S,S), where S is the power set of

S and the definition of an increasing function is similar to that of Section

2. Furthermore, we assume that Ωi (1 ≤ i ≤ n) and S are endowed with

discrete topology. Then, ϕ is a continuous function.

Generally a subset W of an ordered set Ω is called increasing iff x ∈W

and x ≤ y imply y ∈W . The concept of increasing set plays an important

role in the sequel.

Before proving the IFRA and NBU closure theorem, we present some

remarks:

Remark 5.1.

(i) If P (W ) ≥ Q(W ) holds for every increasing set W ∈ AC , then we have

P (ϕ ≥ s) ≥ Q(ϕ ≥ s) for every s ∈ S, where P and Q are probability

measures on (ΩC ,AC).

(ii) If Ωi (1 ≤ i ≤ n) and S are finite totally ordered sets and

(s, · · · , s) ∈ Vs(ϕ) for every s ∈ S, then by Proposition 2.3 P{ x | x ≥
(s, · · · , s) } ≤ P{ ϕ ≥ s } ≤ 1 − P{ x | x ≤ (s− 1, · · · , s− 1) },
where P is a probability measure on (ΩC ,AC).

(iii) Let (ΩC ,AC , P ) = (
∏n

i=1 Ωi,
∏n

i=1 Ai,
∏n

i=1 Pi) and (ΩC ,AC , Q) =

(
∏n

i=1 Ωi,
∏n

i=1 Ai,
∏n

i=1 Qi), both of which imply that the perfor-

mances of the components are stochastically independent.

If Pi(Wi) ≥ Qi(Wi) for every increasing set Wi ∈ Ai (1 ≤ i ≤ n), then

P (W ) ≥ Q(W ) for every increasing set W ∈ AC . This is easily proved

by using the indicator function of W and Fubini’s Theorem. Hence, it is

shown that (i) and (ii) of this remark generalize Theorems 4.2 and 4.4 of [7],

respectively.
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From now on we focus on proving the IFRA and NBU closure theorems

in a situation slightly different from that of Ross [23]. Though he assumed

that Ωi (1 ≤ i ≤ n) and S were subsets of R+ = [0,+∞), which means

that they are totally ordered sets, our requirement for Ωi (1 ≤ i ≤ n) and

S is that they are at most countable partially ordered sets.

We will use the following Proposition 5.1 to prove the IFRA and NBU

closure theorems.

Lemma 5.1. Let Pi, Qi and Ui be probability measures on (Ωi,Ai).

(i) If Pi(Wi) ≥ [Qi(Wi)]
α holds for every increasing set Wi ∈ Ai and

0 < α < 1, then
∫
Ωi
fαdPi ≥

[∫
Ωi
fdQi

]α
holds for 0 < α < 1, where f

is an increasing measurable function from (Ωi,Ai) to (R+,B+), where

B+ is the class of Borel subset of R+.

(ii) If Ui(Wi) ≤ Pi(Wi)Qi(Wi) holds for every increasing set Wi ∈ Ai, then∫
Ωi
fgdUi ≤

∫
Ωi
fdPi

∫
Ωi
gdQi, where f and g are increasing measur-

able functions from (Ωi,Ai) to (R+,B+).

Proof.

(i) From the assumption, f is approximated by a step function of the form∑m
j=1 xjISj , where Sj is an increasing set of Ai, S1 ⊃ · · · ⊃ Sm, xj ≥ 0

and ISj is the indicator function of Sj (1 ≤ j ≤ m). Then, using an

argument similar to that of Lemma 1 of [23] and taking the limit, (i)

is evident.

(ii) From the assumption, f and g are approximated by step functions of

the form
∑m

j=1 xjISj and
∑n

k=1 ykIVk
, respectively, where Sj (Vk) is an

increasing set of Ai, S1 ⊃ · · · ⊃ Sm (V1 ⊃ · · · ⊃ Vn), xj ≥ 0 (yk ≥ 0)

and ISj (IVk
) is the indicator function of Sj (Vk) (1 ≤ j ≤ m, 1 ≤ k ≤

n). Then, using the assumption,

∫

Ωi




m∑

j=1

xjISj




(

n∑

k=1

ykIVk

)
dUi

≤
∫

Ωi




m∑

j=1

xjISj



 dPi

∫

Ωi

(
n∑

k=1

ykIVk

)
dQi,

noticing that the intersection of increasing sets is also an increasing set.

Hence (ii) is clear by taking the limit.

Proposition 5.1. Let Pi, Qi and Ui be probability measures on

(Ωi,Ai) (1 ≤ i ≤ n).
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(i) If Pi(Wi) ≥ [Qi(Wi)]
α holds for every increasing set Wi ∈ Ai and

0 < α < 1 (1 ≤ i ≤ n), then for every 0 < α < 1 and increasing set

W ∈ AC ,

(
n∏

i=1

Pi

)
(W ) ≥

[(
n∏

i=1

Qi

)
(W )

]α

.

(ii) If Ui(Wi) ≤ Pi(Wi)Qi(Wi) holds for every increasing set Wi ∈ Ai (1 ≤
i ≤ n), then for every increasing set W ∈ AC ,

(
n∏

i=1

Ui

)
(W ) ≤

[(
n∏

i=1

Pi

)
(W )

] [(
n∏

i=1

Qi

)
(W )

]
.

Proof. Mathematical induction on n proves the proposition.

(i) When n = 1, (i) of this proposition is evident from the assumption.

Suppose that (i) holds for n = n. Letting IW be the indicator function

of W , we have by Fubini’s theorem,

(
n+1∏

i=1

Pi

)
(W ) =

∫
∏n+1

i=1 Ωi

IW d
n+1∏

i=1

Pi

=

∫

Ωn+1

dPn+1

∫
∏n

i=1 Ωi

(IW )xn+1d

n∏

i=1

Pi.

The section (IW )xn+1 (xn+1 ∈ Ωn+1) which is an increasing binary

function denotes an increasing set in
∏n

i=1 Ai. Then, using the induc-

tion hypothesis, Lemma 5.1(i) and Fubini’s theorem,

(
n+1∏

i=1

Pi

)
(W ) ≥

∫

Ωn+1

dPn+1

[∫
∏

n
i=1 Ωi

(IW )xn+1d

n∏

i=1

Qi

]α

≥
[∫

∏n+1
i=1 Ωi

IW d

n+1∏

i=1

Qi

]α

=

[(
n+1∏

i=1

Qi

)
(W )

]α

.

(ii) When n = 1, (ii) of this proposition is clearly holds by the assumption.
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Suppose that (ii) holds for n = n. Then,
(

n+1∏

i=1

Ui

)
(W ) =

∫

Ωn+1

dUn+1

∫
∏n

i=1 Ωi

(IW )xn+1d

n∏

i=1

dUi

≤
∫

Ωn+1

dUn+1

∫
∏

n
i=1 Ωi

(IW )xn+1d
n∏

i=1

dPi

∫
∏

n
i=1 Ωi

(IW )xn+1d
n∏

i=1

dQi

≤
∫
∏n+1

i=1 Ωi

IW d
n+1∏

i=1

dPi

∫
∏n+1

i=1 Ωi

IW d
n+1∏

i=1

dQi

=

[(
n+1∏

i=1

Pi

)
(W )

] [(
n+1∏

i=1

Qi

)
(W )

]
,

where the first inequality comes from the inductive hypothesis, and the

second inequality from Lemma 5.1(ii).

Let (Ω,A, P ) be a given probability space and T be a subinterval of

R+ = [0,∞). We suppose Xi(t) (t ∈ T ) to be a measurable func-

tion from (Ω,A) to (Ωi,Ai) (1 ≤ i ≤ n), which is a stochastic process

denoting the state of the i-th component at time t, and then, X(t) =

(X1(t), · · · , Xn) (t ∈ T ) is a measurable function from (Ω,A) to (ΩC ,AC).

Let µt be the probability measure induced by X(t) from (Ω,A, P ) and

µi,t be the restriction of µt to the measurable space (Ωi,Ai) which is also the

probability measure induced byXi(t) from (Ω,A, P ). If {Xi(t), t ∈ T} (1 ≤
i ≤ n) are mutually independent stochastic processes, then µt =

∏n
i=1 µi,t.

Definition 5.1. Let TW = inf{ t | Xi(t) 6∈W } (W ∈ Ai).

1) A stochastic process {Xi(t), t ∈ T} is called IFR iff TW is an IFR

random variable for any increasing set W ∈ Ai.

2) A stochastic process {Xi(t), t ∈ T} is called IFRA iff TW is an IFRA

random variable for any increasing set W ∈ Ai.

3) A stochastic process {Xi(t), t ∈ T} is called NBU iff TW is an NBU

random variable for any increasing set W ∈ Ai.

For the definitions of IFR, IFRA and NBU random variables, see [1].

Theorem 5.1. Let {Xi(t), t ∈ T} (1 ≤ i ≤ n) be decreasing and right

continuous with probability 1, and be mutually independent.

(i) If {Xi(t), t ∈ T} (1 ≤ i ≤ n) are IFRA processes, then {ϕ(X(t)), t ∈
T} is an IFRA process.
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(ii) If {Xi(t), t ∈ T} (1 ≤ i ≤ n) are NBU processes, then {ϕ(X(t)), t ∈
T} is an NBU process.

Proof. For any increasing set W ∈ S, { x | ϕ(x) ∈W } is an increasing

set of AC . Then, since {Xi(t), t ∈ T} (1 ≤ i ≤ n) are decreasing and right

continuous, it is sufficient to prove that for every increasing set W ∈ AC ,

µαt(W ) ≥ [µt(W )]α (0 < α < 1) ( µs+t(W ) ≤ µs(W )µt(W ) ).

Since for every increasing set Wi ∈ Ai (1 ≤ i ≤ n),

µi,αt(Wi) ≥ [µi,t(Wi)]
α (0 < α < 1) ( µi,s+t(Wi) ≤ µi,s(Wi)µi,t(Wi) ),

and {Xi(t), t ∈ T} (1 ≤ i ≤ n) are mutually independent, Proposition 5.1

proves the theorem.

6 Hazard Transform of Multistate Coherent Systems

In the theory of binary state coherent systems, a hazard transform plays a

useful role for the proof of IFRA and NBU closure theorems and also the

proof of that the preservation of IFR property determines the structure of

binary state coherent systems as series systems [9]. This section is about a

generalization of the concept of hazard transform to multistate systems and

shows the similar results. In this section, we again assume Ωi (1 ≤ i ≤ n)

and S to be finite totally ordered sets. First, we prove several lemmas and

propositions for the proof of our main theorems.

Lemma 6.1.

(i) Suppose that W is an increasing subset of Ω1×Ω2. Then we have W =

∪m
j=1(Aj ×Bj), where Aj (1 ≤ j ≤ m) are nonempty subsets of Ω1 such

that A1 ⊂ · · · ⊂ Am and Ai 6= Aj (i 6= j) hold, and Bj (1 ≤ j ≤ m) are

nonempty subsets of Ω2 such that ∪m
k=jBk (1 ≤ j ≤ m) are increasing

subsets of Ω2. Then, W = (PΩ1W ) × (PΩ2W ) holds iff m = 1 holds.

(ii) Suppose that W is an increasing subset of
∏n

i=1 Ωi. Then, W =∏n
i=1(PΩiW ) holds iff W has the minimal element.

Lemma 6.2.

(i) aα
0 + aα

1 − bα1 > [a0 + a1 − b1]
α holds for 0 < α < 1, a0 ≥ a1 > b1 > 0.

(ii)
∑n−1

i=1 a
α
i (bαi − bαi+1) + aα

nb
α
n >

[∑n−1
i=1 ai(bi − bi+1) + anbn

]α
holds for

0 < α < 1, n ≥ 2, 0 < a1 < · · · < an, b1 > · · · > bn > 0.
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Lemma 6.1 is obvious and for the proof of Lemma 6.2, see [5] and [23].

Proposition 6.1. Let Pi and Qi be probability measures on (Ωi,Ai) (1 ≤
i ≤ n) and 0 < α < 1. Suppose that Pi(Wi) = [Qi(Wi)]

α
holds for every

increasing set Wi ∈ Ai, and Pi(Wi) > Pi (W ′
i ) holds for every increasing

sets Wi and W ′
i in Ai such that W ′

i ⊂ Wi and Wi 6= W ′
i . Then, for each

increasing set W ∈ AC ,(
n∏

i=1

Pi

)
(W ) =

[(
n∏

i=1

Qi

)
(W )

]α

holds iff W =

n∏

i=1

PΩiW holds.

Proof. “if ” part is obvious. We prove “only if ” part by the mathematical

induction on n.

(The case of n = 2) If W = (PΩ1W )×(PΩ2W ) does not hold, then using

the same symbols of Lemma 6.1, we have W = ∪m
j=1(Aj × Bj) (m ≥ 2),

where Aj ×Bj (1 ≤ j ≤ m) are assumed to be mutually exclusive without

loss of generality. Noticing(
2∏

i=1

Pi

)
(W ) =

m∑

j=1

P1(Aj)P2(Bj)

=
m−1∑

j=1

P1(Aj)



P2




m⋃

k=j

Bk



− P2




m⋃

k=j+1

Bk







+ P1(Am)P2(Bm),

we have by the assumption and Lemma 6.2,(
2∏

i=1

Pi

)
(W ) =

m−1∑

j=1

[Q1(Aj)]
α {[

Q2

(
∪m

k=jBk

)]α −
[
Q2

(
∪m

k=j+1Bk

)]α}

+ [Q1(Am)]
α

[Q2(Bm)]
α

>

[(
2∏

i=1

Qi

)
(W )

]α

(by Lemma 6.2),

and then, “only if” part is proved for the case of n = 2.

Now assuming “only if” part to hold for n = n, we prove the proposition

for n = n+ 1.

Let IW be an indicator function of an increasing subset W ⊂ ∏n+1
i=1 Ωi.

If W =
∏n+1

i=1 (PΩiW ) does not hold, then for some xj ∈ Ωj an increasing

subset of
∏n+1

i=1,i6=j Ωi defines by the section (IW )xj is not a product set

of increasing subsets of Ωi (1 ≤ i ≤ n + 1, i 6= j). Thus, the inductive

hypothesis gives us
∫
∏n+1

i=1,i6=j Ωi

(IW )xjd




n+1∏

i=1,i6=j

Pi


 >



∫
∏n+1

i=1,i6=j Ωi

(IW )xjd




n+1∏

i=1,i6=j

Qi






α

.
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From the assumption of Pj , we have Pj({xj}) > 0. Hence, using Lemma

5.1 and Fubini’s theorem,
(∏n+1

i=1 Pi

)
(W ) >

[(∏n+1
i=1 Qi

)
(W )

]α
holds.

Lemma 6.3. For 0 < a1 < · · · < an, b1 > · · · > bn > 0, 0 < α1 < · · · <
αn, β1 > · · · > βn, n ≥ 2, we have the following inequality:





n−1∑

j=1

aj(bj − bj+1) + anbn









n−1∑

j=1

αj(βj − βj+1) + αnβn





>

n−1∑

j=1

ajαj(bjβj − bj+1βj+1) + anαnbnβn.

Proof. Mathematical induction on n proves the lemma.

Proposition 6.2. Let Pi, Qi and Ui be probability measures on

(Ωi,Ai) (1 ≤ i ≤ n). Suppose that Ui(Wi) = Pi(Wi)Qi(Wi) holds for

every increasing set Wi ∈ Ai, and Pi(Wi) > Pi(W
′
i ) > 0 and Qi(Wi) >

Qi(W
′
i ) > 0 hold for every increasing sets Wi and W ′

i of Ai such that

W ′
i ⊂Wi and W ′

i 6= Wi hold. Then, for every increasing set W ∈ AC ,

(
n∏

i=1

Ui(W )

)
(W ) =

[(
n∏

i=1

Pi(W )

)
(W )

] [(
n∏

i=1

Qi(W )

)
(W )

]

holds iff W =
∏n

i=1(PΩiW ) holds.

Proof. “if ” part is obvious. We prove “only if ” part by the mathematical

induction on n.

(The case of n = 2) If W = (PΩ1W ) × (PΩ2W ) does not hold, then

using the same symbols of Lemma 6.1, W = ∪m
i=1(Aj ×Bj) (m ≥ 2), where

Aj × Bj (1 ≤ j ≤ m) are mutually exclusive. Then, setting P =
∏2

i=1 Pi,

Q =
∏2

i=1Qi and U =
∏2

i=1 Ui and by Lemma 6.3,

U(W ) =
m∑

j=1

U1(Aj)U2(Bj)

=

m−1∑

j=1

U1(Aj)
{
U2

(
∪m

k=jBk

)
− U2

(
∪m

k=j+1Bk

)}
+ U1(Am)U2(Bm)
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=

m−1∑

j=1

Pi(Aj)Q1(Aj)
{
P2

(
∪m

k=jBk

)
Q2

(
∪m

k=jBk

)

−P2

(
∪m

k=j+1Bk

)
Q2

(
∪m

k=j+1Bk

)}
+ P1(Am)Q1(Am)P2(Bm)Q2(Bm)

<




m−1∑

j=1

P1(Aj)
{
P2

(
∪m

k=jBk

)
− P2

(
∪m

k=j+1Bk

)}
+ P1(Am)P2(Bm)




×




m−1∑

j=1

Q1(Aj)
{
Q2

(
∪m

k=jBk

)
−Q2

(
∪m

k=j+1Bk

)}
+Q1(Am)Q2(Bm)




= P (W )Q(W ).

Now assuming “only if ” part to hold for n = n, we prove the proposition

for n = n + 1. Let IW be the indicator function of an increasing subset

W ⊂∏n+1
i=1 Ωi. If W =

∏n+1
i=1 PΩi(W ) does not hold, then for some xj ∈ Ωj ,

an increasing subset of
∏n+1

i=1,i6=j Ωi defined by the section (IW )xj is not a

product set of increasing subsets of Ωi (1 ≤ i ≤ n+1, i 6= j). Thus, by the

inductive hypothesis,

∫
∏n+1

i=1,i6=j Ωi

(IW )xjd
n+1∏

i=1,i6=j

Ui

<




∫
∏n+1

i=1,i6=j Ωi

(IW )xjd

n+1∏

i=1,i6=j

Pi



×




∫
∏n+1

i=1,i6=j Ωi

(IW )xjd

n+1∏

i=1,i6=j

Qi



 .

From the assumption on Pj and Qj , we have Pj({xj}) > 0 and Qj({xj}) >
0. Hence, using Lemma 7.1 and Fubini’s theorem,

(
n+1∏

i=1

Ui

)
(W ) <

[(
n+1∏

i=1

Pi

)
(W )

]
×
[(

n+1∏

i=1

Qi

)
(W )

]
.

Now we define a hazard transform of a multistate system as a mapping

from
∏n

i=1 R
Ni

≤ to R
N

≤ , where

R
m

≤ = { (x1, · · · , xm) | 0 ≤ x1 ≤ · · · ≤ xm ≤ +∞ }.

Our definition is a straight extension of hazard transforms of binary state

case [9] to multistate case.
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Definition 6.1. A hazard transform of a system (Ωn
i=1Ωi, S,V) is a map-

ping η from
∏n

i=1 R
Ni

≤ to R
N

≤ defined by the following procedure, where

Ωi = {0, 1, · · · , Ni} (1 ≤ i ≤ n),

S = {0, 1, · · · , N},
V = {Vs, s ∈ S},
W i

j = {j, j + 1, · · · , Ni} (1 ≤ j ≤ Ni, 1 ≤ i ≤ n),

Wj = ∪N
k=jVk (1 ≤ j ≤ N).

(the first step) For every i (1 ≤ i ≤ n) and any given xi = (xi
1, · · · , xi

Ni
) ∈

R
Ni

≤ , determine the probability measure Pi on (Ωi,Ai) such that

Pi(W
i
j ) = e−xi

j (1 ≤ j ≤ Ni),

which is uniquely determined.

(the second step) Determine a probability measure on (ΩC ,AC) as P =∏n
i=1 Pi, and then

(− logP (W1),− logP (W2), · · · ,− logP (WN )) ∈ R
N

≤

is determined.

From now on we use the following operation rules for vectors:

x + y = (x1, · · · , xm) + (y1, · · · , ym) = (x1 + y1, · · · , xm + ym),

αx = α(x1, · · · , xm) = (αx1, · · · , αxm) (α : a real number),

x = (x1, · · · , xm) ≥ y = (y1, · · · , ym) ⇐⇒ xi ≥ yi (1 ≤ i ≤ m),

x = (x1, · · · , xm) = y = (y1, · · · , ym) ⇐⇒ xi = yi (1 ≤ i ≤ m),

Proposition 6.3.

(i) Let η be the hazard transform of an increasing system (
∏n

i=1 Ωi, S,V),

then for xi, yi ∈ R
Ni

≤ (1 ≤ i ≤ m),

η(x1 + y1, · · · ,xm + ym) ≥ η(x1, · · · ,xm) + η(y1, · · · ,ym). (6.1)

(ii) Suppose that a system (
∏n

i=1 Ωi, S,V) is a coherent system. Then, the

equality in (6.1) holds iff the system is a series system.

Proof. Equation (6.1) is obvious from Proposition 5.1(ii) and the defini-

tion of hazard transforms.

“if ” part of (ii) is immediate. If the system (
∏n

i=1 Ωi, S,V) is a series

coherent system, then each Wj (1 ≤ j ≤ N) has the minimal element.
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Thus, Lemma 6.1(ii) provides Wj =
∏n

i=1(PΩiWj) (1 ≤ j ≤ N), and thus,

the equality in (6.1) follows by the definition of hazard transforms.

“only if ” part of (ii) is also immediate. If the equality in (6.1) holds, we

have Wj =
∏n

i=1 PΩiWi (1 ≤ j ≤ N) by Proposition 6.2 and the definition

of hazard transforms. Thus, Wj (1 ≤ j ≤ N) has the minimal element

by Lemma 6.1, and so does each Vj (1 ≤ j ≤ N). Hence, the system

(
∏n

i=1 Ωi, S,V) is a series system.

Proposition 6.4.

(i) Let η be the hazard transform of an increasing system (
∏n

i=1 Ωi, S,V).

Then, for xi ∈ R
Ni

≤ (1 ≤ i ≤ n) and 0 < α < 1,

η(αx1, · · · , αxm) ≤ αη(x1, · · · ,xm). (6.2)

(ii) Suppose that a system (
∏n

i=1 Ωi, S,V) is a coherent system. Thus, the

equality in (6.2) holds iff the system is a series system.

Proof. (i) is obvious from Proposition 5.1(i) and the definition of hazard

transforms. (ii) is immediate from Lemma 6.1 and Proposition 6.1.

In the sequel of this section, we examine some stochastic aspects of a

system by using the hazard transform of the system. We use the symbols

same as those in Section 5. Letting

Hi(t) =
(
− logµi,t(W

i
1), · · · ,− logµi,t(W

i
Ni

)
)
,

we have the following proposition immediately, and thus, the proof is omit-

ted:

Proposition 6.5. Suppose that {Xi(t), t ≥ 0} is decreasing and right

continuous with probability 1. Then,

(i) {Xi(t), t ≥ 0} is IFR iff αH i(t1) + βH i(t2) ≥ Hi(αt1 + βt2) holds

for t1 ≥ 0, t2 ≥ 0, α ≥ 0, β ≥ 0, α+ β = 1.

(ii) {Xi(t), t ≥ 0} is IFRA iff αH i(t) ≥ Hi(αt) holds for t ≥ 0, 0 < α < 1.

(iii) {Xi(t), t ≥ 0} is NBU iff Hi(t1 + t2) ≥ H i(t1) + Hi(t2) holds for

t1 ≥ 0, t2 ≥ 0.

Let η be the hazard transform of a system (
∏n

i=1 Ωi, S,V). If {Xi(t), t ∈
T} (1 ≤ i ≤ n) are mutually independent, µt =

∏n
i=1 µi,t holds. Then,

H(t) = η(H1(t), · · · ,Hn(t)), (6.3)
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where H(t) = (− logµt(W1), · · · ,− logµt(WN )). Using Propositions 6.3,

6.4 and 6.5, and (6.3), IFRA and NUB closure theorems are immediately

obtained.

Next, we prove that the preservation of IFR property determines the

structure of multistate coherent system as a series system. For the proof of

this proposition, we need the following lemma which is easily proved:

Lemma 6.4. For a > β > 0, α > a > 0 and α− b 6= a− β,

f(t) = log[exp{−(a+ b)t} + exp{−(α+ β)t} − exp{−(α+ a)t}]

is neither convex nor concave in t.

Proposition 6.6. Let {Xi(t), t ∈ T} be mutually independent, decreasing

and right continuous with probability one, and let a system (
∏n

i=1 Ωi, S,V)

( or equivalently a system (
∏n

i=1 Ωi, S, ϕ) ) be a coherent system. Then,

{ϕ(X(t)), t ∈ T} is IFR whenever {Xi(t), t ∈ T} (1 ≤ i ≤ n) are IFR iff

the system is a series system.

Proof. (”if” part) Since Wj =
∏n

i=1 PΩiWj (1 ≤ j ≤ N) hold, µt(Wj) =∏n
i=1 µi,t(PΩiWj) (1 ≤ j ≤ N) follows, and then,

H(t) =

(
n∑

i=1

− logµi,t(PΩiW1), · · · ,
n∑

i=1

− logµi,t(PΩiWN )

)
.

Using αH i(t1) + βH i(t2) ≥ Hi(αt1 + βt2) (α ≥ 0, β ≥ 0, α + β = 1, 1 ≤
i ≤ n), we have αH(t1) + βH(t2) ≥ H(αt1 + βt2).

(”only if” part) Let us consider probability measures

µi,t(W
i
j ) = exp{−tαi

j}
(
1 ≤ j ≤ Ni, α

i
j ≤ αi

j+1, 1 ≤ i ≤ n
)
.

If the system is not series, then there exist Wj

(
= ∪N

k=jVk, Vk ∈ V
)

and

(xi1 , · · · , xin−2) ∈
∏n

k=1,k 6=in−1 ,k 6=in
Ωk such that the increasing set defined

by the section (IWj )(xi1 ,··· ,xin−2
) of the indicator function IWj is not a

product set. Letting αik
j → 0 (j < xik

) and αik
j → ∞ (j ≥ xik

(k =

1, · · · , n− 2),

µt(Wj) →
∫

Ωin−1
×Ωin−2

(IWj )(xi1 ,··· ,xin−2
)d(µin−1,t × µin−2,t),

where the right hand side is log concave in t by the assumption. We

may set in−1 = 1 and in−2 = 2 without loss of generality. Noticing that
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the increasing set defined by (IWj )(xi1 ,··· ,xin−2
) is expressed as ∪m

j=1(Aj ×
Bj) (m ≥ 2) from Lemma 6.1. We here use the symbols same as those of

the Lemma.
∫

Ω1×Ω2

(IWj )(x3,··· ,xn)d(µ1,t × µ2,t)

=

m∑

i=1

[
µ1,t(Ai)

{
µ2,t

(
m⋃

k=i

Bk

)
− µ2,t

(
m⋃

k=i+1

Bk

)}]
+ µ1,t(Am)µ2,t(Bm)

is log concave in t. We may set

µ1,t(Ai) = exp{−αit}, µ2,t

(
m⋃

k=i

Bk

)
= exp{−βit},

α1 > · · · > αm, β1 < · · · < βm, β2 − β1 6= α1 − α2.

Letting β3 → ∞ in the above equation, we have the limit function

exp{−(α1 + β1)t} + exp{−(α2 + β2)t} − exp{−(α1 + β2)t}

which is to be log concave. On the other hand, this function is not log

concave by Lemma 6.4, which is a contradiction. Therefore, the system is

series.

7 Concluding Remarks

We have, in this chapter, examined a generalization of the concepts of

binary state coherent systems like k-out-of-n systems, modules, IFR, IFRA

and NBU processes, and so on. These are concerned with relations among

the operating performances of systems and their components.

Throughout this work, we may recognize that a basic theory of reliability

systems should be about algebraic and stochastic relations between two

ordered sets through an increasing mapping from the one to the other.

Some works have been done by [16, 20], but not sufficient. This chapter

has considered only totally ordered finite sets except for the probabilistic

examination, and the thorough generalization to arbitral ordered sets is

remained to be an open problem.

Yu, Koren and Guo [27] defined multistate monotone coherent systems

using partially ordered sets as state spaces of systems and components.

But they did not define basic concepts as series systems, parallel systems,

k-out-of-n systems and modules, and stochastic concepts as IFR, IFRA and

NBU, and so on.
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There are several definitions of multistate systems which are summa-

rized in [18,19]. One of the important classes of multistate systems is EBW

systems, which is an extension of Barlow and Wu [2] ’s multistate systems.

These multistate coherent systems are very close to binary state coherent

systems, since the definition is based on the minimal cut and path sets

of binary state coherent systems. Then, many properties of binary state

systems are taken over to multistate case. For example, when restricted to

this class, three modules theorem is perfectly held. Precise examinations

have been seen in [24, 25].
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1 Introduction

Reliability theory becomes major concerns of designers and managers en-

gaged in making high quality of products. Many researchers have investi-

gated complex phenomena of real systems and have studied many problems

to improve their reliabilities. We have to pay attention to the matter what

are essential laws of governing systems. From the point of views, we should

make a grasp of processes generously and try to formulate it simply, avoid-

ing small points. In other words, it would be necessary to construct math-

ematical models which outline the observational and theoretical features of

phenomena.

Reliability of a product is the probability that the product will perform

its intended function for a specified time period when operated in normal

environmental conditions [1]. We are mainly interested in the failure time.

The time is measured usually by the continuous time such as the age, the

calendar and operating times, or sometimes by the discrete time such as

the number of uses, stresses, shocks and transmissions. As typical functions

which represent the continuous distributions of failure times, the exponen-

tial, gamma, Weibull and normal distributions are well-known. Further,

the time to failure is often expressed as first-passage time in stochastic

35
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processes. It is noted that we use the word of item which means unit, de-

vice, part, component, structure, equipment, machine, system and etc.

In this chapter, we think about stochastic models where the item suffers

damage such as wear, fatigue, deterioration, crack corrosion and erosion by

arrived shocks [2]. A failure of the item depends on the total damage which

is accumulated by the shock. Such damage models generate a cumulative

process in stochastic processes [3], and sometimes called a shock damage

model. A basic assumption for the shock damage model throughout this

chapter is given as:

1) The item is subject to shocks which occur at a nonhomogeneous Poisson

process.

2) The item suffers a non-negative random damage with an identical dis-

tribution. Its damages are independent with each other and are also

independent of the process of shocks in 1).

3) Each random damage is accumulated to the current damage level of the

item.

4) The damage level remains unchanged between shocks.

In addition to the above assumptions, the following reliability quantities

become objects of our interest.

(i) The distribution of the total damage at time t.

(ii) The mean total damage at time t.

(iii) The distribution of the time to failure.

(iv) The mean time to failure.

Failures of the item during actual operations are costly in many situa-

tions or sometimes dangerous. We should inspect and maintain preventively

the item before failure by appropriate methods such as repair, replacement

and overhaul. Most famous three replacement policies for the shock damage

model are the following three policies:

1. Age replacement: The item is replaced immediately when its age reaches

at time T , or at failure, whichever occurs first. This policy is more

effective when its failure rate increases with age and is the most com-

monly used policy. Many researchers have already studied the policy

theoretically and practically.

2. Shock number replacement: The item is replaced before failure immedi-

ately when the Nth number of shocks has occurs. This is mainly em-

ployed when its age or operating time can not be known or be recorded.



Cumulative Damage Models 37

This policy is one kind of discrete replacement policy when the time

to failure is measured by the cycles to failure such as the number of

inspections, repairs, faults, uses, flights and communications.

3. Damage level(control limit) replacement: The item is replaced before fail-

ure when the amount of damage has exceeded a threshold level Z at

some shock. This policy is called a control limit policy. It would be

better to use the level of damage as a replacement indicator for the case

where the age or the operating time can not be known. However, it is

necessary to be able to measure total damage.

Cox [4] defined the cumulative process as follows: Shocks occur at a

renewal process and cause a random damage to the item. These damages

have an additional property. A-Hameed and Proschan [5] considered that

shocks occur at a nonhomogeneous Poisson process and used a gamma vari-

able which represents an amount of damage caused by each shock. Esary,

Marshall and Proschan [6] investigated various properties of the reliability

function of this model, when shocks occur at a Poisson process. Taylor [7]

and Zuckerman [8] also treated the model with a Poisson process. Feld-

man [9, 10] considered the case where the damage process forms a semi-

Markov process. The above papers assumed that the damage level between

shocks is constant. Posner and Zuckerman [11] considered the model where

the damage level decreases between shocks. When multiple items are sub-

ject to shocks and suffer damage by shocks, this model yields multivariable

distribution [12] and was studied by Marshall and Shaked [13].

Replacement policies for cumulative damage models have been proposed

by many researchers: Zuckerman [8] considered the scheduled time policy

for two net income problems when the damage process is the same as Tay-

lor’s model. The one is maximum problem of total long-run average net

income per unit time, and the other is the maximum problem of total

expected discount net income. A-Hameed and Shimi [14] considered the

replacement policy under the condition that the breakdown of the item

occurs only at the occurrence of a shock and it is replaced only at shock

time. Zuckerman [15] treated the replacement model with the cost function

of accumulated damage. Boland and Proschan [16] considered the periodic

replacement model and gave sufficient conditions for the existence of a finite

time period as an optimal policy. Puri and Singh [17] dealt with similar

shock models.

Another important replacement policy is the control limit policy where

the item is replaced at damage level. Taylor [7] denoted the cumulative
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damage by a terminating Markov process, and adopted two costs for the

replacement of the item. Feldman [9] generalized Taylor’s model by us-

ing a semi-Markov process and considered the replacement policy under

the same cost structure. Nakagawa [18] derived the necessary and suffi-

cient conditions for the optimal policy which minimizes the expected cost.

Posner and Zuckerman [11] and Nakagawa and Kijima [19] proposed some

modified models. Nakagawa [20] considered a discrete replacement pol-

icy where the item is replaced preventively before failure at the number of

shocks. Kijima and Nakagawa [21] applied a sequential imperfect preventive

maintenance(PM) policy to a cumulative damage model. Each preventive

maintenance reduces the total damage. As a result, the probability of the

item failure is decreased. If the item fails between PMs, it undergoes only

minimal repair. Nakagawa and Murthy [22] dealt with discrete replace-

ment policies for the system with two items: Item 1 causes damage to item

2 when item 1 fails. The damage is additive and item 2 fails when the total

damage exceeds a failure level. The system is replaced at failure of item 2

or Nth failure of item 1. They obtained the expected cost rate and derived

the optimal number N∗ which minimizes it.

Murthy and Iskandar [23] proposed a different type of shock damage

model: It relaxes occurring conditions of item failure. The item failure

need not coincide with shock occurrence. Based on the shock damage

model, Murthy and Iskandar [24] considered optimal age and shock num-

ber replacement policies. Chelbi and Ait-Kadi [25] derived the item time

stationary availability for a typical shock damage model. Satow et. al. [26]

applied the cumulative damage model to the garbage collection policy. We

can see many findings in some books and surveys [2, 27–30].

2 Standard Cumulative Damage Model

2.1 Shock Arrival

Shocks occur at random times and each shock causes a random amount

of damage to the item. A sequence of shock arrival is approximated by

stochastic processes. One of the most powerful and flexible processes is a

nonhomogeneous Poisson process(NHPP). It gives a definition of NHPP as

follows [3]: For an integer-valued stochastic process N(t) (t ≥ 0) and a

sequence of time points 0 ≤ t0 < t1 < · · · < tn,

1) N(t1)−N(t0), N(t2)−N(t1), · · · , N(tn)−N(tn−1) are independent ran-

dom variables. It has independent increment.
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2) For arbitrary t ≥ 0, h > 0 and j = 0, 1, · · · , the random variable

N(t+ h) −N(t) has the Poisson distribution

Pr{N(t+ h) −N(t) = j} =
[R(t+ h) −R(t)]j

j!
e−[R(t+h)−R(t)].

3) N(0) = 0.

The function R(t) is a mean-value function of N(t), and R(t) ≡
∫ t

0
λ(x)dx.

The function λ(t) is an intensity function of N(t).

Let random variablesXi (i = 1, 2, · · · ) denote a sequence of inter-arrival

times between successive events. Random variables Sj (j = 0, 1, 2, · · · )
denote successive event times, where Sj ≡ ∑j

i=0 Xi(j = 0, 1, 2, · · · ) and

S0 = 0. Then, the probability that at least j events occur in time duration

(0, t] is

Pr{Sj ≤ t} =

∞∑

i=j

R(t)i

i!
e−R(t) (j = 0, 1, 2, · · · ). (1)

Further, exactly j events occur in time duration (0, t] is

Pr{N(t) = j} = Pr{Sj ≤ t} − Pr{Sj+1 ≤ t}

=
R(t)j

j!
e−R(t) (j = 0, 1, 2, · · · ). (2)

It should note that inter-arrival times between successive events are not

always independent in case of NHPP.

2.2 Cumulative Damage

Damage due to shocks accumulates additively. The item fails when the

total amount of damage has exceeded a certain level K. The level K is

called a failure level and is assumed to constant. Such a stochastic model

generates a cumulative process studied [2, 4, 6].

Some useful reliability measures for the cumulative damage model are

summarized: The item is subject to shocks and suffers damage due to

shocks. Let random variables Wi (i = 1, 2, · · · ) denote the damage due

to ith shock. It is assumed that random variables Wi has an identical

probability distribution function G(x) ≡ Pr{Wi ≤ x} with finite mean

1/µ, independent of the number of shocks and nonnegative. The total

damage up to the jth shock is Zj ≡∑j
i=1 Wi, where Z0 ≡ 0. Therefore, a

distribution function of the total damage up to jth shock is

Pr{Zj ≤ x} = G(j)(x), (3)
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where G(j)(x) is the j-fold convolution of G(x) with itself, and

G(0)(x) ≡
{

0 (x < 0),

1 (x ≥ 0).
(4)

Let N(t) denote a counting process which denotes the total number of

shocks received until (0, t]. The function N(t) is a nonnegative function.

Then, a distribution function of the total damage at time t is

Z(t) ≡
{∑N(t)

i=1 Wi (N(t) = 1, 2, · · · ),
0 (otherwise).

(5)

2.3 Cumulative Damage Model

From a renewal theory [4], a probability distribution function that j shocks

occur until time t is

Pr{N(t) = j} = Fj(t) − Fj+1(t), (6)

since

Pr{Sj ≤ t} = Fj(t), (7)

where F0(t) ≡ 1 (t ≥ 0). A probability distribution function that the total

damage is less than or equal to x at time t is

Pr{Z(t) ≤ x} =

∞∑

j=0

Pr{N(t) = j, Zj ≤ x}

=

∞∑

j=0

[Fj(t) − Fj+1(t)]G
(j)(x). (8)

A survival distribution function is

Pr{Z(t) > x} =

∞∑

j=0

[G(j)(x) −G(j+1)(x)]Fj+1(t). (9)

The total expected damage at time t is

E{Z(t)} =

∞∑

j=1

Fj(t)

∫ ∞

0

G(x) dx, (10)

where G(x) ≡ 1 − G(x). Since the distribution function G(x) has a mean

1/µ, then (10) is

E{Z(t)} =
1

µ

∞∑

j=1

Fj(t). (11)
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Let a random variable Y be the time to item failure. The first-passage

time distribution to item failure is

Pr{Y ≤ t} = Pr{Z(t) > K} =

∞∑

j=0

[G(j)(K) −G(j+1)(K)]Fj+1(t). (12)

From (12), the mean time to item failure is

E{Y } =

∞∑

j=0

G(j)(K)

∫ ∞

0

[Fj(t) − Fj+1(t)] dt. (13)

The failure rate of the item is

r(t)∆t ≡ Pr{t < Y ≤ t+ ∆t}
Pr{Y > t}

=

∑∞
j=0[G

(j)(K) −G(j+1)(K)]fj+1(t)∆t∑∞
j=0 G

(j)(K)[Fj(t) − Fj+1(t)]
, (14)

where f(t) is a density function of F (t), i.e., dF (t)/dt = f(t). The function

fj(t) is the j-th fold convolution of f(t) with itself.

3 Failure Interaction Models

As an application of the shock damage model, it introduces a failure interac-

tion model. We consider a system composed of two items denoted as items

1 & 2. Item 1 is repairable and it undergoes minimal repair at failure. The

time to repair is small so that it can be ignored. Therefore, item 1 failures

occur according to a nonhomogeneous Poisson process with an intensity

function λ(t) and a mean-value function R(t), i.e., R(t) ≡
∫ t

0 λ(x)dx. Let

N(t) be the total number of item 1 failures by time t. The probability that

exactly j failures occur until time t is given by Hj(t) = {[R(t)]j}/j!}e−R(t)

(j = 0, 1, 2, · · · ). As a result, the probability that j or more item 1 failures

occur in (0, t] is given by F (j)(t) =
∑∞

i=j Hi(t) (j = 0, 1, 2, · · · ). It causes

a random amount of damage Wj (j = 1, 2, · · · ) with distribution G(x) to

item 2 when jth item 1 failure occurs. A function G(j)(x) is the j-fold

Stieltjes convolution of G(x) with itself. Item 2 fails whenever the total

damage exceeds a failure level K. A system failure occurs whenever item 2

fails because both items fail simultaneously. We assume that item 2 is not

repairable, and as a result, the failed system needs to be replaced by a new

one. It calls corrective replacement.

The system failure, in general, results in a high cost. One way of re-

ducing this cost is to replace the system preventively. From a cost point of
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view, preventive replacement would be cheaper than failure replacement.

However, the preventive replacement implies discarding some useful life of

the system. Hence, the preventive replacement needs to be executed in a

manner which achieves a suitable trade off between this loss versus the risk

of failure.

The system is replaced through the failure replacement when item 2

fails, i.e., the damage of item 2 exceed K, or earlier through the preventive

replacement when one of the following conditions occurs:

1) The system reaches an age T .

2) Nth failure of item 1 occurs.

3) The total damage to item 2 exceeds a level k (< K).

The notations T , N , k are called preventive parameters. It proposes three

kinds of preventive replacement models by which two preventive parameters

among T , N , k are combined. There are (T, k), (T,N) and (N, k) mod-

els. Three kinds of expected maintenance cost rates are derived as criteria

functions.

The followings are assumed for the simplification:

1) The failures of item 1 and 2 are detected immediately.

2) The damage to item 2 is measured after each failure of item 1.

3) The times to repair item 1 and replace the system are small, so that,

they can be approximated as being zero. In other words, the repair or

replacements are instantaneous.

4) The cost of each minimal repair for item 1 is cm. The cost of each failure

(preventive) replacement for the system is c1 (cp) with c1 > cp > cm.

3.1 Age and Damage Limit Model

The system is replaced at time T , damage limit k or system failure,

whichever occurs first. The probability α1(T, k) that the system is replaced

at failure of item 2 due to total damage exceeding K is

α1(T, k) =
∞∑

j=0

Fj+1(T )

∫ k

0

G(K − x) dG(j)(x), (15)

the probability β1(T, k) that it is replaced preventively at age T is

β1(T, k) =

∞∑

j=0

Hj(T )G(j)(k), (16)
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and the probability δ1(T, k) that it is replaced preventively when the total

damage of item 2 exceeds k and is less than or equal to K is

δ1(T, k) =

∞∑

j=0

Fj+1(T )

∫ k

0

[G(K − x) −G(k − x)] dG(j)(x), (17)

where it is proved that α1(T, k) + β1(T, k) + δ1(T, k) = 1.

The expected number of minimal repairs over a cycle ε1(T, k) is

ε1(T, k) =
∞∑

j=1

Fj(T )G(j)(k). (18)

The expected one cycle length is

ζ1(T, k) =

∞∑

j=0

G(j)(k)

∫ T

0

Hj(t) dt. (19)

As a result, from (15)–(19), the expected cost rate [30] is

C1(T, k) =
c1α1(T, k) + cp[β1(T, k) + δ1(T, k)] + cmε1(T, k)

ζ1(T, k)
. (20)

An optimal T ∗ and k∗ are values which minimize C1(T, k) in (20). Nec-

essary conditions of optimal T ∗ and k∗ can be obtained from the first order

conditions, i.e., setting the derivatives of C1(T, k) with respect to T and k

to zero. Differentiating C1(T, k) with respect to T and setting it equal to

zero,

∞∑

j=0

Fj+1(T )Bj(k) −
∑∞

j=0 Hj(T )Bj(k)∑∞
j=0 Hj(T )G(j)(k)

∞∑

j=0

Fj+1(T )G(j)(k) = cp, (21)

where

Bj(k) ≡
∫ k

0

[(c1 − cp)G(K − x) − cmG(k − x)] dG(j)(x). (22)

Denote the left-hand side of (21) by J(T, k).

Differentiating C1(T, k) with respect to k and setting it equal to zero,

cm





∑∞
j=1 Fj(T )g(j)(k)

∑∞
j=1 Fj+1(T )g(j)(k)

∞∑

j=0

Fj+1(T )G(j)(k) −
∞∑

j=1

Fj(T )G(j)(k)





+ (c1 − cp)

∞∑

j=0

Fj+1(T )

∫ k

0

[G(K − x) −G(K − k)] dG(j)(x) = cp. (23)

Denote the left-hand side of (23) by Q(k, T ).
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On comparing J(T, k) with Q(k, T ), we see that Q(k, T ) is always

greater than J(T, k) for T (0 < T <∞) and k, (0 < k ≤ K), because

J(T, k) −Q(k, T ) = (cf − cp)
∞∑

j=0

Fj+1(T )G(j)(k)

×
{∑∞

j=0Hj(T )
∫ k

0 [G(K − k) −G(K − x)] dG(j)(x)
∑∞

j=0Hj(T )G(j)(k)

}

+cm

∞∑

j=0

Fj+1(T )G(j)(k)

×
[∑∞

j=0Hj(T )G(j+1)(k)
∑∞

j=0Hj(T )G(j)(k)
−

∑∞
j=1 Fj(T )g(j)(k)

∑∞
j=1 Fj+1(T )g(j)(k)

]
< 0. (24)

This implies that there does not exist (T ∗, k∗) which satisfies (21) and (23)

simultaneously. As a result, the optimal solution is given by either k∗ = K

and T ∗ <∞ or T ∗ → ∞ and k∗ < K.

3.2 Numerical Examples

It shows the expected cost rate C1(T, k) at preventive replacement age T

and damage limit k: The item 1 failure occurs according to a homogeneous

Poisson process with rate λ = 1. Damage caused by each failure is assumed

to be an exponential distribution with mean 1. The failure level of item

2 damage K is 10. Maintenance costs c1, cp and cm are 2, 1 and 0.1,

respectively. Figure 1 shows the expected cost rate C1(T, k).

The optimal k∗, which below the failure level K, exists to the fixed age

T . Sensitivity of k∗ to T is small. The optimal T ∗ to the fixed damage is

decreasing in k. However, sensitivity of T ∗ to k is large. For instance, the

optimal k∗ to T = 12 is 7.92, and C1(12, k∗) = 0.235. The optimal T ∗ to

k = 9.6 is 14.65, and C1(T
∗, 9.6) = 0.256. It can be shown that the function

C1(T, k
∗) is a decreasing function in T . On the other hand, C1(T

∗, k) is an

increasing function in k. From the above result, T should be long as much

as possible to minimize C1(T, k) at this situation.

Figure 2 shows C1(T, k) to cost change when T is fixed. At both cases

of T = 10, 13, the minimized expected cost rate C1(T, k
∗) is sensitive to

the minimal repair cost cm. In comparison to the cm change, a change

of C1(T, k
∗) to the replacement cost c1 is small. On the other hand, the

optimal k∗ is sensitive to c1 change.
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Fig. 3 Optimal age T ∗ to cost change when k = 9.5(l.h.s), k = 9.8(r.h.s)

Figure 3 shows C1(T, k) to cost change when k is fixed. At both cases

of T = 9.5, 9.8, the optimal T ∗ are greatly decreasing in cost c1. However,

the optimal T ∗ are increasing in cost cm.

3.3 Shock Number and Damage Limit (N, k) Model

The system is replaced at shock number N , damage limit k or the system

failure, whichever occurs first. The probability α2(N, k) that the system is
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replaced at failure of item 2 due to total damage exceeding K is

α2(N, k) =

N−1∑

j=0

∫ k

0

G(K − x) dG(j)(x), (25)

the probability β2(N, k) that it is replaced preventively at shock number

N is

β2(N, k) = G(N)(k), (26)

and the probability δ2(N, k) that it is replaced preventively when the total

damage of item 2 exceeds k and is less than or equal to K is

δ2(N, k) =

N−1∑

j=0

∫ k

0

[G(K − x) −G(k − x)] dG(j)(x), (27)

where it is proved that α2(N, k) + β2(N, k) + δ2(N, k) = 1.

The expected number of minimal repairs over a cycle ε2(N, k) is

ε2(N, k) =

N−1∑

j=1

G(j)(k). (28)

The expected one cycle length is

ζ2(N, k) =

N−1∑

j=0

G(j)(k)

∫ ∞

0

Hj(t) dt. (29)

Then, from (25)–(29), the expected cost rate is

C2(N, k) =
c1α2(N, k) + cp[β2(N, k) + δ2(N, k)] + cmε2(N, k)

ζ2(N, k)
. (30)

We first seek an optimal k∗(N) which minimizes C2(N, k) for a fixed N .

Differentiating C2(N, k) with respect to k and setting it equal to zero,

N−1∑

j=0

∫ k

0

[G(K − x) −G(K − k)] dG(j)(x) =
cp − cm
c1 − cp

. (31)

Denote the left-hand side of (31) by L(k,N). It is easily shown that

L(0, N) = 0 <
cp − cm
c1 − cp

, L(K,N) =

N∑

j=1

G(j)(K). (32)

dL(k,N)

dk
= g(K − k)

N∑

j=0

G(j)(K) > 0. (33)
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Therefore, if L(K,N) > (cp − cm)/(c1 − cp) then there exists a unique

k∗(N) (< K) which satisfies (31), and in this case, the optimal expected

cost rate is

C2(N, k
∗(N)) = λ

[
(c1 − cr)G(K − k∗(N)) + cm

]
. (34)

Define the set N1 as follows:

N1 ≡
{
N | L(K,N) >

cp − cm
c1 − cp

, N > 0

}
. (35)

The optimal control limit k∗(N) is a strictly decreasing function in N ∈ N1,

and C2(N, k
∗(N)) is a strictly increasing function in k∗(N). As a result,

if N1 is not a null set (N1 6= ∅), then C2(N, k
∗(N)) will be a minimum

as N → ∞. In other words, the optimal (N∗, k∗) is (∞, k∗(∞)). If N1

is a null set (N1 = ∅), i.e., L(K,∞) ≤ (cp − cm)/(c1 − cp), C2(N, k) is a

decreasing in k for any N . As a result, the optimal k∗ for any N is K.

3.4 Numerical Examples

It shows the expected cost rate C2(N, k) at preventive item 1 fail-

ure(minimal repair) numbers N and damage limit k: Item 1 failure occurs

according to a homogeneous Poisson process with rate λ = 1. Damage

caused by each item 1 failure is assumed to be an exponential distribution

with mean 1. The failure level of item 2 damage K is 10. Maintenance

costs c1, cp and cm are 2, 1 and 0.1, respectively.

Figure 4 shows the expected cost rate C2(N, k). The optimal k∗(N),

which below the failure level K, exists to the fixed number N . Sensitivity
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Fig. 4 Optimal shock number N∗ and damage limit k∗
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of k∗ to the number N is very small. The optimal N∗(k) to the fixed

damage is decreasing in k. However, sensitivity of N ∗ to the damage k

is large. For instance, the optimal k∗(N) to the number N = 10 is 7.88,

and C2(10, k∗) = 0.220. The optimal N∗(k) to the damage k = 9 is 12,

and C2(N
∗, 9) = 0.225. It can be shown that C2(N, k

∗) is a decreasing

function in N . On the other hand, C2(N
∗, k) is an increasing function in k.

From the above result, the number N should be long as much as possible

to minimize C2(N, k) in this situation.
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Fig. 5 Optimal damage limit k∗ to cost change when N = 8(l.h.s) and N = 13(r.h.s)

Figure 5 shows C2(N, k) to cost change when N is fixed. At both cases

of N = 8, 13, the C2(N, k
∗) is sensitive to the minimal repair cost cm.

In comparison to the cm change, a change to the replacement cost c1 is

small. On the other hand, the optimal k∗ is sensitive to c1 change. This

phenomenon is the same to the (T, k) model when T is replaced with N .
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Fig. 6 Optimal shock number N∗ to cost change when k = 9(l.h.s) and k = 9.3(r.h.s)

Figure 6 shows C2(N, k) to cost change when k is fixed. At both cases

of k = 9, 9.3, the optimal number N∗ are decreasing in cost c1. However,

the optimal k∗ do not change in cost cm.
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3.5 Age and Shock Number Model

The system is replaced at age T , shock number N or system failure,

whichever occurs first. The probability α3(T,N) that the system is re-

placed at failure of item 2 due to total damage exceeding K is

α3(T,N) =

N−1∑

j=0

Fj+1(T )

∫ K

0

G(K − x) dG(j)(x), (36)

the probability β3(T,N) that it is replaced preventively at age T is

β3(T,N) =
N−1∑

j=0

Hj(T )G(j)(K), (37)

and the probability δ3(T,N) that it is replaced preventively at shock num-

ber N is

δ3(T,N) = FN (T )G(N)(K), (38)

where it is proved that α3(T,N) + β3(T,N) + δ3(T,N) = 1.

The expected number of minimal repairs over a cycle ε3(T,N) is

ε3(T,N) =

N−1∑

j=1

Fj(T )G(j)(K). (39)

Then, the expected one cycle length is given by

ζ3(T,N) =

N−1∑

j=0

G(j)(K)

∫ T

0

Hj(t) dt. (40)

Then, from (36)–(40), the expected cost rate is

C3(T,N) =
c1α3(T,N) + cp[β3(T,N) + δ3(T,N)] + cmε3(T,N)

ζ3(T,N)
. (41)

This equation is the same as the extended model of [22]. It is difficult to

derive the optimal (T ∗, N∗) which minimizes C3(T,N) analytically. We

need to use a numerical method to find the optimal parameters.

For the purpose of deriving the optimal (T ∗, N∗) numerically, it use the

following inequalities which is followed from the necessary condition for the

optimal N∗(T ) which minimizes C3(T,N) for a fixed T .

Note that N∗(T ) to be optimal requires C3(T,N + 1) > C3(T,N) and

C3(T,N) ≤ C3(T,N − 1),

W (N,T ) > cp and cp ≥W (N − 1, T ). (42)
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where

W (N,T ) ≡

(c1 − cp)




N∑

j=1

Fj(T )G(j)(K) −
N−1∑

j=0

Fj+1(T )G(j)(K)
G(N+1)(K)

G(N)(K)





+ cm




N−1∑

j=0

Fj+1(T )G(j)(K)
FN (T )

FN+1(T )
−

N−1∑

j=1

Fj(T )G(j)(K)



 . (43)

IfG(j+1)(K)/G(j)(K) is strictly decreasing in j, thenW (N,T ) is strictly

increasing in N since

W (N + 1, T )−W (N,T ) =

{
(c1 − cp)

[
G(N+1)(K)

G(N)(K)
− G(N+2)(K)

G(N+1)(K)

]

+cm

[
FN+1(T )

FN (T )
− FN+2(T )

FN+1(T )

]} N∑

j=0

Fj+1(T )G(j)(K) > 0. (44)

Furthermore, limN→∞W (N,T ) = ∞. As a result, a finite N∗(T ) which

satisfies (42) exists and is unique or two at most. The optimal (T ∗, N∗),
which minimize C3(T,N), are identical to (T ∗, N∗(T ∗)) which minimizes

C3(T,N
∗(T )). Accordingly, T ∗ andN∗ are derived numerically with finding

the minimum C3(T,N
∗(T )).

3.6 Numerical examples

It shows the expected cost rate C3(T,N) at preventive item 1 failure i.e.,

minimal repair, numbers N and age T : Item 1 failure occurs according to

a homogeneous Poisson process with rate λ = 1. Damage caused by each

item 1 failure is assumed to be an exponential distribution with mean 1.

The failure level of item 2 damage K is 10. Maintenance costs c1, cp and

cm are 2, 1 and 0.1, respectively.

Figure 7 shows the expected cost rate C3(T,N). The optimal N∗(T )

exists to the fixed age T . Sensitivity of N ∗ to the age T is very small.

The optimal T ∗(N) to the fixed number is decreasing in N . In comparison

to the sensitivity of N∗, sensitivity of T ∗ to the number N is large. For

instance, T ∗(N) to age N = 12 is 14.41, and C3(T
∗, 12) = 0.256. The

optimal N∗(T ) to damage T = 10 is 8, and C3(10, N∗) = 0.251. It shows

that C3(T,N
∗) is a decreasing function in T . On the other hand, C3(T

∗, N)

is an increasing function in N . From the above result, the number T should

be long as much as possible to minimize C3(T,N) in this situation.
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Fig. 7 Optimal replacement age T ∗ and shock number N∗
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Fig. 8 Optimal replacement age T ∗ to cost change when N = 12(l.h.s) and N =
20(r.h.s)

Figure 8 shows C3(T,N) to cost change when N is fixed. A sensitivity

of C3(T,N1) to the age T is larger than a sensitivity of C3(T,N2) for N1 <

N2 to the age T . The optimal T ∗ is greatly influenced by c1 change under

small N . However, C3(T
∗(N1), N1) is lower than the C3(T

∗(N2), N2).

Therefore, we should decide the number N carefully, and set it as low as

possible.

Figure 9 shows C3(T,N) to cost change when T is fixed. As described

before, C3(T,N
∗(T )) has tendency to take low values when T is large.

3.7 Conclusions

It has applied three preventive parameters T,N and k to the shock dam-

age interaction model. Three combination models, which are formulated

with two preventive parameters, have been proposed. The expected costs

rates are derived as the criterion for the decision making of the system
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Fig. 9 Optimal shock number N∗ to cost change when T = 8(l.h.s) and T = 13(r.h.s)

maintenance. In each model, the optimal replacement policies to minimize

the expected cost rates are discussed.

At the age and damage limit (T, k) model, the optimal finite solution

(T ∗, k∗) does not exist. The optimal solution is given by either k∗ = K

and T ∗ < ∞ or T ∗ → ∞ and k∗ < K. We can confirm the phenomenon

by Figure 1. At the number and damage limit (N, k) model, the optimal

solution of finite N and k(< K) does not exist. The optimal solution is

given by either k∗ = K and any N (N1 = ∅) or N∗ → ∞ (N1 6= ∅) and

k∗ < K. We can confirm the phenomenon by Figure 4. At the age and

number (T,N) model, there is a possibility of the existence of the finite

optimal solution (T ∗, N∗).
From the results of numerical examples, it is confirmed that the damage

limit k greatly contributes to the expected cost minimization. If we can

control the damage limit k, then the k policy should be positively adopted

as the control variable.

4 Oppotunistic Replacement Model

An opportunistic maintenance model is one of useful methods for a system

administrator. In general, many maintenance models have assumed that

the item is replaced at scheduled time or failure. However, the administra-

tor is sometimes forced to execute maintenance at other timing. In order

to achieve such requirements, the opportunistic maintenance model was

proposed [31–33]. In this section, it proposes opportunistic replacement

models for the shock damage model.

An amount Wj of damage due to the jth shock has an identical distri-

bution G(x) ≡ Pr{Wj ≤ x}. The other assumptions are the same as in

Sections 2 and 3.
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It assumes that the maintenance opportunity arises at only shock time.

If the opportunity arises then the item is replaced. The opportunity arises

with probability p(t) when the shock occurs at time t. With probability

q(t) ≡ 1 − p(t), the item suffers damage due to the shock. We calls this

situation an age dependent opportunity for the shock damage model.

A probability that the maintenance opportunity does not occur in time

(0, t] is

F p(t) = e−
∫

t
0

p(x)λ(x)dx. (45)

A probability that j shocks occur with no maintenance opportunity in time

(0, t] is

[
∫ t

0 q(x)λ(x)dx]
j

j!
e−

∫
t
0

q(x)λ(x)dx. (46)

4.1 Age Model

We have three kinds of replacements: If the item does not failed and no

maintenance opportunity arise in time (0, T ], then the item is replaced

preventively at time T . It calls preventive replacement. If the item fails

before time T , i.e., the total damage exceeds the failure level K, then the

item is replaced at failure when no opportunity has occurred. It calls failure

replacement. The item is replaced with the maintenance opportunity before

time T and the item failure. It calls opportunistic replacement.

A probability that it executes the preventive replacement at time T is

A1(T ) =

∞∑

j=1

G(j)(K)Vj(T )F (T ), (47)

the probability that it executes failure replacement is

B1(T ) =

∞∑

j=0

∫ K

0

G(K − x) dG(j)(x)

∫ T

0

Vj(t) dF (t), (48)

and the probability that it executes the opportunistic replacement before

time T and the item failure is

D1(T ) =

∞∑

j=1

G(j)(K)

∫ T

0

p(t)Vj−1(t) dF (t), (49)

where F (t) ≡ H0(t) and

Vj(t) ≡
[
∫ t

0
q(x)λ(x) dx]j

j!
. (50)
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An expected renewal cycle, i.e., the expected replacement time is

E1(T ) =

∞∑

j=0

G(j)(K)

∫ T

0

Vj(t)F (t) dt. (51)

Therefore, the expected cost rate is

CA(T ) =
cpA1(T ) + c1[B1(T ) +D1(T )]

E1(T )
, (52)

where cp is the preventive replacement cost and c1 is an unplanned replace-

ment cost. The unplanned replacement cost is defined as the cost of failure

and opportunistic replacement.

We seek an optimal age T ∗ which minimizes CA(T ) in (52). Differenti-

ating CA(T ) with respect to T and setting it equal to zero,

W1(T ) =
cp

c1 − cp
, (53)

where

W1(T ) ≡ λ(T )

[
1 −

q(T )
∑∞

j=0G
(j+1)(K)Vj(T )

∑∞
j=0 G

(j)(K)Vj(T )

]

×
∞∑

j=0

G(j)(K)

∫ T

0

Vj(t)F (t) dt

−
∞∑

j=0

∫ K

0

G(K − x) dG(j)(x)

∫ T

0

Vj(t) dF (t)

−
∞∑

j=1

G(j)(K)

∫ T

0

p(t)Vj−1(t) dF (t). (54)

Further, differentiating W1(T ) with respect to T ,

d

{
λ(T )

[
1 − q(T )

∑∞
j=0 G(j+1)(K)Vj(T )∑

∞
j=0 G(j)(K)Vj(T )

]}

dT

∞∑

j=0

G(j)(K)

∫ T

0

Vj(t)F (t) dt.

(55)

The function W1(t) takes value 0 at T → 0 to the following value at T → ∞.

λ(∞)

∞∑

j=0

G(j)(K)

∫ ∞

0

Vj(x)F (x) dx − 1, (56)

where λ(∞) ≡ limT→∞ λ(T ).

It is difficult to discuss an optimal policy to minimize the expected

cost rate in (52) under previous general functions. We give the following

assumptions to relax the difficulty:
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1) the probability q(t) is constant to time, i.e., q(t) = q and p(t) = p,

2) the intensity function λ(t) is not a decreasing function in time t,

3) a function G(j+1)(x)/G(j)(x) is a decreasing function in j.

If these assumptions are satisfied then (54) is a increasing function in T ,

i.e., the sign of (55) is positive. Therefore, it gives an optimal replacement

policy as follows:

(i) If the following condition is satisfied, then a finite and unique optimal

replacement time T ∗ to minimize CA(T ) exists:

λ(∞)

∞∑

j=0

G(j)(K)

∫ ∞

0

Vj(x)F (x) dx >
c1

c1 − cf
. (57)

Then, the optimum expected cost rate CA(T ∗) is

CA(T ∗) = (c1 − cp)λ(T
∗)

[
1 −

q(T ∗)
∑∞

j=0 G
(j+1)(K)Vj(T

∗)
∑∞

j=0 G
(j)(K)Vj(T ∗)

]
. (58)

(ii) If the condition (57) is not satisfied, i.e.,

λ(∞)

∞∑

j=0

G(j)(K)

∫ ∞

0

Vj(x)F (x) dx ≤ c1
c1 − cf

, (59)

then T ∗ → ∞. In other words, we should not execute any preventive

age replacement. The optimum expected cost rate is

CA(∞) =
c1∑∞

j=0 G
(j)(K)

∫∞
0
Vj(t)F (t) dt

. (60)

4.2 Numerical examples

It shows the expected cost rate CA(T ) with the replacement age T . As long

as there is no attention, the following parameters are assumed to be a basic

set: The shock occurs according to a homogeneous Poisson process with rate

λ = 1, i.e., an expected time interval between sequential shock arrival is a

unit time. Damage caused by each shock is assumed to be an exponential

distribution with mean 1/µ = 1. The failure damage level K is assumed

to be 10. Maintenance costs c1 and cp are 2 and 1, respectively. The

probability of maintenance opportunity p(t) is assumed to be an exponential

distribution with mean 10, i.e., p(t) = 1 − e−0.1t.

Figure 10 shows the expected cost rate CA(T ). An optimal age T ∗ to

minimize CA(T ) exists as a finite value. In case of Figure 10, the failure
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Fig. 10 Optimal age T ∗ with exponential opportunity

level K does not have influence to the optimal T ∗, but it has somewhat

higher influence on CA(T ∗).
Figure 11 also shows CA(T ) to some parameters change. Under the

same expected failure time, the optimal T ∗ decreases with the parameter

s, but the optimal CA(T ∗) behaves just like increases with s. The optimal

T ∗ increases with a ratio which divides cp by c1, and CA(T ∗) increases with

the above ratio.
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Fig. 11 Optimal age T ∗ to cost and opportunity rate

As a special case of this model, the probability q(t) and p(t) are assumed

to be constant value q and p ≡ 1− q, respectively. In this special case, the

failure replacement cost c1 is assumed to be 5. In comparison with two

cases of p = 0.05, 0.15 in Figure 12, the movement of the optimal T ∗ to

each cost and parameters is almost same. However, CA(T ) takes quite

different value. It presumes the reason as follows: If the probability of

replacement opportunity p is high, then the opportunistic replacement is

frequently generated in a young age. It causes the high expected cost rate.
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To avoid such the frequent replacement, the optimal T ∗ becomes long for

high probability p.
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Fig. 12 Optimal age T ∗ with constant opportunity when p = 0.15(l.h.s) and p =
0.05(r.h.s)

4.3 Damage Limit Model

A damage limit model pays attention to the amount of accumulated dam-

age. A decision making, which should replace or not replace the item,

is only done at each shock arrival. The item is replaced preventively at

damage x (0 ≤ k ≤ x < K) when the maintenance opportunity have not

occurred. It calls preventive replacement. If the total damage has exceeded

K, then the item is replaced as failure replacement. The item is replaced

at the maintenance opportunity before preventive and failure replacements.

It calls opportunistic replacement. At other cases of {Z(t) < k}, the item

is left alone.

Probability of preventive replacement is

A2(k) =

∞∑

j=1

∫ k

0

∫ K−x

k−x

dG(y) dG(j−1)(x)

∫ ∞

0

q(t)Vj−1(t) dF (t), (61)

the probability of failure replacement is

B2(k) = G(K) +

∞∑

j=1

∫ k

0

G(K − x) dG(j)(x)

∫ ∞

0

q(t)Vj−1(t) dF (t), (62)

and the probability of opportunistic replacement is

D2(k) =

∞∑

j=1

∫ k

0

G(K − x) dG(j−1)(x)

∫ ∞

0

p(t)Vj−1(t) dF (t), (63)

where

Vj(t) ≡
[
∫ t

0
q(x)λ(x) dx]j

j!
. (64)
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An expected renewal cycle, i.e., the expected replacement time is

E2(k) =

∞∑

j=0

G(j)(k)

∫ ∞

0

Vj(t)F (t) dt. (65)

Therefore, an expected cost rate is

CB(k) =
cpA2(k) + c1[B2(k) +D2(k)]

E2(k)
, (66)

where cp is the preventive replacement cost and c1 is an unplanned replace-

ment cost. The unplanned replacement cost is defined as the cost of failure

and opportunistic replacement.

We seek an optimal age k∗ which minimizes CB(k) in (66). Differenti-

ating CB(k) with respect to k and setting it equal to zero,

W2(k) ≡
c1

c1 − cp
, (67)

where

W2(k) ≡
∞∑

j=1

∫ k

0

∫ K−x

k−x

dG(y) dG(j−1)(x)

∫ ∞

0

Vj(x) dF (x)

−
{∑∞

j=1

[
G(K − k)g(j−1)(k) − g(j)(k)

] ∫∞
0 Vj(x) dF (x)

∑∞
j=0 g

(j)(k)
∫∞
0 Vj(t)F (t) dt

}

×
∞∑

j=0

G(j)(k)

∫ ∞

0

Vj(t)F (t) dt, (68)

where the function g(j)(x) is a density function of G(j)(x).

The function (68) takes value 0 at k → 0, and

lim
k→K

W2(k) =

∑∞
j=1 g

(j)(K)
∫∞
0
Vj(t)dF (t)

∑∞
j=1 g

(j)(K)
∫∞
0 Vj(t)F (t)dt

×
∞∑

j=0

G(j)(K)

∫ ∞

0

Vj(t)F (t) dt. (69)

It is also difficult to discuss an optimal policy to minimize the expected

cost rate CB(k) in (66) under previous general functions. In order to relax

the difficulty, it assumes that q(x) = q, and p(x) = p. Under this conditions,

the function W2(k) is a increasing function in k since

dW2(k)

dk
= g(K − k)

∞∑

j=0

qj+1G(j)(k) > 0. (70)

Therefore, we have the following optimal policy:
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(i) If the following condition is satisfied, then a finite and unique optimal

replacement time k∗ to minimize the expected cost rate CB(k) exists:

lim
k→K

W2(k) =

∞∑

j=0

qjG(j)(K) >
c1

c1 − cp
. (71)

Then, the optimum expected cost rate CB(k∗) is

CB(k∗) = (c1 − cp)

{∑∞
j=1 q

j [g(j)(k∗) −G(K − k)g(j−1)(k∗)]
∑∞

j=1 q
jg(j)(k∗)

∫∞
0 Hj(t)dt

}
. (72)

(ii) If the condition (71) is not satisfied, i.e.,

lim
k→K

W2(k) =
∞∑

j=0

qjG(j)(K) ≤ c1
c1 − cp

, (73)

then k∗ → K. In other words, we should not make any preventive

replacement. The optimum expected cost rate is

CB(∞) =
c1∑∞

j=1 q
jG(j)(K)

∫∞
0 Hj(t) dt

. (74)

4.4 Numerical Examples

It shows the expected cost rate CB(k) with damage limit k. A basic set for

this numerical example is the same as the basic set of the age model.

Figure 13 shows the expected cost rate CB(k). An optimal k∗ to min-

imize CB(k) exists under failure level K. The optimal k∗ increases with

K. In comparison to T ∗, a sensitivity of k∗ to K is quite large. There is a

possibility that rough k∗ can be presumed from K.
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Fig. 13 Optimal damage limit k∗ with exponential opportunity
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Fig. 14 Optimal damage limit k∗ to cost and opportunity rate

Figure 14 also shows CB(k) to some parameters change. The optimal

CB(k∗) behaves just like an increasing function in s. The optimal k∗ in-

creases with a ratio cp/c1.

In Figure 15, the probabilities q(t) and p(t) are constant, i.e., q(t) = q

and p(t) = 1 − q, and c1 = 5. In comparison to CB(k) at p = 0.2, a

sensitivity of CB(k) at p = 0.1 is large. The expected cost rate CB(k) at

p = 0.2 takes considerably higher value than CB(k) at p = 0.1.
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Fig. 15 Optimal damage limit k∗ with constant opportunity when p = 0.2(l.h.s) and

p = 0.1(r.h.s)

4.5 Conclusions

It is difficult to predict the occurrence of maintenance opportunity gener-

ated by an internal or external causes. The occurrence of opportunity is

assumed as a probability event. It proposes two maintenance models that

are age T and damage limit k models. At formulation of the expected cost

rate, the opportunity arises with probability p(t) when the shock occurs

at time t. The necessary condition to minimize the expected cost rate is

derived under probability p(t). Under some additional assumptions, the
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optimal policy is discussed. From the result of numerical examples, the

mean time to the occurrence of opportunity has great influence on the op-

timal cost. It is not permitted to ignore the opportunity. In other words,

we have to replace the item when the opportunity occurs even if the item is

so young. It would be one of reasons for the great influence. If it is possible

to select opportunities then the optimal cost can be reduced.

References

1. Blischke, W. R and Murthy, D. N. P. (2000). Reliability Modeling, Prediction
and Optimization, John Wiley & Sons, New York.

2. Nakagawa, T. (2007) Shock and Damage Models in Reliability Theory,
Springer-Verlag, London.

3. Osaki, S. (1992) Applied Stochastic System Modeling, Springer-Verlag, Berlin.
4. Cox, D. R. (1962). Renewal Theory, Methuen, London.
5. A-Hameed, M. S. and Proschan, F. (1973). Nonstationary Shock Models,

Stochastic Processes and Their Applications, 1, pp. 383-404.
6. Esary, J. D., Marshall, A. W. and Proschan, F. (1973). Shock models and

Wear Processes, Annals of Probability, 1, pp. 627–649.
7. Taylor, H. M. (1975). Optimal replacement under additive damage and other

failure models, Naval Research Logistic Quarterly, 22, pp. 1–18.
8. Zuckerman, D. (1977). Replacement models under additive damage, Naval

Research Logistic Quarterly, 24, pp. 549–558.
9. Feldman, R. M. (1976). Optimal replacement with semi-Markov shock models,

Journal of Applied Probability, 13, pp. 108–117.
10. Feldman, R. M. (1977). Optimal replacement with semi-Markov shock models

using discounted cost, Mathematics of Operations Research, 2, pp. 78–90.
11. Posner, M. J. M. and Zuckerman, D.(1984). A replacement model for an

additive damage model with restoration, Operations Research Letters, 3, pp.
141–148.

12. Barlow, R. E. and Proschan, F. (1965). Statistical Theory of Reliability and
Life Testing: Probability Models, Holt, Rinehart and Winston, New York.

13. Marshall, A. W. and Shaked, M. (1979). Multivariate shock models for dis-
tributions with increasing hazard rate average, Annals of Probability, 7, pp.
343–358.

14. A-Hameed, M. S. and Shimi, I. N. (1978). Optimal replacement of damage
devices, Journal of Applied Probability, 15, pp. 153–161.

15. Zuckerman, D. (1980). A note on the optimal replacement time of damage
devices, Naval Research Logistic Quarterly, 27, pp. 521–524.

16. Boland P. J. and Proschan, F. (1983). Optimal replacement of a system sub-
ject to shocks, Operations Research, 31, pp. 679–704.

17. Puri, P. S. and Singh, H.(1986). Optimal replacement of a system subject to
shocks: a mathematical lemma, Operations Research, 34, pp. 782–789.



62 Stochastic Reliability Modeling, Optimization and Applications

18. Nakagawa, T. (1976). On a replacement problem of a cumulative damage
model, Operational Research Quarterly, 27, pp. 895–900.

19. Nakagawa, T. and M. Kijima, M. (1989). Replacement policies for a cumu-
lative damage model with minimal repair at failure, IEEE Transactions on
Reliability, 38, pp. 176–182.

20. Nakagawa, T. (1984). A summary of discrete age replacement policies, Euro-
pean Journal of Operational Research, 17, pp. 382–392.

21. Kijima, M. and Nakagawa, T. (1992). Replacement policies of a shock model
with imperfect preventive replacement, European Journal of Operational Re-
search, 57, pp. 100–110.

22. Nakagawa, T. and Murthy, D. N. P. (1993). Optimal replacement policies
for a two-unit system with failure interactions, Operations Research, 27, pp.
427–438.

23. Murthy, D. N. P. and Iskandar, B.P. (1991a). A new shock damage model:
part I- Model formulation and analysis, Reliability Engineering and System
Safety, 31, pp. 191–208.

24. Murthy, D. N. P. and Iskandar, B.P. (1991b). A new shock damage model:
part II- Optimal maintenance policies, Reliability Engineering and System
Safety, 31, pp. 211–231.

25. Chelbi, A. and Ait-Kadi, D. (2000). Generalized inspection strategy for ran-
domly failing systems subjected to random shocks, International Journal of
Production Economics, 64, pp. 379–384.

26. Satow, T., Yasui, K. and Nakagawa, T. (1996). Optimal garbage collection
policies for a database in a computer system, RAIRO Operations Research,
30, pp. 359–372.

27. Barlow, R. E. and Proschan, F. (1965). Mathematical Theory of Reliability,
John Wiley & Sons, New York.

28. Cho, D. I. and Parlar, M. (1991). A survey of maintenance models for multi-
unit systems, European Journal of Operational Research, 51, pp. 1–23.

29. Wang, H. (2002). A survey of maintenance policies of deteriorating systems,
European Journal of Operational Research, 139, pp. 469–489.

30. Nakagawa, T. (2005). Maintenance Theory and Reliability, Springer-Verlag,
London.

31. Dekker, R. and Smeitink, E. (1991). Opportunity-based block replacement,
European Journal of Operational Research, 53, pp. 46–63.

32. Dekker, R. and Dijkstra, M. (1992). Opportunity-based age replacement: Ex-
ponentially distributed times between opportunities, Naval Research Logistics,
39, pp. 175–190.

33. Dekker, R. and Smeitink, E. (1994). Preventive maintenance at opportunities
of restricted duration, Naval Research Logistics, 41, pp. 335–353.



Chapter 3

Extended Inspection Models

SATOSHI MIZUTANI

Department of Media Informations

Aichi University of Technology

50-2 Manori, Nishihazama-cho, Gamagori 443-0047, Japan

E-mail: mizutani@aut.ac.jp

1 Introduction

In recent years, a lot of systems such as digital circuit or other devices

for information processing are widely used. Therefore, it is necessary to

check the systems at suitable times to detect its failure as soon as possible.

However, if the inspection is done so frequently, then the system might

be incurred much loss cost and work. Therefore, we should determine an

optimal schedule of inspection for making a trade-off between the cost of

failure and inspection.

In this chapter, we derive the mean time of one cycle and the expected

cost rate, where we define one cycle as the time from the beginning of

system operation to the detection of the failure. Further, we discuss optimal

inspection policies which minimize the expected cost rates.

Barlow and Proschan [1] summarized optimal inspections policies which

minimize the expected cost. Ross [2] and Osaki [3] explained plainly the

stochastic processes and applied them to typical reliability models. Kaio

and Osaki [37–39] compared with some inspection policies. Ben-Daya

and Duffuaa [4], and Gertsbakh [5], Osaki [32], Pham [33], Nakagawa [6]

overviewed many maintenance policies. The modified models were con-

sidered where checking times are nonnegligible [7], a unit is inoperative

63
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during checking times [8], checking hastens failure [9], and when failure’s

symptoms are delayed [10]. The imperfect inspection model, where there

exist some failures which can not be detected upon inspection, was first

treated in [11–13]. Periodic testing models to detect intermittent faults are

discussed [14–18]

Inspection models have been recently applied to many actual systems:

Christer et al. [19–21] reported the inspection maintenances of building,

industrial plant and underwater structure. Sim et al. [22–24] analyzed

the periodic test of combustion turbine units and standby equipments in

dormant systems and nuclear generating stations. Ito and Nakagawa [25]

discussed optimal policies for FADEC (Full-Authority Digital Engine Con-

trol) which is a control device of gas turbine engines and mainly consists of

a two-unit system.

In Section 2, we consider the inspection policy for a two-unit system.

First, the system operates as a two-unit system and is checked periodically.

When one of the unit fails, the system operates as a single-unit system. We

introduce two costs of one check for a two-unit system and a single-unit

system.

In Section 3, we consider the inspection policy for a system which is

checked by two types of inspection: The cost of type-1 inspection is lower

than that of type-2 inspection. Therefore, the system is checked by type-

1 inspection more frequently than type-2 inspection. However, there exist

some failures which can not be detected by type-1 inspection, although they

can be detected by type-2 inspection. That is, we assume that the failures

are classified into two cases with certain probability: One of failures can

be detected by type-1 inspection, and the other can be detected only by

type-2 inspection.

In Section 4, we consider an inspection policy for a system with self-

testing. The failure of system with self-testing can be detected during it

is operating without external inspection. However, the detection by self-

testing may has some latency. On the other word, the failures may not

be detected rapidly. Therefore, to achieve a high reliability, the external

inspection should check the system at scheduled times. Thus, when the

system fails, the failure is detected by self-testing or at the next periodic

inspection, whichever occur first.

In Section 5, we consider the maintenance and inspection policies when

a system has to operate for a finite interval. In actual fields, most of the

systems have a finite span of use. Using the partition method [26, 36],

a finite interval is divided into some parts of inspection. Concretely, we
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input
Unit A

Unit B

output
Unit A

failure

Unit B

Fig. 1 Two-unit system

describe two models: Periodic inspection and sequential inspection policies.

The unit of each model has to be operating for a finite interval [0, S]. We

discuss an optimal number of inspection which minimizes the expected cost

rate.

2 Periodic Policy for a Two-Unit System

2.1 Model and Assumptions

We consider the inspection policy for a two-unit system such as a digital

control device for aircraft engine [25, 27]. The system is configured with

two units, where we call the units respectively unit A and unit B. At first,

unit A is connected with the part of output, and unit B operates as a hot

standby unit. Further, we assume each unit is checked periodically to detect

early the failure. When, one of units fails and the failure is detected by

periodic inspection, the system operates as a single-unit system (Figure 1).

An example of inspection method is comparing the output codes of each

unit. The other examples are watch-dog timer, inputing test pattern codes

and checking its output codes, checking the parameters such as voltages,

resistance, impedance, and so on [28].

For simplify, we assume that the intervals of inspection for a two-unit

and single-unit systems are the same. Then, the mean time and the ex-

pected cost rate are derived. An optimal interval of inspection which mini-

mizes the expected cost is analytically derived. Finally, numerical examples

are given when the failure time distribution is exponential.

For this model, we define the following assumptions:

1) After detecting the failure of unit A, if unit B has not failed then unit

B is connected with part of output. The cost to detach the failed unit

are negligible.

2) Both intervals of inspection for the two-unit system and the single-unit
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comparison inspection self-diagnosis failure

0 T 2T
ta (k+1)T tb (m+1)T

ci1 ci1 cd
ci2 ci2 cd

Fig. 2 Case 1 of periodic comparison-checking

0 T 2T
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ci1 ci1 cd
ci2 ci2 cd

Fig. 3 Case 2 of periodic comparison-checking

0 T 2T
tb ta(k+1)T

ci1 ci1 cd

Fig. 4 Case 3 of periodic comparison-checking

system are the same. That is, the system is checked always at periodic

times kT (k = 1, 2, . . . , 0 < T <∞). The failure of each unit is detected

only by the periodic inspection.

3) We assume that unit A fails at time ta (0 < ta < ∞) and unit B fails

at time tb (0 < tb < ∞), where the failure time of each unit has an

independent and identical general distribution F (t) with finite mean

1/λ, where F (t) ≡ 1 − F (t).

4) A cost ci1 is the loss cost for one check of the two-unit system, and ci2

is the cost for one check of the single-unit system. A cost cd is the loss

cost per unit of time for the time elapsed between a failure of a unit

which is connected with the part of output and its detection at the next

time of inspection. Further, cr is the constant cost for maintenance or

replacement, when the second failure is detected.

The total expected cost of one cycle is classified into the following three

cases:

(a) kT < ta ≤ (k + 1)T ≤ mT < tb ≤ (m+ 1)T

Suppose that unit A fails during (kT, (k+1)T ] (k = 0, 1, · · · ) before unit B

fails, and after that, unit B fails during (mT, (m+1)T ] (m = k+1, k+2, · · · )



Extended Inspection Models 67

(Figure 2). Then, the expected cost of one cycle is

∞∑

m=1

∫ (m+1)T

mT

[m−1∑

k=0

∫ (k+1)T

kT

{
ci1(k + 1) + ci2(m− k)

+ cd
[
(k + 1)T − ta + (m+ 1)T − tb

]}
dF (ta)

]
dF (tb). (1)

(b) kT < tb ≤ (k + 1)T ≤ mT < ta ≤ (m+ 1)T

Suppose that unit B fails during (kT, (k+1)T ] (k = 0, 1, · · · ) before unit A

fails. Thereafter, unit A fails during (mT, (m+1)T ] (m = k+1, k+2, · · · )
(Figure 3). Then, the expected cost of one cycle is

∞∑

m=1

∫ (m+1)T

mT

{m−1∑

k=0

∫ (k+1)T

kT

[
ci1(k + 1) + ci2(m− k)

+ cd
(
(m+ 1)T − ta

)]
dF (tb)

}
dF (ta). (2)

(c) kT < ta, tb ≤ (k + 1)T

Suppose that both units A and B fail during (kT, (k+1)T ] (k = 0, 1, 2, · · · ),
and their failures are detected by the next inspection (Figure 4). Then, the

expected cost of one cycle is
∞∑

k=0

∫ (k+1)T

kT

[
ci1(k + 1) + cd

(
(k + 1)T − ta

)][
F ((k + 1)T )− F (kT )

]
dF (ta).

(3)

Thus, the total expected cost of one cycle is obtained by summing (1),

(2) and (3), and the maintenance cost cr as follows:

cr + (ci1 − ci2)

∞∑

m=0

F (mT )2 + ci2

∞∑

m=0

[
1 − F (mT )2

]

+ cd

∞∑

m=0

[
1 + F (mT )

]∫ (m+1)T

mT

[
F (t) − F (mT )

]
dt. (4)

Similarly, the mean time of one cycle is

2

∞∑

m=1

∫ (m+1)T

mT

[m−1∑

k=0

∫ (k+1)T

kT

(m+ 1)TdF (tb)
]
dF (ta)

+

∞∑

k=0

∫ (k+1)T

kT

(k + 1)T
[
F ((k + 1)T ) − F (kT )

]
dF (ta)

= T
[
2

∞∑

m=0

F (mT ) −
∞∑

m=0

F (mT )2
]

= T

∞∑

m=0

[
1 − F (mT )2

]
. (5)
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Thus, the expected cost rate is, from (4) and (5),

C(T ) =

cr+(ci1−ci2)
∑∞

m=0 F (mT )2+ ci2
∑∞

m=0

[
1−F (mT )2

]

+ cd
∑∞

m=0

[
1+F (mT )

]∫ (m+1)T

mT

[
F (t)−F (mT )

]
dt

T
∑∞

m=0[1 − F (mT )2]
. (6)

Obviously,

C(0) ≡ lim
T→0

C(T ) = ∞, C(∞) ≡ lim
T→∞

C(T ) = cd. (7)

Therefore, there exists an optimal inspection interval T ∗ (0 < T ∗ ≤ ∞)

which minimizes C(T ).

2.2 Optimal Policy

For simplify of analysis, we assume that the failure time of each unit has

an exponential distribution F (t) = 1 − e−λt. Then, the expected cost rate

in (6) is

C(T ) =

ci1 + 2ci2e
−λT + cr(1 − e−2λT )

− cd(1 + e−λT − 2e−2λT )/λ

T (1 + 2e−λT )
+ cd. (8)

Differentiating C(T ) with respect to T and putting it equal to 0,

4ci1(1 − e−λT ) + (4ci2 + 2crλT e−λT )(1 − e−2λT )

+
[
2(ci2−ci1)+

cd
λ

(1 + 2e−λT )2
]
[1 − (1 + λT )e−λT ]

− cr(1 + 2e−λT )[1 − (1 + 2λT )e−2λT ] = 6ci2 + 3ci1. (9)

Letting denote the left-hand side of (9) by Q(T ),

Q(0) = 0, Q(∞) = 6ci2 + 2ci1 +
1

λ
cd − cr. (10)

Thus, if cd/λ > ci1 + cr then there exists exists a finite T ∗ (0 < T ∗ < ∞)

which satisfies (9).

2.3 Numerical Examples

We calculate the optimal interval T ∗ which minimizes the expected cost

rate C(T )/ci2 in (8) when F (t) = 1− e−λt. All costs are normalized to ci2
as a unit cost, i.e., they are divided by ci2.

Table 1 gives λT ∗×105 which minimizes the expected cost rate C(T )/ci2
for cd/(λci2) × 10−7 = 1–10 and cr/ci2 × 10−5 = 1, 5, 10 when ci1/ci2 =
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Table 1 Optimal interval λT ∗
× 105 when ci1/ci2 = 0.1

cd/(λci2) × 10−7
cr/ci2 × 10−5

1 5 10

1 37.26 36.62 35.86

2 26.40 26.17 25.90

3 21.57 21.45 21.30

4 18.69 18.61 18.50

5 16.72 16.66 16.59

6 15.26 15.22 15.16

7 14.13 14.10 14.05

8 13.22 13.19 13.16

9 12.47 12.44 12.41

10 11.83 11.81 11.78

Table 2 Optimal interval λT ∗
× 105 when cr/ci2 = 5 × 105

ci1/ci2

cd/(λci2) × 10−7

1 5 10

0.01 35.82 16.30 11.55

0.05 36.18 16.46 11.67

0.1 36.62 16.66 11.81

0.5 39.95 18.18 12.88

0.1. It is shown that λT ∗ decreases as cd/(λci2) or cr/ci2 increases. This

indicates that when the loss cost cd and the replacement cost cr is large, it

is better to shorten the interval of inspection to detect failures as soon as

possible. For example, when cd/(λci2) × 10−7 = 5 and cr/ci2 × 10−5 = 10,

λT ∗ × 105 = 16.59. That is, when the mean time to failure of each unit

is 1/λ = 3 × 104 hours (approximately 3.5 years), ci1/ci2 = 1/3 × 10,

cd/ci2 = 1/3× 103 and cr/ci2 = 105, the optimal interval T ∗ is about 4.977

hours.

Table 2 presents λT ∗×105 which minimizes C(T )/ci2 for ci1/ci2 = 0.01,

0.05, 0.1, 0.5 and cd/(λci2) × 10−7 = 1, 5, 10 when cr/ci2 = 5 × 105. This

indicates that λT ∗ increases as ci1/ci2 increases. Thus, if the cost ci1/ci2
of inspection is higher, the interval of inspection should be larger.

3 Periodic Policy for a System with Two Types of

Inspection

This section considers a system which is checked periodically by type-1

and type-2 inspections. The cost of type-1 inspection is lower than that
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type-1 inspection type-2 inspection failure

0 T 2T mT 2mT kmT
+ jT

t (k+1)mT

1− p

cd
ci1

ci2

0 T 2T mT 2mT kmT
+ jT

t

p
ci1 ci1 ci1 ci1

ci2

ci1 ci1 ci1

ci2

ci1 ci1 ci1

Fig. 5 Two types of inspection

of type-2 inspection. Therefore, type-1 inspection checks the system more

frequently than type-2 inspection. On the other hand, we assume that type-

2 inspection can detect any failures which can not be detected by type-1

inspection. That is, it is assumed that type-2 inspection can detect all

failures of the system.

A typical example of such a inspection policy is electronic control device

checked periodically by self-diagnosis and external inspection with tester

[29]. Coverage of external inspection is larger than self-diagnosis, although

the cost performance of external inspection is more worse than that of

self-diagnosis. Therefore, we also classify the failure into two cases such

that the high-cost inspection and low-cost one, where intervals of high-cost

inspection are larger than those of low-cost self-diagnosis.

The mean time of one cycle and the expected cost rate are derived.

Further, it is discussed analytically an optimal number of type-1 inspection

between type-2 inspection which minimizes the expected cost. Finally, a

numerical example is given when the failure time is exponential.

3.1 Model and Assumptions

Consider a system which is checked periodically by two-types of inspection.

For this model, we define the following assumptions:

1) Type-1 inspection checks the system at periodic times jT (j = 1, 2, . . . ,

j 6= km (k = 1, 2, . . . )), and type-2 inspection checks the system at peri-

odic times kmT (k = 1, 2, . . . ) for m (m = 1, 2, . . . ) and some specified

T (0 < T < ∞), i.e., type-2 inspection is done at every m times of

type-1 inspection.
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2) Type-1 and type-2 inspections can detect the failure which occurred with

probability p (0 < p ≤ 1), although type-1 inspection cannot detect the

failure which occurred with q ≡ 1−p. That is, the failure which occurred

with q can be detected only by type-2 inspection.

3) The failure time has a general distribution F (t) with finite mean 1/λ,

where Φ(t) ≡ 1 − Φ(t) for any function Φ(t). When the failure occurs,

it is classified according to 2).

4) Let ci1 be the cost of one check by type-1 inspection, and ci1 + ci2 be

the cost of one check by type-2 inspection. Let cd be the loss cost per

unit of time for the time elapsed between a failure and its detection.

Further, cr be the replacement cost, and we assume cd/λ > ci2 +cr, i.e.,

if the system failed while the MTTF then the cost is over one of check

by type-2 inpsection and replacement. The system is replaced when its

failure is detected by inspection. Any failure does not occur between the

first failure and its detection. If the failure is detected, then the system

is maintained and is as good as new.

Figure 5 shows the processes of the system with two types of inspection:

The horizontal axis represents time of the process. Upper side shows the

case that the system fails at time t (kmT + jT < t ≤ kmT + (j + 1)T )

and the failure which occurred with probability p is detected by type-1

inspection at time kmT + (j + 1)T . The lower side shows that the failure

which occurred with probability 1− p is detected only by type-2 inspection

at time (k + 1)mT .

Then, the mean time of one cycle is

p

∞∑

k=0

m−1∑

j=0

∫ kmT+(j+1)T

kmT+jT

[kmT + (j+1)T ] dF (t) + q

∞∑

k=0

∫ (k+1)mT

kmT

(k + 1)mT dF (t)

= pT

∞∑

k=0

F (kT ) + qmT

∞∑

k=0

F (kmT ) (m = 1, 2, . . . ). (11)

Further, the total expected cost of one cycle is

p

∞∑

k=0






m−1∑

j=0

∫ kmT+(j+1)T

kmT+jT

{ci1(km+ j + 1) + cd[kmT + (j + 1)T − t]} dF (t)

+ ci2




m−2∑

j=0

∫ kmT+(j+1)T

kmT+jT

k dF (t)+

∫ (k+1)mT

(k+1)mT−T

(k+1) dF (t)









+ q

∞∑

k=0

∫ (k+1)mT

kmT

{(ci1m+ ci2)(k + 1) + cd[(k + 1)mT − t]} dF (t)
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= (ci1 + cdT )

[
p

∞∑

k=0

F (kT ) + qm

∞∑

k=0

F (kmT )

]

+ ci2

[
p

∞∑

k=1

F ((km−1)T ) + q

∞∑

k=0

F (kmT )

]
− cd
λ
. (12)

Thus, the expected cost rate is,

C(m;T ) =
ci2
[
p
∑∞

k=1F ((km−1)T ) + q
∑∞

k=0F (kmT )
]
− cd

λ + cr

pT
∑∞

k=0 F (kT ) + qmT
∑∞

k=0 F (kmT )

+ cd +
ci1
T

(m = 1, 2, . . . ). (13)

3.2 Optimal Policy

We assume that the failure distribution is exponential, i.e., F (t) = 1−e−λt.

Then, the total expected cost rate in (13) can be rewritten as

C(m;T ) =
ci2[1−p(1−e−λ(m−1)T )]−( cd

λ −cr)(1−e−λmT )

qm(1 − e−λT ) + p(1 − e−λmT )

(
1 − e−λT

T

)

+ cd +
ci1
T

(m = 1, 2, . . . ). (14)

Clearly,

C(1;T ) = cd +
ci1
T

+
ci2 − (cd/λ− cr)(1 − e−λT )

T
,

C(∞;T ) = cd +
ci1
T
.

Therefore, if cd/λ− cr > ci2/(1 − e−λT ) then there exists a finite m∗ (1 ≤
m∗ <∞).

Letting C(m+ 1;T ) ≥ C(m;T ),

∑m
k=1(e

λkT − 1)

p+ qeλmT
≥
ci2

(
1

1−e−λT + peλT
)

q
(

cd

λ − cr + pci2eλT
) (m = 1, 2, . . . ). (15)

Letting denote the left-hand of (15) by L(m),

L(1) =
1 − e−λT

pe−λT + q
, L(∞) =

1

q(1 − e−λT )
,

L(m+ 1) − L(m) =

[
p(eλ(m+1)T − 1) + qeλmT (m+ 1)(eλT − 1)

]

(p+ qeλ(m+1)T )(p+ qeλmT )
> 0.

Therefore, from assumption 6) and cd/λ−cr > qci2, there exists an optimal

number m∗ (1 ≤ m∗ <∞) which satisfies (15).
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Table 3 Optimal number m∗ which minimize C(m; T )/ci1 when ci2/ci1 = 10 and
cr/ci1 = 1000

1/(λT ) = 300 1/(λT ) = 600
p cdT/ci1

100 1000 100 1000

0.50 11 4 16 5
0.55 12 4 16 5
0.60 12 4 17 6
0.65 13 4 19 6
0.70 14 5 20 6
0.75 16 5 22 7
0.80 17 6 25 8
0.85 20 6 28 9
0.90 25 8 35 11
0.95 35 11 49 15
1.00 ∞ ∞ ∞ ∞

3.3 Numerical Example

We compute numerically the optimal inspection number m∗ which mini-

mizes the expected cost rate C(m;T )/ci1 when F (t) = 1 − e−λt. All costs

are normalized to ci1 as a unit cost, i.e., they are divided by ci1.

Table 3 gives the optimal number m∗ which minimizes C(m;T )/ci1 for

1/(λT ) = 300, 600, cdT/ci1 = 100, 1000 and p = 0.50, 0.55, 0.60, 0.65, 0.70,

0.75, 0.80, 0.85, 0.90, 0.95, 1.00 when ci2/ci1 = 10 and cr/ci1 = 1000. This

indicates that m∗ increase as p and 1/(λT ) increase, and cdT/ci1 decrease.

Especially, when p goes to 1, m∗ goes to infinity. This results means that it

would be better not to done type-2 inspection when type-1 inspection can

detect any failures.

4 Periodic Policy for a System with Self-Testing

We consider a system which can detect the failure with a delay time dis-

tribution. That is, the system can detect without external inspection, al-

though the time to detect the failure has a delay time. Therefore, it is

necessary to check periodically by external inspection for early detection of

the failure.

A typical example is digital circuit which has a property of self-testing:

When the system has a failure which is in an assumed failure set, if the

system has at least one input code for output a code which are not in a

correct output code set, then the system is called that it has a property
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Fig. 6 System with self-testing

of self-testing. Therefore, such a failure can be detected without periodic

inspection, i.e., the system with self-testing can detect any failure during

the normal operation [28] (Figure 6).

However, even if the system has input codes to detect some failures, they

may not be inputed rapidly to the system. Therefore, some failures may not

be detected rapidly by self-testing. Hence, for detection of the failures early

and surely, it would be necessary to check by inspection such as inputting a

set of test codes at periodic times. In this case, if the system fails, then its

failure is detected by self-testing or the next periodic inspection, whichever

occur first. However, checking periodic inspection so frequently will incur

much loss cost.

In this model, we obtain the expected cost rate. Optimal intervals of

periodic inspection which minimize the total expected cost and the expected

cost rate are analytically derived, Further, we consider the case where there

exist some failures which cannot be detected by self-testing with probability

p. Finally, numerical examples are given when both times of failure and its

detection by self-testing are exponential.

4.1 Model and Assumptions

Consider a system which can detect the failure with a delay time distribu-

tion. For this model, we define the following assumptions:

1) The system is checked at times kT (k = 1, 2, . . . ) by periodic inspection.

2) The failure time distribution has a general distribution F (t) with finite

mean 1/λ, where F (t) ≡ 1 − F (t).

3) The time from a failure to its detection by self-testing is a general dis-

tribution G(x) with finite mean 1/µ (µ > λ). Thus, when the system

fails, its failure will be detected by self-testing or at the next periodic

inspection, whichever occurs first.
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Fig. 7 Processes of system with self-testing

4) Let d(t) ≡ g(t)/G(t), where g(t) is a density of G(t) and G(t) ≡ 1 −
G(t), where d(t)dt represents the probability that the failure of system

is detected during (t, t + dt) by self-testing. We call d(t) self-detection

rate. It would be practically estimated that d(t) is a decreasing function.

5) A cost ci is the cost for one check by periodic inspection, and cd is the

loss cost per unit of time for the time elapsed between a failure and its

detection by self-testing or periodic inspection, whichever occurs first.

A cost cr is the replacement or maintenance cost. Especially, we assume

cd > λcr + µci.

Figure 7 shows the processes of the system with self-testing: The hor-

izontal axises presents the process of time, and the system fails at time t

(kT < t ≤ (k+ 1)T ). The upper side shows the case the failure is detected

at time t+x (< (k+1)T ) by self-testing, and the lower side shows the case

where its failure is detected at time (k + 1)T by periodic inspection.

Then, the mean time of one cycle is
∞∑

k=0

∫ (k+1)T

kT

[∫ (k+1)T−t

0

(t+ x) dG(x) + (k + 1)T G((k + 1)T − t)

]
dF (t)

=
1

λ
+

∞∑

k=0

∫ T

0

[
F (kT ) − F ((k + 1)T − x)

]
G(x) dx. (16)

In a similar way, the total expected cost of one cycle is
∞∑

k=0

∫ (k+1)T

kT

[∫ (k+1)T−t

0

(cik + cdx) dG(x)

+
{
ci(k + 1) + cd[(k + 1)T − t]

}
G((k + 1)T − t)

]
dF (t) + cr

= ci

∞∑

k=0

{
F (kT ) −

∫ T

0

[
F (kT ) − F ((k + 1)T − x)

]
dG(x)

}
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+ cd

∞∑

k=0

∫ T

0

[
F (kT ) − F ((k + 1)T − x)

]
G(x) dx + cr. (17)

Therefore, the expected rate is, from (16) and (17),

C(T ) =

ci
∑∞

k=0

{
F (kT )−

∫ T

0

[
F (kT ) − F ((k + 1)T − x)

]
dG(x)

}

− cd/λ+ cr
∑∞

k=0

∫ T

0
[F (kT ) − F ((k + 1)T − x)]G(x) dx+ 1/λ

+ cd.

(18)

Evidently,

C(0) ≡ lim
T→0

C(T ) = ∞, C(∞) ≡ lim
T→∞

C(T ) =
cd/µ+ cr
1/λ+ 1/µ

.

Thus, there exists an optimal time T ∗ (0 < T ∗ ≤ ∞) which minimizes

C(T ).

4.2 Optimal Policy

Consider the optimization problem of minimizing C(T ) in (18). In partic-

ular, when F (t) = 1 − e−λt, (18) is

C(T ) =
ci

[
1 −

∫ T

0
(1 − e−λ(T−x)) dG(x)

]
−
(

cd

λ − cr
)
(1 − e−λT )

∫ T

0 (1 − e−λ(T−x))G(x) dx + 1
λ (1 − e−λT )

+ cd.

(19)

Differentiating C(T ) with respect to T and putting it equal to zero,

(cd − λcr)

∫ T

0

(eλx − 1)G(x) dx − ci

[∫ T

0

(eλx − 1) dG(x)+

∫ T

0

λeλxG(x) dx

+

∫ T

0

λeλx dG(x)

∫ T

0

(1 − e−λ(T−x))G(x) dx

−
∫ T

0

λeλxG(x) dx

∫ T

0

(1 − e−λ(T−x)) dG(x)

]
= ci. (20)

Letting denote the left-hand side of Q(T ),

Q(0) ≡ lim
T→0

Q(T ) = 0,

Q(∞) ≡ lim
T→∞

Q(T ) = (cd − λcr)

∫ ∞

0

(eλx − 1)G(x) dx

− ci

[∫ ∞

0

(eλx − 1) dG(x) +
λ

µ

∫ ∞

0

eλx dG(x)

]
,
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Q′(T ) = (eλT − 1)G(T )ci

[
cd − λcr

ci
− d(T ) − λ

1 − e−λT

]

+ λeλTG(T )ci

∫ T

0

(1−e−λ(T−x))G(x) dx

[ ∫ T

0
(1−e−λ(T−x))dG(x)

∫ T

0
(1−e−λ(T−x))G(x)dx

− d(T )

]
.

Because we assumed that the self-detection rate d(t) is decreasing, i.e.,

d(T ) ≤ g(x)/G(x) for 0 ≤ x ≤ T , it follows that
∫ T

0 (1 − e−λ(T−x)) dG(x)
∫ T

0
(1 − e−λ(T−x))G(x) dx

≥
∫ T

0 (1 − e−λ(T−x)) dG(x)
∫ T

0
(1 − e−λ(T−x))g(x)/d(T )dx

= d(T ). (21)

Further, limT→0 Q
′(T ) = −λci. Thus, Q(T ) decreases at first, and after

that, increases to Q(∞). Therefore, if Q(∞) > ci, then there exists a finite

and unique T ∗ (0 < T ∗ <∞) which minimizes C(T ).

Case 1. We assume G(x) = 1 − e−µx. Then, (20) is

(cd − λcr − µci)

(
1 − e−(µ−λ)T

µ− λ
− 1 − e−µT

µ

)
− ci

λ(1 − e−(µ−λ)T )

µ− λ
= ci.

(22)

Let denote the left-hand side of (22) by Q(T ). Then,

Q(∞) ≡ lim
T→∞

Q(T ) = (cd − λcr − µci)
λ

µ(µ− λ)
,

Q′(T ) = e−(µ−λ)T [(cd − λcr − µci)(1 − e−λT ) − λci].

Thus, Q(T ) starts from 0 and decreases for a while, and increases strictly

to Q(∞).

Therefore, we have the optimal policy:

(i) If (cd−λcr−µci)λ/[µ(µ−λ)] > ci, then there exists a finite and unique

T ∗ which satisfies (22).

(ii) If (cd − λcr − µci)λ/[µ(µ− λ)] ≤ ci, then T ∗ = ∞.

Case 2. We assume G(x) = p(1 − e−µx), where it is assumed that p (0 <

p < 1) is probability that the failure can be detected by self-testing. On the

other hand, q ≡ 1−p is the probability that the failure can not be detected

by self-testing, i.e., it can be detected only by periodic inspection. That is,

there exist some failures which can not be detected by self-testing. In the

design of a complex system, it would be difficult to design a system which

can detect any failure. Then, the self-detection rate is

d(x) =
pµe−µx

q + pe−µx
,
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which is a decreasing function from pµ to 0. If p = 1, then this model

corresponds to the case where G(x) is a standard exponential distribution,

and if p = 0, then this model corresponds to simple periodic inspection

model [1].

Then, the expected cost rate C(T ) in (18) is

ci

[
1 − µp

(
1−e−µT

µ − e−λT−e−(µ−λ)T

µ−λ

)]
−
(

cd

λ − cr
)
(1 − e−λT )

p
(

1−e−µT

µ + 1−e−λT

λ − e−λT−e−(µ−λ)T

µ−λ

)
+ qT

+ cd. (23)

Equation (20) is

p

[
(cd − λcr − µci)

(
1 − e−(µ−λ)T

µ− λ
− 1 − e−µT

µ

)
− ciλ

µ− λ
(1 − e−(µ−λ)T )

]

+ q

[
cd − λcr

λ
(eλT − λT − 1) − ci(e

λT − 1)

]

− pq

[
λµT

µ− λ
(1 − e−(µ−λ)T ) − (eλT − 1)(1 − e−µT )

]
= ci. (24)

Letting denote the left-hand side of (24) by Q(T ),

Q(∞) ≡ lim
T→∞

Q(T )

= p

[
(cd − λcr − µci)

(
1

µ− λ
− 1

µ

)
− λci
µ− λ

]

+ lim
T→∞

q

{[
cd − λ(cr + qci)

λ

]
(eλT− 1) −

(
cd − λcr +

λµpci
µ− λ

)
T

}
.

Therefore, if cd − λ(cr + qci) > 0, then Q(∞) = ∞. Thus, there exists an

optimal interval T ∗ (0 < T ∗ < ∞) which minimizes C(T ). Obviously, if

λ(cd − λcr − µci)/µ
2 > ci, then cd − λ(cr + qci) > 0.

4.3 Numerical Examples

We compute numerical examples for these models when F (t) = 1 − e−λt.

First, we calculate an optimal interval T ∗ which minimizes the expected

cost rate C(T ) in (19) when G(x) = 1 − e−µx. Second, we calculate T ∗

which minimizes the expected cost C(T ) in (23) when G(x) = p(1− e−µx).

The cost cd is normalized to ci as a unit cost, i.e., it is divided by ci.

Table 4 gives the optimal T ∗ which minimizes C(T ) in (19) for 1/µ =

20, 30, 40, 50, 60, 70, 80, 90, 100, ∞, and cd/ci = 100, 250, 500 when

G(x) = 1 − e−µx, 1/λ = 3 × 105, cr/ci = 104. From the optimal policy, if

1/µ ≤ 2/[−λ +
√
λ2 + 4λ(cd − λcr)/ci], then T ∗ = ∞, i.e., it should not

check the system periodically.
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Table 4 Optimal interval T ∗ to minimize C(T ) when G(x) = 1− e−µx, 1/λ = 3× 105,
cr/ci = 104

1/µ
cd/ci

100 250 500

20 ∞ ∞ ∞

30 ∞ ∞ 68.69

40 ∞ 107.75 52.21

50 ∞ 80.79 46.71

60 194.32 71.34 43.87

70 144.89 66.33 42.12

80 126.50 63.18 40.93

90 116.34 61.02 40.07

100 109.78 59.43 39.42

∞ 77.48 49.00 34.64

Table 5 Optimal interval T ∗ to minimize C(T ) when G(x) = p(1−e−µx), 1/λ = 3×105,
cr/ci = 104 and cd/ci = 100

1/µ
p

0.0 0.2 0.5 0.9

20 77.48 85.55 105.98 229.82

30 77.48 84.59 102.31 209.62

40 77.48 83.72 98.72 181.48

50 77.48 82.98 95.68 153.43

60 77.48 82.38 93.24 133.49

70 77.48 81.88 91.29 120.87

80 77.48 81.47 89.73 112.65

90 77.48 81.12 88.47 106.98

100 77.48 80.83 87.43 102.85

Table 5 shows the optimal T ∗ which minimizes C(T ) for 1/µ = 20–

100 and p = 0.0, 0.2, 0.5, 0.9 when G(x) = p(1 − e−µx), 1/λ = 3 × 105,

cd/ci = 100 and cr/ci = 104. For example, if 1/µ = 40 and p = 0.5 then

T ∗ = 98.72. This indicates that T ∗ increases as p increases, where note

that if p = 0 then the system can not detect its failure by self-testing.

5 Optimal Policies for a Finite Interval

This section considers optimal maintenance and inspection policies for a

unit which has to operate for a finite interval. Practically, the working
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times of most units are finite in actual fields. A typical example of the

finite intervals is a lease term.

There have little papers treated with replacements for a finite time

span. Barlow and Proschan [1] derived the optimal sequential policy for age

replacement for a finite interval. Christer [30] and Ansell et al. [34] gave

the asymptotic costs of age replacement for a finite interval. Visicolani [40]

suggested a checking schedules with finite horizon. Nakagawa et al. [35,36]

considered the inspection model for a finite working time and gave the

optimal policy by partitioning the working time into equal parts.

This section describes modified optimal policies which convert three

usual models for a finite interval: (1) Periodic inspection policy and (2)

sequential inspection policy.

5.1 Periodic Inspection Policy

A unit has to be operating for a finite interval [0, S] and fails according to a

general distribution F (t). To detect failures, the unit is checked at periodic

time kT (k = 1, 2, . . . , N). Let c1 be the cost for one check, c2 be the cost

per unit of time for the time elapsed between a failure and its detection at

the next check, and c3 be the replacement cost. Then, the total expected

cost until failure detection or time S is

C(N) =
N−1∑

k=0

∫ (k+1)T

kT

{c1(k + 1) + c2[(k + 1)T − t]} dF (t) + c1NF (NT ) + c3

=

(
c1 +

c2S

N

)N−1∑

k=0

F
(kS
N

)
− c2

∫ S

0

F (t) dt+ c3 (N = 1, 2, . . . ).

(25)

It is evident that

C(1) = c1 + c2

∫ S

0

F (t) dt+ c3, C(∞) ≡ lim
N→∞

C(N) = ∞.

Thus, there exists a finite number N∗ (1 ≤ N∗ <∞) that minimizes C(N).

Table 6 presents the optimum number N∗ and the total expected cost

C̃(N∗) ≡ C(N∗) + c2

∫ S

0

F (t) dt− c3,

when F (t) = 1 − e−λt2 and S = 100. In this case, we set the mean failure

time equal to S, i.e., λS2 = π/4. The optimal N∗ decreases as the check

cost c1 increases.
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Table 6 Optimum number N∗ and expected cost C̃(N∗)/c2 when F (t) = 1 − e−λt2 ,
S = 100 and λS2 = π/4

c1/c2 N∗ C̃(N∗)/c2
2 4 92.25
3 3 95.26
5 2 100.19
10 2 109.30
20 1 120.00
30 1 130.00

0 T1 T2 Tk Tk+1

cd

0 T1

ci

T2

ci

T3

ci

Tn−1

ci

Tn

S

Inspection Failure

Fig. 8 Sequential inspection policy for a finite interval

5.2 Sequential Inspection Policy

Nakagawa et al. [35, 36] have considered the periodic inspection model

for a finite interval (0, S]. In this section, we extend this model to a se-

quential inspection policy as follows:

1) An operating unit is checked at successive times 0 < T1 < T2 < · · · < Tn

(Figure 8), where T0 ≡ 0 and Tn ≡ S.

2) The failure time has a general distribution F (t) with finite mean 1/λ,

where F (t) ≡ 1 − F (t).

3) A cost ci is the cost of one check and cd is the cost per unit of time for

the time elapsed between a failure and its detection at the next check.

Then, the total expected cost until the detection of failure or time S is

C(n) =

n−1∑

k=0

∫ Tk+1

Tk

[ci(k + 1) + cd(Tk+1 − t)] dF (t) + cinF (S) (n = 1, 2, . . . ).

(26)
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Putting that ∂C/∂Tk = 0,

Tk+1 − Tk =
F (Tk) − F (Tk−1)

f(Tk)
− ci
cd

(k = 1, 2, . . . , n− 1), (27)

and the resulting expected cost is

C(n) + cd

∫ S

0

F (t) dt =

n−1∑

k=0

[ci + cd(Tk+1 − Tk)]F (Tk) (n = 1, 2, . . . ).

(28)

For example, when n = 3, the checking times T1 and T2 are given by

the solutions of equations

S − T2 =
F (T2) − F (T1)

f(T2)
− ci
cd
,

T2 − T1 =
F (T1)

f(T1)
− ci
cd
,

and the total expected cost is

C(3) + cd

∫ S

0

F (t) dt

= ci + cdT1 + [ci + cd(T2 − T1)]F (T1) + [ci + cd(S − T2)]F (T2).

Therefore, we compute optimal Tk (k = 1, 2, . . . , n − 1) which satisfy

(27), and substituting them into (28), we obtain the total expected cost

C(n). Next, comparing C(n) for all n ≥ 1, we can get an optimal checking

number n∗ and checking times T ∗
k (k = 1, 2, . . . , n∗).

5.3 Numerical Examples

We compute numerically optimal policies for each model. Table 7 shows

optimal n∗ for periodic replacement with minimal repair for 1/λ = 10–

100, and cp = 5, 6, 7, 8, 9, 10, 15, 20, 25 when S = 100, cm = 1 and

F (t) = 1 − e−λt2 . This indicates that n∗ decreases as 1/λ or cp increases.

Table 8 shows the optimal n∗ for simple replacement for 1/λ = 10–100,

and cp = 0.5, 0.6, 0.7, 0.8, 0.9, 1, 2, 4, 6 when S = 100, cd = 1 and

F (t) = 1− e−λt. This shows similar results with Table 7, i.e., n∗ decreases

as 1/λ or cp increases.

Table 9 gives the checking time Tk (k = 1, 2, . . . , n) and the expected

cost C̃(n) ≡ C(n)/cd +
∫ S

0
F (t)dt when S = 100, ci/cd = 2 and F (t) =

1− e−λt2 . In this case, we set that the mean failure time is equal to S, i.e.,
∫ ∞

0

e−λt2 dt =
1

2

√
π

λ
= S.
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Table 7 Optimal n∗ for periodic replacement when S = 100, cm = 1 and F (t) =

1 − e−λt2

1/λ
cp

5 6 7 8 9 10 15 20 25

10 14 13 12 11 11 10 8 7 6
20 10 9 8 8 7 7 6 5 4
30 8 7 7 6 6 6 5 4 4
40 7 6 6 6 5 5 4 4 3
50 6 6 5 5 5 4 4 3 3
60 6 5 5 5 4 4 3 3 3
70 5 5 5 4 4 4 3 3 2
80 5 5 4 4 4 4 3 3 2
90 5 4 4 4 4 3 3 2 2
100 4 4 4 4 3 3 3 2 2

Table 8 Optimal n∗ for simple replacement when S = 100, cd = 1 and F (t) = 1− e−λt

1/λ
cp

0.5 0.6 0.7 0.8 0.9 1 2 4 6

10 28 25 23 21 20 19 12 7 5
20 21 19 17 16 15 14 9 6 5
30 17 16 14 13 12 12 8 5 4
40 15 14 13 12 11 10 7 5 4
50 13 12 11 11 10 9 6 4 3
60 12 11 10 10 9 9 6 4 3
70 11 10 10 9 8 8 6 4 3
80 11 10 9 8 8 7 5 4 3
90 10 9 9 8 7 7 5 3 3
100 10 9 8 8 7 7 5 3 3

Comparing C̃(n) for n = 1, 2, . . . , 9, the expected cost is minimum at

n = 4. That is, the optimal checking number is n∗ = 4 and checking times

are 44.1, 66.0, 84.0, 100.

6 Conclusions

This chapter has showed the optimal inspection and maintenance policies

for high reliable systems. We have suggested several useful models where

systems such as digital control devices are checked by inspection. We have

obtained the optimal policies analytically by making a trade-off between the

loss cost of failures and the cost of inspection. Using the reliability theory,
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Table 9 Checking times Tk and expected cost C̃(n) ≡ C(n)/cd +
∫ S

0
F (t)dt when

S = 100, ci/cd = 2 and F (t) = 1 − e−λt2

n 1 2 3 4 5 6 7 8 9

T1 100 64,1 50.9 44.1 40.3 38.1 36.8 36.3 36.1
T2 100 77.1 66.0 50.8 56.2 54.3 53.3 53.1
T3 100 84.0 75.4 70.5 67.8 66.6 66.3
T4 100 88.6 82.3 78.9 77.3 77.0
T5 100 92.1 87.9 85.9 85.5
T6 100 94.9 92.5 92.0
T7 100 97.2 96.6
T8 100 99.3
T9 100

C̃(n) 10.20 93.44 91.52 91.16 91.47 92.11 92.91 93.79 94.70

we have obtained the mean time and the expected cost rates. Further, we

have discussed analytically the optimal inspection and maintenance sched-

ules which minimize these expected costs, have given numerical examples

of each model, and have evaluated them.
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1 Introduction

This chapter discusses uncoordinated checkpointing with logging for prac-

tical applications running with limited resources. We focus on emerging

applications using such uncoordinated techniques, in which it is required

that they can roll back on an error to recovery points other than the latest

checkpoint. A typical of such applications is an optimistic parallel dis-

crete event simulation (PDES). For example, when we find our system was

intruded by malicious attackers, we should roll it back not to the latest

checkpoint but to earlier time point at which it was not invaded. Another

example of such applications is a kind of in distributed speculative exe-

cution, which is used in, for example, concurrency control for distributed

databases [DDB], distributed constraint satisfaction problem in distributed

artificial intelligence systems, and distributed event simulations [3, 5]. In

such applications, a process does not wait for slower processes even if it

needs information held in the slower ones for improving performance; it

guesses their results and continues processing. If it fails on the specula-

tion, i.e., it made a bad guess, it rolls back and retries in the manner

as that mentioned in the following section. Uncoordinated checkpointing

and its crossbred with other techniques are often used in such applications.

89
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Especially, hybrid approaches using both uncoordinated checkpointing and

logging are frequently used for reducing recovery overhead [4]. In these

approaches, each process saves differences between before/after states as

log data on every event processing in addition to uncoordinated periodic

checkpointing. Using the log data, the hybrid approaches stop the domino

effects and improve performance of recovery operation. Overhead for com-

paring before/after states and recording the differences is usually negligible

compared to that for coordinated checkpointing in most applications.

We present a discrete time model evaluating the total expected over-

head for a Hybrid State Saving (HSS), which was proposed by Soliman et

al. [1] and frequently used in such applications, assuming that the num-

ber of available checkpoints each process can hold is finite. Soliman et al.

introduced such a hybrid technique, called Hybrid State Saving (HSS) tech-

nique, and analyzed the total expected time to execute a finite-length task,

generalizing Lin’s analysis [2]. In their analysis, it was assumed that each

process could hold an infinite number of checkpoints. Thus, it was possible

to guarantee that there would be one or more checkpoints near any recov-

ery point. Although this assumption is convenient to derive analytically the

optimal checkpoint interval, it is not realistic in many actual applications.

Their analysis also assumed that a process may roll back to any time point,

which might be an infinitely long time ago. However, the rollback is usually

bound within some finite interval in practical applications [3,5]. The upper

bound of the rollback interval is given according to characteristics of appli-

cations. We evaluate the total overhead added for HSS per event where the

number of available checkpoints that each process can hold is finite. In our

model, the rollback distance is also bound to some finite interval, reflect-

ing most situations in many actual applications. Therefore, the recovery

overhead for the checkpointing scheme is described by using a truncated

geometric distribution as the rollback distance distribution. Although it is

difficult to derive analytically the optimal checkpoint interval, which min-

imizes the total expected overhead, substituting other simple probabilistic

distributions instead of the truncated geometric distribution enables us to

do this explicitly.

This chapter discusses hybrid state saving schemes with realistic restric-

tions. The number of checkpoints that can be held in a process is limited

by finite storage size; the rollback distance is also bound to some finite

interval determined by application characteristics, independently from the

number of checkpoints. Soliman et al. assumed that the rollback distance

obeys a geometric distribution. We generalize it to a truncated geometric
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distribution and develop evaluation models for the total expected overhead

that is added to the execution of every ordinary event. Using a trapezoidal

distribution and a triangular distribution instead of a truncated geometric

distribution for the rollback distance distribution, we create a good approx-

imation for the evaluation of overhead. We explicitly derive an optimal

checkpoint interval by using these approximations.

We also examine the effectiveness in a concrete application of the pro-

posed stochastic model. As one of the concrete applications, we implement

a parallel distributed logic circuit simulator software using the Time Warp

technique, which is frequently used for optimistic parallel distributed sim-

ulation. We first introduce the idea of optimistic parallel simulation using

the Time Warp technique and then describe the architecture and behavior

of the simulator. Next, numerical examples obtained by the simulator for

some circuits are presented. Through these numerical examples, we discuss

the impact of checkpoint intervals on simulation time. These numerical ex-

amples show that we can obtain the optimal checkpoint intervals for realistic

application from the analytical model. Moreover, we find that per-process

optimization realized by the proposed analytical model can reduce the total

simulation time of the distributed application.

This chapter is organized as follows: Section 2 outlines the Time Warp

technique and Hybrid State Saving to explain the background of our eval-

uation models. Section 3 briefly presents a discrete time evaluation model

with a limited number of checkpoints and bound rollbacks, and analyt-

ically derives the optimal checkpoint interval. Section 4 introduces the

implemented logic circuit simulator and numerical examples are presented

in Section 5. Finally, Section 6 summarizes this chapter.

2 Time Warp Simulation and Hybrid State Saving

Time Warp technique improves the performance of parallel discrete event

simulation in an optimistic manner [3]. This technique is an example of

the application of HSS, and can be used to improve the performance of

computer simulations of network systems, file systems [8], functionality

verification of logic circuits, etc., by optimistically parallelizing calculations

[5]. The Time Warp technique is sometimes used for concurrency control

for distributed database systems [6].

In PDES, a series of events for a discrete event system is processed in a

predefined causal order. Events in discrete time simulation and serialized
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operations included in database transactions are typical examples of such

causally ordered events. For example, in distributed discrete event simula-

tion (PDES), it is natural that when an event occurs at a given time and

another event is generated as a consequence of the first event, the causal

event must be handled before the resultant event.

To ensure in-order execution of the events in distributed systems, pes-

simistic approaches have traditionally been used [5]. Some techniques em-

ploy centralized approaches, in which, a central controller determines when

and which process should execute an event. In other pessimistic approaches,

processes synchronize with each other in order to ensure the event execution

order. Obviously, in large distributed systems with centralized approaches,

the load is very unequally distributed between the controller and the other

processes. In addition, synchronization overhead can have a significant

impact on the performance of parallel applications.

Using the Time Warp technique, parallel distributed simulation PDES

is performed optimistically. That is, no synchronization for ensuring the

event execution order is employed during normal processing for improving

parallelism. Without synchronization, the process may sometimes handle

events in incorrect order. When the process detects an error caused by

wrong-ordered event execution, it returns to an earlier time point at which

the process can properly handle the out-of-order events, and the process re-

executes the events in the correct order. Here, we can use checkpointing and

recovery (C/R) techniques, which are traditionally used for dependable sys-

tems. While there are several approaches for realizing distributed discrete

event systems in the Time Warp technique, uncoordinated checkpointing

or a hybrid with logging are usually used.

In the Time Warp technique, a process can detect the wrong order of

event execution by checking timestamp value of interprocess messages. A

process notifies other processes of events to be handled by them through the

messages. All messages are timestamped with a kind of logical time, a sin-

gle time series over a distributed system, called virtual time. Events carried

by these messages must be handled in the timestamp order. The timestamp

value denotes the time of the event to be scheduled in simulations. A mes-

sage delivering an event is constructed as shown in Figure 1. Here, id is the

identifier of the message, and virtual send time is a time value when the

event included in the message was generated. Also, virtual receive time

is the time to process the event. The event field holds application-specific

event information.
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Time Warp Message

id

virtual send time

virtual receive time

event (see Figure 9)

Fig. 1 Message construction of Time Warp simulation

In addition, each process has its own local clock indicating the virtual

time value of the event it is currently processing. When a process receives

a message, it decides whether the event delivered by the message can be

processed in the correct order by comparing virtual receive time the

timestamp value of the message with value of its local clock. If the local

clock value is larger than virtual receive time, the timestamp value, the

event delivered is already out of order.

The process detecting the out-of-order events should perform a recovery

operation in order to redo the event processing in the correct order. In the

recovery operation, the process detecting the error rolls back to the state

just before the time indicated by the timestamp of the received out-of-order

message. This point in time to which the process should return is called

the recovery point in recovery operation.

In recovery, the failed process sends special messages called anti-

messages that cancel the effects of previous messages sent to other processes

after the recovery point. As mentioned above, a process has a queue holding

outgoing messages in order to generate anti-messages. An anti-message has

the same contents as the corresponding normal message but its identifier

has a negative value with an absolute value that is equal to that of the cor-

responding normal value. A process receiving an anti-message searches the

corresponding normal message in the incoming message queue and annihi-

lates the pair of normal and anti-messages. If the event in the corresponding

message is already processed, the receiving process also needs to return to

the state before it processes the event in the message. Therefore, a phe-

nomena similar to rollback propagation in uncoordinated checkpointing can

occur in Time Warp simulation. That is, additional anti-messages may be

generated in the cascaded rollback, and they may invoke rollbacks in other

processes.

The time distance of rollback is naturally limited to a finite interval by

the global virtual time (GVT) in the Time Warp simulation. The GVT
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is a kind of global clock and is defined as the earliest virtual time value

in the system. That is, candidates for the GVT are the local clock values

of all processes and the virtual time values of all timestamps of in-transit

messages, which have already been sent but have not yet been handled.

Rollbacks with the Time Warp technique are caused by out-of-date times-

tamped messages. Thus, a process never definitely rolls back before the

GVT.

Figure 2 illustrates an example of message exchange in Time Warp

simulation. The local clocks are denoted as numbers surrounded by frames

in Figure 2, which is advanced after processing each event. Events are

generated internally or are delivered by messages from other processes.

When a process receives a message, it compares the message’s timestamp

with its own local clock, and if the timestamp is older (smaller) than its

own local clock, the process recognizes an error and invokes the recovery

operation. For example, the middle process in Figure 2, the local clock of

which is initially set at 3, executes a number of internally-generated events

and advances its clock. The middle process also generates resulting events,

some of which should be executed by other processes. The middle process

sends messages in order to deliver the events. By sending the rightmost

message in Figure 2, the middle process asks the upper process to execute

an event at virtual time 8. The upper process receives and unpacks the

message and tries to schedule the event at 8. However, its local clock has

already advanced up to 9. The upper process detects an error in event

execution order at this point and therefore invokes the recovery operation.
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Fig. 2 Diagram of Time Warp technique
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Before we discuss how to construct a model to evaluate the overhead

from checkpointing, logging, and recovery operations in HSS schemes, let

us outline how the operations checkpointing, logging, and recovery oper-

ations are invoked and performed. Several checkpoint/restart techniques

have been used for the Time Warp simulation. Traditionally, uncoordi-

nated checkpointing or logging was often used alone. Soliman et al. [1]

proposed a hybrid technique of uncoordinated checkpointing and logging,

called Hybrid State Saving (HSS), and showed that the HSS can reduce

simulation time comparing the traditional techniques. HSS combines unco-

ordinated checkpointing with logging. In HSS, each process creates check-

points independently every time a constant number of events are executed.

No synchronization for checkpointing between processes is done to improve

performance during normal processing. In addition to the periodic check-

pointing, each process executes logging of differences in its state after every

event execution. The logging in HSS saves the differences bi-directionally.

This can help the recovery operation as mentioned below.

In this chapter, we discuss applications such as distributed speculation,

in which recovery points are given probabilistically, i.e., processes do not

necessarily roll back to the latest checkpoints. Generally, a process involved

in distributed computation often requires information maintained in other

processes. In conventional approaches, the information-consumer process

must wait for the information-maintainer process to generate required in-

formation if progress of task in the maintainer is slower than that of the

consumer. It can be a bottleneck of system performance. In contrast, in dis-

tributed speculation, the consumer does not wait for the slower maintainer.

Instead, it makes some assumptions about the required information and

continues processing with the assumptions. After a while, the maintainer

will generate the information and notify it to the consumer. Since the con-

sumer will not have to roll back unless the notified (true) information would

be inconsistent with the assumption, it is expected that the performance

of the system is improved. However, if the notified information and the

assumption would be inconsistent, the consumer process will roll back to

the time point at which the wrong assumption was constructed and rerun

with the true information. That is, processes in such applications can roll

back by failures in the speculation in addition to process crashes.

Figures 3 and 4 show the recovery operation of HSS where the recovery

point is in between two successive checkpoints. In both figures, the process

detecting an error loads the closest checkpoint to the recovery point in the

first phase of the recovery operation. It loads the checkpoint just before the
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C 1C 2C 3C 4
error

detection

Load the checkpoint

just before the recovery point

Replay log records untill

the recovery point

task

progress

phase 0

phase 1

phase 2

phase 3

Rerun the task untill

the error detection point

Checkpoints: C-1, C-2, C-3, ...

Fig. 3 Forward recovery operation of HSS with replaying log records

C 1C 2C 3C 4 error

detection

Load the checkpoint

just after the recovery point

Rewind log untill

the recovery point

task

progress

Rerun the task untill

the error detection point

phase 0

phase 1

phase 2

phase 3

Checkpoints: C-1, C-2, C-3, ...

Fig. 4 Backward recovery operation of HSS with rewinding log records

recovery point in Figure 3 and one just after the recovery point in Figure 4.

It then replays forward or rewinds backward the log records until it reaches

the recovery point of the consistent state (Phase 2) and reruns the task

up to the error detection point (Phase 3). HSS can efficiently roll back to
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the recovery point which is far from the checkpoint just before the recovery

point by using the bi-directional log as shown in Figure 4.

The process can roll back to the recovery point with less overhead by

using the log from the closest checkpoint.

Soliman et al. [1] presented an evaluation model assuming this type of

recovery from both sides of the recovery point. They analyzed the total

expected time to execute a finite-length task. We present a concrete exam-

ple of such schemes in the Time Warp technique in Section 4. We evaluate

the total overhead added for HSS on every ordinary event. In addition,

we build two new constraints reflecting the characteristics of Time Warp

simulation in our stochastic model, which were not considered in Soliman’s

model; the number of available checkpoints that each process can hold is

finite, and the rollback distance is also bound to some finite interval, i.e.,

the GVT.

3 Analytical Model

In the previous study [7], we quantitatively evaluated the overhead of HSS

assuming that a process can only hold a limited number of checkpoints and

construct a model that determines the optimal checkpoint interval. This

section briefly outlines our stochastic model for HSS.

Figure 5 has examples of checkpointing executions when there are three

available checkpoints. The vertical lines denote checkpoints and possible

recovery points are marked with a ×. In Figure 5(a), the checkpoint interval

seems to be too short. As rollback from checkpoint C−3 will be applied to

return to almost all recovery points, the significance of checkpoints C−2

and C−1 is small. Conversely, the checkpoint interval in Figure 5(b) seems

to be too long. Therefore, as rollback from C−1 or the error detection

point, or rollforward from C−2 or C−1 will be used in most recoveries in

the hybrid state saving, the effect of C−3 is not large. Intuitively, the

execution example in Figure 5(c) would be the most effective. Of course, in

order to examine the optimal checkpoint interval, we have to take account

of the checkpointing overhead in normal operation as well as the recovery

overhead.

Defining T as the constant checkpoint interval, we estimate the total

expected overheadH(T ) added to every ordinary event execution, for which

we aim to minimize. Let us assume the numberM of effective checkpoints to

be finite. This is naturally determined by size of the storage of the process.
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C 1C 2C 3

C 1C 2,C 3,

Time

: Checkpoints: Recovery Points

(c) Example with suitable checkpoint intervals

Current time

point

C 1C 2C 3

(b) Example with too long checkpoint intervals

Current time

point

C 1

C 2

C 3

(a) Example with too short checkpoint intervals

Current time point

(Error detection time point)

Fig. 5 Checkpointing execution for process with three available checkpoints

In this model, X expresses the time interval between the error detection

point and the recovery point. As previously mentioned, X is bound to

some finite interval in realistic applications. The probability function f(x)

for X is distributed in the interval [0, L], where L is the rollback bound

determined by each application’s characteristic such as GVT in the Time

Warp technique mentioned in the next section. Hence, the cumulative

distribution function

F (x) ≡ Pr{X ≤ x} =

x∑

y=0

Pr{X = y}

=

x∑

y=0

f(y) (x = 0, 1, 2, · · · , L) (1)

properly satisfies F (L) = 1.

We also define C as the overhead for single checkpoint creating and

loading, and denote the average overhead of saving and restoring data items

updated by an event with the logging as δ. If R(T ) is the expected overhead
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for an error to roll back to the recovery point from the current time point

and λ is the number of incidents causing rollbacks to occur in a process per

event, the total expected overhead H(T ) that is added to every ordinary

event execution can be obtained by

H(T ) =
C

T
+δ + λ

[
R(T )+

(
1+

C

T
+δ

)
E[X ]

]
. (2)

Apparently, the checkpointing overhead appended to every ordinary event

execution is C/T . Hence, the expected event re-execution overhead is es-

timated as E[X ], and the retaking checkpointing and logging overhead is

estimated as (C/T + δ)E[X ].

The proposed analytical model was constructed in consideration of the

relations between the number of effective checkpoints M and the rollback

bound L. There are two situations:

1) M is relatively large compared with L that is, processes can efficiently

locate one or more checkpoints near every possible recovery point.

2) L is relatively large so that process may sometimes roll back to much

earlier time points than when the oldest checkpoint was created.

Since a process creates checkpoints periodically, the former situation is

expressed as

L ≤MT, (3)

where Soliman’s model [1] with infinite checkpoints can be also used ap-

proximately. Let us first consider the model for case 1).

Roughly speaking, a process has both checkpoints before and after the

recovery point in case 1). Therefore, we assume that replaying or rewinding

the log is limited to the range of [0, T/2]. If we assume that distance between

the recovery point and its nearest checkpoint would uniformly distributes

in [0, T/2], then the mean amount of the distance can be regarded as T/4.

Thus, the expected overhead for an error to roll back to the recovery point

from the current time point is

R(T ) = C + δ
T

4
, (4)

where δ denotes average overhead of saving and restoring data items up-

dated by an event with the logging.

Soliman et al. [1] have assumed that the rollback distance obeys a ge-

ometric distribution in [0,∞]. Generalizing on this, we assume a random

variable X has a geometric distribution truncated for [0, L], that is,

f(x) =
g(x)

∑L
y=0 g(y)

, (5)
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where g(x) ≡ p(1 − p)x. The average of f(x) can be obtained by

E[X ] =
q

p

[
1 − (L+ 1)pqL

1 − qL+1

]
, (6)

where q ≡ 1−p. Note that if L→ ∞, f(x) becomes the ordinary geometric

distribution.

Thus, we can obtain the optimal checkpoint interval T ∗ which minimizes

H(T ) by solving

h(T ) = H(T + 1) −H(T ) = 0, (7)

that is,

T ∗ =
−1 +

√
1 + 16

δλC (1 + λE[X ])

2
. (8)

If L ≤ MT ∗, where T ∗ is the optimal checkpoint interval obtained

above, is satisfied, it is appropriate that we assume the situation to be as

in case 1) expressed by (3). Otherwise, when L is greater than MT ∗, we

should use case 2) for the analytical model. The border value of L, by

which we decide which case is to be applied, Lborder, satisfies

Lborder = M · T ∗|L=Lborder
. (9)

Note that E[X ] in T ∗ includes Lborderth order polynomials (see (6)). Solv-

ing the nonlinear equation (9) numerically, we can obtain Lborder.

However, it is not convenient that we need to numerically solve the above

equation in order to decide which case is suitable. Thus, we introduce an

additional approximation to explicitly obtain Lborder. As mentioned later,

intuitively, the geometric distribution truncated by [0, L] given by (5) is

similar to a uniform distribution if L is small and f(x) has similar values

throughout [0, L]. In such case, we assume a uniform distribution as the

probability function for the random variable X :

f(x) =
1

L+ 1
. (x = 0, 1, 2, · · · , L) (10)

Simulation results in our previous work [7] have shown that this approxi-

mation works well. Using the uniform distribution, we can obtain Lborder

explicitly as follows:

Lborder =
M

2


2

δ
CM−1+

√(
1− 2

δ
CM

)2

+
16C

δλ


 . (11)



Stochastic Analyses for Hybrid State Saving and Its Experimental Validation 101

In case 2), processes may roll back to an earlier time point than that

of the oldest checkpoint they hold. As with case 1), we first derive the

recovery overhead. The overhead for a single recovery operation r(X) is

r(X)=





δ T
8 0 ≤ X < T/4

C+δ T
8 T/4 ≤ X < T/2

C+δ T
4 T/2 ≤ X < (M− 1

2 )T

C+δ
[
X−(M− 1

2 )T
]

(M− 1
2 )T ≤ X ≤ L,

(12)

where we assume the error detection point and the recovery point would

be at the middle of the checkpoint interval. Thus, the expected recovery

overhead R(T ) is

R(T ) =

L∑

x=0

r(x)f(x). (13)

Substituting (5) into (13),

R(T ) =
1

1 − qL+1

(
δ
T

8
+Cq

T
4 +δ

T

8
q

T
2 +δ

[
q

p
−T

4

]
q(M−1

2 )T

+

{
δ

[(
M− 1

2

)
T− 1

p
−L
]
−C

}
qL+1

)
. (14)

As was the case with Lborder, it is quite difficult to derive an explicit

formula for T ∗ by solving the nonlinear equation h(T ) = 0 obtained with

(14), (2), and (7). Therefore, we introduce additional approximations. For

X , we use a trapezoidal distribution or a triangular distribution chosen

according to the relation between E[X ] and L. Intuitively, when the ex-

pected rollback distance E[X ] is relatively large compared with L, f(L) of

the truncated geometric distribution is not close to 0. It is expected that

we can achieve a good approximation by using a trapezoidal distribution

in such situations. There is a special case where f(0) ≈ f(L), which occurs

when E[X ] approaches L/2. In such situations, the trapezoidal distribution

approaches the uniform distribution. Conversely, when E[X ] is relatively

small, f(L) is negligible small compared with f(0), and thus, it is better

to use a triangular distribution rather than a trapezoidal distribution. As-

suming that the average of the trapezoidal or triangular distributions is

equivalent to that of the truncated geometric distribution, we can decide

which distribution can be used as approximations according to the subcases

as follows:

• When L/3 ≤ E[X ] < L/2, use a trapezoidal distribution,
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• When E[X ] < L/3, use a triangular distribution.

Figures 6 and 7 present numerical examples of these approximations. As

seen in Figure 6 (p = 0.0015, L = 800, and E[X ] = 321.6), the trapezoidal

distribution can well approximate the truncated geometric distribution. On

the other hand, when E[X ] is much smaller than L, for example in Figure 7

(p = 0.015, L = 500, and E[X ] = 65.7 ), the geometric distribution no

longer resembles the truncated geometric distribution and the triangular

distribution is the better approximation.

0

0.0005

0.001

0.0015

0.002

100 200 300 400 500 600 700 800

f
(x
)

x

trun. geometric

trapezoidal

Fig. 6 Approximation of truncated geometric distribution with a trapezoidal distribu-
tion when p = 0.0015, L = 800, and E[X] = 321.6

We then use these approximations to derive explicitly the optimal check-

point interval. Let us start with the trapezoidal distribution. The trape-

zoidal distribution can be expressed as

f(x) = b− ax (x = 0, 1, 2, · · · , L). (15)

Obviously, value of the probability function f(x) for any x is in [0, 1], there-

fore, a and b are positive real values less than or equal to 1.

E[X ] is the barycentric position of the trapezoid. Thus, the coefficient

a and intercept b are derived as functions of E[X ]. Since

E[X ] = (L+ 1)

(
b− aL

2

)
(16)

is satisfied and the cumulative function is

F (L) =
[f(0) + f(L)](L+ 1)

2
= 1, (17)
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Fig. 7 Approximation of truncated geometric distribution with a triangular distribution
when p = 0.015, L = 500, and E[X] = 65.7

we obtain

a =
6 (L− 2E[X ])

L(L+ 1)(L+ 2)
, b =

2 (2L+ 1 − 3E[X ])

(L+ 1)(L+ 2)
. (18)

Substituting (12) and (15) into (14),

R(T )=
aδ

192

(
1+24M2−32M3

)
T 3+

aC+δ
[
16bM2+4M(a−2b)−3a−2b

]

32
T 2

+

{
δ

12
(2M−1)

[
a−3b+3(a−2b)L+3aL2

]
−C

8
(a+2b)

}
T

+C(L+1)
(
b−a

2
L
)

+
δL

6
(L+ 1)(3b− a− 2aL). (19)

We are now ready to derive the optimal checkpoint interval by using

the trapezoidal distribution. To obtain the optimal checkpoint interval T ∗,
we need to solve h(T ) = 0 obtained by using (19), (2), and (7). That is, we

obtain T ∗ by solving the following four-dimensional equation:

T 4 +A3T
3 +A2T

2 +A1T +A0 = 0, (20)
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where

A3 ≡ 1

32M3 − 24M2 − 1
×

{
−4C

δ
+

2

a

[
32aM3−8(3a+4b)M2−8(a−2b)M+5a+4b

]}
, (21)

A2 ≡ 2

3a (32M3 − 24M2 − 1)
×

(
3C(a+ 8b)

δ
+64aM3−48(a+3b)M2+4{−13a+30b

− 12L[a(L+1)−2b]}M+3 {11a− 2b+ 8L [a(L+ 1) − 2b]}
)
, (22)

A1 ≡ 1

3a (32M3 − 24M2 − 1)
×

(
6C(3a+8b)

δ
+ 32aM3−24(a+4b)M2 +8{−7a+18b

− 12L[a(L+1)−2b]}M+3 {11a−12b+16L [a(L+1)−2b]}
)
, (23)

A0 ≡ 64C(1 + λE[X ])

aδλ(32M3 − 24M2 − 1)
. (24)

Let P , Q, R, α, and β be calculated as follows:

P = −3A3
2

8
+A2, Q =

A3
3

8
− A3A2

2
+A1, (25)

R = −3A3
4

256
+
A3

2A2

16
− A3A1

4
+A0, (26)

α =
√

2γ − P , β =
√
γ2 −R, (27)

where γ is one of the solutions of the following three-dimensional equation:

Q2 − 4(2γ − P )(γ2 −R) = 0. (28)

Four solutions of (20) can be obtained:

T ∗ =

⌈
−α±

√
α2 − 4(γ + β)

2
− A3

4

⌉
, (29)

and

T ∗ =

⌈
α±

√
α2 − 4(γ − β)

2
− A3

4

⌉
. (30)
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When there are two real-valued solutions of the four-dimensional equation,

we choose the smaller positive one as the optimal checkpoint interval.

Next, we derive the optimal checkpoint interval by using the triangular

distribution. The probability function of the triangular distribution is

f(x) = b− ax (0 ≤ x ≤ 3E[X ]). (31)

For the triangular distribution, a and b are derived because 3E[X ] = b/a:

a =
2

3E[X ](3E[X ] + 1)
, b =

2

3E[X ]
. (32)

The triangular distribution gives f(x) = 0 for x > 3E[X ](= b/a).

Therefore, we should consider two subcases in the same way as in case

1). They are:

• 3E[X ] ≤MT ,

• MT < 3E[X ].

Let us consider the former case: When 3E[X ] ≤MT , it can be regarded as

that both checkpoints are near every recovery point, as in case 1). Hence,

the rollback overhead for an error is r(X) = C + δT/4. Thus,

R(T ) =
b

2

(
1 +

b

a

)(
C + δ

T

4

)
, (33)

where a and b are given by (32).

Then, we can derive the optimal checkpoint interval by solving the fol-

lowing equation using (33), (2), and (7):

bδλ

8

(
1+

b

a

)
− C

T (T+1)
(1+λE[X ]) = 0. (34)

That is,

T ∗ =
1

2

⌈
−1 +

√
1 +

32C (1 + λE[X ])

bδλ
(
1 + b

a

)
⌉
. (35)

Next, we derive the border value of E[X ], Eborder, which satisfies

3Eborder = M · T ∗|E[X]=Eborder
as well as Lborder in case 1). Note that

the a and b given by (32) include E[X ]. Eborder is

Eborder =
1

18δλ

{
λ
[
4CM2−3δ(M+2)

]

+

√
λ2 [3δ(M+2)−4CM2]2+72δλM(2CM − δλ)

}
. (36)
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When E[X ] > Eborder, we should assume the latter subcase holds, i.e.,

the recovery point in the interval [MT ∗, 3E[X ]] must be treated. The

expected rollback overhead R(T ) is derived using (12), (31), and (13):

R(T ) =
aδ

192

(
1 + 24M2 − 32M3

)
T 3

+
aC+δ

[
16bM2+4M(a−2b)−3a−2b

]

32
T 2

+

[
δ

12a
(2M−1)

(
a2−3b2

)
−C

8
(a+2b)

]
T

+C · b
2a

(a+ b)+
bδ

6a2
(a+ b)(b− a). (37)

Therefore, we can obtain the optimal checkpoint interval using (29) and

(30), letting A3 and A0 be those given by (22) and (24), respectively, and

letting A2 and A1 be as follows:

A2 ≡ 2

3a2 (32M3 − 24M2 − 1)

[
3aC(a+8b)

δ
+64a2M3−48a(a+3b)M2

+4
(
−13a2+18ab+12b2

)
M+3

(
11a2+6ab−8b2

)]
, (38)

A1 ≡ 1

3a2 (32M3 − 24M2 − 1)

[
6aC(3a+8b)

δ
+32a2M3−24a(a+4b)M2

+8
(
−7a2+6ab+12b2

)
M+3

(
11a2+4ab−16b2

)]
, (39)

and P,Q,R, α, β and γ in T ∗ are the same as those in (25)–(28).

4 Implementation of A Concrete Application: A Parallel

Distributed Logic Circuit Simulator

We implemented a parallel distributed simulator for logic circuits using

Java. Processes in the system communicate with each other by Remote

Method Invocation (RMI) employed in the Java runtime environment. Our

distributed system has 16 Linux machines having AMD Athlon XP 1800+,

256Mbytes memory, and J2SE 1.5 Java runtime environments. All of the

machines are connected to a single 1000Base-T LAN segment via two hubs.

In order to enable retrial of the out-of-order events in Time Warp simula-

tion, Jefferson proposed that processes have the data structures illustrated

in Figure 10. The state queue is a list of copies of the process state. The

input and output queues hold incoming/outgoing messages. Generally, a
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process cannot forecast the timestamp values of incoming messages; there-

fore, the process should be able to return to arbitrary time points. To

realize this, a process saves its state into the state queue before processing

every event. The state queue can be regarded as a set of uncoordinated

checkpoints in our checkpointing language.

In the previous section, a process usually does not save its entire state

but only bi-directional logs in HSS. The process also saves its entire state on

periodic uncoordinated checkpointing. Therefore, in our simulator, check-

points and logs logically live together in the state queue.

Checkpoint and log data are saved in the main memory in each machine.

In checkpointing, a process saves the signal values of all input/output ports

of all gates hosted by the process. Signal values have three-valued logic,

i.e., the value can be 1, 0, or indeterministic value X. Because an output

port of a gate is connected to input ports of other gates, saving all signal

values of input/output ports is redundant. We introduced such redundancy

for avoiding additional query messages in recovery for signal values of gates

hosted by other processes. Log data hold both before/after signal values of

a port of a gate updated by an event.

Figure 8 illustrates the data flow between processes in the simulator.

One machine works as a controller and the other 16 worker machines per-

form simulation tasks, hosting one process per machine. The controller

process performs only setup and termination of the distributed simulation

and therefore is not a bottleneck in the simulation. We input a netlist file

describing a circuit under simulation, an input vector list file, and a circuit

division file to the controller process. The controller process divides the

given netlist into 16 portions according to the information in the circuit

division file. In addition, the controller process makes 16 subsets of input

vectors, each of which includes only the vectors that are necessary for each

portion of the divided netlists. Dividing a netlist into 16 pieces is performed

offline, as mentioned below. The controller sets up workers, distributes in-

formation about the divided netlist and inputs vectors to the workers and

waits for their completion. Worker processes directly exchange information

during simulation and report simulation results to the controller.

This simulator supports several kinds of logic gates, including AND,

OR, NOT, NAND, NOR, XOR, and D-flip flop. Logic gates can have an

arbitrary number of inputs. An event expresses a signal change at a port of

a gate. When an event which changes the signal value of an input port of a

gate, whose output is connected to more than one ports of other gates, we

generate an event per connected port, i.e., an event is constructed as shown
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Controller
netlist input

circuit

division

Worker 1 Worker 2 Worker 16

1. input data

files offline

2. divide circuit and

input vectors

3. distribute partial circuits

and inputs

4. perform simulation with exchanging information

between worker processes

5. report simulation

results

Fig. 8 Data flow between processes in the simulator

in Figure 9. This event structure is held as the event field in a message

shown in Figure 1.

We divide a circuit into several pieces offline and make a process simulate

one of them. The algorithm for dividing a circuit consisting of a set of gates

and a set of signal lines is a simple depth-first algorithm starting from

primary inputs. Figure 11 shows an example of dividing a small sequential

logic benchmark circuit called “s27” proposed in ISCAS’89 [10] into three

pieces:

LogicCircuitEvent

gate id

port no

new signal value

Fig. 9 Event structure

The specifications of machines used in the experiment are shown in

Table 1:
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in queue out queue

state queue

process p

2. process event

with min receive time

1. save process

state

3a. enqueue new

event

3b. enqueue

message de-

livering new

event

PE

process q

out queue

process r

in queue

Fig. 10 Data structures of a process in a Time Warp simulation
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Fig. 11 An ’s27’ example circuit and its divisions

5 Numerical Examples

We performed simulations for some combinational and sequential bench-

mark circuits, which were proposed in [9] and [10] mainly for evaluating

the effectiveness of testing techniques for logic circuits. In addition, we

constructed NAND network circuits illustrated in Figure 12 in order to

evaluate the scalability of the Time Warp simulation. This combinational

circuit consists of 16 NAND gate series. Each NAND series in the circuit

was sometimes connected to other series with probability r, which, in this
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Table 1 Specifications of machines used in the experimental system

CPU AMD Athlon XP 1800+
Memory 256 MBytes

LAN 1000Base-T
OS RedHat Linux 7.2
Java J2SE 1.5

�� ÀÅÇÌËÊ

���
Ã¼Í¼ÃÊ

Fig. 12 Construction of the simulated NAND network

section, is called the crossing probability. Obviously, the lower the crossing

probability, the greater the parallelism of the circuit. The specifications of

the simulated circuits are shown in Table 2:

Table 2 Specifications of benchmark circuits

NAND network c6288 s13207

#inputs 16 32 31+1 (CLK)
#outputs 16 32 121
#gates 2080 2479 8773

#D flipflops 0 0 669

We periodically input 256 randomly generated 16-bit vectors for the

NAND networks and 50 random vectors having widths of 32 and 31 for

c6288 and s13207, respectively. For the sequential circuit s13207, a periodic

clock is input and shared between all D flip-flops.

Figure 13 shows the scalability of the Time Warp simulation for the

NAND networks. The values on the vertical axis indicate the relative per-

formance compared to that of a single process. When we use only one

process for simulation, the process does not need to generate checkpoints
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Fig. 13 Scalability of the simulator

and logs because in Time Warp simulation, rollbacks never occur without

message passing. Simulations with two or more processes cause message

exchanges and rollbacks, and therefore need to generate checkpoints. As

shown in the figure, simulations with two processes had the worst perfor-

mance. This is because the overheads for checkpointing, logging, message-

passing and rollbacks negated the benefits of parallel simulation. Using

more processes achieved a better performance than that obtained in single-

process simulations. In addition, we could obtain greater scalability for

less crossing probability r. On the other hand, lower performance was ob-

tained by using two or more processes for s13207. We assume that this

was because s13207 has several flip-flops that share a single clock input.

Intuitively, shared inputs between processes easily cause rollbacks.

In the previous section, In our stochastic model, we assumed that the

rollback distance would obey a truncated geometric distribution. Figure 14

shows an example rollback distance distribution for a process simulating

a NAND network with r = 0.1. This supports our assumption. In addi-

tion, we require that the rollback distance distribution is not affected by

checkpoint interval T , that is, f(x) must not be a function of T . We also

confirmed this assumption through the simulation. f(x) seemed to depend
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not on T but on the construction of simulated circuits or how to divide

them.

0

50

100

150

200

250

300

350

50 100 150 200 250 300 350 400

fr
e
q
u
e
n
c
y

X

Fig. 14 Rollback distance distribution for the NAND network with r = 0.1

Figures 15 and 16 compare the H(T ) values obtained from the analy-

ses in the foregoing section with the real overhead value measured in the

simulations, for c6288 and s13207. This fits well with the simulation re-

sults. We measured the checkpointing overhead C, the logging overhead

δ, the recovery frequency λ, the expected rollback distance E[X ], and the

maximum rollback distance L in the simulations. Table 3 summarizes the

averages of such parameters for the circuits:

Table 3 Measured values of parameters C, δ, λ, E[X], and L

circuit C δ λ E[X] L

c6288 0.67 0.061 0.24 12.0 161
s13207 7.9 0.23 4.4 24.0 476

The analytical model presented in the foregoing section describes the

overhead per event imposed on a single process. We did not discuss how

changes in the checkpoint interval of a process concerns the behavior of

other processes. The rollback distance distribution may be influenced by the
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Fig. 16 H(T ) measured in the simulation for s13207

checkpoint interval of other processes. This means that we cannot obtain

global optimal checkpoint intervals by independently adjusting T in each

process. However, intuitively, it is supposed that repeatedly optimizing each

process can finally reach asymptotic conversion to quasi global optimal. In

order to examine the asymptotic stability, we perform simulation of s13207



114 Stochastic Reliability Modeling, Optimization and Applications

50

100

150

200

250

300

350

400

0 1 2 3 4 5 6

S
m

u
a
t
o
n

t
m

e
[s

]

# execution

Fig. 17 Reduction of simulation time by repetitive optimization for s13207

in the following steps:

1) Run the simulator with setting T = 3 for all processes.

2) Identify parameters C, δ, λ, E[X ], and L for each process from the

simulation results.

3) Derive T ∗ for each process from the identified parameters.

4) Run the simulator with the new T ∗ and repeat steps 2–4.

Figure 17 shows the reduction of the simulation time by the optimization

cycles. Zero on the horizontal axis denotes the result obtained in Step 1.

The figure shows that we could achieve relatively short simulation time

with one-time optimization only.

Figure 18 presents changes in the optimal checkpoint intervals derived

in Step 3 for each process. Each line in the figure denotes T of a process,

respectively. Most processes reached a constant T with relatively small-

time repetition. We expect that we can finally obtain constant T ∗’s for all

processes with long-time repetition. However, the simulation time might

not be decreased significantly. We can obtain a good set of checkpoint

intervals, which provides sufficiently short simulation time, by only one-

time per-process optimization of T .

Although, we could achieve good optimization by the proposed ana-

lytical model, we can still obtain more effective checkpoint intervals by
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Fig. 18 Changes in T ∗ of processes by repetitive optimization for the s13207 circuit

constructing analytical models, which can describe the relation between

rollback behavior and interaction among processes. In the future, we will

attempt to construct analytical models considering such relations and pro-

viding the global optimal checkpoint interval.

6 Concluding Remarks

We implemented a parallel distributed logic circuit simulator on a PC clus-

ter consisting of 16 PCs. Using the simulator, we simulated some combi-

national and sequential circuits and measured scalability, simulation time,

and several parameters included in the proposed analysis model.

The simulator had good scalability for combinational circuits, especially

for NAND networks with low r. However, this advantage was lessened in

simulations of sequential circuits, in which flip-flops share their clock inputs.

From the obtained simulation results, we confirmed that the assumption

in the analytical models, that is, the assumption of a geometric distribution

of rollback distance, was true in the real application.
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We observed that the optimal checkpoint interval T ∗ obtained by the

analytical model could provide shorter simulation time for some benchmark

circuits. We also found a similar trend in the measured overhead values

compared to those of the analytically derived H(T ).

The per-process optimization obtained by the proposed analytical model

could provide a relatively short total simulation time. However, we may

be able to obtain more effective checkpoint intervals by analytical mod-

els describing the relations between process interactions and the state-

saving/recovering overheads. Constructing such analytical models is a sub-

ject of future study.
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1 Introduction

We survey the system which is connected with networks. In such a system,

system failures sometimes happen by changes in the environment or bad

programming code which is downloaded from the network or illegal access

such as DoS Attack, and so on. To prevent the system from its failures,

we need to have the preventive maintenance policy and have the security

management policy. We have considered the reliability of a microprocessor

system from the view point of fault tolerance [38]. In this chapter, we

pay attention to a system of connected with networks, and treat three

stochastic models. Using the theory of Markov renewal processes, we derive

the reliability measures such as the mean times to system failure and to

completion of the process.

The theory of Markov renewal processes is used to analyze the system:

Markov renewal processes were first studied by Lévy [23] and Smith [24].

Pyke [25, 26] gave a careful definition and discussions in detail. Recently,

Çinlar [27, 28] surveyed many results and gave diverse applications in an

extensive bibliography. In reliability theory, these processes are one of

the most powerful mathematical techniques for analyzing complex sys-

tems. Nakagawa and Osaki [30] analyzed two-unit systems using a unique

117
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modification of the regeneration point techniques of Markov renewal pro-

cesses.

In Section 2, we formulate a stochastic model for a microprocessor (µP )

system with network processing. As a computer network technology has

remarkably developed, µP s which form a data terminal equipment (DTE)

in a communication network have been used in many practical fields. Re-

cently, a new communication network combining the information process-

ing and communication plays an important role as the infrastructure in

the information society. Therefore, the demand for improvement of relia-

bilities and functions for devices of a communication network have greatly

increased [31,32].

In fact, a µP which is one of vital devices of a communication network

often fails through some faults due to noise, changes in the environment

and programming bugs. Hence, it is necessary to make the preventive

maintenance for occurrences of such errors. Generally, when we consider

the reliability of the system on an operational stage, we should regard the

cause of error occurrences of a µP as faults of software, such as mistakes

of operational control and memory access, rather than faults of hardware.

That is, when errors of a µP occur, it would be effective to recover the

system by the operation of reset [20].

In Section 2, the expected reset number are derived. Further, an optimal

reset number, which minimizes the expected cost until a network processing

is successful, is analytically discussed.

In Section 3, we formulate a stochastic model for execution process of

an applet. As computer systems have been widely used, the internet has

been greatly developed and rapidly spread on all over the world. Recently,

an applet has been widely attracted as one of the techniques which realize

practical application architecture on WWW (World Wide Web). An applet

is a programming code which downloads from WWW server to a client and

can execute as security management of a client [1]. Java applet is well-

known as a typical one.

Since an applet is loaded from a server, system failures sometimes hap-

pen by bad code. In order to cope with this problem, several schemes have

been proposed [1–5]. As one of schemes, a security checker monitors the

access to system resource. We call the access to system resource system

call. A security checker is a module which inspects system call based on

security management policy which is set up by a user, and can restrict

execution of a programming code as the need arises [1]. The security in-

spection which checks contents of system call is performed by executing an
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inspection program. System failures caused by bad code are prevented by

this security inspection, but, it is the problem that the overhead by this

inspection can not be disregarded.

In Section 4, we formulate a stochastic model for a server system with

DoS attacks. A server has the function of IDS. The system which is con-

nected with networks has a problem in the illegal access which attacks a

server intentionally. In particular, DoS (Denial of Service) attack which

sends a huge number of packets has been a serious problem, and the mea-

sure is hurried.

In order to cope with this problem, several schemes have been considered

[8–10, 16]. As one of schemes to minimize damages by DoS attacks, IDS

(Intrusion Detection System) has been widely used. IDS can detect DoS

attacks by monitoring packets which flow on the network. IDS judges an

abnormal condition by comparing packets which flow on the network to the

pattern of DoS attacks registered in advance or by analyzing statistically.

Although the simulation about the policy for the monitoring and detec-

tion of bad code or illegal access has already introduced by [6,7,11,13,15–

17], there are few formalized stochastic models.

In Section 3, the expected number of system failures is analytically

derived. Further, an optimal policy which minimizes the expected cost

until an applet processing is successful is discussed. In Section 4, the mean

time and the expected monitoring number until a server system becomes

faulty are derived. Further, an optimal policy which minimizes the expected

cost is discussed.

2 Optimal Reset Number of a Microprocessor System with

Network Processing

We consider the maintenance problem for improving the reliability of a µP

system with network processing: After the system has made a stand-alone

processing, it executes successively communication procedures of a network

processing. When either µP failures or application software errors in the

system have occurred, a µP is reset to the beginning of its initial state

and restarts again. Most reliability evaluation models of a µP system until

now assumed that both errors of a µP and failures of the data transmission

occur unlimitedly [33–37]. In this model, we assume that if the reset due

to errors has occurred N times intermittently, then a µP interrupts its

processing and restarts again from the beginning of its initial state after
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a constant time. That is, if the reset has occurred frequently, the system

has latent faults, and the preventive maintenance to check the operational

environment and to eliminate errors.

We derive the reliability quantities such as the mean time and the ex-

pected reset number until a network processing is successful. Further, we

regard the losses which are the times for the reset and the interruption of

processing, and for the maintenance to restart the system as expected costs,

and discuss optimal policies which minimize them. A numerical example is

finally given.

2.1 Model and Analysis

We pay attention to only a certain DTE which consists of a workstation or

a personal computer and connects with some networks, and consider the

problem for improving its reliability.

Suppose that errors of a µP system occur according to an exponential

distribution F (t) = 1 − e−λt with finite mean 1/λ. If errors of a µP have

occurred, a µP is reset to the beginning of its initial state and restarts

again. It is assumed that any reset times are neglected:

1) After a µP begins to operate, it executes an initial processing immedi-

ately and a stand-alone processing.

2) The times for an initial processing and a stand-alone processing have

a general distribution V (t) with finite mean 1/v and an exponential

distribution A(t) = 1− e−αt with finite mean 1/α, respectively.

3) After a µP completes a stand-alone processing, it begins to execute a

network connection processing.

a) A connection processing needs time according to a general distribution

B(t) with finite mean 1/β and fails with probability γ (0 ≤ γ < 1).

b) If a connection processing has failed, a µP executes the same process-

ing again after a constant time w, where W (t) ≡ 0 for t < w and 1

for t ≥ w.

4) After a connection processing has been successful, a µP executes a net-

work processing. A network processing needs the time according to a

general distribution U(t) with finite mean 1/u, and is successful with

probability 1 if it has not failed.

5) If the Nth reset has occurred since a µP begins to operate, once it

interrupts the processing, and restarts again from the beginning after a

constant time µ, where G(t) ≡ 0 for t < µ and 1 for t ≥ µ.
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Under the above assumptions, we define the following states of the sys-

tem:

State 0: An initial processing begins.

State 1: A stand-alone processing begins.

State 2: A stand-alone processing is completed and a network connection

processing begins.

State 3: A network connection processing succeeds and a network process-

ing begins.

State F : A processing is interrupted.

State S: A network processing succeeds.

S

F

0 1 2 3

Fig. 1 Transition diagram between system states

The system states defined above form a Markov renewal process [18] where

State S is an absorbing state. Transition diagram between system states is

shown in Figure 1.

Let Qij(t) (i = 0, 1, 2, 3; j = 0, 1, 2, 3, S) be one-step transition proba-

bilities of a Markov renewal process. Then, by the similar method of [19],

we have mass function Qij(t) from State i at time 0 to State j at time t as

follows:

Q00(t) =

∫ t

0

[1 − V (u)] dF (u), (1)

Q01(t) =

∫ t

0

[1 − F (u)] dV (u), (2)

Q10(t) =

∫ t

0

[1 −A(u)] dF (u), (3)
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Q12(t) =

∫ t

0

[1 − F (u)] dA(u), (4)

Q20(t) =

∞∑

j=1

X(j−1)(t) ∗
∫ t

0

{[1−B(u)] + γB(u) ∗ [1−W (u)]} dF (u), (5)

Q23(t) =

∞∑

j=1

X(j−1)(t) ∗ [(1 − γ)

∫ t

0

[1 − F (u)] dB(u)], (6)

Q30(t) =

∫ t

0

[1 − U(u)] dF (u), (7)

Q3S(t) =

∫ t

0

[1 − F (u)] dU(u), (8)

where

X(t) ≡ γ

∫ t

0

[1 − F (u)] dB(u) ∗
∫ t

0

[1 − F (u)] dW (u), (9)

and the asterisk mark denotes the Stieltjes convolution and Φ(i)(t) de-

notes the i-fold Stieltjes convolution of a distribution Φ(t) with itself, i.e.,

Φ(i)(t) ≡ Φ(i−1)(t) ∗ Φ(t),Φ1(t) ∗ Φ2(t) ≡
∫ t

0 Φ2(t− u) dΦ1(u),Φ
(0)(t) ≡ 1.

We derive the mean time `S from the beginning of system operation

until a network processing is successful. Let H0S(t) be the first-passage

time distribution from State 0 to State S. Then,

H0S(t) =

N∑

j=1

D(j−1)(t) ∗ Z(t), (10)

where

D(t) ≡ Q00(t) +Q01(t) ∗Q10(t) +Q01(t) ∗Q12(t) ∗Q20(t)

+Q01(t) ∗Q12(t) ∗Q23(t) ∗Q30(t), (11)

Z(t) ≡ Q01(t) ∗Q12(t) ∗Q23(t) ∗Q3S(t). (12)

It is noted that D(t) is the distribution function which a µP is reset by the

occurrence of errors, and Z(t) is the distribution function which the system

moves from State 0 to State F directly without being reset. Further, the

first-passage time distribution H0F (t) from State 0 to State F by the Nth

reset of a µP is

H0F (t) ≡ D(N)(t). (13)

Therefore, the first-passage time distribution LS(t) until a network pro-

cessing is successful is given by the following renewal equation:

LS(t) = H0S(t) +H0F (t) ∗G(t) ∗ LS(t). (14)
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Let Φ∗(s) be the Laplace-Stieltjes (LS) transform of any function Φ(t), i.e.,

Φ∗(s) ≡
∫∞
0 e−st dΦ(t). Taking the LS transforms on both sides of (14)

and arranging them,

L∗
S(s) =

H∗
0S(s)

1−H∗
0F (s)G∗(s)

. (15)

Hence, the mean time `S is

`S ≡
∫ ∞

0

t dLS(t) = lim
s→0

− dL∗
S(s)

ds

= −Z
∗′(0) +D∗′(0)

1 −D∗(0)
+

µD∗(0)N

1 −D∗(0)N
, (16)

where Φ′(s) is the differential function of Φ(s), i.e., Φ′(s) ≡ dΦ(s)/ds.

From (16), it is noted that `S is strictly decreasing in N and is minimized

when N = ∞.

Next, we derive the mean reset number MR from the start of system

operation or the restart by the reset until a network processing is success-

ful. Let MR(t) be the expected reset number until a network processing is

successful in an interval (0, t]. Then,

MR(t) =

N−1∑

j=1

jD(j)(t) ∗ Z(t). (17)

Thus, the mean reset number is given by

MR ≡ lim
t→∞

MR(t) = lim
s→0

N−1∑

j=1

j[D∗(s)]jZ∗(s)

=
D∗(0)

1 −D∗(0)
[1 −ND∗(0)N−1 + (N − 1)D∗(0)N ], (18)

where it is noted that Z∗(0) = 1 −D∗(0).

Further, let MF (t) be the distribution of the expected interruption num-

ber of processings from the start of system operation until a network pro-

cessing is successful. Then, we have the following renewal equation:

MF (t) = H0F (t) ∗ [1 +G(t) ∗MF (t)]. (19)

Similarly, the expected interruption number MF until a network processing

is successful is

MF =
D∗(0)N

1 −D∗(0)N
. (20)
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2.2 Optimal Policies

We obtain two objective functions which are the total expected cost C1(N)

and the expected cost rate C2(N) until a network processing is successful,

and discuss the optimal policies which minimize them.

(1) Policy 1

Let c1 be the cost for the reset and c2 be the cost for an interruption of

processing. Then, we define the total expected cost C1(N) until a network

processing is successful as the following equation:

C1(N) ≡ c1MR + c2MF

= c1

[
D(1 −DN )

1 −D
−NDN

]
+

c2D
N

1 −DN
(N = 1, 2, · · · ), (21)

where D ≡ D∗(0) is the probability that a µP is reset.

We seek an optimal number N∗
1 which minimizes C1(N). From the

inequality C1(N + 1) − C1(N) ≥ 0,

N(1 −DN+1)(1 −DN ) ≥ c2
c1
. (22)

Denoting the left-hand side of (22) by L1(N),

L1(1) = (1 −D)(1 −D2), L1(∞) = ∞. (23)

Hence, L1(N) is strictly increasing in N from L1(1) to ∞. Thus, we have

the following optimal policy:

(i) If L1(1) < c2/c1, then there exists a finite and unique minimum N∗
1 (>

1) which satisfies (22).

(ii) If L1(1) ≥ c2/c1, then N∗
1 = 1 and the total expected cost is C1(1) =

(c2D)/(1 −D).

In this model, c1 is the cost for the increase of system resources such as

spaces of memory and times by the reset, and c2 is the cost for the increase

of system resources by the preventive maintenance to eliminate the cause

of errors. It could be generally estimated that c2 is greater than c1, i.e.,

c2 ≥ c1. Thus, we have L1(1) < c2/c1, and hence, N∗
1 > 1. Further, it is

easily shown that N∗ increases with c2/c1.
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(2) Policy 2

In the Policy 1, we have adopted the total expected cost as an objective

function. However, it would be more practical to introduce the measure

of the time until a network processing is successful. Next, we consider

an optimal policy which minimizes the expected cost rate until a network

processing is successful. That is, from (16) and (21), we define the expected

cost rate C2(N) as the following equation:

C2(N) ≡ C1(N)

`S

=
c1
∑N−1

j=1 jDj(1 −D) − A
µ c2

A+ µDN

1−DN

+
c2
µ

(N = 1, 2, · · · ), (24)

where

A ≡ −Z
∗(0) +D∗(0)

1 −D
> 0.

We seek an optimal number N∗
2 which minimizes C2(N). From the

inequality C2(N + 1) − C2(N) ≥ 0,

N(1−DN )(1−DN+1) +
µ

A



NDN (1 −DN+1) + (1 −D)

N−1∑

j=1

jDj



 ≥ c2
c1
.

(25)

Denoting the left-hand side of (25) by L2(N),

L2(1) = (1 −D2)(1 −D +
µ

A
D), L2(∞) = ∞. (26)

Putting the second term on the bracket of the left side of (25) by

L3(N) ≡ NDN (1 −DN+1) + (1 −D)

N−1∑

j=1

jDj , (27)

we have

L3(1) = (1 −D2)D, (28)

L3(N + 1) − L3(N) = DN+1[1 −DN+2 +NDN (1 −D2)] > 0. (29)

Hence, L3(N) is strictly increasing in N . Further, since N(1 − DN )(1 −
DN+1) in (25) is also strictly increasing in N , L2(N) is also strictly increas-

ing in N from L2(1) to ∞. Thus, we have the following optimal policy:
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(i) If L2(1) < c2/c1, then there exists a finite and unique minimum N∗
2

(> 1) which satisfies (25)

(ii) If L2(1) ≥ c2/c1, then N∗
2 = 1, and the resulting cost rate is

C2(1) =
c2D

A(1 −D) + µD
. (30)

Further, we compare Policy 2 with Policy 1. Since from (22) and (25),

L2(N) − L1(N) =
µ

A



NDN (1 −DN+1) + (1 −D)

N−1∑

j=1

jDj



 > 0

(N = 1, 2, · · · ), (31)

N∗
1 ≥ N∗

2 . This means that when the number N of reset is small, the

mean time until a network processing is successful is large, since `S strictly

decreases in N . Thus, it would be better to adopt Policy 2 where N is small

when we consider only the cost of the system on the whole. On the other

hand, if we want a processing time to be small, we should adopt Policy 1.

2.3 Numerical Example

We compute numerically the optimal number N∗
2 which minimizes C2(N)

for Policy 2. Suppose that the mean initial processing time 1/v of µP is a

unit of time and the mean time to error occurrences is (1/λ)/(1/v) = 30 ∼
60. Further, the mean stand-alone processing time is (1/α)/(1/v) = 5 ∼
20, the mean network connection processing time is (1/β)/(1/v) = 1, the

mean waiting time when a network connection processing fails is w/(1/v) =

1 ∼ 4, the mean network processing time is (1/u)/(1/v) = 10, the mean

maintenance time after an interruption of processing is (1/µ)/(1/v) = 10,

the probability that a network connection processing fails is γ = 0.2, 0.4, 0.6,

the cost c1 for the reset is a unit of cost, and the cost rate of an interruption

of processing is c2/c1 = 1 ∼ 3.

Table 1 gives the optimal reset number N∗
2 which minimizes the ex-

pected cost C2(N). For example, when (1/λ)/(1/v) = 60, wv = 2, γ = 0.2,

(1/α)/(1/v) = 10 and c2/c1 = 2, N∗
2 = 3. This indicates that N∗

2 decreases

with (1/λ)/(1/v), however, increases with wv, γ, (1/α)/(1/v) and c2/c1.

This can be interpreted that when the cost for an interruption of processing

is large, N∗
2 increases with c2/c1, and so, the processing should not be ex-

cessively interrupted. That is, we should keep on executing the processing

as long as possible by the reset. Table 1 also shows that N ∗
2 depends on
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Table 1 Optimal reset number N∗

2
to minimize C2(N)

(1/α)/(1/v) (1/α)/(1/v) (1/α)/(1/v)
(1/λ) 5 10 20
/(1/v) wv γ c2/c1 c2/c1 c2/c1

1 2 3 1 2 3 1 2 3

0.2 2 3 4 2 3 4 2 3 4
1 0.4 2 3 4 2 3 4 2 3 4

0.6 2 3 4 2 3 4 3 4 4
0.2 2 3 4 2 3 4 2 3 4

30 2 0.4 2 3 4 2 3 4 3 3 4
0.6 2 3 4 2 3 4 3 4 4
0.2 2 3 4 2 3 4 2 3 4

4 0.4 2 3 4 2 3 4 3 4 4
0.6 2 3 4 2 3 4 3 4 5

0.2 2 3 4 2 3 4 2 3 4
1 0.4 2 3 4 2 3 4 2 3 4

0.6 2 3 4 2 3 4 2 3 4
0.2 2 3 4 2 3 4 2 3 4

60 2 0.4 2 3 4 2 3 4 2 3 4
0.6 2 3 4 2 3 4 2 3 4
0.2 2 3 4 2 3 4 2 3 4

4 0.4 2 3 4 2 3 4 2 3 4
0.6 2 3 4 2 3 4 2 3 4

each parameter when (1/λ)/(1/v) is small, i.e., when errors of a µP oc-

cur frequently, however, N∗
2 depends little on wv, γ and (1/α)/(1/v) when

(1/λ)/(1/v) ≥ 60, and in this case, N ∗
2 is almost determined by c2/c1.

3 Reliability Analysis for an Applet Execution Process

We formulate a stochastic model for execution process of an applet: When

an applet is loaded to a client from a server, JIT (Just-In-Time) compiler

is downloaded to a client. Thereby, an applet is changed into an object

code and is executed. If a server does not reply because of busy condition,

a client waits for loading of an applet.

System call which is executed from an object code is monitored by a

security checker. A security checker judges whether its system call needs

inspection or not for every system call. The inspection is performed with

some probability, and in this case, an inspection program is executed. Sys-

tem call is allowed with some probability by a security checker. In this

case, the processing of system call restarts and the control is moved to the
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operating system. Oppositely, if system call is not allowed, it is returned

error code to an applet, and an execution processing of an applet inter-

rupts. After a client eliminates bad code, an execution processing of an

applet restarts. If the inspection is not performed by a security checker,

system failures occur by bad access to a client system. The expected num-

ber of system failures is analytically derived. Further, an optimal policy

which minimizes the expected cost until an applet processing is successful

is analytically discussed. Finally, a numerical example is given.

3.1 Model and Analysis

Figure 2 draws the outline of an execution system with applet [1]:

Security
checker JIT compiler

Object code

API library

Applet loader

Applet

browser

Client PC

Virtual-Machine code
server

Web

Web

Fig. 2 Outline of an execution system with applet

1) When an applet is loaded to a client from a server, JIT(Just-In-Time)

compiler is downloaded to a client. Thereby, an applet is changed into

an object code and is executed. The time for loading of an applet has a

general distribution D(t) with finite mean d. If a server does not reply

because of busy condition, a client waits for loading of an applet for a

constant time w, whereW (t) ≡ 0 for t < w and 1 for t ≥ w. The time for

execution processing of an applet has an exponential distribution A(t) =

(1 − e−at) (0 < a < ∞), a server becomes a busy condition according

to an exponential distribution (1 − e−αt) (0 < α < ∞), and becomes

a normal condition according to an exponential distribution (1 − e−βt)

(0 < β < ∞), where a normal condition is not a busy condition. Then,
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we define the following states of a server:

State 0: A server is in a normal condition.

State 1: A server is in a busy condition.

0 1

Fig. 3 Transition diagram of a server

The system states defined above form a two-state Markov process [18].

Transition diagram between states of a server is shown in Figure 3. We

have the following probabilities under the initial condition that P00(0) =

P11(0) = 1, P01(0) = P10(0) = 0:

P00(t) ≡
β

α+ β
+

α

α+ β
e−(α+β)t, (32)

P11(t) ≡
α

α+ β
+

β

α+ β
e−(α+β)t, (33)

P01(t) = 1 − P00(t), P10(t) = 1 − P11(t). (34)

2) System call which is executed from an object code is monitored by a

security checker. System call occurs according to an exponential distri-

bution B(t) = (1 − e−bt) (0 < b <∞).

3) A security checker judges whether its system call needs inspection or

not for every system call. The inspection is performed with probability

p (0 ≤ p ≤ 1), i.e., a client determines the policy in advance whether a

security inspection is performed or not for system call from an applet. In

this case, an inspection program is executed. The time for processing of

an inspection program has a general distribution U(t) with finite mean

u.

4) System call is allowed with probability q (0 ≤ q ≤ 1) by a security

checker. In this case, the processing of system call restarts and the con-

trol is moved to the operating system. The time for processing of system

call has a general distribution V (t) with finite mean v. Oppositely, if

system call is not allowed with probability 1− q, it is returned an error

code to an applet, and an execution processing of an applet interrupts.

After a client eliminates a bad code, an execution processing of an ap-

plet restarts. The time to restart has a general distribution G(t) with

finite mean µ.



130 Stochastic Reliability Modeling, Optimization and Applications

5) If the inspection is not performed by a security checker, system failure

occurs by bad access to client system according to an exponential dis-

tribution F (t) = (1 − e−λt) (0 < λ < ∞). In this case, it is maintained

and restarts again from the beginning. The time from system failure

occurrence to restart has a general distribution Z(t) with finite mean z.

Under the above assumptions, we define the following states of the sys-

tem:

State 2: Loading of an applet starts.

State 3: Execution processing of an applet starts.

State 4: System call occurs.

State 5: Execution processing of an applet interrupts and elimination of

bad code starts.

State F : System failure occurs.

State S: Execution processing of an applet succeeds.

State E: Waiting for loading of an applet starts.

F

S

E

32

4 5

Fig. 4 Transition diagram between system states

The system states defined above form a Markov renewal process, where S

is an absorbing state. Transition diagram between system states is shown

in Figure 4.

The LS transforms of one-step transition probabilities Qij(t)(i =

2, 3, 4, 5, E, F ; j = 2, 3, 4, 5, E, F, S) of a Markov renewal process are given
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by the following equations:

Q∗
23(s) =

∫ ∞

0

e−stP00(t) dD(t), (35)

Q∗
2E(s) =

∫ ∞

0

e−stP01(t) dD(t), (36)

Q∗
EE(s) =

∫ ∞

0

e−stP11(t) dW (t), (37)

Q∗
E3(s) =

∫ ∞

0

e−stP10(t) dW (t), (38)

Q∗
34(s) =

b

s+ a+ b
, (39)

Q∗
3S(s) =

a

s+ a+ b
, (40)

Q∗
43(s) = pqU∗(s)V ∗(s) + (1 − p)V ∗(s+ λ), (41)

Q∗
45(s) = p(1 − q)U∗(s), (42)

Q∗
4F (s) = (1 − p)

λ

s+ λ
[1 − V ∗(s+ λ)], (43)

Q∗
53(s) = G∗(s), (44)

Q∗
F2(s) = Z∗(s). (45)

First, we derive the mean time from the beginning of loading of an applet

to an applet processing is successful. Let H3S(t) and H3F (t) be the first-

passage time distributions until from the beginning of execution processing

of an applet to an applet processing is successful or system failure occurs,

respectively. Then,

H3S(t) =

∞∑

i=1

{Q34(t) ∗ [Q43(t) +Q45(t) ∗Q53(t)]}(i−1) ∗Q3S(t), (46)

H3F (t) =

∞∑

i=1

{Q34(t) ∗ [Q43(t) +Q45(t) ∗Q53(t)]}(i−1) ∗Q34(t) ∗Q4F (t).

(47)

Let H2S(t) be the first-passage time distribution from the beginning of

loading of an applet to an applet processing is successful. Then,

H2S(t) =
∞∑

i=1

[H23(t) ∗H3F (t) ∗HF2(t)]
(i−1) ∗H23(t) ∗H3S(t), (48)

where

H23(t) ≡ Q23(t) +Q2E(t) ∗
∞∑

i=1

Q
(i−1)
EE (t) ∗QE3(t). (49)
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Hence, forming the LS transform of H2S(t),

H∗
2S(s) ≡

∫ ∞

0

e−st dH2S(t)

=
H∗

23(s)Q
∗
3S(s)

1−Q∗
34(s)Q

∗
4F (s)Q∗

F2(s)H
∗
23(s)−Q∗

34(s)Q
∗
45(s)Q

∗
53(s)−Q∗

34(s)Q
∗
43(s)

.

(50)

Thus, the mean time `0S from the beginning of loading of applet to an

applet processing is successful is

`2S ≡ lim
s→0

−dH∗
0S(s)

ds

=
w
∫∞
0 P01(t) dD(t) + dP10(w)

1 − P11(w)
+

1

a
+
b

a

{
(1 − p)[1 − V ∗(λ)]

[
1

λ
+ z

+
w
∫∞
0
P01(t) dD(t) + dP10(w)

1 − P11(w)

]
+ p[u+ qv + (1 − q)µ]

}
. (51)

Next, we derive the expected number of system failures MF until an ap-

plet processing is successful. The LS transform M ∗
F (s) of the distribution

MF (t) of system failure number is

M∗
F (s) =

{
Q∗

23(s) +Q∗
2E(s)

∞∑

i=1

[Q∗
EE(s)]i−1Q∗

E3(s)

}

×
∞∑

j=1

{Q∗
34(s)[Q

∗
43(s) +Q∗

45(s)Q
∗
53(s)]}j−1

×Q∗
34(s)Q

∗
4F (s)[1 +Q∗

F2(s)M
∗
F (s)]. (52)

Thus, the expected number of system failures is given by

MF ≡ lim
s→0

M∗
F (s) =

a

b
(1 − p)[1 − V ∗(λ)]. (53)

Moreover, we derive the expected number of interruptions M5 during

the period from the beginning of execution processing of an applet to the

time when an applet processing is successful or system failure occurs. The

LS transform M∗
5(s) of M5(t) is given by the following equation:

M∗
5(s) =

∞∑

i=1

[Q∗
34(s)Q

∗
43(s)]

i−1Q∗
34(s)Q

∗
45(s)[1 +Q∗

53(s)M
∗
5(s)].

(54)

Thus, the expected number of interruptions is

M5 ≡ lim
s→0

M∗
5(s) =

bp(1 − q)

a+ b(1 − p)[1 − V ∗(λ)]
. (55)
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3.2 Optimal Policy

We obtain the expected cost and discuss an optimal policy which minimizes

it: Let c1 be the cost for system failure, c2(< c1) be the cost for interruption

of processing and c3(< c2) be the cost for system operation. Then, we define

the expected cost C(p) until an applet processing is successful as

C(p) ≡ c1MF + c2M5 + c3

= c1
b

a
(1 − p)[1 − V ∗(λ)] + c2

bp(1− q)

a+ b(1 − p)[1 − V ∗(λ)]
+ c3. (56)

We seek an optimal probability p∗ of security inspection which mini-

mizes C(p). Differentiating (56) with respect to p and setting it equal to

zero,

a(1 − q){a+ b[1− V ∗(λ)]}
[1 − V ∗(λ)]{a+ b(1 − p)[1 − V ∗(λ)]}2

=
c1
c2
. (57)

Denoting the left-hand side of (57) by L(p),

L′(p) =
2ab(1− q){a+ b[1 − V ∗(λ)]}
{a+ b(1 − p)[1 − V ∗(λ)]}3

> 0, (58)

L(0) =
a(1 − q)

[1 − V ∗(λ)]{a+ b[1− V ∗(λ)]} , (59)

L(1) =
(1 − q){a+ b[1 − V ∗(λ)]}

a[1 − V ∗(λ)]
. (60)

Hence, L(p) is strictly increasing in p from L(0) to L(1). Thus, we can

characterize the optimal policy:

(i) If L(0) < c1/c2 < L(1), i.e.,

a(1 − q){a+ b[1 − V ∗(λ)]}
1 − V ∗(λ)

<
c1
c2
<

(1 − q){a+ b[1 − V ∗(λ)]}
a[1 − V ∗(λ)]

,

then there exists a finite and unique optimal probability p∗ (0 < p∗ < 1)

of security inspection which satisfies (57).

(ii) If L(0) ≥ c1/c2, i.e.,

c1
c2

≤ a(1 − q){a+ b[1 − V ∗(λ)]}
1 − V ∗(λ)

,

then p∗ = 0. It is optimal to do no inspection of system call.

(iii) If L(1) ≤ c1/c2, i.e.,

c1
c2

≥ (1 − q){a+ b[1 − V ∗(λ)]}
a[1 − V ∗(λ)]

,

then p∗ = 1. It is optimal to inspect all system calls.
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Table 2 Optimal probability p∗ of security inspection to minimize C(p)

c1/c2
(1/λ)/v q 100 200 300 400 500

0.5 0.51 0.75 0.86 0.92 1
0.6 0.6 0.82 0.91 0.97 1

300 0.7 0.7 0.89 1 1 1
0.8 0.82 0.97 1 1 1
0.9 0.97 1 1 1 1

0.5 0 0.37 0.61 0.75 0.85
0.6 0.03 0.51 0.72 0.85 0.94

600 0.7 0.25 0.67 0.85 0.96 1
0.8 0.51 0.85 1 1 1
0.9 0.85 1 1 1 1

0.5 0 0 0 0.17 0.4
0.6 0 0 0.1 0.4 0.6

1200 0.7 0 0 0.4 0.66 0.84
0.8 0 0.4 0.76 0.97 1
0.9 0.4 0.97 1 1 1

0.5 0 0 0 0 0
0.6 0 0 0 0 0.06

1800 0.7 0 0 0 0.15 0.45
0.8 0 0 0.32 0.68 0.92
0.9 0 0.68 1 1 1

3.3 Numerical Example

We compute numerically the probability p∗ of security inspection which

minimizes the expected cost C(p): The processing time of each system call

would be random. Thus, suppose that the processing of system call needs

the time according to an exponential distribution V (t) = (1−e−t/v) and its

mean processing time v of a system call is a unit time of the system in order

to investigate the relative tendency of performance measure. It is assumed

that the mean execution processing time of an applet is (1/a)/v = 1800,

the mean time of system call occurrence is (1/b)/v = 2, the mean time to

system failure is (1/λ)/v = 300 ∼ 1800, the probability that system call is

allowed is q = 0.5 ∼ 0.9, the cost for interruption is a unit of cost, and the

cost rate of system failure for an interruption is c1/c2 = 100 ∼ 500.

Table 2 gives the optimal probability of security inspection p∗ which

minimizes the expected cost C(p). For example, when (1/λ)/v = 600, q =

0.6 and c1/c2 = 200, p∗ = 0.51. In this case, we should perform the security

inspection for system call at one time of a rate to two times.

This indicates that p∗ decreases with (1/λ)/v, however, increases with q

and c1/c2. This can be interpreted that when the cost for system failure is
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large, p∗ increases with c1/c2, so that the system should not become system

failure. That is, we should set up the probability of security inspection

highly. Table 2 also presents that when (1/λ)/v is large and q is small, p∗

is nearly 0. In this case, we should not perform the security inspection.

4 Reliability Analysis of a Network Server System with

DoS Attacks

We extract the characteristic element from a server system with DoS attacks

and formulate a stochastic model. The purpose of this model is to detect

DoS Attacks with certain proper time interval and to propose the stochastic

model which can continue normal service of a server system.

In this section, we have the following assumptions: DoS attacks taken

up here are attacks where the service of a server is not available, and eaves-

dropping, alteration of data and DDoS (Distributed DoS) are not included.

A server has the function of IDS, and DoS Attacks repeat occurrence and

disappearance at random. Further, a server becomes faulty owing to DoS

attacks according to a certain probability distribution. The monitoring

policy for DoS attacks is introduced into a server system, and DoS attacks

are detected by monitoring the change of the quantity of a packet, and so

on. After a server system starts a service for clients, the monitoring of DoS

attacks is performed at a certain interval. When DoS attacks are detected

by a server system, a server system interrupts a service for clients and

traces its attacks. If its tracing has succeeded, a server system deletes its

processing. In this case, a server system returns to a normal condition and

restarts a service for clients again. The mean time and the expected mon-

itoring number until a server system becomes faulty are derived. Further,

an optimal policy which minimizes the expected cost is discussed. Finally,

a numerical example is given.

4.1 Model and Analysis

We pay attention to only a server which is connected with the internet, and

propose the stochastic model which can continue normal service of a server

system:

1) DoS attacks occur according to an exponential distribution (1 − e−αt)

(0 < α < ∞). After continuing of DoS attacks according to an expo-

nential distribution (1 − e−βt) (0 < β <∞), they disappear or a server
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becomes faulty. Since DoS attacks are caused at random by many ter-

minals, it is assumed that they occur according to an exponential dis-

tribution, their duration times are also random, and their time has an

exponential distribution. Let X be the random variable that represents

the duration of DoS attacks and Y be the random variable that rep-

resents the upper limit time until a server becomes faulty after DoS

attacks occurrence. If the duration X of DoS attacks exceeds an upper

limit time Y , then a server becomes faulty owing to DoS attacks, and

otherwise, DoS attacks disappear and it returns to a normal state. This

indicates that if the event {X ≤ Y } occurs, DoS attacks disappear,

and if the event {X > Y } occurs, a server becomes faulty. That is,

when the time of DoS attacks continues for a long time, the probability

that a server becomes faulty is high. Since a server is attacked with

various patterns from many terminals, it is assumed that both random

variables X and Y are independent, and have exponential distributions,

i.e., Pr{X ≤ t} = 1 − e−βt (0 < β < ∞) and Pr{Y ≤ t} = 1 − e−λt

(0 < λ <∞).

2) After a server system begins to operate, it executes an initial processing

and starts a service for clients. The time for the initial processing has a

general distribution A(t) with finite mean 1/a.

3) DoS attacks are detected by monitoring the change of the quantity of

a packet and by comparing packets which flow on the network to the

pattern of DoS attack. After a server system starts a service for clients,

the monitoring of DoS attacks is performed at a certain interval. The

interval time has the degenerate distribution G(t) placing unit mass at

T . If DoS attacks have occurred, it is certainly detected. Oppositely, if

it has not occurred, it is not detected, and after the monitoring, a server

system returns to the beginning point of a service. If a server system

becomes faulty when it is executing a service for clients, then it stops

owing to system down.

4) When DoS attacks are detected by a server system, a server system

interrupts a service for clients and traces its attacks. If its tracing has

succeeded, a server system deletes its processing. In this case, a server

system returns to a normal condition and restarts a service for clients

again. This time has a general distribution B(t) with finite mean 1/b.

The probability that the tracing of DoS attacks succeeds is q (0 < q < 1).

5) If a server system fails to trace DoS attacks and deletes its process-

ing, the refreshment processing is performed and restarts again from

the beginning. The time for the refreshment processing has a general
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distribution V (t) with finite mean 1/v. If DoS attacks disappear dur-

ing the refreshment processing, a server system restarts a service for

clients. On the other hand, if a server system becomes faulty during the

refreshment processing, it stops owing to system down.

First, we define the following states of occurrence or disappearance of

DoS attacks:

State 0: DoS attacks disappear and a server is in a normal condition.

State 1: DoS attacks occur.

State 2: A server becomes faulty.

0 1 2

Fig. 5 Transition diagram between states of DoS attacks

The states defined above form a Markov renewal process. Transition dia-

gram between states of occurrence or disappearance of DoS attacks is shown

in Figure 5.

Let Qij(t) (i = 0, 1; j = 0, 1, 2) be one-step transition probabilities of a

Markov renewal process. Then,

Q01(t) = 1 − e−αt, (61)

Q10(t) =

∫ t

0

(1 − Pr{Y ≤ u}) d Pr{X ≤ u} =

∫ t

0

βe−(β+λ)u du, (62)

Q12(t) =

∫ t

0

(1 − Pr{X ≤ u}) d Pr{Y ≤ u} =

∫ t

0

λe−(β+λ)u du. (63)

From [19], the transition probabilities P0j(t) (j = 0, 1, 2) that the system

is in State j at time t when a server is in State 0 at time 0 are:

P00(t) =
1

γ1 − γ2
[(β + λ− γ2)e

−γ2t − (β + λ− γ1)e
−γ1t], (64)

P01(t) =
α

γ1 − γ2
(e−γ2t − e−γ1t), (65)

P02(t) = 1 − P00(t) − P01(t), (66)

where

γ1 ≡ 1

2
[(α+ β + λ) +

√
(α+ β + λ)2 − 4αλ],

γ2 ≡ 1

2
[(α+ β + λ) −

√
(α+ β + λ)2 − 4αλ].
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Next, we define the following states of a server system:

State 3: A server system begins to operate.

State 4: A server system starts or restarts a service for clients.

State 5: DoS attacks are detected, and the tracing of DoS attacks starts.

State F : A server system becomes faulty.

3 4 5

F

Fig. 6 Transition diagram between states of a server system

The states of a server system defined above form a Markov renewal process.

Transition diagram between states of a server system is shown in Figure 6.

The LS transforms of one-step transition probabilities Qij(t)(i =

3, 4, 5; j = 3, 4, 5, F ) of a Markov renewal process are:

Q∗
34(s) = A∗(s), (67)

Q∗
44(s) = e−sTP00(T ), (68)

Q∗
45(s) = e−sTP01(T ), (69)

Q∗
4F (s) =

∫ T

0

e−st d

{ ∞∑

k=1

[Q01(t) ∗Q10(t)]
(k−1) ∗Q01(t) ∗Q12(t)

}
, (70)

Q∗
53(s) = (1 − q)B∗(s+ β + λ)V ∗(s+ β + λ), (71)

Q∗
54(s) =

β

s+ β + λ
[1 −B∗(s+ β + λ)] + qB∗(s+ β + λ)

+ (1− q)B∗(s+ β + λ)
β

s+ β + λ
[1 − V ∗(s+ β + λ)], (72)
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Q∗
5F (s) =

λ

s+ β + λ
[1 −B∗(s+ β + λ)] + (1 − q)B∗(s+ β + λ)

× λ

s+ β + λ
[1 − V ∗(s+ β + λ)]. (73)

When the state of occurrence or disappearance of DoS attacks transits to

State 2, the state of a server system transits to State F as a result.

We derive the mean time `3F (T ) until a server system becomes faulty.

Let HiF (s) (i = 3, 4, 5) be the first-passage time distribution from State i

to State F . Then,

H3F (t) = Q34(t) ∗H4F (t), (74)

H4F (t) = Q44(t) ∗H4F (t) +Q45(t) ∗H5F (t) +Q4F (t), (75)

H5F (t) = Q54(t) ∗H4F (t) +Q53(t) ∗H3F (t) +Q5F (t). (76)

Taking the LS transforms of (74)–(76) and arranging them,

H∗
3F (s) =

Q∗
34(s)Q

∗
4F (s) +Q∗

34(s)Q
∗
45(s)Q

∗
5F (s)

1 −Q∗
44(s) −Q∗

45(s)Q
∗
54(s) −Q∗

45(s)Q
∗
53(s)Q

∗
34(s)

.

(77)

Hence, the mean time `3F (T ) until a server system becomes faulty is

`3F (T ) ≡ lim
s→0

−dH∗
3F (s)

ds
=

J(T )

1 − I(T )
, (78)

where

I(T ) ≡ P00(T ) + P01(T )D = I1e
−γ1T + I2e

−γ2T ,

J(T ) ≡ 1

a
− 1

a
P00(T ) + (E − 1

a
D)P01(T )

+
1

γ1 − γ2

∫ T

0

(γ1e
−γ2t − γ2e

−γ1t) dt

=
1

a
+ J1e

−γ1T + J2e
−γ2T +

1

γ1 − γ2

∫ T

0

(γ1e
−γ2t − γ2e

−γ1t) dt,

I1 ≡ γ1 − (αD + β + λ)

γ1 − γ2
, I2 ≡ (αD + β + λ) − γ2

γ1 − γ2
,

J1 ≡ (− 1
a )[γ1 − (β + λ)] − α(E − 1

aD)

γ1 − γ2
,
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J2 ≡ (− 1
a )[(β + λ) − γ2] + α(E − 1

aD)

γ1 − γ2
,

D ≡ Q∗
53(0) +Q∗

54(0),

E ≡ lim
s→0

{
1

a
Q∗

53(s) + P01(T ){−[Q∗′
53(s) +Q∗′

54(s) +Q∗′
5F (s)]}

}

=
1

a
Q∗

53(0) − P01(T )[Q∗′
53(0) +Q∗′

54(0) +Q∗′
5F (0)].

Next, we derive the expected monitoring number M4 until a server sys-

tem becomes faulty. Let M44(t) be the expected monitoring number until

a server system becomes faulty in (0, t]. Then,

M44(t) = [Q44(t) +Q45(t) ∗Q54(t) +Q45(t) ∗Q53(t) ∗Q34(t)] ∗ [1 +M44(t)].

(79)

Taking the LS transforms of (79),

M∗
44(s) =

Q∗
44(s) +Q∗

45(s)Q
∗
54(s) +Q∗

45(s)Q
∗
53(s)Q

∗
34(s)

1 −Q∗
44(s) −Q∗

45(s)Q
∗
54(s) −Q∗

45(s)Q
∗
53(s)Q

∗
34(s)

. (80)

Thus, the expected monitoring number is

M4 ≡ lim
t→∞

M44(t) = lim
s→0

M∗
44(s) =

P00(T ) + P01(T )D

1 − P00(T ) − P01(T )D
=

I(T )

1 − I(T )
.

(81)

Further, we derive the expected refreshment number M3 until a server

system becomes faulty. Let M33(t) be the expected refreshment number

until a server system becomes faulty in (0, t]. Then,

M33(t) = Q34(t) ∗M43(t), (82)

M43(t) = Q44(t) ∗M43(t) +Q45(t) ∗M53(t), (83)

M53(t) = Q54(t) ∗M43(t) +Q53(t)[1 +M33(t)]. (84)

Taking the LS transforms of (82)–(84) and arranging them,

M∗
33(s) =

Q∗
34(s)Q

∗
45(s)Q

∗
53(s)

1 −Q∗
44(s) −Q∗

45(s)Q
∗
54(s) −Q∗

45(s)Q
∗
53(s)Q

∗
34(s)

. (85)

Thus, the expected refreshment number is

M3 ≡ lim
t→∞

M33(t) = lim
s→0

M∗
33(s) =

P01(T )G

1 − I(T )
, (86)

where G ≡ Q∗
53(0).

Moreover, we derive the expected interruption number M5 until a server

system becomes faulty. Let M55(t) be the expected interruption number

until a server system becomes faulty in (0, t]. Then,

M45(t) = Q44(t) ∗M45(t) +Q45(t) ∗ [1 +M55(t)], (87)

M55(t) = Q54(t) ∗M45(t) +Q53(t) ∗Q34(t) ∗M45(t). (88)



Reliability Analysis of a System Connected with Networks 141

Taking the LS transforms of (87) and (88), and arranging them,

M∗
55(s) =

Q∗
45(s)

1 −Q∗
44(s) −Q∗

45(s)Q
∗
54(s) −Q∗

45(s)Q
∗
53(s)Q

∗
34(s)

. (89)

Thus, the expected interruption number is

M5 ≡ lim
t→∞

M55(t) = lim
s→0

M∗
55(s) =

P01(T )

1 − I(T )
. (90)

4.2 Optimal Policy

We obtain the expected cost and discuss an optimal policy which minimizes

it: Let c4 be the cost for monitoring, c3 be the cost for a refreshment, c5
be the cost for an interruption, and c0 (c0 > c3 > c5 > c4) be the cost

for system failure. Then, we define the expected cost C(T ) until a server

system becomes faulty as

C(T ) ≡ c4M4 + c3M3 + c5M5 + c0
`3F (T )

=
c0 − (c0 − c4)I(T ) + (c3G+ c5)P01(T )

J(T )
. (91)

We seek an optimal time T ∗ which minimizes C(T ). Differentiating (91)

with respect to T and setting it equal to zero,

I(T )J ′(T ) − I ′(T )J(T ) − c3G+c5

c0−c4
[J ′(T )P01(T ) − J(T )P ′

01(T )]

J ′(T )
=

c0
c0 − c4

,

(92)

where

I ′(T ) = −(γ1I1e
−γ1T + γ2I2e

−γ2T ),

J ′(T ) = −(γ1J1e
−γ1T + γ2J2e

−γ2T ) +
1

γ1 − γ2
(γ1e

−γ2T − γ2e
−γ1T ),

P ′
01(T ) =

α

γ1 − γ2
(γ1e

−γ1T − γ2e
−γ2T ).

Denoting the left-hand side of equation (92) by L(T ),

L(0) = 1, L′(T ) =

J(T )

{
I ′(T )J ′′(T ) − I ′′(T )J ′(T )

− c3G+c5

c0−c4
[J ′′(T )P ′

01(T ) − J ′(T )P ′′
01(T )]

}

J ′(T )2
,

(93)
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where

I ′′(T ) = γ2
1I1e

−γ1T + γ2
2I2e

−γ2T ,

J ′′(T ) = γ2
1J1e

−γ1T + γ2
2J2e

−γ2T +
γ1γ2

γ1 − γ2
(e−γ1T − e−γ2T ),

P ′′
01(T ) =

α

γ1 − γ2
(γ2

2e−γ2T − γ2
1e−γ1T ).

Hence, when

I ′(T )J ′′(T ) − I ′′(T )J ′(T ) >
c3G+ c5
c0 − c4

[J ′′(T )P ′
01(T ) − J ′(T )P ′′

01(T )],

L(T ) is strictly increasing in T from 1. Thus, we can characterize the

optimal policy:

(i) If L(∞) > c0/(c0 − c4), then there exists a finite and unique T ∗ (> 0)

which satisfies (92).

(ii) If L(∞) ≤ c0/(c0 − c4), then T ∗ = ∞. In this case, it is optimal to do

no monitor. The expected cost is

C(∞) =
c0

1
a + α+β+λ

αλ

, (94)

and the mean time until a server system becomes faulty is

`3F (∞) =
α+ β + λ

α+ λ
. (95)

4.3 Numerical Example

We compute numerically the optimal time T ∗ from (92): Suppose that

B(t) = 1 − e−bt, V (t) = 1 − e−vt and the mean time 1/a for the initial

processing is a unit of time. It is assumed that the mean time of DoS

attacks interval is (1/α)/(1/a) = 60 ∼ 600, the mean duration of DoS

attacks occurrence is (1/β)/(1/a) = 10, the mean upper limit duration

of DoS attacks occurrence is (1/λ)/(1/a) = 60 ∼ 600, the mean time for

tracing of DoS attacks and deletion of its processing is (1/b)/(1/a) = 1,

the mean time for the refreshment processing is (1/v)/(1/a) = 5, and the

probability that the tracing of DoS attacks succeeds is q = 0.5, 0.9. Further,

the cost c0 for system failure is a unit of cost, the cost rate of a refreshment

is c3/c0 = 10−2, the cost rate of an interruption is c5/c0 = 10−3, and the

cost rate of monitoring is c4/c0 = 1 ∼ 8 (×10−4).

Table 3 gives the optimal T ∗ which minimizes the expected cost

C(T ). This indicates that T ∗ decreases with q, however, increases with

(1/α)/(1/a), (1/λ)/(1/a) and c4/c0. When c4/c0 and (1/λ)/(1/a) are large,

T ∗ = ∞. In this case, it is optimal not to monitor.
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Table 3 Optimal time T ∗ to minimize C(T )

q

a/α a/λ
0.5 0.9

c4/c0 (×10−4)
1 2 4 8 1 2 4 8

60 1.0 1.4 2.1 3.1 1.0 1.4 2.1 3.1
120 1.5 2.2 3.2 4.8 1.5 2.2 3.2 4.8

60 180 2.0 2.9 4.3 6.6 1.9 2.8 4.2 6.5
300 3.0 4.4 6.8 11.4 2.9 4.3 6.7 11.1
600 9.5 17.6 ∞ ∞ 8.5 15.0 ∞ ∞

60 2.3 3.4 5.2 8.2 2.3 3.4 5.1 8.1
120 3.5 5.3 8.3 14.4 3.5 5.3 8.2 14.2

300 180 4.7 7.2 11.9 24.2 4.6 7.1 11.7 23.6
300 7.3 11.9 24.0 ∞ 7.1 11.6 23.0 ∞

600 30.0 ∞ ∞ ∞ 24.8 ∞ ∞ ∞

60 3.4 5.1 8.1 14.1 3.4 5.1 8.0 13.9
120 5.3 8.3 14.2 38.1 5.2 8.2 14.0 36.2

600 180 7.1 11.7 23.4 ∞ 7.1 11.5 22.8 ∞

300 11.7 23.1 ∞ ∞ 11.4 22.2 ∞ ∞

600 ∞ ∞ ∞ ∞ ∞ ∞ ∞ ∞

5 Conclusions

We have formulated three stochastic models of a system connected with net-

works, and have discussed the optimal policy which minimizes the expected

cost rate. Moreover, we have given numerical examples of each models and

have evaluated them for various standard parameters. If some parameters

are estimated from actual data, we could select the best policy.

Finally, we enumerate the following questions for future studies:

1) Is it possible to estimate statistically various parameters in the formu-

lated models?

2) What types of distribution are fit for the observed data?

3) What are appropriate measures which show the reliability of the system?

It would be very important to evaluate and improve the reliability of a

system connected with networks. The results derived in this paper would

be applied in practical fields by making some suitable modification and

extensions. Further studies for such subject would be expected.
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1 Introduction

As a computer communication technology has remarkably developed, com-

puting systems have widely spread and have been used in many practical

fields. This chapter summarizes reliability analysis of various communi-

cation systems. In Section 2, we consider a communication system which

consists of several processors. Efficient control mechanisms of a communi-

cation system have been actually realized by a number of processors [7].

Hence, the processing of each processor has to be carried out accurately

and rapidly. Moreover, the system has to restore a consistent state im-

mediately after transient faults. There are rollback recovery technique to

improve the reliability of communications between processors [1–4,6]. That

is, a processor saves the state of process in a stable storage, in which it is

now executing. This is called checkpoint and is set up at periodic times.

When faults have occurred and have been detected, the a process is rolled

back to the most recent checkpoint and can restore a consistent state.

Generally, there are the following two main approaches to take check-

point: Independent approach and coordinated approach [5]. In independent

approach, the process takes checkpoint periodically regardless of its state

depending on states of the other processes. In coordinated approach, all

147
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processes take checkpoint synchronously. Independent approach may be

attractive because its checkpointing overhead is lower than that of coor-

dinated one. However, there often arise the following two problems: One

is domino effect where the processes cannot find out any consistent states

even if they roll back to checkpoints and do recursively at many times. In

the worst case, some processes may have to roll back to their initial states.

The other is that a receiver may accept the same message again [7, 8]. On

the other hand, domino effect in coordinated approach can be avoid by

using the techniques of checkpoint and rollback, in which the process takes

into consideration of its state depending on states of the other processes.

In Section 2, all processors take checkpoints and roll back synchronously

in order to prevent domino effect. Further, a receiver can protect against

the acceptance of the same message by adopting the Transmission Control

Protocol(TCP). We formulate the stochastic model with the above recovery

techniques, using the theory of Markov renewal processes. We obtain the

expected cost as an objective function and analytically derive an optimal

checkpointing interval T ∗ which minimizes it [9].

In Section 3, we consider the problem for improving the reliability of

a mobile communication system. The problem is very important to re-

alize stable and high-speed network communications in mobile environ-

ments [10–12]. However, mobile stations often may become unavailable

due to communication errors, which have been generated by disconnec-

tions, wireless link failures, and so on. Then, a mobile communication

system, which consists of mobile stations, makes the recovery techniques.

That is, when a communication error has occurred, the rollback recovery

for the mobile station associated with such an event is executed to the

most recent checkpoint, and so that, the system can restore a consistent

state [13–16]. Recently, some error recovery schemes with the feature of

mobile environments have been proposed by several authors [15, 16]. They

have dealt mainly with the operation time from the beginning of operation

to handoff. We consider a mobile communication system which consists

of mobile stations, several base stations and a switching center, and for-

mulate the stochastic model adopting the recovery technique of checkpoint

and rollback with the feature of mobile environments. We obtain the ex-

pected cost and analytically derive an optimal checkpointing interval which

minimizes it [17].

In Section 4, we consider a communication system which consists of sev-

eral clients and a web server. As the internet has been widely used, its net-

work scheme has been urgently needed for a high reliable communication.
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For example, some packets may be discarded at a client due to buffer over-

flow. The window flow control mechanism to defuse this situation has been

implemented [18–21]. That is, the client can throttle a web server by spec-

ifying some limit on the amount of data it can transmit. The limit is

determined by a window size at the client. The amount of packets, which

corresponds to the window size, is successively transmitted to the client by

the server.

On the other hand, in the packet delivery process, some packets are

sometimes dropped by network congestion (packets loss). Several authors

have studied some protocols for dissolving packets loss [22–28]. For exam-

ple, setting the window to half of the first window size when a sender detects

congestion, has been researched [20]. Moreover, some ways of the conges-

tion detection have been already proposed [23–32]. For example, there are

congestion detections by dropped packets and ECN (Explicit Congestion

Notification) [30]. In the congestion detection by dropped packets, the

server detects dropped packets either from the receipt of three duplicate

acknowledgements or after time out of a retransmit timer, and the server

detects the congestion [20]. In the congestion detection by ECN, Routers

set the ECN bit in packet headers when their average queue size exceeds

a certain threshold, and the server detects incipient congestion during con-

nection [29–32]. In Section 4, we consider a stochastic model of a com-

munication system using a window flow control scheme considering error

of ECN message. We obtain the amount of packets per unit of time until

the transmission succeeds (throughput) and analytically derive an optimal

policy which maximizes it [33, 34].

2 Communication System with Rollback Recovery

This section considers a communication system which consists of several

processors, and studies the problem for improving its reliability by adopt-

ing the recovery techniques of checkpoint and rollback : When either pro-

cessor failure or communication error has occurred, the rollback recovery

for processors associated with such an event is executed to the most recent

checkpoint, and a consistent state in the whole system is always maintained

by coordinated approach. The stochastic model with the above recovery

techniques is formulated, using the theory of Markov renewal processes.

The mean time to take checkpoint and the expected number of rollback re-

coveries caused by processor failures and communication errors are derived.
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An optimal checkpointing interval which minimizes the expected cost is dis-

cussed. Finally, numerical examples are given.

2.1 Reliability Quantities

A communication system consists of several processors and its control mech-

anisms are realized by communications with each other between processors.

We assume that the system is divided into a processor called A and the

other processors called B for convenience, and is concerned only about the

communication behaviors of A. The system is shown in Figure 1.

Time

Processor A

Processor
Group B

T T

Segment

A fault occur

Fig. 1 Outline of the model with rollback recovery

1) The system begins to operate at time 0, and takes checkpoints for all

processes that are relevant to the operation of A, at scheduled time T or

when the transmissions between A and B have terminated successfully

at m times, whichever occurs first. Any transmissions which have not

finished until time T are dealt with no transmission with each other.

2) The request time for transmissions between A and B has a general dis-

tribution A(t) with finite mean 1/α.

3) A message is divided into n pieces of segments because it is necessary

to ensure the reliability of transmissions, and each segment is sent from

a sender to a receiver with acknowledgment by handshake as follows:

a) Each corresponding answer of ACK(acknowledgment) or NAK(nega-

tive ACK) from a receiver to a sender judges whether the transmis-

sion of a segment succeeds or does not. The communication of a

message terminates when n times of ACK have been accepted from

a receiver.
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b) When NAK or no answer has been received until a limited time,

we retransmit a message of the same segment. If the retransmission

does not succeed again, it is judged that communication errors have

occurred.

c) The time required for the transmission of a segment has a probability

distribution a(t), and the probability of its success is p(0 < p ≤ 1).

4) Failures of processor A and processors B occur independently accord-

ing to distributions FA(t) and FB(t), respectively. Then, we define a

probability distribution F (t) ≡ FA(t)FB(t) with finite mean 1/λ, where

Φ(t) ≡ 1− Φ(t).

5) When either processor failures or communication errors have occurred,

the rollback recovery for processors associated with such events is exe-

cuted from that time to its most recent checkpoint:

a) Any transmissions which have not finished until that time are dealt

with no transmission with each other.

b) The system is regenerated by rollback recovery.

c) The time required for rollback recovery has a general distribution

G(t) with finite mean 1/µ.

Under the above assumptions, we define the following states of the sys-

tem:

State S0: The system begins to operate or restarts.

State SP : Processor failures occur.

State SC : Communication errors occur.

State ST : Checkpoint of the system is carried out when the transmissions

of m messages have succeed or at time T , whichever occurs first.

S S0 CSP

ST

Fig. 2 Transition diagram between system states
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The system states defined above form the Markov renewal process, where

ST is an absorbing state and S0 is a regeneration point. Transition diagram

between system states is shown in Figure 2.

Using the mass functions of Markov renewal processes [35], Laplace-

Stieltjes (LS) transforms Q∗
ij(s) of transition probabilities Qij(t) from State

i(i = S0) to State j(j = SP , SC , ST ) are:

Q∗
S0,SP

(s) ≡
∫ T

0

e−st[1 −W (m)
n (t) −Xm(t)] dF (t), (1)

Q∗
S0,SC

(s) ≡
∫ T

0

e−stF (t) dXm(t), (2)

Q∗
S0,ST

(s) ≡ e−sTF (T )[1 −W (m)
n (T ) −Xm(T )] +

∫ T

0

e−stF (t) dW (m)
n (t),

(3)

where

Wi(t) ≡ A(t) ∗ [pa(t) + (1 − p)pa(2)(t)](i) (i = 1, 2, · · · , n),

Xm(t) ≡
m∑

j=1

W (j−1)
n (t)

n∑

i=1

Wi−1(t) ∗ [(1 − p)a(t)](2),

where Φ(i)(t) is the i-fold convolution of Φ(t) and Φ(i)(t) ≡ Φ(i−1)(t) ∗
Φ(t),Φ1(t)∗Φ2(t) ≡

∫ t

0 Φ2(t−u)dΦ1(u),Φ
(0)(t) ≡ 1. The asterisk mark de-

notes the Stieltjes convolution, i.e., Φ∗(s) ≡
∫∞
0 e−stdΦ(t) for s > 0. Then,

LS transform H∗
S0,ST

(s) of the first-passage time distribution HS0,ST (t)

from the beginning of operation to the next checkpoint is

H∗
S0,ST

(s) ≡
Q∗

S0,ST
(s)

1 − [Q∗
S0,SP

(s) +Q∗
S0,SC

(s)]G∗(s)
. (4)

Therefore, the mean time `S0,ST is

`S0,ST ≡ lim
s→0

−dH∗
S0,ST

(s)

ds

=

∫ T

0 F (t)[1 −W
(m)
n (t) −Xm(t)] dt

+ 1
µ{1−

∫ T

0
F (t) dW

(m)
n (t) − F (T )[1 −W

(m)
n (T ) −Xm(T )]}

F (T )[1−W
(m)
n (T ) −Xm(T )] +

∫ T

0 F (t) dW
(m)
n (t)

.

(5)
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Similarly, LS transforms M∗
P (s) and M∗

C(s) of MP (t) and MC(t) which

are the expected numbers of rollback recoveries caused by processor failures

and communication errors are, respectively,

M∗
P (s) =

Q∗
S0,SP

(s)G∗(s)

1 − [Q∗
S0,SP

(s) +Q∗
S0,SC

(s)]G∗(s)
, (6)

M∗
C(s) =

Q∗
S0,SC

(s)G∗(s)

1 − [Q∗
S0,SP

(s) +Q∗
S0,SC

(s)]G∗(s)
. (7)

Therefore, the respective expected numbers of rollback recoveries MP and

MC are

MP ≡ lim
t→∞

MP (t) = lim
s→0

M∗
P (s)

=

∫ T

0
[1 −W

(m)
n (t) −Xm(t)] dF (t)

F (T )[1 −W
(m)
n (T ) −Xm(T )] +

∫ T

0 F (t) dW
(m)
n (t)

, (8)

MC ≡ lim
t→∞

MC(t) = lim
s→0

M∗
C(s)

=

∫ T

0 F (t) dXm(t)

F (T )[1 −W
(m)
n (T ) −Xm(T )] +

∫ T

0
F (t) dW

(m)
n (t)

. (9)

2.2 Optimal Policy

Let c0 be the cost for system operation, c1 be the cost for rollback recovery

of communication errors and c2 be the cost for rollback recovery of processor

failures. We define that the expected cost rate until the next checkpoint is

C(T,m) ≡ c0 + c1MC + c2MP

`S0,ST

. (10)

We seek an optimal checkpointing interval T ∗ which minimizes C(T,m)

for c2 > c1 > c0 and given m (m ≥ 1). We consider the particular case that

A(t) is exponential and the transmission time of a segment can be neglected

because it is much smaller than the other times, i.e., A(t) ≡ 1 − e−αt and

a(t) ≡ 1 for t ≥ 0, and discuss analytically it.
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Differentiating C(T,m) in (10) with respect to T and setting it equal

to zero,[
λ(T ) + α(1 − x)

(
c1−c0

c2−c0

)] [∑m
k=1 x

k−1
∫ T

0
F (t)Hk−1(αt) dt+ 1

µ

]

+
[
1 + α

µ (1 − x)
(

c2−c1

c2−c0

)] [
F (T )

∑m
k=1 x

k−1Hk−1(αT )

+ αxm
∫ T

0
F (t)Hm−1(αt) dt

]

1 + 1
µ [λ(T ) + α(1 − x)]

+ α(1 − x)

(
c2 − c1
c2 − c0

) m∑

k=1

xk−1

∫ T

0

F (t)Hk−1(αt) dt =
c2

c2 − c0
, (11)

where x ≡ [p(2 − p)]n (0 < x ≤ 1) and Hk(αt) ≡ [(αt)k/k!]e−αt (k =

0, 1, · · · ). Letting denote the left-hand side of (11) by Qm(T ),

Qm(0) = 1, (12)

Qm(∞) =

[
λ(∞) + α(1 − x)

(
c1−c0

c2−c0

)]

×
[∑m

k=1 x
k−1

∫∞
0
F (t)Hk−1(αt) dt + 1

µ

]

+
[
1 + α

µ (1 − x)
(

c2−c1

c2−c0

)] [
αxm

∫∞
0 F (t)Hm−1(αt) dt

]

1 + 1
µ [λ(∞) + α(1 − x)]

+ α(1 − x)

(
c2 − c1
c2 − c0

) m∑

k=1

xk−1

∫ ∞

0

F (t)Hk−1(αt) dt, (13)

Q
′

m(T ) =

∑m
k=1 x

k−1
∫ T

0 F (t)Hk−1(αt) dt

+ 1
µ

[
1 − F (T )

∑m
k=1 x

k−1Hk−1(αT )

−αxm
∫ T

0
F (t)Hm−1(αt) dt

]

{1 + 1
µ [λ(T ) + α(1 − x)]}2

× λ
′

(T )

[(
c1 − c0
c2 − c0

)
+

(
c2 − c1
c2 − c0

)
[1 +

1

µ
α(1 − x)]

]
> 0,(14)

where Φ
′

(t) represents a density function of any function Φ(t).

Therefore, we have the following optimal policy:

(i) If λ(t) is strictly increasing in t and Qm(∞) > c2/(c2 − c0), then there

exists a finite and unique T ∗ which satisfies (11), and the expected cost

rate is

C(T ∗,m) =
(c2 − c0)λ(T

∗) + (c1 − c0)α(1 − x)

1 + 1
µ [λ(T ∗) + α(1 − x)]

. (15)
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The right-hand side of (15) is strictly increasing in T ∗. Thus, if T ∗ is

increasing, then C(T ∗,m) is also increasing.

From the notation of Qm(t),

Qm+1(T ) −Qm(T ) =
xmJ(T )

1 + 1
µ [λ(T ) + α(1 − x)]

(16)

where

J(T ) ≡ [λ(T ) + α]

∫ T

0

F (t)Hm(αt) dt+ F (T )Hm(αT )

−α
∫ T

0

F (t)Hm−1(αt) dt+
α

µ
(1 − x)

(
c2 − c1
c2 − c0

)[
F (T )Hm(αT )

+λ(T )

∫ T

0

F (t)Hm(αt) dt − α

∫ T

0

F (t)[Hm−1(αt) −Hm(αt)] dt

]
.

We easily have

J(0) = Hm(0)

[
1 +

1

µ
α(1 − x)

(
c2 − c1
c2 − c0

)]
≥ 0,

J
′

(T ) = λ
′

(T )

[
1 +

1

µ
α(1 − x)

(
c2 − c1
c2 − c0

)]∫ T

0

F (t)Hm(αt) dt > 0.

Thus, if λ(t) is strictly increasing then Qm(T ) is also strictly increasing in

m, and hence, T ∗ is strictly decreasing in m. Therefore, an optimal T ∗

reaches a minimum value when m → ∞, and also, C(T ∗,m) becomes a

minimum.

Therefore, when m → ∞, T ∗ reaches a minimum value, and then,

C(T ∗,m) also has its minimum. Consequently, (11) is rewritten as, by

setting m = ∞,

[
λ(T ) + α(1 − x)

(
c1−c0

c2−c0

)] [∫ T

0
F (t)e−α(1−x)t dt+ 1

µ

]

+
[
1 + α

µ (1 − x)
(

c2−c1

c2−c0

)]
F (T )e−α(1−x)T

1 + 1
µ

[
λ(T ) + α(1 − x)

]

+ α(1 − x)

(
c2 − c1
c2 − c0

)∫ T

0

F (t)e−α(1−x)t dt =
c2

c2 − c0
. (17)

Let denote the left-hand side of (17) by Q∞(T ). Then, from the above

discussions, the optimal policy (i) is rewritten as follows:
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(i)’ If λ(t) is strictly increasing in t and Q∞(∞) > c2/(c2 − c0), then there

exists a finite and unique T ∗ which satisfies (17), and the expected cost

rate is given in (15).

Example 2.1. We compute numerically an optimal checkpointing in-

terval T ∗ which minimizes the expected cost C(T,m) in (15). We assume

that failures of processor A and processor B are caused by independent

random factors. That is, failures occur according to a gamma distribution

with order 2, i.e.,

F (t) ≡ 1 − (1 + 2λt)e−2λt.

Then, we compute an optimal T ∗ which satisfies (11). Suppose that the

mean time 1/µ of the rollback recovery is a unit of time, the mean time

of fault occurrences is µ/λ = 1800, 3600, the mean time requested for

communications between A and B is µ/α = 20, 30, the number of segments

per a message is n = 2, 4, and the number of messages until the next

checkpoint is m = 20 ∼ ∞. When 1/µ is 1 second, 1/λ is 30 or 60 minutes,

and 1/α is 20 or 30 seconds.

Suppose that the probability of accepting ACK depends on the length

of a message. That is, when the transmission of a message which does not

divide into segments fails with a probability q, the probability of accepting

ACK for each segment is p ≡ 1 − q/n, and we set q = 0.1, 0.2. Moreover,

suppose that the cost for system operation including checkpoint is c0 = 1,

the loss cost for rollback recovery of communication errors is c1/c0 = 10,

and the loss cost for rollback recovery of processor failures is c2/c1 = 2, 4.

Under the above assumptions, we give numerical values µT ∗/60 in Table

1 which minimize C(T,m). When a unit time is a second, they are scaled

to a unit of minute. Table 1 indicates that T ∗ decrease with c2/c1 and n.

Further, T ∗ increase with µ/λ which is the mean interval of failure occur-

rences for processors and decrease with µ/α which is the mean interval of

demand occurrences for communications. When µ/α is given, T ∗ decrease

with m and have a minimum value as m→ ∞.

The increase of µ/λ means that the rate of processor failures decrease,

i.e., the expected number MP of rollback recoveries for processor failures

decrease with µ/λ. Table 1 indicates that T ∗ depends on the number m

of messages, however, when λ is large, T ∗ depend little on m. Similarly,

the increase of q means that the probability p of accepting ACK for each

segment decrease, i.e., the expected number MC of rollback recoveries for

communication errors increase with q. From the above viewpoints, these
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Table 1 Optimal intervals µT ∗/60 to minimize C(T,m) when c1/c0 = 10

µ/λ = 1800 µ/λ = 3600
q c2/c1 n m µ/α µ/α

20 30 20 30

20 6.3 6.3 16.1 13.3
2 50 6.3 6.3 12.8 12.7

2 ∞ 6.3 6.3 12.8 12.7
20 6.3 6.2 15.7 13.1

4 50 6.2 6.2 12.6 12.5
0.1 ∞ 6.2 6.2 12.6 12.5

20 4.0 4.0 8.5 8.1
2 50 4.0 4.0 8.2 8.1

4 ∞ 4.0 4.0 8.2 8.1
20 4.0 4.0 8.4 8.1

4 50 4.0 4.0 8.1 8.0
∞ 4.0 4.0 8.1 8.0

20 6.7 6.5 18.5 14.5
2 50 6.7 6.5 14.5 13.7

2 ∞ 6.7 6.5 14.5 13.7
20 6.5 6.3 16.8 13.6

4 50 6.4 6.3 13.4 13.0
0.2 ∞ 6.4 6.3 13.3 13.0

20 4.2 4.1 8.3 8.5

2 50 4.2 4.1 8.0 8.5
4 ∞ 4.2 4.1 8.0 8.5

20 4.1 4.0 8.7 8.3
4 50 4.1 4.0 8.4 8.2

∞ 4.1 4.0 8.4 8.2

results indicate that when the expected number of rollback recoveries is

large, T ∗ depends little on m, and when it is small, T ∗ almost depend on

m. Further, from Table 1, when n is large, T ∗ depend little on m and µ/α,

and have a constant value roughly. When the rate of c2/c1 is large, T ∗ also

have a constant value roughly, which depends little on n,m and µ/α.

3 Mobile Communication System with Error Recovery

Schemes

This section considers a mobile communication system which consists of

mobile stations, several base stations and a switching center. We formu-

late a stochastic model of a mobile network system which reflects actual

behaviors of mobile stations. That is, when a mobile station communicates
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with a base station, if it moves from one area (cell) to another, in which

a base station can connect with it, then it interrupts the operation tran-

siently. Then, the connection of a mobile station is changed from an old

base station to a new one, and after that, this process such as handoff has

been completed and the operation restarts again.

Under the above stochastic model, we obtain the reliability quantities of

a mobile communication system such as the mean time to take checkpoint

and the expected numbers of successful transmissions until communication

errors occur and of handoff, using the theory of Markov renewal processes.

Further, the expected costs are derived and optimal checkpointing inter-

vals which minimize them are analytically discussed. Finally, numerical

examples are given.

3.1 Reliability Quantities

BSi BSi+1

MS

Switching   center

Cell  Area of handoff

Fig. 3 Outline of a mobile communication system

A mobile communication system consists of mobile stations and several

base stations shown in Figure 3: Each base station is connected by wired

links through a switching center, and one mobile station communicates with

the others by wireless links through a base station BSi(i = 0, 1, 2, · · · ). An

area in which a base station can connect with a mobile station is called

cell. A mobile station moves one cell to another and its connection changes

from BSi to BSi+1. This process is called handoff. The communications

between mobile stations can be realized by such control mechanisms.
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We concern only about the communication behaviors of the system

with mobile station MS and base stations BSi(i = 0, 1, 2, · · · ), and ap-

ply LP(Logging Pessimistic) recovery scheme to the system [15].

In LP recovery scheme, if a mobile station MS communicates with BSi,

the checkpoint and message logs of a mobile station MS are stored in BSi.

When MS moves from one cell of the base station BSi to another cell of

BSi+1, the checkpoint and message logs are sent from BSi to BSi+1. If

communication errors have occurred, a mobile station MS demands the

checkpoint and message logs from BSi. After MS has received the check-

point and message logs, the rollback recovery for MS associated with such

an event is executed from that time to the most recent checkpoint [15].

We assume that:

1) The system begins to operate at time 0 and takes the first checkpoint for

BS0. Next, it takes the checkpoint for BSi that manages the operation

of mobile station MS, when the transmissions between MS and BSi

have terminated successfully at m (m = 1, 2, · · · ) times. The state of

processes which are executed at MS is sent to BSi.

2) A mobile station MS begins to move from BS0. The request time

for transmissions between MS and BSi has a general distribution A(t)

with finite mean α and the time required for transmission of one message

including the time to save the message log at BSi has an exponential

distribution (1 − e−at) (0 < a <∞).

3) Communication errors of MS occur according to an exponential dis-

tribution (1 − e−λt) (0 < λ < ∞). When communication errors have

occurred, the rollback recovery for MS associated with such an event

is executed from that time to the most recent checkpoint. The state of

processes and message logs are sent from BSi to MS.

a) The system is regenerated by rollback recovery.

b) The time required for rollback recovery has a general distribution

V (t) with finite mean v.

4) When the operation of MS moves from BSi to BSi+1, i.e., when MS

goes into the area of handoff, it interrupts its operation transiently.

a) Handoff occurs according to a general distribution U(t) with finite

mean 1/u.

b) The time required for handoff including the time to transmit the

most recent checkpoint and message logs, has a general distribution

G(t) with finite mean 1/µ.
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Under the above assumptions, we define the following states of the sys-

tem:

State 0: The system begins to operate or restart.

State 1: Request for transmissions between MS and BSi occurs.

State 2: Communication errors occur.

State 3: Handoff occurs.

State 4: Transmission of one message succeeds.

State S: Transmissions of m messages have succeeded, and the system

takes the checkpoint for BSi.

0 1

4

2 3

S

Fig. 4 Transition diagram between system states

The system states defined above form a Markov renewal process [35], where

State S is an absorbing state and States 0–4 are regeneration points. Tran-

sition diagram between system states is shown in Figure 4.

Using the mass functions of Markov renewal processes, LS transforms

Q∗
1j(s) of transition probabilities Q1j(t) from State 1 to State j (j = 2, 3, 4)

are:

Q∗
1,2(s) =

∫ ∞

0

λe−(s+λ+a)tU(t) dt =
λ

s+ λ+ a
[1 − U∗(s+ λ+ a)], (18)

Q∗
1,3(s) =

∫ ∞

0

e−(s+λ+a)t dU(t) = U∗(s+ λ+ a), (19)

Q∗
1,4(s) =

∫ ∞

0

ae−(s+λ+a)tU(t) dt =
a

s+ λ+ a
[1 − U∗(s+ λ+ a)]. (20)

Thus, LS transformH∗
0,S(s) of the first-passage time distributionH0S(t)

from the beginning of operation to the next checkpoint is
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H∗
0,S(s) ≡ [A∗(s)M∗(s)]m

1 − Z∗(s)V ∗(s)
, (21)

where

M(t) ≡
∞∑

i=1

[Q13(t) ∗G(t)]
(i−1) ∗Q14(t),

X(t) ≡
∞∑

i=1

[Q13(t) ∗G(t)]
(i−1) ∗Q12(t),

Z(t) ≡
m∑

j=1

[A(t) ∗M(t)](j−1) ∗ [A(t) ∗X(t)].

Note that M(t) is a probability distribution that one transmission succeeds

and X(t) is a probability distribution that communication errors occur.

Therefore, the mean time `0,S(m) is

`0,S(m) ≡ lim
s→0

−dH∗
0,S(s)

ds

=
1 −Mm

(1 −M)Mm

[
α+

1

µ
D +

1

λ+ a
+ v(1 −M)

]
, (22)

where

D ≡ U∗(λ+ a)/[1 − U∗(λ+ a)], M ≡ a/(λ+ a).

We derive the expected numbers of rollback recoveries caused by com-

munication errors and of handoff. LS transforms M ∗
R(s) of MR(t) which is

the expected number of rollback recoveries caused by communication errors

and LS transformM∗
H(s) ofMH(t) which is the expected number of handoff

from the beginning of operation to the next checkpoint are, respectively,

M∗
R(s) =

Z∗(s)V ∗(s)

1 − Z∗(s)V ∗(s)
, (23)

M∗
H(s) =

∑m
j=1[A

∗(s)M∗(s)]j−1 Q∗
13(s)

1−Q∗
13(s)G∗(s)

1 −∑m
j=1[A

∗(s)M∗(s)]j−1A∗(s)X∗(s)V ∗(s)
. (24)

Therefore, the expected numbers of rollback recoveries MR(m) and the

expected number MH(m) are

MR(m) ≡ lim
s→0

M∗
R(s) =

1 −Mm

Mm
, (25)

MH(m) ≡ lim
s→0

M∗
H(s) =

[
1 −Mm

(1 −M)Mm

]
D. (26)
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3.2 Optimal Policy

Let c1 be the cost for system operation, c2 be the cost for handoff and c3
be the cost for rollback recovery of communication errors. Then, we give

the expected cost rate of transmission number until the next checkpoint as

C(m) ≡ c1 + c2MH(m) + c3MR(m)

m
(m = 1, 2, · · · ). (27)

We seek an optimal checkpointing interval m∗ which minimizes C(m)

for c3 ≥ c2 > c1. From the inequality C(m+ 1) − C(m) ≥ 0,

m

Mm+1
−
(

M

1 −M

)(
1 −Mm

Mm+1

)
≥ c1
Dc2 + (1 −M)c3

(m = 1, 2, · · · ).
(28)

Denoting the left-hand side of (28) by L(m), Then, L(1) = (1 −M)/M 2

and L(∞) = ∞, and hence, there exist a finite m∗(1 ≤ m∗ < ∞) which

satisfies (28). Further, we have the following optimal policy:

1) If L(1) < c1/[Dc2 + (1 −M)c3], then there exists a finite and unique

m∗(> 1) which satisfies (28).

2) If L(1) ≥ c1/[Dc2 + (1 −M)c3], then m∗ = 1.

Example 3.1. We compute numerically optimal checkpointing intervals

m∗ which satisfy (28). It is assumed that the handoff is caused by some

random factors of a mobile station, and occurs according to an exponential

distribution, i.e., U(t) ≡ 1 − e−ut. Suppose that the mean time 1/µ of

handoff is a unit of time, the request time for transmissions is µ/α = 30,

the mean time of communication errors is µ/λ = 1800, 3600, the mean

time required for transmissions is µ/a = 30 ∼ 120 and the mean time of

handoff occurrence is 1/u = 30 ∼ 1800. For example, when 1/µ = 1 second,

1/λ = 30 ∼ 60 minutes. Introduce the following costs: The cost for system

operation is c1 = 1, the loss cost for handoff is c2/c1 = 2, 5 and the loss

cost for rollback recovery is c3/c1 = 10, 50.

Under the above assumptions, we give numerical values m∗ in Table

2. Table 2 indicates that m∗ decrease with µ/a and increase with µ/λ.

This can be interpreted that when the time required for transmissions is

large, the checkpoint should be made at a small number m∗. Moreover,

m∗ increase with µ/u and decrease with c2/c1. Similarly, m∗ decrease with

c3/c1. However, when µ/λ are small, and µ/a,c3/c1 are large, m∗ depend

little on µ/u and become constant.
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Table 2 Optimal numbers m∗ to minimize C(m)

µ/λ = 1800 µ/λ = 3600
c2/c1 c3/c1 µ/u µ/a µ/a

30 60 120 30 60 120

30 7 3 1 10 5 2
60 9 4 2 14 7 3

10 300 16 8 4 27 13 6
600 19 9 4 33 16 8

2 1800 21 11 5 40 20 10
30 6 3 1 9 4 2
60 7 3 1 12 6 3

50 300 10 5 2 18 9 4
600 10 5 2 20 10 5
1800 11 5 2 21 10 5

30 4 2 1 6 3 1
60 6 3 1 9 4 2

10 300 12 6 3 19 9 4
600 15 7 4 25 12 6

5 1800 19 9 5 34 17 8
30 4 2 1 6 3 1
60 5 2 1 8 4 2

50 300 9 4 2 15 7 3
600 10 5 2 18 9 4

1800 10 5 2 20 10 5

4 Communication System with Window Flow

Control Scheme

This section consider a communication system which consists of several

clients and a web server, and formulate a stochastic model of a commu-

nication system using a window flow control scheme considering error of

ECN message: If the ECN bit is not set from the absence of congestion,

the number of packets, which corresponds to a window size, is successively

transmitted to a client by a web server. If it is set from the presence of con-

gestion, the number of packets, which correspond to half of the first window

size, are transmitted. The mean time until packet transmissions succeed is

derived. An optimal policy which maximizes the amount of packets per unit

of time until the transmission succeeds is analytically discussed. Finally,

numerical examples are given.
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REQ

ECN=00

SYN

SYN/ACK

SYN/ACK 1 2 3 .. n2

2 2n... NAK 1,3

1 3

Window size n1 n2

Congestion

ECN=00

ECN=10

...

ECN=11

Packet
A Packet Loss...Client

Server

ECN=01

Fig. 5 Outline of Window Flow Control Scheme with ECN

4.1 Reliability Quantities

We consider a communication system which consists of several clients and

a web server as shown in Figure 5. The data transmission is implemented

by the Selective-Repeat Protocol which is the usual retransmission control

between the server and the client [21,36]. Then, we formulate the stochastic

model as follows:

1) Congestion happens in the network according to an exponential distri-

bution (1−e−λt)(0 < λ <∞) and continues according to an exponential

distribution (1 − e−γt)(0 < γ <∞). We define the following states of a

network system:

State 0: No congestion occurs and the network system is in a normal

condition.

State 1: Congestion occurs.

The network system states defined above form a two-state Markov pro-

cess. A transition diagram of a network system states is shown in Fig-

ure 6.

10

Fig. 6 Transition diagram of a network system states
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Thus, we have the following probabilities under the initial condition

that P00(0) = P11(0) = 1,P01(0) = P10(0) = 0:

P00(t) ≡
γ

λ+ γ
+

λ

λ+ γ
e−(λ+γ)t,

P11(t) ≡
λ

λ+ γ
+

γ

λ+ γ
e−(λ+γ)t,

P01(t) = 1 − P00(t), P10(t) = 1 − P11(t),

where Pij(t) are probabilities that the network system is in State i (i =

0, 1) at time 0 and State j (j = 0, 1) at time t (> 0).

2) A client transmits the request for data packets to the server. The request

information is included in a window size, and the request requires a time

according to the general distribution A(t) with finite mean a.

3) The server establishes connection when a client requests data packets.

Then, the server and the client confirm whether the ECN bit is set.

That is, when congestion happens in the network, routers have set the

ECN bit in the packet header. Then, we assume the probability that

ECN bit is error: If no congestion occurs, the probability that a ECN

bit is set from router error, is α (0 < α < 1). If congestion occurs,

the probability that a ECN bit is not set from router error, is β (0 <

β < 1). The server transmits the notification for connection completion

to the client, and the notification requires the time according to an

exponential distribution A1(t) = 1 − e−t/a1 with finite mean a1. The

client transmits the acknowledgement for the notification to the sever,

and the acknowledgement requires the time according to an exponential

distribution A2(t) = 1 − e−t/a2 with finite mean a2.

4) If the ECN bit is not set, the number of packets n1, which correspond to

a window size, is successively transmitted to the client from the server.

Then, if no congestion occurs, the probability that a packet loss occurs

is p0 (0 < p0 < 1). If congestion occurs, the probability that a packet

loss occurs is p1 (> p0).

5) If ECN bit is set, n2 (< n1) packets, which corresponds to half of the

first window size, are transmitted. Then, the probability that a packet

loss occurs is p0. If the server has received ACK for the first time, the

remaining packets n2 are transmitted again. The process of editing and

transmitting the remaining packets n2 requires the time according to a

general distribution W (t) with finite mean w.

6) The process of editing and transmitting the data requires the time ac-

cording to a general distribution B(t) with finite mean b.
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7) When the client has received n1 or n2 packets correctly, it returns ACK.

When the server has received NAK, the retransmission for only loss

packets is made. The time the server takes to transmit the last packet

to receive ACK or NAK has a general distribution D(t) with finite mean

d.

8) If the retransmission has failed at k times again, the server interrupts,

and the transmission are made again from the beginning of its initial

state after a constant time µ, where G(t) ≡ 0 for t < µ and 1 for t ≥ µ.

9) If the server has received ACK for all packets n1, the transmission suc-

ceeds

Under the above assumptions, we define the following states of the sys-

tem:

State 2: System begins to operate.

State 3: Connection establishment from the client begins.

State 4: n1 packet transmission begins (no congestion occurs and no ECN

bit has been set).

State 5: n1 packet transmission begins (congestion occurs and no ECN

bit has been set).

State 6: n2 packet transmission begins (congestion occurs and ECN bit

has been set).

State 7: n2 packet transmission begins (no congestion occurs and ECN

bit has been set).

State F : Retransmission fails k times and interrupted.

State S2: n2 packet transmission of first time succeeds and n2 packet trans-

mission of second time begins.

State S1: n1 packet transmission succeeds.

The system states defined above form a Markov renewal process, where S1

is an absorbing state. A transition diagram between system states is shown

in Figure 7.

We derive transition probabilities from State i to State j. LetQi,j(t)(i =

3, 4, 5, 6, 7, S2; j = 4, 5, 6, 7, S1, S2, F ) be one-step transition probabilities of

a Markov renewal process. For convenience, we define Bi(n,m, p) as a

probability distribution that m packet losses occur when n packets are suc-

cessively transmitted to the client, and a packet loss occurs with probability

p (0 < p < 1):
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Fig. 7 Transition diagram between system states

Bi(n,m, p) ≡
(
n

m

)
pm(1 − p)n−mB(t)(n) ∗D(t).

Moreover, we define QS(t|n, p, k) as a probability distribution that the

transmission of n packets succeeds at k times, and define QF (t|n, p, k) as

the probability distribution that the transmission of n packets fails at k

times:

QS(t|n, p, k) ≡

(1 − p)nB(n)(t) ∗D(t) +

n∑

m1=1

Bi(n,m1, p) ∗ (1 − p)m1B(m1)(t) ∗D(t)

+

n∑

m1=1

Bi(n,m1, p) ∗
m1∑

m2=1

Bi(m1,m2, p) ∗ (1 − p)m2B(m2)(t) ∗D(t) + · · ·

+

n∑

m1=1

Bi(n,m1, p) ∗
m1∑

m2=1

Bi(m1,m2, p) ∗ · · · ∗
mk−2∑

mk−1=1

Bi(mk−2,mk−1, p)

∗ (1 − p)mk−1B(mk−1)(t) ∗D(t) (k = 3, 4, · · · ), (29)

QF (t|n, p, k) ≡
n∑

m1=1

Bi(n,m1, p) ∗
m1∑

m2=1

Bi(m1,m2, p) · · · ∗
mk−2∑

mk−1=1

Bi(mk−2,mk−1, p)

∗ [1 − (1 − p)mk−1 ]B(t)(mk−1) ∗D(t), (k = 3, 4, · · · ). (30)
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LS transforms Q∗
i,j(s) (i = 3, 4, 5, 6, 7, S2; j = 4, 5, 6, 7, S1, S2, F ) of transi-

tion probabilities Qi,j(t) (i = 3, 4, 5, 6, 7, S2; j = 4, 5, 6, 7, S1, S2, F ) are:

Q∗
3,4(s) = a1a2(1 − α)2P̃0,0(s+ a1)P̃0,0(s+ a2), (31)

Q∗
3,5(s) = a1a2[(1 − α)β

×
{
P̃0,1(s+ a1)P̃1,0(s+ a2) + P̃0,0(s+ a1)P̃0,1(s+ a2)

}

+ β2P̃0,1(s+ a1)P̃1,1(s+ a2), (32)

Q∗
3,6(s) = a1a2[[1 − (1 − α)β]

×
{
P̃0,0(s+ a1)P̃0,1(s+ a2) + P̃0,1(s+ a1)P̃1,0(s+ a2)

}

+ (1 − β2)P̃0,1(s+ a1)P̃1,1(s+ a2), (33)

Q∗
3,7(s) = a1a2α(2 − α)P̃0,0(s+ a1)P̃0,0(s+ a2), (34)

Q∗
4,S1

(s) ≡ Q∗
S(s|n1, p0, k), Q∗

5,S1
(s) ≡ Q∗

S(s|n1, p1, k), (35)

Q∗
6,S2

(s) = Q∗
S2,S1

(s) = Q∗
7,S2

(s) ≡ Q∗
S(s|n2, p0, k), (36)

Q∗
4,F (s) ≡ Q∗

F (s|n1, p0, k), Q∗
5,F (s) ≡ Q∗

F (s|n1, p1, k), (37)

Q∗
6,F (s) = Q∗

S2,F (s) = Q∗
7,F (s) ≡ Q∗

F (s|n2, p0, k), (38)

where P̃i,j(s) ≡
∫∞
0 e−stPi,j(t)dt (i, j = 0, 1). LS transforms Q∗

S(s|n, p, k)
and Q∗

F (s|n, p, k) of (29) and (30) are, respectively,

Q∗
S(s|n, p, k) = [(1 − p)B∗(s)]n

k∑

j=1

[D∗(s)]j

×
[{ j−1∑

i=0

[pB∗(s)]i
}n

−
{ j−2∑

i=0

[pB∗(s)]i
}n]

(k = 1, 2, · · · ), (39)

Q∗
F (s|n, p, k) = [B∗(s)]n[D∗(s)]k

×
[{

(1 − p)

k−2∑

i=0

[pB∗(s)]i + [pB∗(s)]k−1

}n

−
{
(1 − p)

k−1∑

i=0

[pB∗(s)]i
}n]

(k = 1, 2, · · · ), (40)

where
∑−1

i=0 ≡ 0 and Q∗
S(0|n, p, k) +Q∗

F (0|n, p, k) = 1.

First, we derive the mean time `2,S1 until transmission of n1 packets

succeeds. Let LS transform H∗
2,S1

(s) be the first-passage time distribution
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H2,S1(t) from State 2 to State S1. Then,

H∗
2,S1

(s) =

=

A∗(s)





Q∗
3,4(s)Q

∗
S(s|n1, p0, k) +Q∗

3,5(s)Q
∗
S(s|n1, p1, k)

+Q∗
3,6(s)W

∗(s)

[
Q∗

S(s|n2, p0, k)

]2

+Q∗
3,7(s)W

∗(s)

[
Q∗

S(s|n2, p0, k)

]2





1 −






Q∗
3,4(s)Q

∗
F (s|n1, p0, k) +Q∗

3,5(s)Q
∗
F (s|n1, p1, k)

+Q∗
3,6(s)Q

∗
F (s|n2, p0, k)

[
1 +W ∗(s)Q∗

S(s|n2, p0, k)

]

+Q∗
3,7(s)Q

∗
F (s|n2, p0, k)

[
1 +W ∗(s)Q∗

S(s|n2, p0, k)

]






G∗(s)

.

(41)

Hence, the mean time `2,S1 is

`2,S1 ≡ lim
s→0

−dH∗
2,S1

(s)

ds

= (a− µ)

+

µ+ 1
a1

+ 1
a2

+ b




{
n1Q

∗
3,4(0) + n2[Q

∗
3,6(0) +Q∗

3,7(0)][2 − (Zk
0 )

n2
]

} k−1∑

i=0

p0
i

+n1Q
∗
3,5(0)

k−1∑

i=0

p1
i




+ d

[
Q∗

3,4(0)(Xk
0 )

n1
+Q∗

3,5(0)(Xk
1 )

n1

+ [Q∗
3,6(0) +Q∗

3,7(0)][2 − (Zk
0 )

n2
](Xk

0 )
n2

]

+ w[Q∗
3,6(0) +Q∗

3,7(0)](1 − p0
k)n2

1 −Q∗
3,4(0)(Zk

0 )
n1 −Q∗

3,5(0)(Zk
1 )

n1 − (Q∗
3,6(0) +Q∗

3,7(0))(Zk
0 )

2n2
,

(42)

where (Zj2
j1

)j3 ≡ 1 − [1 − (pj1)
j2 ]

j3
and (Xj2

j1
)j3 ≡ j2 −

∑j2−1
i=0 (1 − pj1

i)j3 ,

Q∗
3,4(0) ≡ (1 − α)2(a1 + γ)(a2 + γ)

(a1 + λ+ γ)(a2 + λ+ γ)
,

Q∗
3,5(0) ≡ βλ[(1 − α)(a1 + 2γ) + β(a2 + λ)]

(a1 + λ+ γ)(a2 + λ+ γ)
,

Q∗
3,6(0) ≡

λ

[
(1 − (1 − α)β))(a1 + 2γ)

+(1 − β2)(a2 + λ)

]

(a1 + λ+ γ)(a2 + λ+ γ)
,
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Q∗
3,7(0) ≡ α(2 − α)(a1 + γ)(a2 + γ)

(a1 + λ+ γ)(a2 + λ+ γ)
.

4.2 Optimal Policy

We discuss an optimal policy which maximizes the transmission of all pack-

ets per unit of time until it succeeds. We consider the particular case that

n1 ≡ 2n2 to simplify the optimal policy. We define the throughput E(n2),

which represents the rate of n1 packets to their mean transmission times,

as the following equation:

E(n2) ≡
2n2

`2,S1(n2)
=

2n2

Y (n2) + (a− µ)
, (43)

where

Y (n2) ≡
µ+ 1

a1
+ 1

a2

+bn2




{
2Q∗

3,4(0) + [Q∗
3,6(0) +Q∗

3,7(0)][2 − (Zk
0 )

n2
]

} k−1∑

i=0

p0
i

+2Q∗
3,5(0)

k−1∑

i=0

p1
i




+ d

[
Q∗

3,4(0)(Xk
0 )

2n2
+Q∗

3,5(0)(Xk
1 )

2n2

+ [Q∗
3,6(0) +Q∗

3,7(0)][2 − (Zk
0 )

n2
](Xk

0 )
n2

]

+ w[Q∗
3,6(0) +Q∗

3,7(0)](1 − p0
k)n2

1 −Q∗
3,5(0)(Zk

1 )
2n2 − (Q∗

3,4(0) +Q∗
3,6(0) +Q∗

3,7(0))(Zk
0 )

2n2
.

We seek an optimal window size n2
∗ which maximizes E(n2) in (43).

We put formally that A1(n2) ≡ 1/E(n2) and seek an optimal n2
∗ which

minimizes A1(n2). From the inequality A1(n2 + 1) −A1(n2) ≥ 0,

n2Y (n2 + 1) − (n2 + 1)Y (n2) ≥ a− µ. (44)

Denoting the left side of (44) by L(n2),

L(n2 + 1) − L(n2) = (n2 + 1)D(n2), (45)

where

D(n2) ≡ [Y (n2 + 2) − Y (n2 + 1)] − [Y (n2 + 1) − Y (n2)].
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From (45), when Y (n2) is a convex function and D(1) > 0, L(n2) is

strictly increasing in n2 from L(1) to L(∞). Therefore, we have the follow-

ing optimal policy:

1) If L(1) < a− µ and L(∞) > a−µ, then there exists a finite and unique

n2
∗(> 1) which satisfies (44).

2) If L(1) ≥ a− µ, then n2
∗ = 1.

3) If L(∞) ≤ a− µ, then n2
∗ = ∞.

Example 4.1. We give a numerical problem to maximize the throughput

E(n2). We assume the case of k = 2 and suppose that the mean time b

until editing the data and transmitting one packet is a unit time. It is

assumed that the mean time required for data packets is a/b = 10, the

mean generation interval of network congestion is (1/λ)/b = 60, 600, the

mean time until the congestion clears up is (1/γ)/b = 10, 100, the mean

time required for the notification of connection completion is (1/a1)/b = 5,

the mean time required for the acknowledgement of connection completion

is (1/a2)/b = 5, the probability that the ECN bit is set from router error

when no congestion happens is α = 0 ∼ 0.5, the probability that the ECN

bit is not set from router error when congestion happens is β = 0 ∼ 0.5, the

mean time for the server to transmit all packets to receive ACK or NAK is

d/b = 2 ∼ 32, the mean time from editing the data to n2 transmit again is

w/b = 2 ∼ 10, the mean time for the server to interrupt n2 retransmission

to restart again is µ/b = 30 and the probability that loss packets occur is

p0 = 0.04, 0.05 and p1 = 0.1, 0.2.

Table 3 gives the optimal window size n∗
2 which maximizes the through-

put E(n2
∗), the mean time `2,S1(n2

∗) and the throughput E(n2
∗). For

example, when p1 = 0.1, p2 = 0.05, d/b = 8, (1/λ)/b = 60 and γ/b = 10,

n2
∗ = 54, `2,S1(n

∗
2) = 207.9 and E(n∗

2) = 0.520. This indicates that n∗
2

increase with d/b and decrease with p0. Under the same value p0, n
∗
2 de-

crease with p1. Under the same value p0, p1, `2,S1(n
∗
2) decrease with 1/λ

and E(n∗
2) increase with 1/λ.

Further, Figure 8 gives E(n∗
2) for w/b = 2, α and β, and Figure 9 gives

E(n∗
2) for w/b = 10, α and β when p0 = 0.05, p1 = 0.2, d/b = 2, (1/λ)/b =

60, (1/γ)/b = 10. E(n∗
2) decrease with β. When w/b = 2, E(n∗

2) increase

with α. But, when w/b = 10, E(n∗
2) decrease with α. The increase of

α means that the probability of transmitting half of the first window size

increase, i.e., the probability that loss packets occur decreases with α and

E(n∗
2) increases with α. On the other hand, when the mean time w/b from
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Table 3 Optimal window size n2
∗ to maximize E(n2)

(1/λ)/b = 60, (1/γ)/b = 10 (1/λ)/b = 600, (1/γ)/b = 100

p0 p1 d/b n2
∗ `2S1

(n2
∗) E(n2

∗) n2
∗ `2S1

(n2
∗) E(n2

∗)

2 58 181.3 0.6397 58 180.1 0.6423
0.1 8 71 241.7 0.5875 69 232.7 0.5930

0.04 16 84 313.2 0.5364 82 302.2 0.5426
2 59 185.0 0.6378 58 180.1 0.6440

0.2 8 71 242.3 0.5860 70 236.2 0.5928
16 84 313.8 0.5353 82 302.3 0.5425

2 45 156.4 0.5753 44 151.9 0.5793
0.1 8 54 207.9 0.5195 53 202.1 0.5244

0.05 16 64 274.6 0.4661 63 267.1 0.4717
2 45 157.0 0.5731 44 152.0 0.5790

0.2 8 55 212.5 0.5177 53 202.2 0.5242
16 64 275.4 0.4647 63 267.2 0.4715
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Fig. 8 Throughput E(n∗

2) for w/b = 2

editing the data to n2 transmit again is large, the mean time `2,S1(n
∗
2)

increases and E(n∗
2) decreases with α.

5 Conclusions

This chapter has studied analytically the three stochastic models of commu-

nication systems such as a communication system by applying the recovery

techniques of checkpoint and rollback, a mobile communication system with

recovery scheme and a communication system using a window flow control
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Fig. 9 Throughput E(n∗

2
) for w/b = 10

scheme. Further, we have derived the reliability measures by using the

theory of Markov renewal processes, and have discussed the optimal policy

which minimizes the expected cost. Finally, we have given the numeri-

cal examples of each model in order to understand the results easily, and

have evaluated them under some standard parameters. If these parameters

would be statistically estimated from actual systems, we could determine

the best policy.
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1 Introduction

In recent years, databases in computer systems have become very important

in the high information-oriented society. In particular, a reliable database is

the most indispensable instrument in on-line transaction processing systems

such as real-time systems used for bank accounts. The data in a computer

system are frequently updated by adding or deleting them, and are stored

in secondary media. Even high reliable computers might sometimes break

down eventually by several errors due to noises, human errors and hardware

faults. It would be possible to replace hardware and software when they

fail, but it would be impossible to do a database. In this case, we have to

reconstruct the same files from the beginning.

The most simple and dependable method to ensure the safety of data

would be always to shut down a database, and to make the backup copies of

all data, log and control files in other places, and to remove them immedi-

ately when some data in the original secondary media are corrupted. This

is called total backup. But, this method has to be made while a database

is off-line and unavailable to its users, and would be time-consuming and

costly when files become large. To overcome these disadvantages according

to the attributes of archives while backing up only modified files, we might

177
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dump only modified files since a prior backup. The resources required for

such backup are proportional to the transactional activities which have

taken place in a database, and not to its size because only a small per-

centage changes in most applications between successive backups. This can

shorten backup times and can decrease the required resources, and would

be more useful for larger databases [20]. This is called export backup.

Total backup is a physical backup scheme which copies all files. On

the other hand, export backup is a logical backup scheme which copies

the data and the definition of the database where they are stored in the

operating system in binary notation. This approach is generally classified

into three schemes: incremental backup, cumulative backup, and full backup

or complete backup [22].

Full backup exports all files, and by this backup, the attributes of

archives are updated, that is, a database system returns to an initial state.

When full backup copies are made frequently, all images of a database can

be secured, but its operation cost is greatly increased. Thus, the scheme

of incremental or cumulative backup is usually adopted and is suitably

executed between the operations of full backup.

Fig. 1 Incremental backup scheme
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Fig. 2 Cumulative backup scheme

Incremental backup exports only files which have changed or are new

since the last incremental or full backup, and updates the attributes of

archives (Figure 1). On the other hand, cumulative backup exports only

modified files since the last full backup, however, does not update the at-

tributes of archives (Figure 2). When some errors have occurred in stor-

age media, we can recover a database by importing files of all incremental

backups and the full backup for the incremental backup scheme, and by

importing files of the last cumulative backups and the full backup for the

cumulative backup scheme. Cumulative backup exports more files than the

incremental one, but it imports fewer files than the incremental one when

we recover a database. It would be important to compare two schemes of

incremental and cumulative backups.

On the other hand, an important problem in actual backup schemes

is when to create the full backup. The full backup with large overhead is

done at long intervals and the incremental or cumulative backup with small

overhead is done at short intervals. We want to lessen the number of full

backups with large overhead. However, the overhead of cumulative backup

is increasing with the number of newly updated trucks, because the list of
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modified files is growing up each day until the next full backup which will

clear all attributes of archives. For the incremental backup, the amount of

data transfer is constant approximately. However, the overhead of recovery

which imports files of all incremental and the full backups is remarkably

increased with the number of incremental backups, when some errors have

occurred in storage media. That is, both overheads of cumulative backup

and recovery of incremental backup increase adaptively with the amount of

newly updated trucks. From this point of view, we should decide the full

backup interval by comparing two overheads of backup and recovery.

Chandy, et al. [2] and Reuter [17] considered some recovery techniques

for database failures. The optimal checkpoint intervals of such models

which minimize the total overhead were studied by many authors [4, 7, 8].

Further, Sandoh, et al. [18] discussed optimal backup policies for hard disks.

On the other hand, cumulative damage models in reliability theory,

where a system suffers damage due to shocks and fails when the total

amount of damage exceeds a failure level K, generate a cumulative reli-

ability viewpoints were discussed [5] and [13]. It is of great interest that a

system is replaced before failure as preventive maintenance. The replace-

ment policies where a system is replaced before failure at time T [21], at

shock N [9], or at damage Z [6, 10] were considered. Nakagawa and Ki-

jima [11] applied the periodic replacement with minimal repair [1] at failure

to a cumulative damage model and obtained optimal values T ∗, N∗ and Z∗

which minimize the expected cost. Satow, et al. [19] applied the cumulative

damage model to garbage collection policies for a database system.

In this chapter, we apply the cumulative damage model to the backup of

files for database media failures, by putting shock by update and damage by

dumped files [13–16]. We have to pay only attention to the matter what are

essential laws of governing systems, and take a grasp of updated processes

and try to formulate it simply, avoiding small points. In other words, it

would be necessary to form mathematical models of backup schemes which

outline the observational and theoretical features of complex phenomena.

2 Cumulative Damage Model

Consider a cumulative damage model in the context of [3]: A system is

subjected to shocks and suffers damage due to shocks. As damage, we

can consider wear, stress, fatigue, corrosion, erosion, or garbage. Let ran-

dom variables Xi (i = 1, 2, · · · ) denote a sequence of inter-arrival times
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between successive shocks, and random variables Wi (i = 1, 2, · · · ) denote

the damage produced by the ith shock. It is assumed that the {Wi} are

non-negative, independent, and identically distributed, and that Wi is in-

dependent of Xj (j 6= i).

LetN(t) denote the random variable which is the total number of shocks

up to time t. Then, define a random variable

Z(t) ≡
{∑N(t)

i=1 Wi (N(t) = 1, 2, · · · ),
0 (N(t) = 0),

(1)

where Z(t) represents the total damage at time t. It is assumed that

a system fails when the total damage has exceeded a prespecified fail-

ure level K (> 0) for the first time. Of interest is a random variable

Y ≡ min{t;Z(t) > K}, i.e., Pr{Y ≤ t} represents the distribution of time

to system failure.

In this section, we consider a standard cumulative damage model and a

modified cumulative damage model.

2.1 Standard Cumulative Damage Model

Consider a standard cumulative damage model: Successive shocks occur at

time interval Xi and each shock causes damage to a system in the amount

Wi. The total damage to a system is additive.

Assume that 1/λ ≡ E{Xi} < ∞, 1/µ ≡ E{Wi} < ∞, and H(t) ≡
Pr{Xi ≤ t}, G(x) ≡ Pr{Wi ≤ x} (i = 1, 2, · · · ). Then, the total damage

Zj ≡∑j
i=1 Wi to the jth shock, where Z0 ≡ 0, has a probability distribu-

tion

Pr{Zj ≤ x} ≡ G(j)(x) (j = 1, 2, · · · ), (2)

which is the j-fold Stieltjes convolution of the distribution G(x) of itself,

i.e., G(j)(x) ≡
∫ x

0
G(j−1)(x−u)dG(u) with G(0)(x) = 1(x) (a step function)

and G(1)(x) = G(x).

Thus, it is evident from a renewal theory [12] that

Pr{N(t) = j} = H(j)(t) −H(j+1)(t) (j = 0, 1, · · · ), (3)

and

Pr{Zj ≤ x,N(t) = j} = G(j)(x)[H(j)(t) −H(j+1)(t)] (j = 0, 1, · · · ). (4)
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Then, the distribution of Z(t) defined in (1) is

Pr{Z(t) ≤ x} =

∞∑

j=0

Pr{Zj ≤ x,N(t) = j}

=
∞∑

j=0

G(j)(x)[H(j)(t) −H(j+1)(t)], (5)

and the survival probability is

Pr{Z(t) > x} =
∞∑

j=0

[G(j)(x) −G(j+1)(x)]H(j+1)(t). (6)

The total expected damage at time t is

E{Z(t)} =

∫ ∞

0

xd Pr{Z(t) ≤ x} =
1

µ

∞∑

j=1

H(j)(t). (7)

The first-passage time distribution to system failure, when a failure level is

a constant K (> 0), is

Φ(t) = Pr{Y ≤ t} = Pr{Z(t) > K}, (8)

which is derived from (6). Further, the Laplace-Stieltjes (LS) transform is

Φ∗(s) ≡
∫ ∞

0

e−stdΦ(t) =
∞∑

j=0

[G(j)(K) −G(j+1)(K)][H∗(s)]j+1, (9)

where H∗(s) represents the LS transform of H(t), i.e., H∗(s) ≡∫∞
0 e−stdH(t) for Re(s) > 0. Thus, the mean time to system failure is

E{Y } ≡
∫ ∞

0

tdΦ(t) = −dΦ∗(s)

ds

∣∣∣∣
s=0

=
1

λ

∞∑

j=0

G(j)(K). (10)

Next, suppose that shocks occur at a nonhomogeneous Poisson process

with an intensity function λ(t) and a mean-value function R(t), i.e., R(t) ≡∫ t

0 λ(u)du. Then, the probability that the jth shock occurs exactly during

any interval (u, t] is [5]

Hj(t, u) ≡ Pr{N(t) −N(u) = j}

=
[R(t) −R(u)]j

j!
e−[R(t)−R(u)] (j = 0, 1, 2, · · · ), (11)

where R(0) ≡ 0. In particular, the probability of occurrences of j shocks

during (0, t] is

Hj(t) ≡ Pr{N(t) = j} =
[R(t)]j

j!
e−R(t) (j = 0, 1, 2, · · · ). (12)
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Thus, by putting that H(j)(t) ≡ ∑∞
i=j Hi(t) formally, we can rewrite all

reliability quantities:

Pr{Z(t) ≤ x} =

∞∑

j=0

G(j)(x)Hj(t), (13)

E{Z(t)} =
1

µ
R(t), (14)

E{Y } =

∞∑

j=0

G(j)(K)

∫ ∞

0

Hj(t)dt. (15)

2.2 Modified Cumulative Damage Model

Consider the case where the total damage due to shocks is additive if it has

not exceeded a threshold level k, where k ≤ K, and conversely, when it has

exceeded a threshold level k, it is not additive by minimal maintenances at

each shock and its level is constant. The same assumptions of cumulative

damage model are made except that the total damage is additive.

In this case, the distribution of Z(t) defined in (1) is

Pr{Z(t) ≤ x} =

{∑∞
j=0 G

(j)(x)[H(j)(t) −H(j+1)(t)] (x ≤ k),

1 (x > k),
(16)

and the survival probability is

Pr{Z(t) > x} =

{∑∞
j=0[G

(j)(x) −G(j+1)(x)]H(j+1)(t) (x ≤ k),

0 (x > k).
(17)

The total expected damage at time t is given by

E{Z(t)} =

∞∑

j=1

[H(j)(t) −H(j+1)(t)]

∫ k

0

xdG(j)(x). (18)

If shocks occur at a nonhomogeneous Poisson process with a mean-value

function R(t), then

Pr{Z(t) ≤ k} =

∞∑

j=0

G(j)(k)Hj(t), (19)

and the total expected damage at time t is

E{Z(t)} =
∞∑

j=1

Hj(t)

∫ k

0

xdG(j)(x). (20)
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3 Comparison of Backup Schemes and Policies

It is an important problem to determine which of backup schemes should be

adopted as the backup policy. In this section, we compare two schemes of

incremental and cumulative backups, and compare two schemes of total and

cumulative backups, using the results of the modified cumulative damage

model in Section 2.2. Further, we discuss optimal full backup times for the

incremental and cumulative backups, and compare them numerically.

Taking the above considerations into account, we formulate the following

stochastic model of the backup policy for a database system: Suppose that

a database in a computer system is updated at a nonhomogeneous Poisson

process with an intensity function λ(t) and a mean-value function R(t),

i.e., R(t) ≡
∫ t

0 λ(u)du. Then, the probability that the jth update occurs

exactly during (u, v] is

Hj(u, v) ≡
[R(v) −R(u)]j

j!
e−[R(v)−R(u)] (j = 0, 1, 2, · · · ), (21)

where R(0) ≡ 0 and R(∞) ≡ ∞. In particular, Hj(t) ≡ Hj(0, t).

Further, an amount Wj of files, which have changed or are new, arises

from the jth update and is dumped. It is assumed that each Wj has an

identical probability distribution G(x) ≡ Pr{Wj ≤ x} (j = 1, 2, · · · ) with

finite mean 1/µ. Then, the total amount of files Zj ≡∑j
i=1Wi to the jth

update has a probability distribution

Pr{Zj ≤ x} = G(j)(x) (j = 1, 2, · · · ), (22)

with mean j/µ. Let Z(t) be the total amount of updated files at time t.

Then, the distribution of Z(t) is

Pr{Z(t) ≤ x} =
∞∑

j=0

Hj(t)G
(j)(x). (23)

3.1 Incremental and Cumulative Backups

The incremental backup exports only files which have changed or are new

since the last incremental backup or full backup. On the other hand, the

cumulative backup exports only files which have changed or are new since

the last full backup. When some errors have occurred in storage media, we

can make the recovery of a database by importing files of all incremental

backups and the full backup for the incremental backup scheme, and by

importing files of the last cumulative and full backups for the cumulative
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backup scheme. That is, the cumulative backup exports more files than

the incremental one at each update, however, imports less files than the

incremental one when we make the recovery of a database.

First, we compare two schemes of incremental and cumulative backups.

It is assumed that a database in secondary media fails according to a general

distribution F (t) with finite mean 1/γ. Suppose that the full backup is

performed at time T (0 < T ≥ ∞) or when a database fails, whichever

occurs first. The increment backup or cumulative one is done at each

update between the full backups.

Let introduce the following costs: Cost c1 is suffered for the full backup,

cost c2 + c0x is suffered for the incremental backup when an amount of

export files at the backup time is x, and for the cumulative backup when

the total amount of export files at the backup time is x. Recovery cost

is c3 + c0x for the cumulative backup if the database fails when the total

amount of import files at the recovery time is x, and is c3+c0x+jc4 for the

incremental backup when the number of backups is j.

Thus, the expected costs Ac(T ) for the cumulative backup and Ai(T )

for the incremental backup to full backup are, respectively,

Ac(T ) = c1 + F (T )

∞∑

j=0

Hj(T )

j∑

i=1

Mi +

∞∑

j=0

∫ T

0

Hj(t)dF (t)

(
j∑

i=1

Mi +Nj

)

=
c0
µ

∫ T

0

F (t)[λ(t) +R(t)r(t)]dt + c1 + c2

∫ T

0

F (t)λ(t)dt + c3F (T )

+
c0
µ

∫ T

0

F (t)R(t)λ(t)dt, (24)

Ai(T ) = c1 + F (T )
∞∑

j=0

Hj(T )jM1+
∞∑

j=0

∫ T

0

Hj(t)dF (t)(jM1+Nj+jc4)

=
c0
µ

∫ T

0

F (t)[λ(t) +R(t)r(t)]dt + c1 + c2

∫ T

0

F (t)λ(t)dt + c3F (T )

+ c4

∫ T

0

R(t)dF (t), (25)

where
∑0

i=1 ≡ 0, F (t) ≡ 1−F (t), f(t) is a density of F (t), the failure rate

is r(t) ≡ f(t)/F (t), and

Mj ≡
∫ ∞

0

(c2 + c0x)dG
(j)(x) = c2 +

jc0
µ
,

Nj ≡
∫ ∞

0

(c3 + c0x)dG
(j)(x) = c3 +

jc0
µ
.
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To compare the two expected costs, we find the difference between them

as follows:

Ac(T ) −Ai(T ) =
c0
µ

∫ T

0

F (t)R(t)λ(t)dt − c4

∫ T

0

F (t)R(t)r(t)dt. (26)

Hence, if (c0/µ)λ(t) > c4r(t) for all t, then the incremental backup is better

than the cumulative backup.

3.2 Incremental Backup Policy

Consider an optimal policy for the incremental backup. The mean time to

full backup is

TF (T ) +

∫ T

0

tdF (t) =

∫ T

0

F (t)dt, (27)

and the expected cost rate is

Ci(T ) =
Ai(T )

∫ T

0
F (t)dt

, (28)

where AiT ) is given in (25).

A necessary condition that a finite T minimizes Ci(T ) is given by dif-

ferentiating Ci(T ) with respect to T and setting it equal to zero. Hence,

from (28),
(
c2 +

c0
µ

)∫ T

0

F (t)[λ(T ) − λ(t)]dt + c3

[
r(T )

∫ T

0

F (t)dt− F (T )

]

+

(
c4 +

c0
µ

)∫ T

0

F (t)[R(T )r(T ) −R(t)r(t)]dt = c1. (29)

Letting U(T ) be the left-hand side of (29),

U(0) ≡ lim
T→0

U(T ) = 0,

U ′(T ) =

[(
c2 +

c0
µ

)
λ′(T ) + c3r

′(T )

]∫ T

0

F (t)dt

+

(
c4 +

c0
µ

)
[λ(T )r(T ) +R(T )r′(T )]

∫ T

0

F (t)dt. (30)

Thus, if there exists T ∗
1 which minimizes Ci(T ), then it is unique when both

λ(t) and r(t) have the property of IFR.

Suppose that a database is updated at a Poisson process with an inten-

sity function λ, i.e., λ(t) ≡ λ and R(t) ≡ λt. In this case,

U(∞) ≡ lim
T→∞

U(T ) ≥ c3

[
1

γ
r(∞) − 1

]
.
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It is evident that U(T ) is strictly increasing if r′(t) > 0. Thus, If λ(t) = λ

and r′(t) > 0, then there exists a finite and unique T ∗
1 which minimizes

Ci(T ) when r(∞) > [(c1/c3) + 1]γ, and the resulting cost rate is

Ci(T
∗
1 )

λ
= c2 +

c0
µ

+

[
c3 +

(
c4 +

c0
µ

)
λT ∗

1

]
r(T ∗

1 )

λ
. (31)

3.3 Total and Cumulative Backups

The overhead of cumulative backup, which exports only files that have

changed since the last full backup, increases with the number of newly

updated trucks. For example, if all updated trucks are included in the

previous updated ones, then the amount of data transfer is the same as

the previous one. However, if the updated trucks include some ones that

differ from the previous ones, then the amount of data transfer is increased

by their differences. It is well-known that when the amount of updated

trucks exceeds a threshold level k, the overhead of cumulative backup is

larger than that of total backup. The value of k/M is about 60% in a usual

on-line system, where M is the total trucks in a database. Thus, if the

amount of updated trucks exceeds a level k, we should make a total backup

instead of a cumulative backup.

Next, we formulate the following stochastic model of the backup pol-

icy for a database system: When the total updated files do not exceed a

threshold level k, we perform a cumulative backup at each update. On

the other hand, when the total updated files exceeds a threshold level k,

we perform a total backup at each update where both time and size of

backups are constant. It is assumed that the ith total backup time is Ti

(i = 1, 2, · · · , N−1) and that TN is the first update time after the (N−1)th

total backup. Conversely, we should make the full backup at periodic time

T or at the first update time TN after the (N−1)th total backup, whichever

occurs first.

We discuss the optimal total backup number and full backup interval for

cumulative backup: Suppose that a database is updated at a Poisson pro-

cess with an intensity function λ, i.e., λ(t) ≡ λ and Hj(t) ≡ [(λt)j/j!]e−λt.

Then, the probability PT that a database undergoes the full backup at time

T is

PT =

∞∑

j=0

Hj(T )G(j)(k) +

∞∑

j=0

[G(j)(k) −G(j+1)(k)]

j+N−1∑

i=j+1

Hi(T )
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=
∞∑

j=0

[G(j)(k) −G(j+1)(k)]

j+N−1∑

i=0

Hi(T ), (32)

and the probability PN that a database undergoes the full backup at time

TN is

PN =

∞∑

j=0

[G(j)(k) −G(j+1)(k)]

∞∑

i=j+N

Hi(T )

=

∞∑

j=0

[G(j)(k) −G(j+1)(k)]

∫ T

0

λHj+N−1(t)dt. (33)

It is evident that PT + PN = 1.

Let M1(T ) and M2(T,N) denote the expected numbers of cumulative

backups and total backups, respectively. Then, from (32) and (33),

M1(T ) =

∞∑

j=0

jHj(T )G(j)(k) +

∞∑

j=0

j[G(j)(k) −G(j+1)(k)]

∞∑

i=j+1

Hi(T )

=
∞∑

j=1

Hj(T )

j∑

i=1

G(i)(k), (34)

M2(T,N) =

∞∑

j=0

[G(j)(k) −G(j+1)(k)]

j+N−1∑

i=j+1

(i− j)Hi(T )

+

∞∑

j=0

[G(j)(k) −G(j+1)(k)]

∞∑

i=j+N

(N − 1)Hi(T )

=

∞∑

j=1

Hj(T )

j∑

i=j−N+2

[1 −G(i)(k)], (35)

where G(−j)(x) ≡ 1 (j = 1, 2, · · · ). Thus, the total expected backup cost

E(C) to full backup is

E(C) =

∞∑

j=1

Hj(T )

j∑

i=1

∫ k

0

(c2 + c0x)dG
(i)(x) + c5M2(T,N) + c1, (36)

when the total backup cost is c5, where c5 < c1 and c5 = c2 + c0k.

Let E(T ) denote the mean time to full backup. Then, from (32) and

(33),

E(T ) =

∞∑

j=0

[G(j)(k) −G(j+1)(k)]

∫ T

0

tλHj+N−1(t)dt+ TPT

=

∞∑

j=0

G(j−N+1)(k)

∫ T

0

Hj(t)dt. (37)
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Therefore, from (36) and (37), by using the theory of the renewal reward

process, the expected cost rate is

C(T,N)

λ
≡ E(C)

λE(T )
= c5 +

c1 −A(T,N)

B(T,N)
, (38)

where

A(T,N) ≡ c0

∞∑

j=1

Hj(T )

j∑

i=1

∫ k

0

G(i)(x)dx

+c5

∞∑

j=1

Hj(T )

j−N∑

i=0

[G(i)(k)−G(i+1)(k)], (39)

B(T,N) ≡
∞∑

j=1

Hj(T )

j∑

i=1

G(i−N)(k). (40)

If M(k) ≡ ∑∞
j=1 G

(j)(k) < ∞, then C(0, N) ≡ limT→0 C(T,N) = ∞
for all N and C(∞,∞) ≡ limT→∞,N→∞ C(T,N) = λc5. Thus, there exists

a positive pair (T ∗, N∗) (0 < T ∗, N∗ ≤ ∞) which minimizes C(T,N).

In general, let an optimal pair (T ∗, N∗) denote a positive solution which

minimizes C(T,N). It is evident that dA(T,N)/dT > 0, dB(T,N)/dT > 0

and

A(T,N + 1) −A(T,N) = −c5
∞∑

j=0

Hj+N (T )[G(j)(k) −G(j+1)(k)] < 0,

B(T,N + 1) −B(T,N) =

∞∑

j=N+1

Hj(T )[1 −G(j−N)(k)] > 0.

Thus, we have the following property for (T ∗, N∗): If

c1 > A(∞, 1) = c5 + c0

∫ k

0

M(x)dx, (41)

then (T ∗, N∗) = (∞,∞), that is, we should make only the total backup,

instead of the cumulative and full backups. Conversely, if

c1 ≤ c5 + c0

∫ k

0

M(x)dx, (42)

then N∗ = 1, that is, the full backup is performed at periodic time T ∗ or

when the amount of updated trucks is k, whichever occurs first.

From this result, we have derived the sufficient condition to determine

whether a system should adopt the export backup or the total backup.
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3.4 Cumulative Backup Policy

We derive an optimal full backup interval for the cumulative backup. We

make the same assumptions as those of Section 3.1, and K ≡ (c1 − c2)/c0,

i.e., the cumulative backup cost is greater than or equal to the full backup

cost when the total files have exceeded K. In this case, we should make the

full backup, instead of the cumulative backup. This corresponds to the case

of N∗ = 1 in the Section 3.3. We perform the full backup at periodic time

T , when the total files have exceeded K or when the recovery is completed

on failure of a database, whichever occurs first.

The probability that a database undergoes the full backup at time T is

F (T )

∞∑

j=0

Hj(T )G(j)(K), (43)

the probability that it undergoes the full backup when the total files have

exceeded K is

∞∑

j=0

[G(j)(K) −G(j+1)(K)]

∫ T

0

F (t)Hj(t)λ(t)dt, (44)

the probability that it undergoes the full backup, when the recovery is

completed if it fails, is

∞∑

j=0

G(j)(K)

∫ T

0

Hj(t)dF (t). (45)

It is evident that (43) + (44) + (45) = 1.

Thus, the mean time E(T ) to full backup is

E(T ) =

∞∑

j=0

[G(j)(K) −G(j+1)(K)]

∫ T

0

tF (t)Hj(t)λ(t)dt

+ F (T )T

∞∑

j=0

Hj(T )G(j)(K) +

∞∑

j=0

G(j)(K)

∫ T

0

tHj(t)dF (t)

=

∞∑

j=0

G(j)(K)

∫ T

0

Hj(t)F (t)dt, (46)
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and the expected number of cumulative backups is
∞∑

j=0

(j + 1)[G(j)(K) −G(j+1)(K)]

∫ T

0

F (t)Hj(t)λ(t)dt

+ F (T )
∞∑

j=0

jHj(T )G(j)(K) +
∞∑

j=0

jG(j)(K)

∫ T

0

Hj(t)dF (t)

=

∞∑

j=0

G(j)(K)

∫ T

0

Hj(t)λ(t)F (t)dt. (47)

Thus, the total expected cost A(T ) to full backup is

A(T ) =

∞∑

j=0

∫ K

0

(c2 + c0x)dG
(j)(x)

∫ T

0

Hj(t)λ(t)F (t)dt

+

∞∑

j=0

∫ K

0

(c3 + c0x)dG
(j)(x)

∫ T

0

Hj(t)dF (t) + c1. (48)

Therefore, dividing the total expected cost in (48) by the mean time in

(46), we have the expected cost rate

Cc(T ) ≡ A(T )

E(T )
. (49)

It is very difficult to discuss an optimal T ∗ analytically. In particular,

it is assumed that a database is updated at a Poisson process with rate pλ,

i.e., λ(t) = pλ, R(t) = pλt, Hj(t) = [(pλt)j/j!]e−pλt (j = 0, 1, 2, · · · ) and

F (t) = 1 − e−qλt, where 0 < p ≤ 1, q ≡ 1− p. In this case, from (49),

Cc(T )

λ
=
c0
∑∞

j=0

∫K

0
xdG(j)(x)Ij(T ) + c1∑∞

j=0 G
(j)(K)Ij(T )

+ pc2 + qc3, (50)

where

Ij(T ) ≡
∫ T

0

λHj(t)e
−qλtdt.

From (50), Cc(0) = ∞, and hence, there exists a positive T ∗
2 (0 < T ∗

2 ≤
∞) which minimizes Cc(T ) in (50). Differentiating Cc(T ) with respect to

T and setting it equal to zero,

V (T )

∞∑

j=0

G(j)(K)Ij(T ) −
∞∑

j=0

∫ K

0

xdG(j)(x)Ij(T ) =
c1
c0
, (51)

where

V (T ) ≡
∑∞

j=0 Hj(T )
∫K

0 xdG(j)(x)
∑∞

j=0 Hj(T )G(j)(K)
. (52)
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Denote the left-hand side of (51) by Q(T ). Then,

Q(0) ≡ lim
T→0

Q(T ) = 0,

Q(∞) ≡ lim
T→∞

Q(T ) = V (∞)N(K) −
∫ K

0

xdN(x),

Q′(T ) = V ′(T )

∞∑

j=0

G(j)(K)Ij(T ), (53)

where N(x) ≡∑∞
j=0 p

jG(j)(x), V (∞) ≡ limT→∞ V (T ). Thus, if V ′(T ) > 0

and Q(∞) > c1/c0, then there exists a finite and unique T ∗
2 which satisfies

(51).

Using the above results, we compute optimal policies numerically for

the increment and cumulative backups.

Example 3.1. Suppose that a database is updated in a Poisson process

with rate λ, the backup is done with probability p (0 < p ≤ 1), and it fails

with probability q ≡ 1− p at each update time, i.e., λ(t) = pλ, R(t) = pλt,

Hj(t) = [(pλt)j/j!]e−pλt (j = 0, 1, 2, · · · ) and F (t) = 1−e−qλt. In this case,

(26) is rewritten as

Ac(T ) −Ai(T ) =

(
c0
µ
p− c4q

)∫ T

0

pλ2te−qλtdt. (54)

Thus, if c4/(c0/µ) > p/q, then the cumulative backup is better than the

incremental one. Conversely, if c4/(c0/µ) < p/q, then the incremental

backup is better than the cumulative one.

First, when the incremental backup is adopted, (29) is

pλT − p

q
(1 − e−qλT ) =

c1
c4 + c0/µ

. (55)

Then, the left-hand side of (55) is strictly increasing from 0 to ∞. Thus,

there exists a finite and unique T ∗
1 which satisfies (55), and the resulting

expected cost rate is

Ci(T
∗
1 )

λ
= pc2 + qc3 + pqλT ∗

1 c4 + p(1 + qλT ∗
1 )
c0
µ
. (56)

It is known from (55) that the optimal full backup times λT ∗
1 do not

depend on both costs c2 and c3. Table 1 gives λT ∗
1 and Ci(T

∗
1 )/(λc0/µ) of

incremental backup for c4/(c0/µ) = 20, 30, 40, 50 when c1 = 64, c2 = 40,

c3 = 100 and p = 0.98. Note that all costs are relative to cost c0/µ and all

times are relative to 1/λ. For example, when c4/(c0/µ) = 30, λT ∗
1 is about
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Table 1 Optimal time λT ∗

1
and resulting cost Ci(T

∗

1
)/(λc0/µ) for c4/(c0/µ) when c1 =

64, c2 = 40, c3 = 100 and p = 0.98

c4/(c0/µ) 20 30 40 50

λT ∗

1 18.74 15.25 13.17 11.76
Ci(T

∗

1 )/(λc0/µ) 49.89 51.45 52.76 53.94

15.25. That is, when the mean time of update is 1/λ = 1 day, T ∗
1 is about

15 days.

These indicate that λT ∗
1 is decreasing when c4/(c0/µ) is increasing, and

Ci(T
∗
1 )/(λc0/µ) is increasing with c4/(c0/µ). When c4/(c0/µ) is increas-

ing to c4/(c0/µ) = 50 > p/q = 49, Ci(T
∗
1 )/(λc0/µ) is about 53.94, and

from Table 2, it is greater than Cc(T
∗
2 )/(λc0/µ) = 52.78 of the cumulative

backup. That is, when c4/(c0/µ) > p/q = 49, the cumulative backup is

better than the incremental one.

Second, when the cumulative backup is adopted, it is assumed in Section

3.3 that G(x) = 1 − e−µx, i.e., G(j)(x) = 1 −∑j−1
i=0 [(µx)i/i!]e−µx (j =

1, 2, · · · ), M(K) ≡∑∞
j=1 G

(j)(K) = µK, and

N(x) =

{
1
q − p

q e−qµx (p < 1),

1 + µx (p = 1).
(57)

In this case, V (T ) is strictly increasing from 0 to K, and hence, Q(T )

is also strictly increasing from 0 to
∫ K

0 N(x)dx, i.e.,

Q(∞) =

∫ K

0

N(x)dx, Q′(T ) = V ′(T )

∞∑

j=0

G(j)(K)Ij(T ) > 0. (58)

Thus, if p < 1, then

Q(∞) =
K

q
− p

q2µ
(1 − e−qµK), (59)

and we have the following optimal policy:

(i) If Q(∞) > c1/c0, then there exists a finite and unique T ∗
2 which satis-

fies (51), and the resulting cost rate is

Cc(T
∗
2 )

λ
= pc2 + qc3 + c0V (T ∗

2 ). (60)

(ii) If Q(∞) ≤ c1/c0, then T ∗
2 = ∞, and the resulting cost rate is

Cc(∞)

λ
= pc2 + qc3 +

c0
∫ K

0
xdN(x) + c1

N(K)
. (61)
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Table 2 Optimal time λT ∗

2
and resulting cost Cc(T ∗

2
)/(λc0/µ) when p = 0.98 and

µK = 24

c3/(c0/µ)
c2/(c0/µ) 100 500

λT ∗

2
Cc(T ∗

2
)/(λc0/µ) λT ∗

2
Cc(T ∗

2
)/(λc0/µ)

40 11.02 52.78 11.02 60.78
70 14.15 84.72 14.15 92.72
100 17.45 166.26 17.45 174.26
160 27.10 178.60 27.10 186.60
250 ∞ 271.41 ∞ 279.41

Note that c1/(c0/µ) = c2/(c0/µ) + µK.

It is easily seen that Q(T ) is strictly increasing in p since V (T ) is also

strictly increasing in p. Hence, the optimal time T ∗
2 in case (i) is a decreasing

function of p.

In particular, Q(∞) = K + µK2/2 when p = 1. Noting that c1 =

c2 + c0K, the optimal policy is rewritten as follows:

(iii) If µK(c0K/2) > c2, then there exists a finite and unique T ∗
2 which

satisfies (51), and the resulting cost rate is

Cc(T
∗
2 )

λ
= c2 + c0V (T ∗

2 ). (62)

(iv) If µK(c0K/2) ≤ c2, then T ∗
2 = ∞, and the resulting cost rate is

Cc(∞)

λ
= c2 +

c1 + c0µK
2/2

1 + µK
. (63)

Note that all costs are relative to cost c0/µ and all times are rela-

tive to 1/λ. Table 2 gives the optimal full backup time λT ∗ and the

resulting cost Cc(T
∗
2 )/(λc0/µ) of the cumulative backup for c2/(c0/µ) =

40, 70, 100, 160, 250 and c3/(c0/µ) = 100, 500 when p = 0.98 and µK = 24.

Similarly, Table 3 gives λT ∗
2 and Cc(T

∗
2 )/(λc0/µ) of the cumulative backup

for p = 0.90, 0.95, 1.00 when c2 = 30 c3 = 90 and µK = 16. These indi-

cate that both λT ∗ and Cc(T
∗
2 )/(λc0/µ) are increasing with c2/(c0/µ), and

conversely, are decreasing when p is increasing.

In Table 2, from the optimal policy (i), a finite T ∗
2 exists uniquely if

c2
c0/µ

<
pµK

q
− p(1 − e−qµK)

q2
≈ 242.02.

Taking another point of view, we can note thatN(K)−1 =
∑∞

j=1 p
jG(j)(K)

represents the expected number of cumulative backups until a database



Backup Policies for a Database System 195

Table 3 Optimal time λT ∗

2
and resulting cost Cc(T ∗

2
)/(λc0/µ) when c2 = 30, c3 = 90

and µK = 16

p 1.00 0.95 0.90

λT ∗

2 9.48 11.07 13.36
Cc(T ∗

2 )/(λc0/µ) 39.39 42.98 46.74

fails or the total files have exceeded a threshold level K, whichever occurs

first. When c2/(c0/µ) = 40, 70, 100, λT ∗
2 is less than N(K) − 1 ≈ 18.68.

That is, we should make the full backup more frequently. Further, when

c2/(c0/µ) = 250 > 242.02, T ∗
2 = ∞, i.e., we should make the full backup

when the total files have exceeded K, or a database fails, whichever occurs

first.

In Table 3, when p = 1, λT ∗
2 is about 9.48, and Cc(T

∗
2 )/(λc0/µ) is

about 39.39. However, from (41), if µk <
√

2µK + 1− 1 =
√

33− 1 ≈ 4.74,

i.e. c5/(c0/µ) = c2/(c0/µ) + µk < 34.74, then (T ∗, N∗) = (∞,∞), and

C(∞,∞)/(λc0/µ) = c5 is about 34.74, that is, the total backup is better

than the cumulative backup.

4 Periodic Backup Policies

Backup frequencies of a database would usually depend on the factors such

as its size and availability, and sometimes frequency in use and criticality

of data. To make the backup efficiently, incremental or cumulative backups

are usually performed at periodic times iT (i = 1, 2, · · · , N − 1), e.g., daily

or weekly, and log backups are made at each update between the incremen-

tal or cumulative backups in most database systems. For most failures, a

database can recover from these points by log files and restore a consis-

tent state by the full backup and all incremental backups for the periodic

incremental backup scheme, and by the last cumulative backups and the

full backup for the periodic cumulative backup scheme. In this section, we

apply the cumulative damage model to the backup policy for a database

system with periodic incremental backup or periodic cumulative backup,

and derive an optimal full backup interval.
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4.1 Periodic Incremental Backup Policy

First, consider a periodic incremental backup policy: Suppose that a

database in secondary media fails according to a general distribution F (t),

incremental backups are performed at periodic times iT (i = 1, 2, · · · , N −
1), and full backup is performed at time NT (N = 1, 2, . . . ) or when the

database fails, whichever occurs first.

Taking the above considerations into account, we formulate the following

stochastic model of the backup policy for a database system: Suppose that a

database is updated at a nonhomogeneous Poisson process with an intensity

function λ(t) and a mean-value function R(t).

Let us introduce the following costs: Cost c1 is suffered for the full

backup, cost c2 + c0(x) is suffered for the incremental backup when the

amount of export files at the backup time is x, and c0(x) is increasing with

x, cost c3 + jc4 + c0(x) is suffered for recovery if the database fails when

the total amount of import files at the recovery time is x , where jc4 de-

notes recovery cost of incremental backups when the number of incremental

backups is j, and c3 denotes recovery cost of the last full backup.

Then, the expected cost of incremental backup, when it is performed at

time iT (i = 1, 2, · · · , N − 1), is

CEI(i) ≡
∞∑

j=0

Hj((i− 1)T, iT )

∫ ∞

0

[c2 + c0(x)]dG
(j)(x). (64)

Further, if the database fails during [iT, (i+1)T ], then the excepted recovery

cost until time iT is

CER(i) ≡
∞∑

j=0

Hj(iT )

∫ ∞

0

[c3 + ic4 + c0(x)]dG
(j)(x). (65)

The mean time to full backup is

E(L) ≡ NTF (NT ) +

∫ NT

0

t dF (t) =

∫ NT

0

F (t)dt. (66)

From (64), the total expected backup cost to full backup is

CTI(N) ≡ c1 + F ((N − 1)T )
N−1∑

m=1

CEI(m)

+

N−1∑

i=2

[F (iT ) − F ((i− 1)T )]

i−1∑

m=1

CEI(m)

= c1 +

N−1∑

i=1

CEI(i)F (iT ), (67)
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and from (65), the total expected recovery cost to full backup is

CTR(N) ≡
N∑

i=1

[F (iT )− F ((i− 1)T )]CER(i− 1). (68)

Therefore, the expected cost rate is

C(N) ≡ CTI(N) + CTR(N)

E(L)
(N = 1, 2, . . . ). (69)

We discuss an optimal value N∗ which minimize the expected cost rate

C(N). Suppose that the database is updated at a homogeneous Poisson

process with an intensity function λ(t) = pλ, and it fails according to

distribution F (t) = 1 − e−qλt, where p + q = 1. Further, suppose that

E{Wj} = 1/µ and c0(x) = c0x. Then, the expected cost rate C(N) in (69)

is

C(N)

qλ
≡
(
c3 − c4 −

c0pλT

µ

)
+
c2 + c4 + 2c0pλT

µ

1 − e−qλT
+ C̃(N), (70)

where

C̃(N) ≡

(
c1 − c2 − c0pλT

µ

)
−
(
c4 + c0pλT

µ

)
Ne−qλNT

1 − e−qλNT
(N = 1, 2, . . . ).

(71)

From (70), we know that an optimal N∗ which minimizes C(N) is equality

to an optimal N∗ which minimizes C̃(N).

From the inequality C̃(N + 1) − C̃(N) ≥ 0,

Q(N + 1) ≥
c1 − c2 − c0pλT

µ

c4 + c0pλT
µ

, (72)

where

Q(N) ≡ N − 1 − e−qλNT

1− e−qλT
. (73)

Clearly, Q(1) = 0, limN→∞Q(N) = ∞ and Q(N + 1) − Q(N) = 1 −
e−qλNT > 0, i.e., Q(N) is strictly increasing with N .

Therefore, we have the following optimal policy:

(i) If c1 − c2 > (c4 + c0pλT
µ )(1− e−qλT ) + c0pλT

µ , then there exists a finite

and unique minimum N∗ (1 < N∗ <∞) satisfying (72), and
(
c4 +

c0pλT

µ

)
Q(N∗) −N∗e−qλNT

1 − e−qλNT
< C̃(N∗)

≤
(
c4 +

c0pλT

µ

)
Q(N∗ + 1) −N∗e−qλNT

1 − e−qλNT
. (74)
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(ii) If c1 − c2 ≤ (c4 + c0pλT
µ )(1 − e−qλT ) + c0pλT

µ , then N∗ = 1, i.e., only

full backup needs to be done, and the resulting cost is

C(1)

qλ
= c3 +

c1
1 − e−qλT

. (75)

Example 4.1. Suppose that c1/(c0/µ) = 2000, c2/(c0/µ) = 40,

c3/(c0/µ) = 2400 and c4/(c0/µ) = 50. Table 4 gives the optimal number

N∗ and the resulting cost rate C(N∗)/(λc0/µ) for q = 10−2, 10−3, 10−4

and λT = 200, 400, 800, 1000. Note that all costs are relative to cost

c0/µ and all times are relative to 1/λ. In this case, it is evident that

(50 + pλT )(1 − e−qλT ) + pλT < 1960 except for q = 10−2 and λT = 1000.

This indicates that N∗ decreases with both λT and q, and C(N∗)/(λc0/µ)

decreases with λT , and conversely, increases with q.

Table 4 Optimal number N∗ and resulting cost rate C(N∗)/(λc0/µ) when c1/(c0/µ) =
2000, c2/(c0/µ) = 40, c3/(c0/µ) = 2400 and c4/(c0/µ) = 50

q

λT 10−2 10−3 10−4

N∗ C(N∗)/(λc0/µ) N∗ C(N∗)/(λc0/µ) N∗ C(N∗)/(λc0/µ)

200 8 44.7607 12 6.4879 29 2.1670
400 3 44.1646 6 6.0945 14 1.9892
800 2 44.0056 3 5.6392 6 1.8295
1000 1 44.0009 2 5.4372 5 1.7658

4.2 Periodic Cumulative Backup Policies

Consider a periodic cumulative backup policy: Suppose that a database

should be operating for an infinite time span. Cumulative backups are

performed at periodic time iT (i = 1, 2, · · · ), and make the copies of only

updated files which have changed or are new since the last full backup. But,

because the time and resources required for cumulative backups are growing

up every time, full backup is performed at iT , when the total updated files

have exactly exceeded a managerial levelK during the interval ((i−1)T, iT ],

orNT (i = 1, 2, · · · , N−1; N = 1, 2, · · · ), whichever occurs first, and makes

the copies of all files. A database returns to an initial state by such full

backups.

Taking the above considerations into account, we formulate the following

stochastic model of the backup policy for a database system: Suppose that a
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database is updated at a nonhomogeneous Poisson process with an intensity

function λ(t) and a mean-value function R(t). Further, let Wj denote an

amount of files, which changes or is new at the jth update. It is assumed

that each Wj has an identical probability distribution G(x) ≡ Pr{Wj ≤
x} (j = 1, 2, · · · ). Then, the total amount of updated files Zj ≡ ∑j

i=1 Wi

up to the jth update, where Z0 ≡ 0, has a distribution

Pr{Zj ≤ x} ≡ G(j)(x) (j = 0, 1, 2, · · · ). (76)

Then, the probability that the total amount of updated files exceeds exactly

a managerial level K at jth update is G(j−1)(K) − G(j)(K). Let Z(t) be

the total amount of updated files at time t. Then, the distribution of Z(t)

is

Pr{Z(t) ≤ x} =

∞∑

j=0

Hj(t)G
(j)(x). (77)

Since the probability that the total amount of updated files does not exceed

a managerial level K at time iT is, from (77),

Fi(K) ≡
∞∑

j=0

Hj(iT )G(j)(K) (i = 1, 2, · · · ), (78)

where F0(K) ≡ 1, the probability that its total amount exceeds exactly a

level K during ((i− 1)T, iT ] is Fi−1(K) − Fi(K).

Suppose that full backup cost is c1, and cumulative backup cost is c2 +

c0(x) when the total amount of updated files is x (0 ≤ x < K). It is

assumed that the function c0(x) is continuous and strictly increasing with

c0(0) ≡ 0 and c2 < c1 ≤ c2 + c0(∞). Then, from (78), the expected cost of

cumulative backup, when it is performed at time iT (i = 1, 2, · · · ), is

CEC(i,K) ≡
∑∞

j=0 Hj(iT )
∫K

0 [c2 + c0(x)]dG
(j)(x)

Fi(K)
, (79)

where CEC(0,K) ≡ 0. Further, the mean time to full backup is

N−1∑

i=1

(iT )[Fi−1(K) − Fi(K)] + (NT )FN−1(K) = T

N−1∑

i=0

Fi(K), (80)

and the total expected cost to full backup is

c1 +
N−1∑

i=1

i−1∑

j=0

CEC(j,K)[Fi−1(K) − Fi(K)] +
N−1∑

j=0

CEC(j,K)FN−1(K)

= c1 +

N−1∑

i=1

CEC(i,K)Fi(K). (81)
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Therefore, the expected cost rate is

C(K,N) ≡ c1 +
∑N−1

i=1 CEC(i,K)Fi(K)

T
∑N−1

i=0 Fi(K)
. (82)

Discuss optimal values K∗ and N∗ which minimize the expected cost

rate C(K,N). Differentiating C(K,N) with respect to K and setting it

equal to zero,

N−1∑

i=0

[c2 + c0(K) − CEC(i,K)]Fi(K) = c1 − c2. (83)

Forming the inequalities C(K,N+1)≥C(K,N) and C(K,N)<C(K,N−1),

L(N,K) ≥ c1 − c2 and L(N − 1,K) < c1 − c2, (84)

where

L(N,K) ≡
N−1∑

i=0

[CEC(N,K) − CEC(i,K)]Fi(K). (85)

Noting that CEC(N,K) < c2+c0(K) from (79) when c0(x) is continuous

and strictly increasing, there does not exist a positive pair (K∗, N∗) (0 <

K,N < ∞) which satisfies (83) and (84), simultaneously. Thus, if such

a positive pair (K∗, N∗) exists which minimizes C(K,N) in (82), then

K∗ = ∞ or N∗ = ∞.

Consider an optimal level for full backup, i.e., a database undergoes

full backup at time iT (i = 1, 2, · · · ) only when the total updated files have

exceeded exactly a level K during ((i − 1)T, iT ]. Putting N = ∞ in (82),

the expected cost rate is

C1(K) ≡ lim
N→∞

C(K,N)

=
c1 +

∑∞
i=1

∑∞
j=0 Hj(iT )

∫K

0 [c2 + c0(x)]dG
(j)(x)

T
∑∞

i=0 Fi(K)
. (86)

A necessary condition that an optimal K∗ minimizes C1(K) is
∞∑

i=0

∞∑

j=0

Hj(iT )

∫ K

0

G(j)(x)dc0(x) = c1 − c2. (87)

In particular, suppose that c0(x) = a(1−e−sx) (a, s > 0). Letting Q(K)

be the left-hand side of (87),

Q(K) = a
∞∑

i=0




∞∑

j=0

Hj(iT )

∫ K

0

e−sxdG(j)(x) − e−sKFi(K)


 . (88)
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It can be easily seen that Q(K) is strictly increasing from 0 to Q(∞) =

a
∑∞

i=0 e−R(iT )[1−G∗(s)] > a, where G∗(s) ≡
∫∞
0 e−sxdG(x) denotes the

Laplace-Stieltjes transform of G(x).

Noting that c1 ≤ c2 + a, there exists a finite and unique K∗ (0 < K∗ <
∞) which minimizes C1(K) and satisfies (87). In this case, the resulting

cost rate is

C1(K
∗) =

1

T
[c2 + a(1 − e−sK∗

)]. (89)

Next, consider an optimal number N∗ when a database undergoes full

backup only at time NT (N = 1, 2, · · · ). Putting that K = ∞ in (82), the

expected cost rate is

C2(N) ≡ lim
K→∞

C(K,N)

=
c1 +

∑N−1
i=1

∑∞
j=0 Hj(iT )

∫∞
0

[c2 + c0(x)]dG
(j)(x)

NT
. (90)

From the inequality C2(N + 1) − C2(N) ≥ 0,
N−1∑

i=0

∞∑

j=0

[Hj(NT ) −Hj(iT )]

∫ ∞

0

c0(x)dG
(j)(x) ≥ c1 − c2. (91)

In particular, suppose that c0(x) = a(1 − e−sx). Letting L(N) be the

left-hand side of (91),

L(N) = a

N−1∑

i=0

{
e−R(iT )[1−G∗(s)] − e−R(NT )[1−G∗(s)]

}
, (92)

which is strictly increasing to L(∞) = a
∑∞

i=0 e−R(iT )[1−G∗(s)]. Noting that

L(∞) = Q(∞), there exists a finite and unique minimumN ∗ (1 ≤ N∗ <∞)

which satisfies (91).

Example 4.2. Suppose that a database system is updated according to

a Poisson process with rate λ, i.e., λ(t) = λ. Further, it is assumed that

G(x) = 1− e−µx, i.e., G(j)(x) = 1−∑j−1
i=0 [(µx)i/i!]e−µx and M(K) = µK.

Then, (87) is
∞∑

i=0

∞∑

j=0

(iλT )j

j!
e−iλT a

∞∑

m=j

[µj(s+ µ)m−j − µm]Km

m!
e−(s+µ)K = c1 − c2.

(93)

The left-hand side of (93) is a strictly increasing function of K from 0 to

a/(1 − e−
sλT
s+µ ) > a > c1 − c2. Thus, there exists a finite and unique K∗

(0 < K∗ <∞) which satisfies (93).
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Table 5 Optimal level K∗, number N∗ and resulting cost C1(K∗)T , C2(N∗)T when
c1 = 3, c2 = 1, a = 2, µ = 1 and λT = 100

s K∗ C1(K∗)T N∗ C2(N∗)T

2 × 10−2 133 2.859 2 2.859
2 × 10−3 337 1.979 4 1.980
2 × 10−4 1064 1.375 11 1.375
2 × 10−5 3180 1.123 32 1.123

Similarly, an N∗ is given by a finite and unique minimum such that

a

(
1 − e−

NsλT
s+µ

1 − e−
sλT
s+µ

−Ne−
NsλT
s+µ

)
≥ c1 − c2. (94)

Table 5 gives the optimal level K∗, number N∗ and the resulting cost

rates C1(K
∗)T , C2(N

∗)T for s = 2×10−2, 2×10−3, 2×10−4 and 2×10−5

when c1 = 3, c2 = 1, a = 2, µ = 1 and λT = 100. Compared with

C1(K
∗) and C2(N

∗), this indicates that C1(K
∗) ≤ C2(N

∗). Thus, if two

costs of backups are the same, we should adopt the level policy as full

backup scheme. However, it would be generally easier to count the number

of backup than to check the amount of updated files. From this point of

view, the number policy would be better than the level policy. Therefore,

how to select among two policies would depend on actual mechanism of a

database system.

5 Conclusions

We have considered two backup models for a database system, and have

analytically discussed optimal backup policies which minimize the expected

cost, using theory of cumulative processes. These results would be applied

to the backup of a database, by estimating the backup costs and the amount

of updated files from actual data. However, backup schemes become very

important and much complicated, as database systems have been largely

used in most computer systems and information technologies have been

greatly developed. These formulations and techniques used in this chapter

would be useful and helpful for analyzing such backup policies.



Backup Policies for a Database System 203

Acknowledgements

This work is supported by the Hori Information Science Promotion

Foundation of Japan, National Nature Science Foundation(70471017,

70801036), Humanities and Social Sciences Research Foundation of MOE

of China(05JA630027).

References

1. Barlow, R. E. and Proschan, F. (1965). Mathematical Theory of Reliability,
New York, John Wiley & Sons.

2. Chandy, K. M. Browne, J. C. Dissly, C. W. and Uhrig, W. R. (1975). Analytic
models for rollback and recovery strategies in data base systems, IEEE Trans.
Software Engineering, SE-1, pp. 100–110.

3. Cox, D. R. (1962). Renewal Theory, Methuen, London.
4. Dohi, T. Aoki, T. Kaio, N. and Osaki, S. (1997). Computational aspects

of optimal checkpoint strategy in fault-tolerant database management, IE-
ICE Trans. Fundamentals of Electronics, Communications and Computer
Sciences, E80-A, pp. 2006–2015.

5. Esary, J. D. Marshall, A. W. and Proschan, F. (1973). Shock model and wear
processes, Ann. Probab., 1, pp. 627–649.

6. Feldman, R. M. (1976). Optimal replacement with semi-Markov shock models,
J. Appl. Probab., 13, 1, pp. 108–117.

7. Fukumoto, S. Kaio, N. and Osaki, S. (1992). A study of checkpoint gener-
ations for a database recovery mechanism, Comput. Math. Appl., 24, 1/2,
pp. 63–70.

8. Gelenbe, E. (1979). On the optimum checkpoint interval, J. Association on
Computing Machinery, 26, pp. 259–270.

9. Nakagawa, T. (1976). On a replacement problem of a cumulative damage
model, Oper. Res. Quarterly, 27, 4, pp. 895–900.

10. Nakagawa, T. (1984). A summary of discrete replacement policies, Eur. J.
Oper. Res., 17, 3, pp. 382–392.

11. Nakagawa, T. and Kijima, M. (1989). Replacement policies for a cumulative
damage model with minimal repair at failure, IEEE Trans. Reliability, 38, 4,
pp. 581–584.

12. Nakagawa, T. (2005). Maintenance Theory of Reliability, Springer-Verlag,
London.

13. Nakagawa, T. (2007). Shock and Damage Models in Reliability Theory.
Springer-Verlag, London.

14. Qian, C. H. Nakamura, S. and Nakagawa, T. (1999). Cumulative Damage
Model with Two Kinds of Shocks and Its Application to the Backup Policy,
J. Oper. Res. Soc. Japan, 42, 4, pp. 501–511.

15. Qian, C. H. Nakamura, S. and Nakagawa, T.(2002). Optimal Backup Policies
for a Database System with Incremental Backup, Electronics and Communi-
cations in Japan, Part 3, 85, 4, pp. 1–9.



204 Stochastic Reliability Modeling, Optimization and Applications

16. Qian, C. H. Pan, Y. and Nakagawa, T.(2002). Optimal policies for a database
system with two backup schemes, RAIRO Oper. Res., 36, pp. 227–235.

17. Reuter, A. (1984). Performance analysis of recovery techniques, ACM Trans.
Data. Sys., 4, pp. 526–559.

18. Sandoh, H. Kaio, N. and Kawai, H.(1992). On backup policies for computer
disks, Reliability Engineering & System Safety, 37, pp. 29–32.

19. Satow, T. Yasui, K. and Nakagawa, T. (1996)., Optimal garbage collection
policies for a database in a computer system, RAIRO: Oper. Res., 30, 4, pp.
359–372.

20. Suzuki, K. and Nakajima, K. (1995), Storage management software, Fujitsu,
46, pp.389–397.

21. Taylor, H. M. (1975). Optimal replacement under additive damage and other
failure models, Naval Res. Logist Quarterly, 22, 1, pp. 1–18.

22. Velpuri, R. and Adkoli, A. (1998). Oracle8 backup and recovery handbook,
McGraw-Hill.

23. Young, J. W. (1974). A first order approximation to the optimum checkpoint
interval, Communications of ACM, 17, pp. 530–531.



Chapter 8

Optimal Checkpoint Intervals for

Computer Systems

KENICHIRO NARUSE

Information Center

Nagoya Sangyo University

3255-5 Arai-cho, Owariasahi 488-8711, Japan

E-mail: naruse@nagoya-su.ac.jp

SAYORI MAEJI

Institute of Consumer Science and Human Life

Kinjo Gakuin University

1723 Oomori 2, Moriyama, Nagoya 463-8521, Japan

1 Introduction

In recent years, computers have been used not only to live our daily life,

but also to make and sell good products in industries. Most things have

computers within them and are moved by computers. Computers play more

important role in a highly civilized society. Especially, computer systems

have been required to operate normally and effectively as communication

and information systems have been developed rapidly and complicated re-

markably. However, some errors due to noises, human errors, hardware

faults, computer viruses, and so on, occur certainty in systems. Lastly,

those errors might have become faults and incur system failures. Such fail-

ures have sometimes caused a heavy damage to a human society and have

fallen into general disorder. To prevent such faults, various kinds of fault

tolerant techniques such as the redundancy of processors and memories

and the configuration of systems have been provided [4, 10, 11, 20]. The

205
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high reliability and effective performance of real systems can be achieved

by fault tolerant techniques.

Partial data loss and operational errors in computer systems are gener-

ally called error and fault caused by errors. Failure indicates that faults are

recognized on the exterior systems. Three different techniques of decreas-

ing the possibility of fault occurrences can be used [1]: Fault avoidance

is to prevent fault occurrences by improving qualities of structure parts

and placing well surroundings. Fault masking is to prevent faults by error

correction codes and majority voting. Fault tolerance is that systems con-

tinue to function correctly in the presence of hardware failures and software

errors. There techniques above are called simply fault tolerance into one

word.

Some faults due to operational errors may be detected after some time

has passed and a system consistency may be lost by them. Then, we should

restore a consistent state just before fault occurrences by some recovery

techniques. The operation that takes copies of the normal state of the

system is called checkpoint. When faults have been occurred, the process

goes back to the nearest checkpoint time by rollback operation [2, 5, 16],

and its retry is made, using the copy of a consistent state stored in the

checkpoint time.

It is supposed that we have to complete the process of one task with a

finite execution time. A module is an element such as a logical circuit or a

processor that executes certain lumped parts of the task. Then, we consider

the checkpoint models of error detection and masking by redundancy, and

propose their modified models. Using reliability theory, we analyze these

models and discuss analytically optimal checkpoint intervals.

Section 2 considers two-level recovery schemes of soft and hard check-

points and derives an optimal interval of soft checkpoint between hard

checkpoints. Section 3 adopts multiple modular redundant systems as the

recovery techniques of error detection and error masking, and derives op-

timal checkpoint intervals. Section 4 considers the modified checkpoint

model in Section 3 where checkpoints are placed at sequential times and

error rates increase with the number of checkpoints and with an original

execution time. Finally, Section 5 supposes that tasks with random pro-

cessing times are executed successively, and two types of checkpoints are

placed at the end of tasks. Three schemes are considered and are compared

numerically.
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2 Two-level Recovery Schemes

Checkpoint is the most effective recovery mechanism which stores a con-

sistent state in the secondary storage at suitable times. Even if failures

occur, the process goes back to checkpoint and can resume its normal op-

eration [2, 4, 16]. Ling et al. [5] made a good survey of such checkpoint

problems.

Vaidya [19, 20] considered two-level recovery schemes in which N -

checkpoint can recover from several number of failures, and 1-checkpoint

is taken between N -checkpoint and can recover from only a single failure.

He presented an analytical approach for evaluating performance of two-level

schemes, using a Markov chain. Further, Ssu et al. [17] described an adap-

tive protocol that manages storage for base stations in mobile environments

where soft checkpoint is saved in a mobile host, e.g., in a local disk or flash

memory, and hard checkpoint is saved in a base station. Soft checkpoints

will be lost if a mobile host fails, however, hard checkpoints can survive but

have higher overheads since they must be transmitted through the wireless

channels.

This section considers two-level recovery schemes based on the proposed

scheme of [19]: Soft checkpoint (SC) and hard checkpoint (HC) which are

useful to recover from only one failure and several failures, respectively.

SCs are set up at periodic intervals between HCs, and are less reliable and

less overhead than those of HCs. We discuss a checkpointing interval of

SCs when HCs are placed on the beginning and end of the process. The

total expected overhead of one cycle from HC to HC is obtained, using

Markov renewal processes [14], and an optimal interval which minimizes it

numerically computed. It is shown in a numerical example that two-level

schemes reduce the total overhead of the process.

Suppose that S is an original execution time of one process or task which

does not include the overheads of retries and checkpoint generations. Then,

to tolerate some failures, we consider two different types of checkpoints:

• Soft checkpoint (SC) can recover from some kinds of failures and its overhead

is small.

• Hard checkpoint (HC) can recover from any kinds of failures and its overhead

is large.

We propose the two-level recovery scheme with the following assump-

tions:
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T

S

HC0 HCNSC1 SC2 SC3 SCN-1

T T T

Fig. 1 Soft checkpoints between hard checkpoints.

1) The original execution time of one process is S (0 < S <∞). We divide

S equally into N time intervals where T ≡ S/N , and take (N − 1)SC

every at times kT (k = 1, 2, · · · , N − 1), and two HC at time 0 and

time NT , i.e., SC1, SC2, · · · , SCN−1 are set up between HC0 and HCN

(Figure 1).

2) Failures of the process occur at constant rate λ(λ > 0), i.e., the process

has a failure distribution F (t) = 1 − e−λt and F (t) ≡ 1 − F (t) = e−λt.

3) If failures occur between HC0 and SC1, then the process is rolled back

to HC0 and begins its re-execution. If failures occur between SCj and

SCj+1 (j = 1, 2, · · · , N−1), then the process is rolled back to SCj where

SCN ≡ HCN :

a) The process can recover from their failures with probability q (0 ≤
q ≤ 1) and begins its re-execution from SCj .

b) The process cannot recover with probability 1 − q, and further, is

rolled back to HC0 and begins its re-execution.

4) If there is no failure between SCj and SCj+1 (j = 0, 1, · · · , N−1) where

SC0 ≡ HC0, the process goes forward and begins its execution from

SCj+1.

5) The process ends when it attains to HCN .

2.1 Performance Analysis

We define the following states of the process:

State 0: The process begins to execute its processing from HC0.

State j: The process begins to execute its processing from SCj (j =

1, 2, · · · , N − 1).

State N : The process attains to HCN and ends.

The process states defined above form a Markov renewal process [14] in

which State N is an absorbing state. All states are regeneration points and

the transition diagram between states is shown in Figure 2.
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0

1 2 3 N-1 N

Fig. 2 Transition diagram between states.

Let Qij(t) (i, j = 0, 1, 2, · · · , N) be one-step transition probabilities of a

Markov renewal process. Then, by the similar method [21], mass functions

Qij(t) from State i at time 0 to State j at time t are

Q00(t) =

∫ t

0

F (u) dD(u), (1)

Qjj+1(t) =

∫ t

0

F (u) dD(u) (j = 0, 1, · · · , N − 1), (2)

Qjj(t) = q

∫ t

0

F (u) dD(u) (j = 1, 2, · · · , N − 1), (3)

Qj0(t) = (1 − q)

∫ t

0

F (u) dD(u) (j = 1, 2, · · · , N − 1), (4)

where D(t) is a degenerate distribution placing unit mass at T , i.e., D(t) ≡
1 for t ≥ T , and 0 for t < T .

Further, let Φ∗(s) be the Laplace-Stieltjes transform of any function

Φ(t), i.e., Φ∗(s) ≡
∫∞
0

e−st dΦ(t) for s ≥ 0. Then, the LS transforms of

Qij(t) are, from (1)–(4),

Q∗
00(s) = e−sTF (T ), (5)

Q∗
jj+1(s) = e−sTF (T ) (j = 0, 1, · · · , N − 1), (6)

Q∗
jj(s) = e−sT qF (T ) (j = 1, 2, · · · , N − 1), (7)

Q∗
j0(s) = e−sT (1 − q)F (T ) (j = 1, 2, · · · , N − 1). (8)

Denoting H0N (t) by the first-passage time distribution from State 0 to

State N , its LS transform is

H∗
0N (s) = Q∗

01(s)
Q∗

12(s)

1 −Q∗
11(s)

× · · · × Q∗
N−1N(s)

1 −Q∗
N−1N−1(s)
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+




Q
∗
00(s)+

N−1∑

j=1

[
Q∗

01(s)
Q∗

12(s)

1 −Q∗
11(s)

× · · · ×
Q∗

j0(s)

1 −Q∗
jj(s)

]

H
∗
0N (s).

(9)

To simplify equations, we put that Q∗
j0(s) ≡ A0(s), Q

∗
jj(s) ≡ A1(s) and

Q∗
jj+1(s) ≡ A2(s). Then, Q∗

00(s) = A0(s) + A1(s) and A0(0) + A1(0) +

A2(0) = 1. Using these notations and solving (9) for H∗
0N (s),

H∗
0N (s) =

A2(s)
[

A2(s)
1−A1(s)

]N−1

1 −A0(s) −A1(s) −
[

A0(s)A2(s)
1−A1(s)−A2(s)

]{
1 −

[
A2(s)

1−A1(s)

]N−1
} .

(10)

It is evident that H∗
0N (0) = 1. Thus, the mean first-passage time from

State 0 to State N is

l0N ≡ lim
s→0

1 −H∗
0N (s)

s

=
T

F (T )

N−1∑

j=0

(
F (T )

1 − qF (T )

)j−(N−1)

(N = 1, 2, · · · ). (11)

Moreover, the LS transform of the expected number of returning to

State 0 is given by a renewal equation

M∗
H(s)=


Q∗

00(s) +

N−1∑

j=1

Q∗
01(s)

Q∗
12(s)

1 −Q∗
11(s)

× · · · ×
Q∗

j0(s)

1 −Q∗
jj(s)


[1+M∗

H(s)].

(12)

Solving this equation and arranging it,

M∗
H(s) =

A0(s) +A1(s) +A0(s)
N−1∑
j=1

[
A2(s)

1−A1(s)

]j

1 −A0(s) −A1(s) −A0(s)
N−1∑
j=1

[
A2(s)

1−A1(s)

]j . (13)

Thus, the expected number of returning to State 0 is

MH ≡ lim
s→0

M∗
H(s)

=
1− F (T )

[
F (T )

1−qF (T )

]N−1

F (T )
[

F (T )
1−qF (T )

]N−1
(N = 1, 2, · · · ). (14)
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Note that MH represents the total expected number of rollbacks to HC

until the process ends.

Next, we compute the expected number of rollbacks to SC. The ex-

pected numbers of returning to State j when the process transits from

State j to State j + 1 and State 0 are, respectively,

∞∑

i=1

i [Q∗
jj(s)]

iQ∗
jj+1(s) =

Q∗
jj(s)Q

∗
jj+1(s)

[1 −Q∗
jj(s)]

2
,

∞∑

i=1

i [Q∗
jj(s)]

iQ∗
j0(s) =

Q∗
jj(s)Q

∗
j0(s)

[1 −Q∗
jj(s)]

2
.

Thus, the LS transform of the expected number of returning to State j

(j = 1, 2, · · · , N − 1) is

M∗
S(s)=

N−1∑

j=1

Q∗
01(s)

Q∗
12(s)

1−Q∗
11(s)

×· · ·×
Q∗

j−1j(s)

1−Q∗
j−1j−1(s)

Q∗
jj(s)[Q

∗
jj+1(s)+Q

∗
j0(s)]

[1−Q∗
jj(s)]

2

+



Q∗
00(s)+

N−1∑

j=1

Q∗
01(s)

Q∗
12(s)

1−Q∗
11(s)

×· · ·×
Q∗

j−1j(s)

1−Q∗
j−1j−1(s)

Q∗
j0(s)

1−Q∗
jj(s)



M∗
S(s).

(15)

Solving this equation,

M∗
S(s) =

A1(s)A2(s)[A0(s) +A2(s)]

1−A1(s)

1 −
[

A2(s)
1−A1(s)

]N−1

1 −A1(s) −A2(s)

1− A0(s) −A1(s) −A0(s)A2(s)
1 −

[
A2(s)

1−A1(s)

]N−1

1 −A1(s) −A2(s)

. (16)

Therefore, the total expected number of returning to State j is, for 0 ≤ q <

1,

MS ≡ lim
s→0

M∗
S(s) =

q

1 − q

1 −
[

F (T )
1−qF (T )

]N−1

[
F (T )

1−qF (T )

]N−1
(N = 1, 2, · · · ), (17)

and for q = 1,

MS ≡ (N − 1)F (T )

F (T )
(N = 1, 2, · · · ). (18)

Note also that MS represents the total expected number of rollbacks to SC

until the process ends.
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2.2 Expected Overhead

Assume that the overheads for rollbacks to HC and SC are CH and CS

(CS < CH), respectively, and CT for setting up one SC. The other over-

heads except CH , CS and CT would be neglected because they are small.

Then, the total expected overhead is, from (11), (14), and (17),

C1(N) ≡ l0N + CHMH + CSMS + (N − 1)CT − S

=

T + CH + [T + qF (T )CS ]
N−1∑
j=1

[
F (T )

1−qF (T )

]j

F (T )
[

F (T )
1−qF (T )

]N−1
−CH +(N−1)CT −S

(N = 1, 2, · · · ), (19)

where
∑0

j=1 ≡ 0. In particular, when N = 1, i.e., SC is not set up,

C1(1) =
S + CHF (S)

F (S)
− S. (20)

When q = 1, i.e., SC can recover from all failures,

C1(N) =
S + F (T )[CH + (N − 1)CS ]

F (T )
+ (N − 1)CT − S, (21)

and when q = 0, i.e., SC cannot recover from any failures,

C1(N) =
1 − [F (T )]N

[F (T )]N

[
T

F (T )
+ CH

]
+ (N − 1)CT − S. (22)

Example 2.1. We compute an optimal number N∗ of SC which min-

imizes the total expected overhead C1(N). Since F (t) = 1 − e−λt and

T = S/N , (19) becomes

λC1(N) =

λS
N +λCH +

[
λS
N + q(1 − e−λS/N )λCS

]∑N−1
j=1

[
e−λS/N

1−q(1−e−λS/N )

]j

e−λS/N
[

e−λS/N

1−q(1−e−λS/N)

]N−1

−λCH + (N − 1)λCT − λS (N = 1, 2, · · · ). (23)

Table 1 gives the optimal number N∗ for q = 0.0, 0.2, 0.4, 0.6, 0.8, 1.0

and λCT = 0.0001, 0.0005, 0.001, 0.005 when λS = 0.1, λCH = 0.001 and

λCS = 0.0002. For example, when q = 0.8 and λCT = 5 × 10−4, N∗ = 4

and λC1(4) = 4.866 × 10−3, i.e., we should take 3SCs between HCs. It is

evident that N∗ decrease and C1(N
∗) increase as CT increase. This also

indicates that N∗ increase as q increase, because SC becomes useful to

recover from failures. Further, the overhead of two-level schemes is smaller

than that of one-level scheme in the case of N = 1. From this example,

two-level recovery schemes would achieve better performances, compared

with one-level scheme.
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Table 1 Optimal number N∗ and total expected overhead C(N∗) when λS = 0.1,
λCH = 0.001, λCS = 0.0002

λCT = 1 × 10−4 λCT = 5 × 10−4 λCT = 1 × 10−3 λCT = 5 × 10−3

q N∗ λC(N∗)×103 N∗ λC(N∗)×103 N∗ λC(N∗)×103 N∗ λC(N∗)×103

0.0 7 6.610 3 8.028 2 8.927 1 10.622

0.2 7 5.656 4 7.280 3 8.301 1 10.622

0.4 9 4.735 4 6.470 3 7.577 1 10.622

0.6 9 3.792 4 5.665 3 6.857 1 10.622

0.8 12 2.871 4 4.866 3 6.140 1 10.622

1.0 12 1.903 5 4.056 3 5.426 2 10.189

3 Error Detection by Multiple Modular Redundancies

This section considers the redundant techniques of error detection and error

masking on a finite process execution. First, an error detection of the

process can be made by two independent modules where they compare two

results at suitable checkpoint times. If their results do not match with

each other, we go back to the newest checkpoint and make a retrial of the

processes. Secondly, a majority decision system with multiple modules is

adopted as the technique of an error masking and the result is decided by

its majority of modules. In this case, we determine numerically what a

majority system is optimal.

In such situations, if we compare results frequently, then the time re-

quired for rollback could decrease, however, the total overhead for com-

parisons at checkpoints would increase. Thus, this is one kind of trade-off

problems how to decide an optimal checkpoint interval.

Several studies of deciding a checkpoint frequency have been discussed

for the hardware redundancy above. Pradhan and Vaidya [15] evaluated the

performance and reliability of a duplex system with a spare processor. Ziv

and Bruck [22,23] considered the checkpoint schemes with task duplication

and evaluated the performance of schemes. Kim and Shin [3] derived the

optimal instruction-retry period which minimizes the probability of the

dynamic failure on the triple modular redundant controller. Evaluation

models with finite checkpoints and bounded rollback were discussed [13].

This section considers a double modular redundancy as redundant tech-

niques of error detection and summarizes the results [6,7]. Next, we consider

a redundant system of a majority decision with (2n+1) modules as an error



214 Stochastic Reliability Modeling, Optimization and Applications

masking system, and compute the mean time to completion of the process

and decide numerically what a majority system is optimal.

3.1 Multiple Modular System

3.2 Performance Analysis

Suppose that S is a native execution time of the process which does not

include the overheads of retries and checkpoint generations. Then, we

divide S equally into N parts and create a checkpoint at planned times

kT (k = 1, 2, · · · , N − 1) where S = NT (Figure 3).

Fig. 3 Checkpoint intervals.

To detect errors, we firstly provide two independent modules where they

compare two results at periodic checkpoint times. If two results agree with

each other, two processes are correct and go forward. However, if two

results do not agree, it is judged that some errors have occurred. Then,

we make a rollback operation to the newest checkpoint and a retry of the

processes. The process completes when two processes are succeeded in all

intervals above.

Let us introduce a constant overhead C1 for the comparison of two

results. We neglect any failures of the system caused by common mode

faults to make clear an error detection of the processes. Further, it is

assumed that some errors of one process occur at constant rate λ , i.e., the

probability that any errors do not occur during (0, t] is given by e−λt. Thus,

the probability that two processes have no error during (0, t] is F 1(T ) =

e−2λT [14].

The mean time L1(N) to completion of the process is the summation of

the processing times and the overhead C1 of comparison of two processes.

From the assumption that two processes are rolled back to the previous

checkpoint when an error has been detected at a checkpoint, the mean

execution time of the process for one checkpoint interval (0, T ] is given by

a renewal equation:

L1 (1) ≡ (T + C1) e−2λT + [T + C1 + L1 (1)]
(
1 − e−2λT

)
, (24)
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and solving it,

L1 (1) = (T + C1) e2λT . (25)

Thus, the mean time to completion of the process is

L1 (N) ≡ NL1 (1) = N (T + C1) e2λT = (S +NC1) e2λS/N . (26)

We seek an optimal number N∗
1 which minimizes L1(N) for a specified

S. Evidently, L1(∞) = ∞ and

L1 (1) = (S + C1) e2λS . (27)

Thus, there exists a finite number N∗
1 (1 ≤ N∗

1 <∞). However, it would be

difficult to find analytically N∗
1 which minimizes L1(N) in (26). Putting

T = S/N in (26) and rewriting it by the function T ,

L1 (T ) = S

(
1 +

C1

T

)
e2λT (0 < T ≤ S). (28)

It is evident that L1(0) = limT→0 L1(T ) = ∞ and L1(S) is given by (27).

Thus, there exists an optimal T̃1(0 < T̃1 ≤ S) which minimizes L1(T ) in

(28). Differentiating L1(T ) with respect to T and setting it equal to zero,

T 2 + C1T − C1

2λ
= 0. (29)

Solving it with T ,

T̃1 =
C1

2

[√
1 +

2

λC1
− 1

]
. (30)

Therefore, we have the following optimal interval number N ∗
1 [9]:

(i) If T̃1 < S, we put [S/T̃1] = N , where [x] denotes the greatest integer

contained in x, and calculate L1(N) and L1(N+1) from (26). If L1(N) ≤
L1(N+1) then N∗

1 = N and T ∗
1 = S/N∗

1 , and conversely, if L1(N+1) <

L1(N) then N∗
1 = N + 1.

(ii) If T̃1 ≥ S, i.e., we should make no checkpoint until time S then N ∗
1 = 1,

and the mean time is given in (27).

Note that T̃1 in (30) does not depend on S. Thus, if S is very large, is

changed greatly or is unclear, then we may adopt T̃1 as an approximate

checkpoint time.

Further, the mean time for one checkpoint interval per this interval is

L̃1 (T ) ≡ L1 (1)

T
=

(
1 +

C1

T

)
e2λT . (31)

Thus, the optimal time which minimizes L̃1(T ) also agrees with T̃1 in (30).
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Next, we consider a redundant system of a majority decision with (2n+

1) modules as an error masking system, i.e., (n+ 1)-out-of-(2n+ 1) system

(n = 1, 2, · · · ). If more than n results of (2n+1) modules agree, the system

is correct. Then, the probability that the system is correct during (0, T ] is

Fn+1 (T ) =

2n+1∑

k=n+1

(
2n+ 1

k

)(
e−λT

)k (
1 − e−λT

)2n+1−k
. (32)

Thus, the mean time to completion of the process is

Ln+1 (N) =
N (T + Cn+1)

Fn+1 (T )
(n = 1, 2, · · · ) , (33)

where Cn+1 is the overhead of a majority decision of (2n+ 1) modules.

Table 2 Optimal checkpoint number N∗

1
, interval λT ∗

1
and mean time λL1(N∗

1
) for a

double modular system when λS = 10−1

λC1 × 103 λT̃1 × 102 N∗

1 λL1(N∗

1 ) × 102 λT ∗

1 × 102

0.5 1.556 6 10.650 1.67

1.0 2.187 5 10.929 2.00

1.5 2.665 4 11.143 2.50

2.0 3.064 3 11.331 3.33

3.0 3.726 3 11.715 3.33

4.0 4.277 2 11.936 5.00

5.0 4.756 2 12.157 5.00

10.0 6.589 2 13.435 5.00

20.0 9.050 1 14.657 10.00

30.0 10.839 1 15.878 10.00

Example 3.1. We show numerical examples of optimal check-

point intervals for a double modular system when λS = 10−1. Ta-

ble 2 presents λT̃1 in (30), optimal number N∗
1 , λT

∗
1 and λL1T (N∗

1 ) for

λC1 = 0.5, 1.5, 2, 3, 4, 5, 10, 20, 30(×10−3). For example, when λ = 10−2

(1/sec), C1 = 10−1(sec) and S = 10.0(sec), N∗
1 = 5, T ∗

1 = S/N∗
1 = 2.0

(sec), and L1(5) = 10.929 (sec), which is longer about 9.3 percent than S.

We consider the problem what a majority system is optimal. When

the overhead of comparison of two processes is C1, it is assumed that the

overhead Cn+1 of an (n + 1)-out-of-(2n + 1) system is given by Cn+1 ≡(
2n+1

2

)
C1 (n = 1, 2, · · · ). This is to select and compare 2 from each of

(2n+ 1) processes.
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Table 3 presents the optimal number N∗
n+1 and the resulting mean time

λLn+1(N
∗
n+1) × 102 for n = 1, 2, 3, 4 when λC1 = 0.1 × 10−3, 0.5 × 10−3.

When λC1 = 0.5 × 10−3, N∗
3 = 2 and λL3(2) = 10.37× 10−2 which is the

smallest among these systems, that is, a 2-out-of-3 system is optimal. The

mean times for n = 1, 2 are smaller than 10.65×10−2 for a double modular

system.

Table 3 Optimal checkpoint number N∗

n+1
and mean time λLn+1(N∗

n+1
) for (n + 1)-

out-of-(2n + 1) system when λC1 = 0.5 × 10−3, λC1 = 0.1 × 10−3 and λS = 10−1

λC1 = 0.1 × 10−3 λC1 = 0.5 × 10−3

n N∗

n+1
λLn+1(N∗

n+1
) × 102 N∗

n+1
λLn+1(N∗

n+1
) × 102

1 3 10.12 * 2 10.37 *

2 1 10.18 1 10.58

3 1 10.23 1 11.08

4 1 10.36 1 11.81

4 Sequential Checkpoint Intervals for Error Detection

This section considers a general modular system of error detection and error

masking on a finite process execution: Suppose that checkpoints are placed

at sequential times Tk(k=1, 2, · · · ,N), where TN ≡ S (Figure 4). First, it

is assumed that error rates during the interval (Tk−1, Tk ] (k=1,2, · · · ,N)

increase with the number k of checkpoints. The mean time to completion of

the process are obtained, and optimal checkpoint intervals which minimize

them are derived by solving simultaneous equations.

Further, approximate checkpoint intervals are given by denoting that

the probability of the occurrence of errors during (Tk−1, Tk ] is constant.

Second, it is assumed that error rates during (Tk−1, Tk ] increase with the

original execution time, irrespective of the number of recoveries. Optimal

checkpoint intervals which minimize the mean time to completion of the

process are discussed, and their approximate times are shown. Numerical

examples of optimal checkpoint times for a double modular system are

presented. It is shown numerically that the approximate method is simple

and these intervals give good approximations to optimal ones.
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Fig. 4 Sequential checkpoint interval.

4.1 Performance Analysis

It was assumed in Section 3 that the error rate λ is constant and S is

divided into an equal part. In general, error rates would be increasing with

time, and so that, their intervals should be decreasing with their number.

We assume for the simplicity of the model that error rates are increasing

with the number of checkpoints.

Suppose that S is a native execution time of the process which does

not include the overheads of retries and checkpoint generations. Then, we

divide S into N parts and create a checkpoint at sequential times Tk(k =

1, 2, · · · , N − 1), where T0 ≡0 and TN ≡ S (Figure 4).

Let us introduce a constant overhead C for the comparison of a modular

system. Further, the probability that a modular system has no error during

the interval (Tk−1, Tk] is Fk(Tk − Tk−1), irrespective of other intervals

and rollback operation. Then, the mean time L1(N) to completion of the

process is the summation of the processing times and the overhead C for

the comparison of a modular system.

From the assumption that the system is rolled back to the previous

checkpoint when some error has been detected at a checkpoint, the mean

execution time of the process for the interval (Tk−1, Tk] is

L1(k)=(Tk−Tk−1+C)F k(Tk−Tk−1)+ [Tk−Tk−1+C+L1(k)]Fk(Tk−Tk−1),

(34)

and solving it,

L1 (k) =
Tk − Tk−1 + C

F k (Tk − Tk−1)
(k = 1, 2, · · ·N) . (35)

Thus, the mean time to completion of the process is

L1 (N) ≡
N∑

k=1

L1 (k) =

N∑

k=1

Tk − Tk−1 + C

F k (Tk − Tk−1)
(N = 1, 2, · · ·) . (36)

We find optimal times Tk which minimize L1(N) for a specified N . Let

fk(t) be a density function of Fk(t) and rk(t) ≡ fk(t)/F k(t) that is the
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failure rate of Fk(t). Then, differentiating L1(N) with respect to Tk and

setting it equal to zero,

1

F k (Tk − Tk−1)
[1 + (Tk − Tk−1 + C) rk (Tk − Tk−1)]

=
1

F k+1 (Tk+1 − Tk)
[1 + (Tk+1 − Tk + C) rk+1 (Tk+1 − Tk)] . (37)

Setting that xk ≡ Tk − Tk−1 and rewriting (37) as a function of xk,

1

F k(xk)
[1+(xk+C)rk(xk)]=

1

F k+1(xk+1)
[1+(xk+1+C)rk+1(xk+1)]

(k = 1, 2, · · · , N − 1) . (38)

Next, Suppose that F k(t) = e−λkt, i.e., an error rate during (Tk−1,Tk]

is constant λk which increases with k. Then, (38) is rewritten as

1 + λk+1 (xk+1 + C)

1 + λk (xk + C)
− e(λkxk−λk+1xk+1) = 0. (39)

It is easily noted that λk+1xk+1 ≤ λkxk, and hence, xk+1 ≤ xk since

λk+1 ≤ λk.

In particular, when λk ≡ λ for k = 1, 2, · · · , N , (39) becomes

1 + λ (xk+1 + C)

1 + λ (xk + C)
− eλ(xk−xk+1) = 0. (40)

Since xk+1 ≤ xk, we have that xk+1 ≥ xk from (40), i.e., it is easily

proved that a solution to satisfy (40) is restricted only to xk+1 = xk ≡ T ,

irrespective of the interval number k. Then, the mean time to completion

of the process is

L1(N) = (S +NC)eλS/N . (41)

If λk+1 > λk , then xk+1 < xk from (39). Let Q(xk+1) be the left-hand

side of (40) for a fixed xk . Then, Q(xk+1) is strictly increasing from

Q (0) =
1 + λk+1C

1 + λk (xk + C)
− eλkxk

to Q(xk) > 0. Thus, if Q(0) < 0, then an optimal x∗k+1(0 < x∗k+1 < xk) to

satisfy (39) exists uniquely, and if Q(0) ≥ 0, then x∗k+1 = S − Tk.

Therefore, noting that T0 = 0 and TN = S, we have the following result:

(i) When N = 1 and T1 = S, the mean time is

L1 (1) = (S + C) eλ1S . (42)
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(ii) When N = 2, from (38),

[1 + λ1 (x1 + C)] eλ1x1 − [1 + λ2 (S − x1 + C)] eλ2(S−x1) = 0. (43)

Letting Q∗
1(x1) be the left-hand side of (43), it is strictly increasing

from Q∗
1(0) < 0 to

Q1 (S) = [1 + λ1 (S + C)] eλ1S − (1 + λ2C) .

Hence, if Q∗
1(S) > 0, then x∗1 = T ∗

1 (0< T ∗
1 < S) to satisfy (43) exists

uniquely, and conversely, if Q∗
1(S) ≤ 0 then x∗1 = T ∗

1 = S.

(iii) When N = 3, we compute x∗k(k = 1, 2) which satisfy the simultaneous

equations:

[1 + λ1 (x1 + C)] eλ1x1 = [1 + λ2 (x2 + C)] eλ2x2 , (44)

[1 + λ2 (x2 + C)] eλ2x2 = [1 + λ3 (S − x1 − x2)] e
λ3(S−x1−x2). (45)

(iv) When N = 4, 5, · · · , we compute x∗k and Tk =
∑k

j=1 x
∗
j similarly.

Example 4.1. We compute sequential checkpoint intervals Tk(k =

1, 2, · · · , N) for a double modular system. It is assumed that λk = 2[1 +

α(k − 1)]λ (k = 1, 2, · · · ), i.e., an error rate increases by 100α% of an

original rate λ of one module. Table 4 presents optimal sequential intervals

λTk and the resulting mean times λL1(N) forN = 1, 2, · · · , 9 when α = 0.1,

λS = 10−1 and λC = 10−3. In this case, the mean time is the smallest

when N = 5, i.e., the optimal checkpoint number is N ∗ = 5 and the

checkpoint times T ∗
k (k = 1, 2, 3, 4, 5) should be placed at 2.38, 4.53, 6.50,

8.32, 10.00(sec) for λ = 10−2(1/sec), and the mean time 11.009 is about

10% longer than an original execution time S = 10. Further, all values

of xk = Tk − Tk−1 decrease with k because error rates increase with the

number of checkpoints.

It is very troublesome to solve simultaneous equations. We consider

the following approximate checkpoint times: It is assumed that the prob-

ability that a modular system has no error during (Tk−1,Tk] is constant,

i.e., F k(Tk − Tk−1) ≡ q(k = 1, 2, · · · , N). From this assumption, we derive

Tk − Tk−1 ≡ F
−1

k (q) as a function of q. Substituting this Tk − Tk−1 into

(36), the mean time to completion of the process is

L1 (N) =
N∑

k=1

F
−1

k (q) + C

q
. (46)

We discuss an optimal q which minimizes L1(N).
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For example, when F k(t) = e−λkt,

e−λk(Tk−Tk−1) = q ≡ e−q̃,

and hence,

Tk − Tk−1 =
q̃

λk
.

Since
N∑

k=1

(Tk − Tk−1) = TN = S = q̃
N∑

k=1

1

λk
,

we have

L1 (N) = eq̃

[
q̃

N∑

k=1

1

λk
+NC

]
= eq̃ (S +NC) . (47)

Table 4 Checkpoint intervals λTk and mean time λL1(N) when λk = 2[1+ 0.1(k−1)]λ,
λS = 10−1 and λC = 10−3

N 1 2 3 4 5

λT1 × 102 10.00 5.24 3.65 2.85 2.38

λT2 × 102 10.00 6.97 5.44 4.53

λT3 × 102 10.00 7.81 6.50

λT4 × 102 10.00 8.32

λT5 × 102 10.00

λL1(N) × 102 12.33617 11.32655 11.07923 11.00950 11.00887

N 6 7 8 9

λT1 × 102 2.05 1.83 1.65 1.52

λT2 × 102 3.91 3.48 3.15 2.89

λT3 × 102 5.62 4.99 4.52 4.15

λT4 × 102 7.19 6.39 5.78 5.31

λT5 × 102 8.65 7.68 6.95 6.38

λT6 × 102 10.00 8.88 8.03 7.37

λT7 × 102 10.00 9.05 8.31

λT8 × 102 10.00 9.18

λT9 × 102 10.00

λL1(N) × 102 11.04228 11.09495 11.15960 11.23220
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Therefore, we compute q̃ and L1(N) for a specified N . Comparing

L1(N) for N = 1, 2, · · · , we obtain an optimal Ñ which minimizes L1(N)

and q̃ = S/
∑N

k=1(1/λk). Lastly, we may compute T̃k = q̃
∑k

j=1 (1/λj)(k =

1, 2, · · · , Ñ − 1) for an approximate optimal Ñ which minimizes L1(N).

Example 4.2. Table 5 presents q̃ = S/
∑N

k=1(1/λk) and λL1(N) in (47)

for N = 1, 2, · · · , 9 under the same assumptions as those in Table 4. In this

case, Ñ = 5 = N∗ and the mean time L1(5) is a little longer than that in

Table 4. When Ñ = 5, approximate checkpoint times are λT̃k × 102=2.37,

4.52, 6.49, 8.31, 10.00 that are a little shorter than those in Table 4. Such

computations are much easier than to solve simultaneous equations.

It would be sufficient to adopt approximate checkpoint intervals as op-

timal ones in actual fields.

Table 5 Mean time λL1(N) for q̃ when λS = 10−1 and λC = 10−3

N q̃ λL1(N) × 102

1 0.2000000 12.33617

2 0.1047619 11.32655

3 0.0729282 11.07923

4 0.0569532 11.00951

5 0.0473267 11.00888

6 0.0408780 11.04229

7 0.0362476 11.09496

8 0.0327555 11.15962

9 0.0300237 11.23222

4.2 Modified Model

It has been assumed until now that error rates increase with the number

of checkpoints. We assume for the simplicity of the model that the prob-

ability that a modular system has no error during the interval (Tk−1, Tk]

is F (Tk)/F (Tk−1), irrespective of rollback operation. Then, the mean exe-

cution time of the process for the interval (Tk−1, Tk] is given by a renewal

equation

L2 (k) = (Tk − Tk−1 + C)
F (Tk)

F (Tk−1)
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+ [Tk − Tk−1 + C + L2 (k)]
F (Tk) − F (Tk−1)

F (Tk−1)
, (48)

and solving it,

L2 (k) =
(Tk − Tk−1 + C)F (Tk−1)

F (Tk)
(k = 1, 2, · · · , N) . (49)

Thus, the mean time to completion of the process is

L2 (N) =

N∑

k=1

(Tk − Tk−1 + C)F (Tk−1)

F (Tk)
(N = 1, 2, · · · ). (50)

We find optimal times Tk which minimize L2(N) for a specified N . Let

f(t) be a density function of F (t) and r(t) ≡ f(t)/F (t) be the failure rate

of F (t). Then, differentiating L2(N) with respect to Tk and setting it equal

to zero,

F (Tk−1)

F (Tk)
[1 + r (Tk) (Tk − Tk−1 + C)]

=
F (Tk)

F (Tk+1)
[1 + r (Tk) (Tk+1 − Tk + C)] (k = 1, 2, · · ·N − 1). (51)

Therefore, we have the following result:

(i) When N = 1 and T1 = S, the mean time is

L2 (1) =
S + C

F (S)
. (52)

(ii) When N = 2, from (51)

1

F (T1)
[1 + r (T1) (T1 + C)] − F (T1)

F (S)
[1 + r (T1) (S − T1 + C)] = 0.

(53)

Letting Q∗
2(T1) be the left-hand side of (53),

Q2 (0) = 1 + r (0)C − 1

F (S)
[1 + r (0) (S + C)] < 0,

Q2 (S) =
1

F (S)
[1 + r (S) (S + C)] − [1 + r (S)C ] > 0.

Thus, there exists a T1 that satisfies (53).
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(iii) When N = 3, we compute Tk(k = 1, 2) which satisfy the simultaneous

equations:

1

F (T1)
[1+r (T1) (T1+C)]=

F (T1)

F (T2)
[1+r (T1) (T2−T1+C)] ,

(54)

F (T1)

F (T2)
[1+r (T2) (T2−T1+C)]=

F (T2)

F (S)
[1+r (T2) (S−T2+C)] .

(55)

(iv) When N = 4, 5, · · · , we compute Tk similarly.

Example 4.3. We compute sequential checkpoint intervals Tk(k =

1, 2, · · · , N) when error rates increase with the original execution time. It

is assumed that F (t) = e−2(λt)m

(m >1), λC = 10−3 and λS = 10−1.

Table 6 presents optimal sequential intervals λTk and the resulting mean

times λL2(N) for N = 1, 2, · · · , 9 when F (t) = exp[−2 (λt)
1.1

], λS = 10−1

and λC = 10−3. In this case, the mean time is the smallest when N = 4,

i.e., N∗ = 4 and the checkpoint times T ∗
k (k = 1, 2, 3, 4) should be placed

at 2.67, 5.17, 7.60, 10.00 (sec) for λ = 10−2(1/sec), and the mean time

10.8207 is about 8% longer than an original execution time S = 10.

Next, we consider the approximate method similar to that of the pre-

vious model. It is assumed that the probability that a modular system

has no error during (Tk−1,Tk] is constant, i.e., F (Tk)/F (Tk−1) = q(k =

1, 2, · · · , N). When F (t) = e−2(λt)m

,

F (Tk)

F (Tk−1)
= e−2[(λTk)m−(λTk−1)m] = q ≡ e−q̃,

and hence,

2 (λTk)
m − 2 (λTk−1)

m
= q̃ (k = 1, 2, · · · , N) .

Thus,

(λTk)m =
kq̃

2
,

i.e.,

λTk =

(
kq̃

2

)1/m

(k = 1, 2, · · · , N − 1) ,

and

λTN = λS =

(
Nq̃

2

)1/m

.
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Table 6 Checkpoint intervals when λC = 10−3and λS = 10−1

N 1 2 3 4 5

λT1 × 102 10.00 5.17 3.51 2.67 2.16

λT2 × 102 10.00 6.80 5.17 4.18

λT3 × 102 10.00 7.60 6.15

λT4 × 102 10.00 8.09

λT5 × 102 10.00

λL2(N) × 102 11.83902 11.04236 10.85934 10.82069 10.83840

N 6 7 8 9

λT1 × 102 1.81 1.57 1.38 1.23

λT2 × 102 3.51 3.03 2.67 2.39

λT3 × 102 5.17 4.46 3.93 3.51

λT4 × 102 6.80 5.87 5.17 4.62

λT5 × 102 8.41 7.26 6.39 5.71

λT6 × 102 10.00 8.63 7.60 6.80

λT7 × 102 10.00 8.81 7.87

λT8 × 102 10.00 8.94

λT9 × 102 10.00

λL2(N) × 102 10.88391 10.94517 11.01622 11.09376

Therefore,

L2 (N) = eq̃ (S +NC) = e2(λS)m/N (S +NC) . (56)

Forming the inequality L2(N + 1) − L2(N) ≥ 0,

C ≥ (S +NC)
{

e2(λS)m/[N(N+1)] − 1
}
. (57)

It is easily proved that the right-hand side of (57) is strictly decreasing to

0. Thus, an optimal Ñ to minimize L2(N) in (56) is given by a unique

minimum which satisfies (57).

Example 4.4. Table 7 presents q̃ = 2(λS)m/N and λL2(N) in (56)

for N = 1, 2, · · · , 9 under the same assumptions in Table 6. In this

case, Ñ = 4 = N∗ and approximate checkpoint times are λT̃k × 102 =

2.84, 5.33, 7.70, 10.00, that are a little longer than those of Table 6.
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Table 7 Mean time λL2(N) for q̃ when λS = 10−1 and λC = 10−3

N q̃ λL2(N) × 102

1 0.1588656 11.83902

2 0.0794328 11.04326

3 0.0529552 10.86014

4 0.0397164 10.82136

5 0.0317731 10.83897

6 0.0264776 10.88441

7 0.0226951 10.94561

8 0.0198582 11.01661

9 0.0176517 11.09411

5 Random Checkpoint Models

Fig. 5 Task execution for Scheme 1.

Suppose that we have to execute the successive tasks with a processing

time Yk(k=1, 2, · · · ) (Figure 5). A double modular system of error de-

tection for the processing of each task is adopted. Then, introducing two

types of checkpoints; compare-and-store checkpoint (CSCP) and compare-

checkpoint (CCP) [7], we consider the following three checkpoint schemes:

1) CSCP is placed at each end of tasks.

2) CSCP is placed at the Nth end of tasks.

3) CCP is placed at each end of tasks and CSCP is placed at the Nth end

of tasks.

The mean execution times per one task for each scheme are obtained,

and optimal numbers N∗ that minimize them for Schemes 2 and 3 are

derived analytically and are compared numerically. This is one of applied

models with random maintenance times [8,18] to checkpoint models. Such
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schemes would be useful when it is better to place checkpoints at the end

of tasks than those on one’s way. Further, we extend a double modular

system to a majority decision system in Section 3.

5.1 Performance Analysis

Suppose that task k has a processing time Yk(k = 1, 2, · · · ) with an identical

distribution G(t) ≡ Pr{Yk ≤ t} and finite mean µ =
∫∞
0 [1 −G (t)] dt <∞,

and is executed successively. To detect errors, we provide two independent

modules where they compare two states at checkpoint times. Further, it

is assumed that some errors occur at a constant rate λ(λ > 0), i.e., the

probability that two modules have no error during (0, t] is e−2λt.

(1) Scheme 1

CSCP is placed at each end of task k: When two states of modules match

with each other at the end of task k, the process of task k is correct and its

state is stored (Figure 5). In this case, two modules go forward and execute

task k+ 1. However, when two states do not match, it is judged that some

errors have occurred. Then, two modules go back and make the retry of

task k again.

Let C be the overhead for the comparison of two states and Cs be

the overhead for their store. Then, the mean execution time of the process

of task k is given by a renewal equation:

L̃1(1) =

∫ ∞

0

{
e−2λt (C + Cs+ t)+

(
1 − e−2λt

) [
C+ t+ L̃1(1)

]}
dG (t) .

(58)

Solving (58) for L̃1(1),

L̃1(1) =
C + µ+ CsG∗(2λ)

G∗ (2λ)
,

where G∗(s) is the Laplace-Stieltjes (LS) transform of G(t), i.e., G∗(s) ≡∫∞
0 e−stdG (t) for s > 0. Therefore, the mean execution time per one task

is

L1(1) ≡ L̃1(1) =
C + µ

G∗ (2λ)
+ Cs. (59)

(2) Scheme 2

CSCP is placed only at the end of task N (Figure 6): When two states of

all task k(k = 1, 2, · · · , N) match at the end of task N , its state is stored

and two modules execute task N + 1. When two states do not match, two

modules go back in the first task 1 and make their retries. By the method
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Fig. 6 Task execution for Scheme 2.

similar to obtaining (58), the mean execution time of the process of all task

k(k = 1, 2, · · · , N) is

L̃2(N) =

∫ ∞

0

{
e−2λt (NC + Cs+ t)

+
(
1 − e−2λt

) [
NC + t+ L̃2 (N)

]}
dG(N)(t), (60)

where G(N)(t) is the N -fold Stieltjes convolution of G(t) with itself, i.e.,

G(N)(t) ≡
∫ t

0 G
(N−1) (t− u) dG (u) (N = 1, 2, · · · ), and G(0)(t) ≡ 1 for

t ≥ 0 and G(1)(t) = G(t). Solving (60) for L̃2(N),

L̃2(N) =
NC +Nµ+ Cs [G∗ (2λ)]

N

[G∗ (2λ)]N
.

Therefore, the mean execution time per one task is

L2(N) ≡ L̃2(N)

N
=

C + µ

[G∗ (2λ)]
N

+
Cs

N
(N = 1, 2, · · · ). (61)

When N = 1, L2(1) agrees with (59).

We find an optimal number N∗
2 that minimizes L2(N). There exists a

finite N∗
2 (1 ≤ N∗

2 <∞) because limN→∞ L2(N) = ∞. From the inequality

L2(N + 1) − L2(N) ≥ 0,

N (N + 1) [1 −G∗ (2λ)]

[G∗ (2λ)]N+1
≥ Cs

C + µ
(N = 1, 2, · · · ). (62)

The left-hand side of (62) is strictly increasing to ∞ in N . Thus, there

exists a finite and unique minimum N∗
2 (1 ≤ N∗

2 < ∞) which satisfies (62).

If

[1 −G∗ (2λ)]

[G∗ (2λ)]2
≥ Cs

2 (C + µ)
,
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then N∗
2 = 1. When G(t) = 1 − e−t/µ, (62) is rewritten as

N (N + 1) 2λµ (2λµ+ 1)
N ≥ Cs

C + µ
(N = 1, 2, · · · ) . (63)

Example 5.1. Table 8 presents the optimal numberN ∗
2 and the resulting

execution time L2(N
∗
2 )/µ and L2(1)/µ in (59) for λµ and C/µ when Cs/µ =

0.1. This indicates that N∗
2 decrease with λµ and increase with C/µ. For

example, when λµ = 0.005 and C/µ = 0.1, N ∗
2 = 10 and L2(N

∗
2 )/µ is 1.167

that is about 4% shorter than L2(1)/µ = 1.211 for Scheme 1.

Table 8 Optimal number N∗

2 and the resulting execution time L2(N∗

2 )/µ for Scheme 2
when Cs/µ = 0.1

C/µ = 0.5 C/µ = 0.1

λµ N∗

2
L2

(
N∗

2

)
/µ L2 (1)/µ N∗

2
L2

(
N∗

2

)
/µ L2 (1)/µ

0.1 1 1.900 1.900 1 1.420 1.420

0.05 1 1.750 1.750 1 1.310 1.310

0.01 2 1.611 1.630 2 1.194 1.222

0.005 3 1.579 1.615 3 1.167 1.211

0.001 6 1.535 1.603 7 1.130 1.202

0.0005 8 1.525 1.602 10 1.121 1.201

0.0001 18 1.511 1.600 21 1.109 1.200

Next, we consider the case of increasing error rate. Let L1(k) be the

mean execution time from task k to the completion of task N . Because the

probability that no error of two modules for task k occurs is

∫ ∞

0

e−2λktdG (t) = G∗ (2λk) (k = 1, 2, · · · , N). (64)

Thus, we have a renewal equation

L̃3 (N) = (NC +Nµ+ Cs)

N∏

k=1

G∗ (2λk)

+
[
NC +Nµ+ L̃3 (N)

] [
1 −

N∏

k=1

G∗ (2λk)

]
. (65)

Solving (65) for L̃3(N),

L̃3 (N) =
NC +Nµ
N∏

k=1

G∗ (2λk)

+ Cs. (66)
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Therefore, the mean execution time per one task is

L3 (N) ≡ L̃3 (N)

N
=

C + µ
N∏

k=1

G∗ (2λk)

+
Cs

N
(N = 1, 2, · · · ). (67)

When N=1, L3(1) agrees with (59).

We find an optimal number N∗
3 that minimizes L3(N). There exists a

finite N∗
3 (1 ≤ N∗

3 <∞ ) because limN→∞L3(N) = ∞. From the inequality

L3(N + 1) − L3(N) ≥ 0,

N (N + 1) [1 −G∗ (2λN+1)]
N+1∏
k=1

G∗ (2λk)

≥ Cs

C + µ
. (68)

From the assumption that λk ≤ λk+1, G
∗(2λk+1) ≤ G∗(2λk), i.e., 1 −

G∗(2λk) ≤ 1−G∗(2λk+1). Thus, it is clearly noted that the left-hand side

of (68) is strictly increasing to ∞ in N . Therefore, there exists a finite and

unique minimum N∗
3 (1 ≤ N∗

3 <∞) that satisfies (68). If

1 −G∗ (2λ2)

G∗ (2λ1)G∗ (2λ2)
≥ Cs

2 (C + µ)
,

then N∗=1.

When G(t) = 1 − e−t/µ, (68) is rewritten as

N (N + 1) [2λN+1µ/ (2λN+1µ+ 1)]
N+1∏
k=1

[1/ (2λkµ+ 1)]

≥ Cs

C + µ
. (69)

Example 5.2. It is assumed that λk = [1+α(k−1)]λ, i.e., an error rate

increases by 100α% of an original rate λ. Then, we compute an optimal

number N∗
3 which satisfies (69). Table 9 presents optimal N ∗

3 , the resulting

execution time L3(N
∗
3 )/µ and L3(1)/µ for λµ and C/µ when α=0.1 and

Cs/µ = 0.1. This indicates that N∗
3 decrease with both λµ and C/µ. For

example, when λµ = 0.005 and C/µ = 0.5, N ∗
3 = 2 and L3(N

∗
3 ) is 1.582

that is about 2% shorter than L3(1) = 1.615 for Scheme 1.

(3) Scheme 3

CSCP is placed at the end of task N and CCP is placed only at the end of

task k(k = 1, 2, · · · , N −1) between CSCPs (Figure 7): When two states of

task k(k = 1, 2, · · · , N−1) match at the end of task k, two modules execute

task k+1. When two states of task k(k = 1, 2, · · · , N) do not match, two

modules go back in the first task 1. When two states of task N match, the
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Table 9 Optimal number N∗

3
and the resulting execution time L3(N∗

3
)/µ for Scheme 2

when Cs/µ = 0.1

C/µ = 0.5 C/µ = 0.1

λµ N∗

3 L3

(
N∗

3

)
/µ L3 (1) /µ N∗

3 L3

(
N∗

3

)
/µ L3 (1) /µ

0.1 1 1.900 1.900 1 1.420 1.420

0.05 1 1.750 1.750 1 1.310 1.310

0.01 2 1.614 1.630 2 1.197 1.222

0.005 2 1.582 1.615 3 1.170 1.211

0.001 5 1.538 1.603 6 1.133 1.202

0.0005 6 1.528 1.602 7 1.124 1.201

0.0001 12 1.514 1.600 14 1.112 1.200

Fig. 7 Task execution for Scheme 3.

process of all tasks N is completed, and its state is stored. Two modules

execute task N + 1.

Let L̃4(k) be the mean execution time from task k to the completion of

task N . Then, by the method similar to obtaining (60),

L̃4 (k)=

∫ ∞

0

{
e−2λt

[
C+t+L̃4 (k+1)

]
+
(
1−e−2λt

)[
C+t+L̃4(k+1)

]}
dG (t)

(k = 1, 2, · · · , N − 1) , (70)

L̃4 (N) =

∫ ∞

0

{
e−2λt (C+t+Cs)+

(
1− e−2λt

) [
C + t+ L̃4 (1)

]}
dG (t) .

(71)

Solving (70) and (71) for L̃4(1),

L̃4 (1) =
(C + µ)

{
1 − [G∗ (2λ)]

N
}

[1 −G∗ (2λ)] [G∗ (2λ)]N
+ Cs.
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Therefore, the mean execution time per one task is

L4 (N) ≡ L̃4 (1)

N
=

(C + µ)
{
1 − [G∗ (2λ)]

N
}

N [1 −G∗ (2λ)] [G∗ (2λ)]N
+
Cs

N
(N = 1, 2, · · · ).

(72)

When N = 1, L4(1) agrees with (59). By comparing (61) with (72), Scheme

3 is better than Scheme 2.

It can be clearly seen that a finite N∗
4 (1 ≤ N∗

4 < ∞) that minimizes

L4(N) exists. From the inequality L4(N + 1) − L4(N) ≥ 0,

1

[G∗ (2λ)]N+1

N∑

j=1

{
1 − [G∗ (2λ)]

j
}
≥ Cs

C + µ
(N = 1, 2, · · · ). (73)

The left-hand side of (73) is strictly increasing to ∞ in N . Thus, there

exists a finite and unique minimum N∗
4 (1 ≤ N∗

4 < ∞) which satisfies (73).

If (C + µ)[1 − G∗(2λ)] ≥ Cs[G∗(2λ)]2, then N∗
4 = 1. By comparing (73)

with (62), it can be easily seen that N∗
4 ≥ N∗

3 . When G(t) = 1 − e−t/µ,

(73) is

(2λµ+ 1)N+1
N∑

j=1

[
1−

(
1

2λµ+ 1

)j
]
≥ Cs/µ

C/µ+ 1
(N = 1, 2, · · · ) . (74)

Example 5.3. Table 10 presents the optimal number N ∗
4 and the

resulting execution time L4(N
∗
4 )/µ in (72) for λµ and C/µ when Cs/µ =

0.1. Clearly, Scheme 3 is better than Scheme 2 and N ∗
4 ≥ N∗

3 . However, in

general, the overhead C for Scheme 2 would be less than that for Scheme

3. In such case, Scheme 2 might be better than Scheme 3.

Next, we consider the case of increase error rate. Let L̃5(k) be the

mean execution time from task k to the completion of task N . Then, by

the method similar to obtaining (65),

L̃5 (k)=

∫ ∞

0

{
e−2λkt

[
C+t+L̃5 (k+1)

]
+
(
1−e−2λkt

)[
C+t+L̃5 (1)

]}
dG (t)

(k = 1, 2, · · · , N − 1), (75)

L̃5 (N)=

∫ ∞

0

{
e−2λN t (C+t+Cs)+

(
1−e−2λN t

) [
C+t+L̃5 (1)

]}
dG (t).

(76)
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Table 10 Optimal number N∗

4
and the resulting execution time L4(N∗

4
)/µ for Scheme

3 when Cs/µ = 0.1

λµ
C/µ = 0.5 C/µ = 0.1

N∗

4 L4

(
N∗

4

)
/µ N∗

4 L4

(
N∗

4

)
/µ

0.1 1 1.900 1 1.420

0.05 1 1.750 1 1.310

0.01 3 1.594 3 1.178

0.005 4 1.563 4 1.153

0.001 8 1.526 9 1.122

0.0005 12 1.518 13 1.115

0.0001 26 1.508 30 1.107

Solving (75) and (76) for L̃5(1),

L̃5 (1) =

(C + µ)
N−1∑
j=0

[
j∏

k=1

G∗ (2λk)

]

N∏
k=1

G∗ (2λk)

+ Cs. (77)

Therefore, the mean execution time per one task is

L5 (N) ≡ L̃5 (1)

N
=

(C + µ)
N−1∑
j=0

[
j∏

k=1

G∗ (2λk)

]

N
N∏

k=1

G∗ (2λk)

+
Cs

N
(N = 1, 2, · · · ),

(78)

where
0∏

k=1

≡ 1. When N=1, L5(1) agrees with (59).

We find an optimal N∗
5 that minimizes L5(N). From the inequality

L5(N + 1) − L5(N) ≥ 0,

N
N∑

j=0

[
j∏

k=1

G∗ (2λk)

]
−(N+1)G∗ (2λN+1)

N−1∑
j=0

[
j∏

k=1

G∗ (2λk)

]

N+1∏
k=1

G∗ (2λk)

≥ Cs

C + µ
,
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i.e.,

N + 1 +

[N − (N + 1)G∗ (2λN+1)]
N∑

j=0

[
j∏

k=1

G∗ (2λk)

]

N+1∏
k=1

G∗ (2λk)

≥ Cs

C + µ

(N = 1, 2, · · · ). (79)

First, note that

N − (N + 1)G∗(2λN+1)

is increasing because

N − (N + 1)G∗(2λN+1) − (N − 1) +NG∗(2λN )

= 1 −G∗(2λN+1) +N [G∗(2λN ) −G∗(2λN+1)] > 0.

Furthermore, denoting the left-hand side of (79) by Q(N + 1),

Q (N+1)−Q (N)

= 1
N+1∏
k=1

G∗(2λk)

{
N+1∏
k=1

G∗ (2λk)+[N−(N+1)G∗ (2λN+1)]
N∑

j=0

[
j∏

k=1

G∗ (2λk)

]

−[N−1−NG∗ (2λN )]G∗ (2λN+1)
N−1∑
j=0

[
j∏

k=1

G∗ (2λk)

]}

> 1
N+1∏
k=1

G∗(2λk)

{
N+1∏
k=1

G∗(2λk)+[N−1−NG∗(2λN )]G∗ (2λN+1)
N∏

k=1

G∗ (2λk)

}

= N [1−G∗ (2λN )] > 0.

Thus, the left-hand side of (79) is strictly increasing in N . Therefore, if a

finite N∗ to satisfy (79) exists, it is a finite and unique minimum such that

(79). If

(C + µ)[1 +G∗(2λ1) − 2G∗(2λ2)] ≥ CsG∗(2λ1)G
∗(2λ2)

then N∗
5 =1.

By comparing (67) with (78), Scheme 3 is better than Scheme 2.

Example 5.4. Table 11 presents optimal N∗
5 and the resulting execution

time L5(N
∗
5 )/µ for λµ and C/µ when α = 0.1 and Cs/µ = 0.1. This

indicates that N∗
5 decrease with λµ and C/µ. Compared with Table 9,

Scheme 3 is better than Scheme 2 and N∗
5 ≥ N∗

4 .
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Table 11 Optimal number N∗

5
and the resulting execution time L5(N∗

5
)/µ for Scheme

3 when Cs/µ = 0.1

λµ
C/µ = 0.5 C/µ = 0.1

N∗

5 L5

(
N∗

5

)
/µ N∗

5 L5

(
N∗

5

)
/µ

0.1 1 1.900 1 1.420

0.05 1 1.750 1 1.310

0.01 2 1.598 3 1.184

0.005 3 1.568 4 1.158

0.001 6 1.531 7 1.127

0.0005 8 1.522 9 1.120

0.0001 15 1.511 17 1.110

5.2 Majority Decision System

We take up a majority decision system with (2n+ 1) modules as an error

masking system, i.e., (n+ 1)-out-of-(2n+ 1) system (n = 1, 2, · · · ). If more

than n states of (2n+1) modules match, the process of task k is correct and

its state is stored. In this case, the probability that the process is correct

during (0, t ] is, from (32),

Fn+1 (t) =

2n+1∑

k=n+1

(
2n+ 1

k

) 2n+1−k∑

i=0

(
2n+ 1 − k

i

)
(−1)

i (
e−λt

)k+1

(n = 1, 2, · · · ) . (80)

Thus, the mean execution time of the process of task k is

L̃6(1)=

∫ ∞

0

[
Fn+1(t)(C+Cs+t)

]
dG(t)+Fn+1(t)

[
C+t+L̃6(1)

]
dG (t) . (81)

Therefore, by the method similar to obtaining (59), the mean time ex-

ecution time per one task is

L6 (1)≡L̃6 (1)=
C+µ

2n+1∑
k=n+1

(
2n+1

k

)
2n+1−k∑

i=0

(
2n+1−k

i

)
(−1)

i
G∗[(k+i)λ]

+ Cs. (82)

Next, we consider the case of error rate is increasing. In this case, the

probability that the process of task k for Scheme 1 is correct during (0, t]

is, from (80),

Fn+1 (t) =
2n+1∑

m=n+1

(
2n+ 1

m

)2n+1−m∑

i=0

(
2n+ 1−m

i

)
(−1)i e−(m+1)λ1t

(n = 1, 2, · · · ). (83)
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Thus, by the method similar to obtaining (58), the mean execution time of

the process of task k is

L7 =

∫ ∞

0

[
Fn+1 (t) (C + Cs + t) + Fn+1 (t) (C + t+ L7)

]
dG (t) . (84)

Solving (84) for L7,

L7=
C + µ

2n+1∑
m=n+1

(
2n+1

m

)
2n+1−m∑

i=0

(
2n+1−m

i

)
(−1)iG∗ [(m+i)λ1]

+ Cs. (85)

For example, when n = 1, i.e., the system is composed of a 2-out-of-3

system,

L7 =
C + µ

3G∗ (2λ1) − 2G∗ (3λ1)
+ Cs. (86)

Similarly, the mean execution time per one task for Scheme 2 is, from

(67)

L7(N)=
C + µ

N∏
k=1

[
2n+1∑

m=n+1

(
2n+1

m

)
2n+1−m∑

i=0

(
2n+1−m

i

)
(−1)iG∗ [(m+i)λk]

]

+
Cs

N
(N = 1, 2, · · · ), (87)

and the mean time for Scheme 3 is, from (78),

L7(N)=

(C+µ)
N−1∑
j=0

{
j∏

k=1

[
2n+1∑

m=n+1

(
2n+1

m

)
2n+1−m∑

i=0

(
2n+1−m

i

)
(−1)

i
G∗[(m+i)λk]

]}

N
N∏

k=1

[
2n+1∑

m=n+1

(
2n+1

m

)
2n+1−m∑

i=0

(
2n+1−m

i

)
(−1)

i
G∗ [(m+i)λk]

]

+
Cs

N
(N = 1, 2, · · · ). (88)

Example 5.5. Suppose that C ≡
(
2n+1

2

)
C1 as same as in Example

3.2. Table 12 presents the optimal numbers N ∗
7 which minimize L7(N) in

(87) and its resulting execution times L7(N
∗
7 )/µ when λµ = 0.01 and Cs/µ

=10. This indicates that N∗
7 decrease with n and C/µ, and L7(N

∗
7 ) increase

with n and C/µ. Thus, from this table, an optimal decision system is a

2-out-of-3 system. However, the overhead C might not increase generally

with the order of n2. We could determine an optimal decision system by

estimating C, Cs and the other parameters from actual data.
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Table 12 Optimal number N∗

7
and the resulting execution time L7(N∗

7
)/µ when λµ =

0.01 and Cs/µ = 10

n
C/µ = 0.5 C/µ = 0.1

N∗

7 L7

(
N∗

7

)
/µ N∗

7 L7

(
N∗

7

)
/µ

1 1 15.000 2 10.203

2 1 22.000 2 13.005

3 1 33.000 1 16.200

4 1 48.000 1 19.200

6 Conclusion

It has been assumed in this chapter that the overheads for the generation

of checkpoints and the probability of error occurrences are already known.

However, it is important in practical applications to identify what a type of

distribution fits the collected data and to estimate several kinds of overheads

from the observation of actual models. If such distributions and overheads

are given, we can determine optimal policies for recovery models and apply

to real systems by modifying them.

Recently, most systems consist of distributed systems as computer net-

work technologies have developed rapidly. A general model of distributed

systems is a mobile network system [1]. Coordinated and uncoordinated

protocols to achieve checkpointing in such distributed processes have been

introduced [1]: Uncoordinated protocols allow each process to take its lo-

cal checkpoint independently and coordinated protocols force each process

to coordinate with other processes to take consistent checkpoints. Two

protocols have one’s own advantages. A typical advantage of coordinated

protocols is to avoid the domino effect. From such viewpoints, a number

of techniques of checkpoint protocols have been proposed and their perfor-

mance have been evaluated [1,12,13]. However, there are little research pa-

pers to study theoretically optimal policies for checkpoint intervals. Using

the methods and techniques used in this thesis, we could analyze optimal

intervals of checkpoints for distributed systems.
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1 Introduction

Miscellaneous systems such as social infrastructures and security forces,

sustain our comfortable daily lives and secure our estates. For the steady

operation of these systems without any serious troubles, suitable main-

tenances have to be undergone. However, maintenance budgets become

extremely expensive in most advanced nations because of high personnel

costs. Today, conflicts between the demand of budget cut and the demand

of sufficient maintenances become serious social problems and the establish-

ing cost-effective maintenance have become an important key technology

to solve them.

The maintenance is classified into preventive maintenance (PM) and

corrective maintenance (CM): PM is a maintenance policy in which we

undergoes some maintenance on a specific schedule before failure, and CM

is a maintenance policy after failure [1, 2]. Many researchers have studied

optimal PM policies because the CM cost is usually much higher than

the PM one and the optimal PM policy differs in every different system.

Therefore, detailed investigations of target system characteristics must be

performed for the consideration of cost-effective PM policies.

243
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In this chapter, we survey optimal maintenance models for five different

systems such as missile, phased array radar, FADEC, co-generation sys-

tem and aged fossil-fired power plant based on our original works: Missiles

and phased array radars are most representative military systems. During

the Cold War era, defense budgets had the exceptional priority in most

nations. Now in the post-Cold War era, there is no such exceptional prior-

ity and maintenance costs of missiles have to be designed to be minimum

throughout their lifecycles from a primary design phase [3].

In Section 2, we consider the missile maintenance: A missile spends

almost all of its whole lifetime in storage condition and its operational

feature is unique compared with other military and ordinary industrial

systems [4]. A missile during storage condition degrades gradually and its

failure cannot be detected except for a function test. The test during storage

is implemented periodically and an optimal test interval which minimizes

the maintenance cost and satisfies the required system reliability, must be

established.

In Section 3, we take up the phased array radar maintenance: A phased

array radar is the latest radar system and its antenna consists of a large

number of uniform tiny antennas [5]. The radar is designed to tolerate a cer-

tain amount of failed antennas because the increase of failed ones degrades

its performance. Failed antennas are detected only by the function test

which reduces the system availability. Therefore, an optimal test interval

which maximizes the system availability must be discussed.

Section 4 is devoted to the self-diagnosis for FADEC. The FADEC

(Full Authority Digital Electronic Control system) is widely utilized as the

fuel controller of gas turbine engine because it can realize the complicated

and delicate control compared with traditional hydro mechanical controller

(HMC) [6]. As the FADEC of industrial gas turbine engine system, PLCs

(programmable logic controllers) are utilized because they are tiny, high

capacity and reasonably priced. Gas turbine makers which utilize PLCs

for FADECs, have to guarantee the high reliability of FADECs and es-

tablish high reliable FADEC systems adopting the redundant design. A

high-performance self-diagnosis of such redundant FADEC systems must

be initiated.

Section 5 takes up the co-generation system maintenance: A co-

generation system is the power plant which can generate electricity and

steam simultaneously, and is one of applicational examples of a gas turbine

engine system [7]. As the power plant resource, a gas turbine engine has

superiority compared with other internal-combustion ones because of its
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tiny size, its emitted gas cleanness and its low vibration. A gas turbine

engine is damaged when it is operated, and it has to undergo overhaul

forthwith when the total damage is greater than a prespecified level. From

the viewpoint of co-generation system users, the overhaul would be imple-

mented at special periods such as some vacations. So that, a system user

should establish a managerial level which is lower than overhaul level, and

the system undergoes overhaul when its total damage exceeds a managerial

level. An optimal managerial level which minimizes the operational cost

must be considered.

Finally, Section 6 allocates to the aged fossil-fired power plant mainte-

nance: Aged fossil-fired power plants are on the great increase in Japan.

A plant consists of a wide variety of mechanical and electrical components.

Various kinds of severe failures inherent in these components and their oc-

currence probabilities are different. A system fails when the total suffered

damage exceeds a peculiar level, i.e., these components have their pecu-

liar damage levels. The PM plan should be established considering such

levels of plant components. N kinds of peculiar cumulative damage levels

Ki (i = 1 · · ·N) are considered and a system fails when the total damage

exceeds these damage levels. The PM is performed when the total damage

exceeds the managerial level k(< Ki). The expected cost per unit time be-

tween maintenances is secured, and the optimal managerial level k∗ which

minimizes it must be discussed.

We obtain the expected costs or the availability of each model as an

objective function and derive optimal maintenance policies which minimize

them, using reliability techniques. Furthermore, we give shortly some com-

ments regarding the limitation and possible extensions of the above models.

2 Missile Maintenance

A system such as missiles is in storage for a long time from the delivery to

the actual usage and has to hold a high mission reliability when it is used.

Figure 1 shows an example of a service life cycle of missiles [4]: After a

system is transported to each firing operation unit via depot, it is installed

on launcher and is storaged in warehouse for a great part of its lifetime,

and waits for its operation. So that, a missile is often called a dormant

system. However, the reliability of a storage system goes down with time

because some kinds of electronic and electric parts of a system degrade

with time [8]. For example, Menke [8] confirmed by the accelerated test
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Fig. 1 Service life cycle of missiles [4]

that integrated circuits of a system might deteriorate in storage condition

and it might be impossible to operate when it is necessary. Therefore, we

should inspect and maintain a storage system at periodic times to hold a

high reliability, because it is impossible to inspect whether a storage system

can operate normally or not. Optimal inspection policies which minimize

the expected cost until detection of failure were summarized. Martinez

[9] discussed the periodic test of an electronic equipment in storage for a

long period and showed how to compute its reliability after 10 years of

storage.

In the above previous studies, it has been assumed that the function test

can clarify all of system failures. However, a missile is exposed to very severe

flight environment after launch and some kinds of failures are revealed only

in such severe conditions. That is, some failures of a missile cannot be

detected by the function test on the ground. To solve this problem, we

assume that a system is divided into two independent units: Unit 1 becomes

new after every inspections because all failures of unit 1 are detected by

the function test and are removed completely by maintenance. While, unit

2 degrades steadily with time from delivery to overhaul because all failures

of unit 2 cannot be detected by any tests. The reliability of a system

deteriorates gradually with time as the reliability of unit 2 deteriorates

steadily. A schematic diagram of a missile is given in Figure 2.

This section presents a system in storage which is required to have a

higher reliability than a prespecified level q (0 < q ≤ 1) [1, 10–12]. To hold

the reliability, a system is tested and is maintained at periodic times NT

(N = 1, 2, · · · ), and is overhauled if the reliability becomes equal to or lower

than q. An inspection number N∗ and the time N∗T + t0 until overhaul,

are derived when a system reliability is just equal to q. Using them, the
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expected cost C(T ) until overhaul is obtained, and an optimal inspection

time T ∗ which minimizes it is computed.

2.1 Expected Cost

A system consists of unit 1 and 2, where unit i has a hazard rate func-

tion Hi(t) (i = 1, 2). When a system is inspected at periodic times NT

(N = 1, 2, · · · ), unit 1 is maintained and is like new after every inspection,

and unit 2 is not done, i.e., its hazard rate remains unchanged by any

inspections.

Fig. 2 Schematic diagram of a missile

From the above assumptions, the reliability function R(t) of a system

with no inspection is

R(t) = e−H1(t)−H2(t). (1)

If a system is inspected and maintained at time t, the reliability just after

the inspection is

R(t+0) = e−H2(t). (2)

Thus, the reliabilities just before and after the Nth inspection are, respec-

tively,

R(NT−0) = e−H1(T )−H2(NT ), (3)

R(NT+0) = e−H2(NT ). (4)

Next, suppose that the overhaul is performed if the system reliability is

equal to or lower than q. Then, if

e−H1(T )−H2(NT ) > q ≥ e−H1(T )−H2[(N+1)T ], (5)
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then the time to overhaul is NT + t0, where t0 (0 < t0 ≤ T ) satisfies

e−H1(t0)−H2(NT+t0) = q. (6)

This shows that the reliability is greater than q just before the Nth inspec-

tion and is equal to q at time NT + t0.

Defining the time interval [0, NT + t0] as one cycle, the expected cost

rate until overhaul is [1]

C(T ) =
Nc1 + c2
NT + t0

, (7)

where cost c1 is an inspection cost and c2 is an overhaul cost.

2.2 Optimal Policies

We consider two particular cases where hazard rate functions Hi(t) are

exponential and Weibull ones. An inspection number N ∗ which satisfies (5)

and t0 which satisfies (6) are computed. Using these quantities, we compute

the expected cost C(T ) until overhaul and seek an optimal inspection time

T ∗ which minimizes it.

(1) Exponential Case

Suppose that the system obeys an exponential distribution, i.e., Hi(t) =

λit. Then, (5) is rewritten as

1

Na+ 1
ln

1

q
≤ λT <

1

(N − 1)a+ 1
ln

1

q
, (8)

where

λ ≡ λ1 + λ2, a ≡ H2(T )

H1(T ) +H2(T )
=
λ2

λ
, (9)

and a represents an efficiency of inspection, and is adopted widely in prac-

tical reliability calculation of a storage system [4].

When an inspection time T is given, an inspection number N ∗ which

satisfies (8) is determined. Particularly, if ln 1/q ≤ λT then N ∗ = 0, and

N∗ diverges as λT tends to 0. In this case, (6) is

N∗λ2T + λt0 = ln
1

q
. (10)

From (10), we can compute t0 easily.

Thus, the total time to overhaul is

N∗T + t0 = N∗(1 − a)T +
1

λ
ln

1

q
, (11)
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and the expected cost rate is

C(T ) =
N∗c1 + c2

N∗(1 − a)T + 1
λ ln 1

q

. (12)

When an inspection time T is given, we compute N ∗ from (8) and

N∗T + t0 from (11). Substituting these values into (12), we have C(T ).

Changing T from 0 to ln(1/q)/[λ(1 − a)], we can compute an optimal T ∗

which minimizes C(T ). In particular case of λT ≥ ln(1/q)/(1− a), N ∗ = 0

and the expected cost rate becomes constant, i.e.,

C(T ) =
c2
t0

= −λc2
ln q

. (13)

(2) Weibull Case

Suppose that the system obeys a Weibull distribution, i.e., Hi(t) =

(λit)
m (i = 1, 2). Equations (5) and (6) are rewritten as, respectively,

{
1

a[(N + 1)m − 1] + 1
ln

1

q

} 1
m

≤ λT <

[
1

a(Nm − 1) + 1
ln

1

q

] 1
m

, (14)

(1 − a)tm0 + a(NT + t0)
m =

1

λm
ln

1

q
, (15)

where

λm ≡ λm
1 + λm

2 ,

a ≡ H2(T )

H1(T ) +H2(T )
=

λm
2

λm
1 + λm

2

. (16)

When an inspection time T is given, N∗ and t0 are computed from (14)

and (15). Substituting these values into (7), we have C(T ), and changing

T from 0 to [ln(1/q)/(1 − a)]1/m/λ, we can compute an optimal T ∗ which

minimizes C(T ).

Next, suppose that unit 1 obeys a Weibull distribution with order 2

and unit 2 obeys an exponential distribution, i.e., H1(t) = (λ1t)
2 and

H2(t) = λt. Then, from (5) and (6), respectively,

1

2(1− a)2

{
−(N + 1)a+

√
(N + 1)2a2 − 4(1 − a)2 ln q

}

≤ λT <
1

2(1 − a)2

{
−Na+

√
N2a2 − 4(1 − a)2 ln q

}
, (17)

[(1 − a)λt0]
2 + aλ(NT + t0) + ln q = 0, (18)

where a and λ are given in (9).
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When an inspection time T is given, an inspection number N ∗ which

satisfies (17) is computed. Then, the total time to overhaul is

N∗T + t0 = N∗T

+
1

2(1 − a)2λ

{
−a+

√
a2 − 4(1− a)2(N∗aλT + ln q)

}
. (19)

The expected cost until overhaul is, from (7)

C(T ) =
N∗c1 + c2

N∗T + 1
2(1−a)2λ

{
−a+

√
a2 − 4(1 − a)2(N∗aλT + ln q)

} . (20)

In particular, if

λT ≥ −a+
√
a2 − 4(1 − a)2 ln q

2(1 − a)2
, (21)

then N∗ = 0, and the expected cost is

C(T ) =
2(1 − a)2λc2

−a+
√
a2 − 4(1 − a)2 ln q

. (22)

Therefore, when an inspection time T is given, we compute N ∗ from

(17) or (21), and N∗T + t0 from (19). Substituting them into (20) or (22),

we compute C(T ), and changing T from 0 to

−a+
√
a2 − 4(1 − a)2 ln q

2(1 − a)2λ
,

we can determine T ∗ which minimizes C(T ).

2.3 Concluding Remarks

This fundamental deterministic model could be applied to various kinds of

storage systems which are required to have a high reliability and in which

some failures are not be detected by the function test. When all failures

can be clarified by the function test, i.e., an efficiency a of inspection is

equal to zero, this maintenance model becomes the standard one.

The variation of function tests must be considered for future studies.

For example, two types of function test equipments are utilized for the

missile maintenance: A function test equipment installed in the warehouse

of missile has to perform detailed tests for sizable machines. Another one

at the battlefields has to perform simplified tests for small sizes. Inspection

efficiencies of such test equipments would differ considerably.
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3 Phased Array Radar Maintenance

A phased array radar (PAR) is the radar which steers the electromagnetic

wave direction electrically. Comparing with conventional radars which steer

their electromagnetic wave direction by moving their antennas mechani-

cally, a PAR has no mechanical portion to steer its wave direction, and

hence, it can steer very quickly. Most anti-aircraft missile systems and

early warning systems have presently adopted PARs because they can ac-

quire and track multiple targets simultaneously.

A PAR antenna consists of a large number of small and homogeneous

element antennas which are arranged flatly and regularly, and steers its

electromagnetic wave direction by shifting signal phases of waves which are

radiated from these individual elements [13].

The increase in the number of failed elements degrades the radar per-

formance, and at last, this may cause an undesirable situation such as

the omission of targets [5]. The detection, diagnosis, localization and re-

placement of failed elements of a PAR antenna are indispensable to hold

a certain required level of radar performance. A digital computer system

controls a whole PAR system, and it detects, diagnosis and localizes failed

elements. However, such maintenance actions intermit the radar operation

and decrease its availability. So that, the maintenance should not be made

so frequently. From the above reasons, it would be important to decide an

optimal maintenance policy for a PAR antenna, by comparing the down-

time loss caused by its maintenance with the degradational loss caused by

its performance downgrade.

Recently, a new method of failure detection for PAR antenna elements

has been proposed by measuring the electromagnetic wave pattern [14].

This method could detect some failed elements even when a radar system is

operating, i.e., it could be applied to the detection of confined failure modes

such as power on-off failures. However, it would be generally necessary to

stop the PAR operation for the detection of all failed elements.

Keithley [15] showed by Monte Carlo simulation that the maintenance

time of PAR with 1024 elements had a strong influence on its availability.

Hevesh [16] discussed the following three maintenances of PAR in which

all failed elements could be detected immediately, and calculated the av-

erage times to failures of its equipments and its availability in immediate

maintenance:

1) Immediate maintenance: Failed elements are detected, localized and re-

placed immediately.
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2) Cyclic maintenance: Failed elements are detected, localized and replaced

periodically.

3) Delayed maintenance: Failed elements are detected and localized peri-

odically, and replaced when their number has ex-

ceeded a predesignated one.

Further, Hesse [17] analyzed the field maintenance data of U.S. Army

prototype PAR, and clarified that the repair times have a log-normal dis-

tribution. In the actual maintenance, the immediate maintenance is rarely

adopted because frequent maintenances degrade a radar system availability.

Either cyclic or delayed maintenances is commonly adopted.

We have studied the comparison of cyclic and delayed maintenances of

PAR considering the financial optimum [18]: We derived the expected cost

rates and discussed the optimal policies which minimize them analytically

in these two maintenances, and concluded that the delayed maintenance

is better than the cyclic one in suitable conditions by comparing these

two costs numerically. Although the financial optimum takes priority for

non-military systems and military systems in the non-combat condition,

the operational availability should take more priority than economy for

military systems in the combat condition. Therefore, maintenance policies

which maximize availability should be considered.

We perform the periodic detection of failed elements of a PAR where it is

consisted ofN0 elements and failures are detected at scheduled time interval

[19]: If the number of failed elements has exceeded a specified number N

(0 < N ≤ N0), a PAR cannot hold a required level of radar performance,

and it causes the operational loss such as the target oversight to a PAR. We

assume that failed elements occur at a Poisson process, and consider cyclic

and delayed maintenances. Applying the method [20] to such maintenances,

the availability is obtained, and optimal policies which maximize them are

analytically discussed in cyclic and delayed maintenances.

3.1 Cyclic Maintenance

We consider the following cyclic maintenance of a PAR [19]:

1) A PAR is consisted of N0 elements which are independent and homoge-

neous on all plains of PAR, and have an identical constant hazard rate

λ0. The number of failed elements at time t has a binomial distribution

with mean N0[1 − exp(−λ0t)]. Since N0 is large and λ0 is very small,

it might be assumed that failures of elements occur approximately at a
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Poisson process with mean λ ≡ N0λ0. That is, the probability that j

failures occur during (0, t] is

Pj(t) ≡
(λt)je−λt

j!
(j = 0, 1, 2, · · · ) .

2) When the number of failed elements has exceeded a specified number

N , a PAR cannot hold a required level of radar performance such as

maximum detection range and resolution.

3) Failed elements cannot be detected during operation and can be as-

certained only according to the diagnosis software executed by a PAR

system computer. Failed elements are usually detected at periodic di-

agnosis. The diagnosis is performed at time interval T and a single

diagnosis spends time T0.

4) All failed elements are replaced by new ones at the Mth diagnosis or at

the time when the number of failed elements has exceeded N , whichever

occurs first. The replacement spends time T1.

When the number of failed elements is below N at the Mth diagnosis,

the expected effective time until replacement is

MT
N−1∑

j=0

pj(MT ). (23)

When the number of failed elements exceeds N at the i (i = 1, 2, · · ·M)th

diagnosis, the expected effective time until replacement is
M∑

i=1

N−1∑

j=0

pj [(i− 1)T ]

∞∑

k=N−j

∫ iT

(i−1)T

t dpk[t− (i− 1)T ]. (24)

Thus, from (23) and (24), the total expected effective time until replacement

is

T

M−1∑

i=0

N−1∑

j=0

pj(iT )−
M−1∑

i=0

N−1∑

j=0

pj(iT )

∞∑

k=N−j+1

k −N + j

λ
pk(T ). (25)

Next, when the number of failed elements is below N at the Mth diag-

nosis, the expected time between two adjacent regeneration points is
N−1∑

j=0

pj(MT )[M(T + T0) + T1]. (26)

When the number of failed elements exceeds N at the i (i = 1, 2, · · ·M)th

diagnosis, the expected time between two adjacent regeneration points is
M∑

i=1

N−1∑

j=0

pj [(i− 1)T ]

∞∑

k=N−j

[i(T + T0) + T1]pk(T ). (27)
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Thus, from (26) and (27), the total expected time between two adjacent

regeneration points is

T1 + (T + T0)

M−1∑

i=0

N−1∑

j=0

pj(iT ). (28)

Therefore, by dividing (25) by (28), the availability of cyclic mainte-

nance A1(M) is

A1(M) =
Effective time between regeneration points

Total time between regeneration points

=

T
∑M−1

i=0

∑N−1
j=0 pj(iT )

−∑M−1
i=0

∑N−1
j=0 pj(iT )

∑∞
k=N−j+1(k −N + j)pk(T )/λ

T1 + (T + T0)
∑M−1

i=0

∑N−1
j=0 pj(iT )

=
T

T + T0


1 −

T1/(T + T0) +
∑M−1

i=0

∑N−1
j=0 pj(iT )

×∑∞
k=N−j+1(k −N + j)pk(T )/(λT )

T1/(T + T0) +
∑M−1

i=0

∑N−1
j=0 pj(iT )




≡ T

T + T0
[1 −A1(M)] (M = 1, 2, · · · ). (29)

Because maximizing an availability A1(M) is equal to minimizing an un-

availability A1(M) from (29), we derive M∗ which minimizes an unavail-

ability A1(M). Forming the inequality A1(M + 1) −A1(M) ≥ 0,

L1(M)


 T1

T + T0
+

M−1∑

i=0

N−1∑

j=0

pj(iT )




−
M−1∑

i=0

N−1∑

j=0

pj(iT )

∞∑

k=N−j+1

k −N + j

λ
pk(T ) ≥ T1T

T + T0
, (30)

where

L1(M) ≡
∑N−1

j=0 pj(MT )
∑∞

k=N−j+1(k −N + j)pk(T )/λ
∑N−1

j=0 pj(MT )
. (31)

Letting Q1(M) denote the left-hand side of (30),

Q1(M + 1) −Q1(M) = [L1(M + 1) − L1(M)]



 T1

T + T0
+

M∑

i=0

N−1∑

j=0

pj(iT )



.

(32)

Thus, if L1(M) is strictly increasing in M , then Q1(M) is strictly increasing

in M .

Therefore, we have the following optimal policy:
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(i) If L1(M) is strictly increasing in M and Q1(∞) > T1T/(T +T0), then

there exists a finite and unique M∗ which satisfies (31).

(ii) If L1(M) is strictly increasing in M and Q1(∞) ≤ T1T/(T +T0), then

M∗ = ∞.

(iii) If L1(M) is decreasing in M , then M∗ = 1 or M∗ = ∞.

3.2 Delayed Maintenance

We consider the delayed maintenance of a PAR [19]:

4)’ All failed elements are replaced by new ones only when failed elements

have exceeded a managerial number Nc (< N) at diagnosis. The re-

placement spends time T1.

The other assumptions are the same as ones in Section 7.2.1.

When the number of failed elements is between Nc and N , the expected

effective time until replacement is

∞∑

i=1

Nc−1∑

j=0

pj [(i− 1)T ]

N−j−1∑

k=Nc−j

iTpk(T ). (33)

When the number of failed elements exceeds N , the expected effective time

until replacement is

∞∑

i=1

Nc−1∑

j=0

pj [(i− 1)T ]

∞∑

k=N−j

∫ iT

(i−1)T

t dpk[t− (i− 1)T ]. (34)

Thus, the total expected effective time until replacement is, from (33) and

(34),

T
∞∑

i=0

Nc−1∑

j=0

pj(iT )−
∞∑

i=0

Nc−1∑

j=0

pj(iT )
∞∑

k=N−j+1

k −N + j

λ
pk(T ). (35)

Similarly, when the number of failed elements is between Nc and N , the

expected time between two adjacent regeneration points is

∞∑

i=1

Nc−1∑

j=0

pj [(i− 1)T ]

N−j−1∑

k=Nc−j

[i(T + T0) + T1]pk(T ). (36)

When the number of failed elements exceeds N , the expected time between

two adjacent regeneration points is

∞∑

i=1

Nc−1∑

j=0

pj [(i− 1)T ]

∞∑

k=N−j

[i(T + T0) + T1]pk(T ). (37)
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Thus, the total expected time between two adjacent regeneration points is,

from (36) and (37),

(T + T0)

∞∑

i=0

Nc−1∑

j=0

pj(iT ) + T1. (38)

Therefore, the availability of delayed maintenance A2(Nc) is, by dividing

(35) by (38),

A2(Nc) =
T

T + T0


1 −

T1/(T + T0) +
∑∞

i=0

∑Nc−1
j=0 pj(iT )

×∑∞
k=N−j [1 − (N − j)/(k + 1)] pk(T )

T1/(T + T0) +
∑∞

i=0

∑Nc−1
j=0 pj(iT )




≡ T

T + T0
[1 −A2(Nc)]. (39)

Forming the inequality A2(Nc + 1) −A2(Nc) ≥ 0,

ENc

DNc −ENc

Nc−1∑

j=0

(Dj −Ej) −
Nc−1∑

j=0

Ej ≥ T1

T + T0
. (40)

where Dj ≡∑∞
i=0 pj(iT ) and Ej ≡∑∞

i=0 pj(iT )
∑∞

k=N−j [1− (N − j)/(k+

1)]pk(T ). Letting Q2(Nc) denote the left-hand side of (40) and L2(Nc) ≡
ENc/(DNc −ENc),

Q2(Nc + 1) −Q2(Nc) = [L2(Nc + 1) − L2(Nc)]

Nc∑

j=0

(Dj −Ej). (41)

As Dj −Ej > 0, the sign of Q2(Nc +1)−Q2(Nc) depends on L2(Nc +1)−
L2(Nc).

Therefore, we have the following optimal policy:

(i) If L2(Nc) is strictly increasing in Nc and Q2(N) > T1/(T + T0) then

there exists a finite and unique N∗
c (1 ≤ N∗

c < N) which satisfies (41).

(ii) If L2(Nc) is strictly increasing in Nc and Q2(N) ≤ T1/(T + T0) then

N∗
c = N , i.e., the planned maintenance should not be done.

3.3 Concluding Remarks

It has been assumed that failures of elements occur at a homogeneous Pois-

son process. The degradation of elements might be caused by moisture

and saline of cooling air. In such case, failures of elements would not oc-

cur at a unified distribution function and failures would not occur at a

non-homogeneous Poisson process.
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We have considered cyclic and delayed maintenances. Such mainte-

nances can be extended to the much complicated and more cost-effective

ones. For example, particular condition data of degraded elements can be

receipt at each maintenance and some condition monitoring maintenances

should be designed utilizing these data.

4 Self-diagnosis for FADEC

The original idea of gas turbine engines was represented by Barber in

England at 1791, and they were firstly realized in 20-th century. After that,

they had advanced greatly during World War II. Today, gas turbine engines

have been widely utilized as main engines of airplanes, high performance

mechanical pumps, emergency generators and cogeneration systems because

they can generate high power comparing with their sizes, their start times

are very short and no coolant water is necessary for operation [6].

Gas turbine engines are mainly constituted with three parts, i.e., com-

pressor, combustor and turbine. The engine control is performed by govern-

ing the fuel flow to engine. When gas turbine engines are operating, dan-

gerous phenomena, such as surge, stool and over-temperature of exhaust

gas, should be paid attention because they may cause serious damage to

engine. To prevent them, the turbine speed, inlet temperature and pres-

sure, and exhaust gas temperature of gas turbine engines are monitored,

and engine controller should determine appropriate fuel flow by checking

these data.

The gas turbine engine has to be operating in serious environment and

hydro mechanical controller (HMC) is adopted as engine controller for a

long period because of its high reliability, durability and excellent responsi-

bility. However, the performance of gas turbine engines has advanced and

customers need to decrease the operation cost. So that, HMC could not

meet these advanced demands and the engine controller has been electrified.

The first electric engine controller, which was a support unit of HMS, was

adopted as J47-17 turbo jet engine of F86D fighter at the late 1940-th. The

evolution of devices, from vacuum tube to transistor and transistor to IC,

has changed the roll of electric engine controller from the assistant of HMS

to the full authority controller because of the reliability growth. In 1960-th,

the analogue full authority controller could not meet the accuracy demand

of engines, and the full authority digital engine controller (FADEC) was

greatly developed [6].
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FADEC is an electric engine controller which can perform the compli-

cated signal processes of digitized engine data. Aircraft FADECs must

generally build up duplicated and triplicated systems because they are ex-

pected high mission reliability and are needed to decrease weight, hardware

complication and electric consumption [21]. Industrial gas turbine engines

have introduced advanced technologies which were established for aircraft

ones. FADECs, which were originally developed for aircrafts, have also

been adopted as industrial gas turbine engines now. Comparing between

general industrial gas turbine FADECs and aircraft FADECs, the following

differences are recognized:

1) Aircraft gas turbine FADECs have to perform high-speed data process-

ing because the rapid response for aircraft body movement is necessary

and inlet pressure and temperature change greatly depending on height.

On the other hand, industrial gas turbine FADECs are not required

such high performance comparing to aircraft ones because they operate

at steady speed on ground.

2) Aircraft gas turbine FADECs have to be reliable and fault tolerable, and

so that, they adopt duplicated and triplicated systems because their

malfunction in operation may cause serious damage to aircrafts and

crews. Industrial gas turbine FADECs also have to be reliable and fault

tolerable, and still be low cost because they have to be competitive in

the market.

Depending on the advance of microelectronics, small, high performance,

low cost programmable logic controllers (PLC) have widely distributed in

the market. They were originally developed as the substitute for bulky

electric relay logic sequencers of industrial automatic systems. Applying

the numerical calculation ability of microprocessors, and analogue-digital

and digital-analogue converters, these PLCs can perform numerical control.

Appropriating such PLCs, very high performance and low cost FADEC

systems can be realized. However, these PLCs are developed as general

industrial controllers and PLC makers might not permit them for applying

high pressurized and hot fluid controllers. Then, gas turbine makers which

apply these PLCs to FADECs, have to design some protective mechanism

and have to assure high reliability of FADECs.

We consider self-diagnosis policies for dual, triple and N redundant gas

turbine engine FADECs, and discuss the diagnosis intervals [22].
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4.1 Double Module System

Consider the following self-diagnosis policy for a hot standby double module

FADEC system: Figure 5 illustrates an example of the FADEC construc-

tion.

1) The FADEC system consists of two independent channels and reliabili-

ties of channel i at time t are F i(t) (i = 1, 2).

2) The control calculation of each channel is performed at time interval T0,

and the self-diagnosis and cross-diagnosis are performed synchronously

between two channels at every nth calculation. The coverage of these

diagnosis is 100%.

3) When the number n decreases, the diagnosis calculation per unit of

time increases and degrades the quality of control. It is assumed that

the degradation of control is represented as c1/(n + T1), where c1 is

constant and T1 is the percentage of diagnosis time divided by T0.

4) When n increases, the time interval from occurrence of failure to its

detection is prolonged and it causes the damage of gas turbine engine

because the extraordinary fuel control signal may incur overspeed or

overtemperature of engines. The damage of engine is represented as

c2(nT0 − t), where t is the time that failure occurs and c2 is the system

loss per unit of time.

5) Initially, channel 1 is in active and channel 2 is in hot standby. When

channel 1 fails, it changes to standby and channel 2 changes to active if

it does not fail. It is assumed that these elapsed times for changing are

negligible. When both channels 1 and 2 have failed, the system makes

an emergency stop.

Fig. 3 Double module FADEC construction
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When channel i fails at time ti (i = 1, 2), the following two mean times

from failure to its detection are considered:

a) When t2 ≤ t1 < tm or tm−1 < t1 < t2 ≤ tm, the mean time is

∞∑

m=1

F2(tm)

∫ tm

tm−1

(tm − t1)dF1(t1) , (42)

where tm = mnT0 (m = 1, 2, 3 · · · ).
b) When t1 ≤ tm−1 < t2 ≤ tm, the mean time is

∞∑

m=2

m−1∑

k=1

∫ tk

tk−1

(tk − t1 + tm − t2)dF1(t1)

∫ tm

tm−1

dF2(t2). (43)

The total mean time from failure to its detection is the summation of (42)

and (43), and is

∞∑

m=0

{∫ tm+1

tm

[F1(t) − F1(tm)]dt+ F1(tm)

∫ tm+1

tm

[F2(t) − F2(tm)]dt

}
, (44)

where F1(0) ≡ 0. Thus, the total expected cost of dual redundant FADEC

until the system stops is

C2(n) =
c1

n+ T1
+ c2

∞∑

m=0

{∫ tm+1

tm

[F1(t) − F1(tm)]dt

+ F1(tm)

∫ tm+1

tm

[F2(t) − F2(tm)]dt

}
. (45)

Assuming Fi(t) = 1 − exp(−λit) (i = 1, 2), (45) is

C2(n) =
c1

n+T1
+c2

{
nT0

[
1

1 − e−λ1nT0
+

1

1 − e−λ2nT0
− 1

1 − e−(λ1+λ2)nT0

]

+
1− e−λ2nT0

λ2(1 − e−(λ1+λ2)nT0)
− 1

λ1
− 1

λ2

}
. (46)

We easily find that

C2(0) =
c1
T1
, C2(∞) ≡ lim

n→∞
C2(n) = ∞. (47)

Therefore, there exist a finite n∗
2 (<∞) which minimizes C2(n).

When λ1 = λ2 ≡ λ, (46) is

C2(n) =
c1

n+ T1
+c2

(
2

1 − e−nλT0
− 1

1 − e−2nλT0

)(
nT0 −

1 − e−nλT0

λ

)
.

(48)
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Supposing x = nT0 and C2(x) is a continuous function of x, (48) is

C2(x) =
c1T0

x+ T1T0
+ c2

(
2

1 − e−λx
− 1

1 − e−2λx

)(
x− 1 − e−λx

λ

)
. (49)

Differentiating C2(x) with respect to x, and putting it equal to zero,
(

2

1 − e−λx
− 1

1 − e−2λx

)
(1 − e−λx)

− 2

[
e−λx

(1 − e−λx)2
− e−2λx

(1 − e−2λx)2

]
(λx−1+e−λx) =

c1T0

c2(x + T1T0)2
. (50)

We compute optimal x∗ which minimizes C2(x), and using these values, we

can obtain optimal n∗ which minimizes C2(n) in (48).

4.2 Triple Module System

Consider the self-diagnosis policy for a hot standby triple module FADEC

system: We make following assumptions 1’) and 5’) instead of 1) and 5) in

Section 4.1, respectively.

1’) The FADEC system consists of three independent channels and the re-

liabilities of channel i at time t are F i(t) (i = 1, 2, 3).

5’) Initially, channel 1 is in active and channel 2 and 3 are in hot standby.

When channel 1 fails, channel 1 changes to standby and channel 2

changes to active if it does not fail. Furthermore, when both chan-

nels 1 and 2 have failed, they change to standby and channel 3 changes

to active if it does not fail. It is assumed that these elapsed times for

changing are negligible. When all channels 1, 2 and 3 have failed, the

system makes an emergency stop.

When channel i fails at time ti (i = 1, 2, 3), the following four mean

times from failure to its detection are considered:

a) When t2, t3 ≤ t1 or tm−1 < t1 < t2 < t3 ≤ tm, the mean time is

∞∑

m=1

F2(tm)F3(tm)

∫ tm

tm−1

(tm − t1)dF1(t1). (51)

b) When tm−1 < t1 < t2 ≤ tm < t3 or t2 ≤ t1 ≤ tm < t3, the mean time is

∞∑

m=2

m−1∑

l=1

F2(tl)

∫ tl

tl−1

(tl − t1 + tm − t3)dF1(t1)

∫ tm

tm−1

dF3(t3). (52)
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c) When tm−1 < t1 < t3 ≤ tm < t2, t1 < tm < t2 < t3tm+1, or t1 < tm <

t3 < t2, the mean time is

∞∑

m=2

m−1∑

l=1

F3(tm)

∫ tl

tl−1

(tl − t1 + tm − t2)dF1(t1)

∫ tm

tm−1

dF2(t2). (53)

d) When t1 < tm < t2 < tm+1 < t3, the mean time is

∞∑

m=3

m−1∑

l=2

l−1∑

k=1

∫ tk

tk−1

(tk − t1 + tl − t2 + tm − t3)dF1(t1)

×
∫ tl

tl−1

dF2(t2)

∫ tm

tm−1

dF3(t3). (54)

The total mean time is the summation of (51)–(54) and is

∞∑

m=0

{∫ tm+1

tm

[F1(t) − F1(tm)]dt+ F1(tm)

∫ tm+1

tm

[F2(t) − F2(tm)]dt

+F1(tm)F2(tm)

∫ tm+1

tm

[F3(t) − F3(tm)]dt

}
. (55)

Thus, the total expected cost of triple redundant FADEC until the

system stops is

C3(n) =
c1

n+ T1
+ c2

∞∑

m=0

{∫ tm+1

tm

[F1(t) − F1(tm)]dt

+ F1(tm)

∫ tm+1

tm

[F2(t) − F2(tm)]dt

+ F1(tm)F2(tm)

∫ tm+1

tm

[F3(t) − F3(tm)]dt

}
. (56)

Assuming Fi(t) = 1 − exp(−λit) (i = 1, 2, 3) and λ1 = λ2 = λ3 ≡ λ,

(56) is

C3(n) =
c1

n+ T1
+ c2

(
3

1 − e−nλT0
− 3

1 − e−2nλT0
+

1

1 − e−3nλT0

)

×
(
nT0 −

1 − e−nλT0

λ

)
(n = 1, 2, . . . ). (57)

We easily find that

C3(0) =
c1
T1
, C3(∞) ≡ lim

n→∞
C3(n) = ∞. (58)

Therefore, there exist a finite n∗
3 (<∞) which minimizes C3(n).
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Supposing x = nT0 and C3(x) is a continuous function of x, (57) is

C3(x) =
c1T0

x+ T1T0

+ c2

(
3

1−e−λx
− 3

1−e−2λx
+

1

1−e−3λx

)(
x− 1−e−λx

λ

)
. (59)

Differentiating C3(x) with respect to x and putting it to zero,

(
3

1 − e−λx
− 3

1 − e−2λx
+

1

1 − e−3λx

)(
1 − e−λx

)

−3

[
e−λx

(1 − e−λx)2
− 2e−2λx

(1 − e−2λx)2
+

e−3λx

(1 − e−3λx)2

] (
λx− 1 + e−λx

)

=
c1T0

c2(x+ T0T1)2
. (60)

We can compute an optimal n∗
3 which minimizes C3(n), using x∗ which

satisfies (60).

4.3 N Module System

Consider a hot standby N module FADEC system, i.e., a FADEC system

which consists of N independent channels and channels i have the reliabil-

ities Fi(t) (i = 1, 2, · · · , N). By the similar method of Sections 4.1 and 4.2,

the total expected cost is

CN (n) =
c1

n+ T1
+ c2

∞∑

m=0

{∫ tm+1

tm

[F1(t) − F1(tm)]dt

+F1(tm)

∫ tm+1

tm

[F2(t) − F2(tm)]dt+ · · ·

· · · + F1(tm)F2(tm) · · ·FN−1(tm)

∫ tm+1

tm

[FN (t) − FN (tm)]dt

}

=
c1

n+ T1

+c2

∞∑

m=0

N∑

k=1

F1(tm) · · ·Fk−1(tm)

∫ tm+1

tm

[Fk(t) − Fk(tm)]dt , (61)

where F0(t) ≡ 1. The total expected costs CN (n) agree with (45) and (56)

for N = 2, 3, respectively.
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4.4 Concluding Remarks

It has been assumed that the degradation of control is denoted as c1/(n+

T1). In case of hot standby multiple module systems, it becomes difficult to

synchronize their operation because the clock frequency of CPU has raised

so rapidly. When multiple systems operate asynchronously, the assumption

cannot be approved and this FADEC maintenance model might not be

applicable.

Furthermore, we assume that the degradation of gas turbine engine is

relative to the operation time. Strictly, the surplus fuel flow raises the

combustor temperature and a high temperature of combustor conducts to

compressor and turbine blades. Because these blades are under a high ten-

sile stress, the creep fatigue of blades may occur and stretched blades may

harm the inside of casing structure. When such degradation mechanisms

are simulated precisely, c1/(n + T1) might be exchanged to more realistic

form.

5 Co-generation System Maintenance

A co-generation system produces coincidentally both electric power and

process heat in a single integrated system, and today, is exploited as the

distributed power plant [7]. Various kinds of generators, such as steam

turbine, gas turbine engine, gas engine, and diesel engine, are adopted as

the power sources of co-generation systems. A gas turbine engine has some

attractive advantages as compared with other power sources, because its

size is the smallest, its exhaust gas emission is the cleanest, and both its

noise and its vibration level are the lowest in all power sources of the same

Fig. 4 Schematic diagram of gas turbine co-generation system
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power output. So, gas turbine co-generation systems are now widely utilized

in factories, hospitals, and intelligent buildings to reduce costs of fuel and

electricity. A schematic diagram of gas turbine engine co-generation system

is shown in Figure 4.

Maintenance is essential to uphold system availability, however, its cost

may oppress customers financially. System suppliers should propose the

effective maintenance plan to minimize the financial load on customers.

Because the maintenance cost of gas turbine engine dominates mostly the

maintenance costs of a whole system, an efficient maintenance policy should

be established.

Cumulative damage models have been proposed by many authors [23].

We discuss the maintenance plan of gas turbine engine utilizing cumulative

damage models [23]. The engine is overhauled when its cumulative damage

exceeds a managerial damage level. The expected cost rate is obtained and

an optimal damage level which minimizes it is derived [24].

5.1 Model and Assumptions

Customers have to operate their co-generation system based on their respec-

tive operation plans. A gas turbine engine suffers the mechanical damage

when it is turned on and operated, and it is assured to hold its required

performance in a prespecified number of cumulative turning on and a cer-

tain cumulative operating period. So, the engine has to be overhauled

before it exceeds the number of cumulative turning on or the cumulative

operating period, whichever occurs first. When a co-generation system is

continuously operated throughout the year, the occasion to perform over-

haul is restricted strictly, such as Christmas vacation period , because the

overhaul needs a definite period and customers want to avoid the loss of

unoperation.

We consider the following policies:

1) The jth turning on and operation time of the system arises an amount

Wj of damage, where random variables Wj have an identical probabil-

ity distribution G(x) with finite mean, independent of the number of

operation, where G(x) ≡ 1 − G(x). These damages are assumed to be

accumulated to the current damage level, and the cumulative damage

Zj ≡∑j
i=1 Wi up to the jth turning on and operation time has

Pr{Zj ≤ x} = G(j)(x) (j = 0, 1, 2, · · · ), (62)
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where Z0 ≡ 0, G(0)(x) ≡ 0 for x < 0 and 1 for x ≥ 0, and in general,

Φ(j)(x) is the j-fold Stieltjes convolution of Φ(x) with itself.

2) When the cumulative damage exceeds a prespecified level K at which

the engine vendor prescribes, the customer of co-generation system per-

forms the engine overhaul immediately, because the assurance of engine

performance expires. A cost cK is needed for the sum of the engine

overhaul cost and the intermittent loss of operation.

3) The customer performs the massive system maintenance annually, and

checks all major items of the system precisely in several weeks. When

the cumulative damage at such maintenance exceeds a managerial level

k (0 ≤ k < K) at which the customer prescribes, the customer performs

the engine overhaul. A cost c(z) is needed for the engine overhaul cost at

the cumulative damage z (k ≤ z < K). It is assumed that c(0) > 0 and

c(K) < cK , because it is not required to consider the loss of operational

interruption.

5.2 Expected Cost

The probability that the cumulative damage is less than k at the jth turning

on and operation, and between k and K at the j + 1th is

∫ k

0

[∫ K−u

k−u

dG(x)

]
dG(j)(u). (63)

The probability that the cumulative damage is less than k at the jth turning

on and operation, and more than K at the j + 1th is
∫ k

0

G(K − u)dG(j)(u). (64)

It is evident that (63) + (64) = G(j)(k) −G(j+1)(k).

When the cumulative damage is between k and K, the expected main-

tenance cost is, from (63),

∞∑

j=0

∫ k

0

[∫ K−u

k−u

c(x+u)dG(x)

]
dG(j)(u) =

∫ k

0

[∫ K−u

k−u

c(x+u)dG(x)

]
dM(u),

(65)

where M(x) ≡ ∑∞
j=0G

(j)(x). Similarly, when the cumulative damage is

more than K, the expected maintenance cost is, from (64),

cK

∫ k

0

G(K − u)dM(u). (66)
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Next, we define a random variable Xj as the time interval from the (j−
1)th to the jth turning on and operation, and its distribution as Pr{Xj ≤
t} ≡ F (t) (j = 1, 2, · · · ) with finite mean 1/λ. Then, the probability that

the jth turning on and operation occurs until time t is

Pr

{
j∑

i=1

Xi ≤ t

}
= F (j)(t). (67)

From (67), the mean time that the cumulative damage exceeds k at the jth

turning on and operation, is
∞∑

j=1

∫ ∞

0

t [G(j−1)(k) −G(j)(k)]dF (j)(t) =
M(k)

λ
. (68)

Therefore, the expected cost rate C(k) is [1]

C(k)

λ
=

∫ k

0

[∫ K−u

k−u c(x+ u)dG(x)
]
dM(u) + cK

∫ k

0 G(K − u)dM(u)

M(k)
. (69)

Especially, the expected costs at k = 0 and k = K are, respectively,

C(0)

λ
=

∫ K

0

c(x)dG(x) + cKG(K) , (70)

C(K)

λ
=

cK
M(K)

. (71)

5.3 Optimal Policy

We find an optimal damage level k∗ which minimizes the expected cost rate

C(k) in (69). Differentiating C(k) with respect to k and setting it equal to

zero,

[cK − c(K)]

∫ K

K−k

M(K − x)g(x)dx

+

∫ k

0

[∫ K

k

g(x− u)dc(x)

]
M(u)du− c(k) = 0, (72)

where g(x) ≡ dG(x)/dx which is a density function of G(x). Denoting the

left-hand side of (72) as Q(k),

Q(0) = −c(0) < 0, Q(K) = [cK − c(K)]M(K) − cK . (73)

Thus, if Q(K) > 0, i.e., M(K) > cK/[cK − c(K)], then there exists a finite

k∗ (0 < k∗ < K) which minimizes C(k), and the resulting cost is

C(k∗)

λ
=

∫ K−k∗

0

[c(k∗ + x) − c(k∗)] dG(x) + [cK − c(k∗)]G(K − k∗). (74)
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When c(z) = c1z+ c0 (k ≤ z < K), where c1K+ c0 < cK , (69) and (70)

are rearranged as, respectively,

C(k)

λ
=

∫ k

0

[∫K−u

k−u
(c1(u+ x) + c0) dG(x)

]
dM(u)

+cK
∫ k

0 G(K − u) dM(u)

M(k)
(75)

C(0)

λ
=

∫ K

0

(c1x+ c0)dG(x) + cKG(K) , (76)

and C(K)/λ is equal to (71).

Differentiating C(k) with respect to k and putting it equal to zero,

(cK − c1K − c0)

∫ K

K−k

M(K − u)dG(u) − c1

∫ K

K−k

M(K − u)G(u)du = c0.

(77)

Letting denote the left-hand side of (77) by T (k),

T (0) = 0 , T (K) = (cK − c1K − c0)[M(K) − 1] − c1K. (78)

Thus, if T (K) > c0, i.e., M(K) > cK/(cK − c1K − c0), then there exists a

finite k∗ (0 < k∗ < K) which minimizes C(k).

Next, suppose that G(x) = 1 − exp(−µx), i.e., M(x) = µx + 1. Then,

if µK + 1 > cK/(cK − c1K − c0), i.e., µ > (c1 + c0/K)/(cK − c1K − c0),

then there exists a finite k∗ (0 < k∗ < K). Further, differentiating T (k)

with respect to k,

T
′

(k) = (µk+1)e−µ(K−k)(cK−c1K−c0)
(
µ− c1

cK − c1K − c0

)
> 0, (79)

because (c1 + c0/K)/(cK − c1K − c0) > c1/(cK − c1K − c0).

Therefore, we have the following optimal policy:

(i) If µK > (c1K + c0)/(cK − c1K − c0), then there exists a finite and

unique k∗ (0 < k∗ < K) which satisfies

ke−µ(K−k) =
c0

µ(cK − c1K − c0) − c1
, (80)

and the resulting cost rate is

C(k∗)

λ
=
c1
µ

(1 − e−µ(K−k∗)) + (cK − c1K − c0)e
−µ(K−k∗). (81)

(ii) If µK ≤ (c1K + c0)/(cK − c1K − c0), then k∗ = K and C(K)/λ =

cK/(µK + 1).
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5.4 Concluding Remarks

We have discussed the optimal policy in only the case of c(z) = c1z+ c0 for

k ≤ z < K. We could consider easily several cost structures according to

those of actual systems. For example, when the maintenance cost increases

discretely with every step of the amount of cumulative damage, i.e. c(z) =

cj for kj−1 ≤ z < kj (j = 1, 2, · · · , n) and cK for z ≥ K where k0 ≡ k,

kn ≡ K, cn+1 ≡ cK and cj < cj+1 (j = 1, 2, · · · , n), the expected cost rate

is, from (69),

C(k)

λ
=
c1 +

∑n
j=1(cj+1 − cj)

∫ k

0 G(kj − u) dM(u)

M(k)
. (82)

In particular, when n = 1,

C(k)

λ
=
c1 + (cK − c1)

∫ k

0 G(K − u) dM(u)

M(k)
. (83)

It has been assumed that cumulative damage models can apply to the

maintenance of a gas turbine engine. Cumulative damage models are based

on Palmgren-Miner rule which is extended to some derivative methods such

as Corten-Dolan method, Freudenthal-Heller method, Haibach method and

others [25]. When cumulative damage models cannot be approved and

these derivative methods are adopted, the co-generation system mainte-

nance model might not be applicable.

Furthermore, we assume that the amount of damage has varied with

distribution G(x). In future studies, both amount and occurrence proba-

bility of damage have distribution functions. Let Z(t) be the total amount

of damage at time t. Then, the distribution of Z(t) is

Pr{Z(t) ≤ x} =
∞∑

j=0

Pr{Zj ≤ x}Hj(t), (84)

where Hj(t) denotes the occurrence probability of j damages during (0, t].

6 Aged Fossil-fired Power Plant Maintenance

A number of aged fossil-fired power plants are increasing in Japan. For

example, 33% of these plants are currently operated from 150,000 to 199,999

hours (from 17 to 23 years), and 26% of them are above 200,000 hours

(23 years) [26]. Although Japanese government eliminates regulations of

electric power industry, most industries restrain from the investment for
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new plants and are prefer to operate current plants efficiently because of

the long-term recession in Japan.

The deliberative maintenance plans are indispensable to operate these

aged plants without serious trouble such as the emergency stop of opera-

tion. The importance of maintenance for aged plants is much higher than

that for new ones, because occurrence probabilities of severe troubles in-

crease and new failure phenomena might unexpectedly appear according to

the degradation of plants. Furthermore, actual life spans of plant compo-

nents are mostly different from predicted ones because they are affected by

various kinds of factors such as material qualities and operational circum-

stances [27]. So that, maintenance plans should be established considering

occurrence probabilities of miscellaneous components.

The maintenance is classified into the preventive maintenance (PM) and

the corrective maintenance (CM). Many authors have studied PM policies

for systems because the CM cost at failure is much higher than the PM

one and the consideration of effective PM is significant [2], [28–36]. The

occurrence of failure is discussed by utilizing the cumulative damage model,

where a system suffers damage due to shocks and fails when the total dam-

age exceeds a failure level. Such cumulative damage models generate a

cumulative process theoretically [37]. Some aspects of damage models from

the reliability viewpoint were discussed by [38]. The PM policies where a

system is replaced before failure at time T [39], at shock N [40,41], and at

damage K [42,43] were considered. Nakagawa and Kijima [44] applied the

periodic replacement with minimal repair at failure to a cumulative dam-

age model and obtained optimal values T ∗, N∗ and K∗ which minimize the

expected cost.

The PM plan should be established considering various kinds of se-

vere criticalities (risks) of failure phenomena which are caused by individ-

ual components of a plant. These criticalities are quantitated by FMECA

(Failure Mode, Effects and Criticality Analysis) [45]. Applying FMECA,

the criticality is denoted as the product of the severity of failure and the

occurrence probability of failure. So that, even if criticalities are the same,

occurrence probabilities of failures may be different. The cumulative dam-

age model assumes that a failure occurs when the total damage exceeds a

peculiar level. A plant consists of a wide variety of components such as me-

chanical ones (piping, power boiler, steam and gas turbine) and electrical

ones (wiring, relay, electromagnetic valve, electric pump and fan). Various

kinds of severe failures immanent in these components and their occurrence

probabilities are different, i.e., they appear at their peculiar damage levels.
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In past PM studies and cumulative damage models, a unique failure

phenomenon of component is considered, i.e., a peculiar cumulative damage

level is regarded. Actually, there exist diversified cumulative damage levels

of miscellaneous components and they have to be considered when the PM

policy of a plant is established.

In this section, we consider a system with N kinds of multiechelon cu-

mulative damage levels and the failure occurs when the cumulative damage

of a plant surpasses these levels. Shocks occur at a renewal process and each

shock causes a random amount of damage to the plant. It is assumed that

these damages are accumulated to the current damage level. Suppose that

the above plant undergoes PM at time T (0 < T ≤ ∞) or when the total

damage exceeds a managerial level k, whichever occurs first. It is assumed

that the time returns to zero after each PM. Then, the expected cost per

unit time between maintenances is obtained, and an optimal managerial

damage level k∗ which minimizes it is analytically discussed [46].

6.1 Model 1

Consider the system which operates for an infinite time span and assume:

1) Successive shocks occur at time intervals Xj (j = 1, 2, · · · ) which have

an identical distribution F (t) ≡ Pr{Xj ≤ t} with finite mean 1/λ. That

is, shocks occur at a renewal process with distribution F (t), and hence,

the probability that shocks occur exactly j times during (0, t] is Hj(t) ≡
F (j)(t)−F (j+1)(t), where, in general, Φ(j)(t) (j = 1, 2, · · · ) is the j-fold

convolution of Φ(t) and Φ(0) ≡ 1 for t ≥ 0.

2) An amount Yj of damage due to the jth shock has an identical distri-

bution G(x) ≡ Pr{Yj ≤ x} (j = 1, 2, · · · ) with finite mean, and each

damage is additive. Then, the total damage Zj ≡ ∑j
i=1 Yi has an dis-

tribution Pr{Zj ≤ x} = G(j)(x), where Z0 ≡ 0.

3) Assume N kinds of failures. When the total damage has exceeded a

failure level Ki(< Ki+1) (i = 0, 1, 2, · · · , N), the CM is performed, and

its cost is ci(< ci+1), where KN+1 = ∞.

4) The PM is performed when the total damage level exceeds a managerial

level k(≡ K0) (0 ≤ k ≤ K1), and its cost is ck(≡ c0 < c1) .

Let Z(t) denote the total damage at time t. Then, the probability is [37]

Pr{Z(t) ≤ x} =

∞∑

j=0

G(j)(x)Hj(t). (85)
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The probability that the system undergoes PM when the total damage is

between k and K1 at some shock is

Pk =

∞∑

j=0

∫ k

0

[G(K1 − x) −G(k − x)] dG(j)(x), (86)

and the probability Pi (i = 1, 2, · · · , N) that it undergoes CM when the

total damage is between Ki and Ki+1 at some shock is

Pi =

∞∑

j=0

∫ k

0

[G(Ki+1 − x) −G(Ki − x)] dG(j)(x) (i = 1, 2, · · · , N). (87)

It is noted that Pk +
∑N

i=1 Pi = 1. Thus, the mean time E{U} to PM or

CM is

E{U} =

∞∑

j=1

[G(j−1)(k) −G(j)(k)]

∫ ∞

0

t dF (j)(t) =
1

λ

∞∑

j=0

G(j)(k). (88)

The total expected cost E{C} until PM or CM is, from (86) and (87),

E{C} = ckPk +

N∑

i=1

ciPi = ck +

N∑

i=1

(ci − ck)Pi. (89)

Therefore, by dividing (89) by (88), the expected cost rate is

C1(k)

λ
=

ck +
∑N

i=1(ci − ck)
∑∞

j=0

∫ k

0
[G(Ki+1 − x) −G(Ki − x)] dG(j)(x)

∑∞
j=0 G

(j)(k)

=
ck +

∑N
i=1(ci − ci−1)

[
G(Ki) +

∫ k

0
G(Ki − x) dM(x)

]

1 +M(k)
, (90)

where G(j)(KN+1 − x) = 1 from KN+1 ≡ ∞, M(x) ≡ ∑∞
j=1 G

(j)(x) and

G
(j)

(x) ≡ 1 −G(j)(x).

We find an optimal k∗ which minimizes C1(k). Differentiating C1(k)

with respect to k and setting it equal to zero,
N∑

i=1

(ci − ci−1)

∫ Ki

Ki−k

[1 +M(Ki − x)] dG(x) = ck. (91)

Letting L1(k) be the left-hand side of (91),

L1(0) = 0 , (92)

L1(K1) =

N∑

i=1

(ci − ci−1)

∫ Ki

Ki−K1

[1 +M(Ki − x)] dG(x), (93)

L
′

1(k) =

N∑

i=1

(ci − ci−1) g(Ki − k)[1 +M(k)] > 0 , (94)

where g(x) ≡ dG(x)/dx. Thus, L1(k) is strictly increasing in k from 0 to

L1(K1). Therefore, we have the following optimal policy:
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(i) If L1(K1) > ck, then there exists a finite and unique k∗ (0 < k∗ < K1)

which satisfies (91), and the resulting cost rate is

C1(k
∗)

λ
=

N∑

i=1

(ci − ci−1)G(Ki − k∗). (95)

(ii) If L1(K1) ≤ ck then k∗ = K1, i.e., a system undergoes only CM, and

the expected cost rate is

C1(K1)

λ
=

c1 +
∑N

i=2(ci − ci−1)
[
G(Ki) +

∫K1

0
G(Ki − x) dM(x)

]

1 +M(K1)
.

(96)

Since L1(K1) ≤
∑N

i=1(ci − ci−1)M(Ki) , if
∑N

i=1(ci − ci−1)M(Ki) ≤ ck,

then k∗ = K1.

When N = 1, (90) and (91) are rewritten as, respectively,

C2(k)

λ
=

ck + (c1 − ck)
[
G(K1) +

∫ k

0 G(K1 − x) dM(x)
]

1 +M(k)
, (97)

∫ K1

K1−k

[1 +M(K1 − x)] dG(x) =
ck

c1 − ck
. (98)

Therefore, the optimal policy is simplified as follows [43]:

(i) If M(K1) > ck/(c1 − ck) then there exists a finite and unique k∗ (0 <

k∗ < K1) which minimizes C(k), and its expected cost is

C2(k
∗)

λ
= (c1 − ck)G(K1 − k∗). (99)

(ii) If M(K1) ≤ ck/(c1 − ck), then k∗ = K1 and its expected cost rate is

C2(K1)

λ
=

c1
1 +M(K1)

. (100)

When G(x) ≡ 1 − e−µx, M(x) = µx, and (90) and (91) are rewritten

as, respectively,

C3(k)

λ
=
ck +

∑N
i=1(ci − ci−1)e

−µ(Ki−k)

1 + µk
, (101)

µk

N∑

i=1

(ci − ci−1)e
−µ(Ki−k) = ck . (102)

Therefore, the optimal policy is rewritten as:
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(i) If
∑N

i=1 µKi(ci − ci−1) > ck then there exists a finite and unique k∗

(0 < k∗ < K1) which satisfies (102), and its expected cost rate is

C3(k
∗)

λ
=

N∑

i=1

(ci − ci−1)e
−µ(Ki−k∗). (103)

(ii) If
∑N

i=1 µKi(ci − ci−1) ≤ ck then k∗ = K1 and its expected cost rate is

C3(K1)

λ
=
c1 +

∑N
i=2(ci − ci−1)e

−µ(Ki−K1)

1 + µK1
. (104)

6.2 Model 2

Assumptions from 1) to 4) are the same as ones in Section 6.1 and the

following assumption is attached:

5) The system is operated continuously and the PM is performed when the

total operation time exceeds T (0 < T <∞), and its cost is ck

The probability PT that the system undergoes PM when the total dam-

age is below k and total time exceeds T is

PT =

∞∑

j=0

G(j)(k)Hj(T ) . (105)

Equations (86) and (87) are rewritten as, respectively,

Pk =

∞∑

j=0

∫ k

0

[G(K1 − x) −G(k − x)] dG(j)(x)F (j+1)(T ) , (106)

Pi =

∞∑

j=0

∫ k

0

[G(Ki+1−x)−G(Ki−x)] dG(j)(x)F (j+1)(T ) (i = 1, 2, · · · , N),

(107)

where PT + Pk +
∑N

i=1 Pi = 1. From (105)–(107), E{U} and E{C} are,

respectively,

E{U} =
∞∑

j=1

[G(j−1)(k) −G(j)(k)]

∫ T

0

t dF (j)(t) + TPT

=
∞∑

j=0

G(j)(k)

∫ T

0

Hj(t) dt, (108)

E{C} = ck(PT + Pk) +

N∑

i=1

ciPi = ck +

N∑

i=1

(ci − ck)Pi. (109)
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The expected cost rate for the system in which the PM is performed at

time T and at damage level k is, by dividing (109) by (108)

C4(k, T ) =
ck +

∑N
i=1(ci − ci−1)

∑∞
j=0 F

(j+1)(T )
∫ k

0 G(Ki − x) dG(j)(x)
∑∞

j=0 G
(j)(k)

∫ T

0
Hj(t) dt

,

(110)

which agrees with (90) as T is infinity, i.e., Model 1 is a special case of

Model 2. Partial differentiating C4(k, T ) with respect to k and setting it

equal to zero,
N∑

i=1

(ci − ci−1)

∞∑

j=0

F (j+1)(T )

∫ Ki

Ki−k

G(j)(Ki − x) dG(x) = ck. (111)

Letting L2(k) be the left-hand side of (111),

L2(0) = 0, (112)

L2(K1) =

N∑

i=1

(ci − ci−1)

∞∑

j=0

F (j+1)(T )

∫ Ki

Ki−K1

G(j)(Ki − x) dG(x), (113)

L
′

2(k) =
N∑

i=1

(ci − ci−1)
∞∑

j=0

F (j+1)(T )G(j)(k)g(Ki − k) > 0. (114)

Therefore, we have the following optimal policy:

(i) If L2(K1) > ck, then there exists a finite and unique k∗ (0 < k∗ < K1)

which satisfies (111), and the resulting cost rate is

C4(k
∗, T ) =

∑N
i=1(ci − ci−1)

∑∞
j=0 F

(j+1)(T )G(Ki − k∗)G(j)(k∗)
∑∞

j=0 G
(j)(k∗)

∫ T

0 Hj(t)dt
.

(115)

(ii) If L2(K1) ≤ ck, then k∗ = K1.

WhenG(x) = 1−e−µx and F (t)=1−e−λt, G(j)(x) =
∑∞

i=j [(µx)
i/i!]e−µx,

Hj(t) = [(λt)j/j!]e−λt and F (j)(t) =
∑∞

i=j [(λt)
i/i!]e−λt. Equations (110)

and (111) are rewritten as, respectively,

C4(k, T )

λ
=
ck +

∑N
i=1(ci − ci−1)e

−µKi
∑∞

j=0
(µk)j

j!

∑∞
m=j+1

(λT )m

m! e−λT

∑∞
j=0

[∑∞
i=j+1

(µk)i

i! e−µk
] [∑∞

m=j+1
(λT )m

m! e−λT
] ,

(116)

N∑

i=1

(ci − ci−1)e
−µ(Ki−k)

∞∑

j=0




∞∑

i=j+1

(µk)i

i!
e−µk






∞∑

m=j+1

(λT )m

m!
e−λT


 = ck.

(117)
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When T goes to infinity, (116) and (117) are equal to (101) and (102),

respectively.

6.3 Concluding Remarks

We assume that the shock occurrence time interval has the identical dis-

tribution with a certain finite mean. The occurrence probability of shocks

depends on the user operation and it cannot be specified precisely. When

the time interval cannot observe the identical distribution with determi-

nated mean, the aged fossil-fired power plant maintenance model might

not be applicable.
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1 Introduction

In a modern society, the enterprise is faced with its globalization and the

fast economical change and has to always provide better risk management.

We measure and evaluate the risk in advance for doing the risk management

successfully. Such things would be very useful for doing the good and

quick decision making of risk management. Especially, it is important to

consider the risk in the monetary facility scientifically and to analyze it

mathematically.

This chapter considers three problems to need an important decision

making in the monetary facility:

1) Maximizing an expected liquidation profit of holdings.

2) Prepayment risk for a monetary facility.

3) Determination of loan interest rate.

In 1), we consider the problem of maximizing an expected liquidation

profit of holdings when the market impact of stock price is caused by the

holdings sell-off [1,2]. The cumulative damage model in reliability theory

[7] is applied to the fluctuations of stock price [30]. We discuss analytically

279
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an optimal sell-off interval of holdings to maximize the expected liquidation

profit of holdings.

In 2), we form a stochastic model of prepayment risk for a monetary

facility, using cumulative damage models [7]: Prepayments occur at random

times. A monetary facility takes some counter-measure as its management

policy [8,9], considering risks in which the total amount of prepayment

capital exceeds a threshold value. We consider two models where the total

prepayment capital is estimated at periodic times and linearly with time.

A monetary facility takes some counter-measure to avoid risks when the

total prepayment capital exceeds a threshold level or at time NT , whichever

occurs first [31]. The expected costs of two models are obtained and optimal

intervals which minimize them are derived.

In 3), the risk management of financed enterprises has become very

important to banks after the collapse of the bubble economy in Japan.

To obtain suitable revenues, banks have to apply high interest rates to

financed enterprises with high risk. When enterprises, which have made a

secure loan from banks, go bankrupt, banks foreclose such enterprises from

its mortgage to recover the loss incurred. However, in actual circumstances,

it may need much cost and effort to do so. In this section, we proposes a

stochastic model to determine an adequate interest rate, taking account

of the probabilities of bankruptcy and mortgage collection [24], and their

costs. Numerical examples are given to illustrate this model and a loan

interest rate is determined [32].

2 Liquidation Profit Policy

When we have to sell off security holdings in a short term on the market,

we need to consider a liquidation policy which maximizes the total amount

of security holdings in consideration of their influence for the market price.

We formulate the following two stochastic models of liquidation policies

for the security holdings: The security holdings S are sold off by one time

or by dividing them into n blocks, S/n is sold off. Then, the market price

decreases along with the amount of disposition according to an impact func-

tion. In addition, the market price also decreases from the supply-demand

relation in the market, as the accumulation of selling orders increases grad-

ually. But, the influence degree of the price becomes lowered if the security

holdings are broken down into small blocks, however, the dealing cost grad-

ually increases. Conversely, if the security holding are sold off by dividing
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roughly, the market price greatly falls, however, the dealing cost decreases.

That is, the disposition lot and market price of the security holdings have

a trade-off relation. Another assumption is that the stock prices rise by

selling off the stocks. In addition, the market impact to which stock prices

drop sharply is assumed when it reaches the threshold price.

In general, it is not easy to formulate a stochastic model of market

impact because it depends on various factors. The consensus of liquidation

policies for security holdings has not been obtained yet, although various

approaches in academic and business fields have been made. In this section,

we consider the market impact when the security holdings are sold off on

the market, and derive analytically an optimal liquidation policy which

maximizes its total amount.

The following notations are used:

S0: Nominal value of security holdings at time 0.

E(n): Real value of security holdings at time n.

c0: Constant dealing cost per transaction.

λ: Parameter of market impact function.

µ: Parameter of price restoration function.

Fig. 1 Market impact for Model 1
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Table 1 Relation between amount of contract and transaction fee

Amount of contract(yen) Transaction fee(yen)

1,000,000 12,495

2,000,000 21,420

5,000,000 47,145

10,000,000 82,845

20,000,000 140,595

30,000,000 198,345

2.1 Model 1

It is assumed that the security holdings S0 at time 0 have to be sold off in a

certain limit time. As liquidation methods, the security holdings S are sold

off by one time or S/n sold off by dividing into n every time. Then, the

market price decreases along with the amount of disposition according to

an impact function (Figure 1). After a certain time has passed, the security

price recovers to the price before the previous time. In addition, the market

price also decreases from the supply-demand relation in the market, as the

accumulation of selling orders increases gradually. But, the influence degree

of the price becomes lower if the security holdings are broken down into

small blocks, however, the dealing cost gradually increases. Conversely,

if the security holding are sold off by dividing roughly, the market price

greatly falls, however, the dealing cost decreases (Table. 1).

When the security holdings S0/n are sold off on the market, the amount

of liquidation decreases exponentially and is given by (S0/n)(1− e−λn/S0).

Further, letting c0 be a dealing cost of transaction, we evaluate the present

values of all costs by using a discount rate α (0 < α <∞). In addition, we

consider the restoration function for an increasing market price rate and

the decreasing market price rate by the market impact.

The amount of liquidation of transaction at time 0 is

S0

n
(1 − e−λn/S0) − c0. (1)

This liquidation is restored exponentially and is given by Q1 ≡ (S0/n)(1−
e−λn/S0)eµT . Then, the amount of liquidation of transaction at time T is

[Q1(1 − e−λ/Q1) − c0]e
−αT . (2)

Further, letting denote Q2 ≡ (S0/n)(1− e−λn/S0)eµT , the amount of liqui-

dation at time 2T is [
Q2(1 − e−λ/Q2) − c0

]
e−α2T . (3)
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Table 2 Total amount of liquidation of security holdings S0 = 108, λ = 1.5 × 108 and
α = 0.01

µ n∗ E1(n∗)

0.0002 33 92,943,840

0.0004 34 92,647,601

0.0006 35 93,289,357

0.0008 36 93,949,124

0.0010 38 94,638,556

0.0012 39 95,367,121

Repeating the above procedures, we have generally

Qj+1 = Qj(1 − e−λ/Qj )eµT (j = 0, . . . , n− 2), (4)

where Q0 ≡ S0/n. Hence, the amount of liquidation of n transaction times

is

E1(n) =

n−1∑

j=0

[
Qj(1 − e−λ/Qj ) − c0

]
e−αjT . (5)

Thus, substituting (4) into (5), the total expected amount of liquidation

per unit of security holdings is

Z1(n) =
E1(n)

S0
(n = 1, 2, . . . ). (6)

Example 2.1. In Table 2, we compute the optimal number n∗ numeri-

cally when S0 = 108yen, λ = 1.5 × 108, α = 0.01 and a transaction cost is

c0 = S0 × 0.002625 + 119595.0yen. For example, when µ = 0.006, n∗ = 35

blocks and E2(n
∗) = 93, 289.357yen.

2.2 Model 2

The stock is sold off for T period, and its prices is assumed to rise gradually.

However, as the market impact, the price drops sharply when it reaches the

threshold price. The cumulative damage model [7] is applied to this model

by replacing the change of stock prices with damage.

When the clearance of the stock is continuously exercised, the stock

price Z(0) = z0 at time 0 is assumed to rise to Z(t) = at + z0(a > 0).

When the stock price reaches a threshold K, it drops sharply and becomes

0 (Figure 2). In this case, a threshold K is a random variable with a

distribution function K(x).
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The probability that the stock price drops sharply at time jT is denoted

by Pr{jaT + z0 ≥ K} = K(jaT + z0), and the probability that the stock

price drops sharply at time nT is

n∑

j=1

K(jaT + z0)

j−1∏

i=1

K(iaT + z0), (7)

where K ≡ 1 −K. Conversely, the probability that the stock prices does

not drop sharply until time nT is

n∏

j=1

K(jaT + z0). (8)

It is clearly shown that (7) + (8) = 1. Similarly, the mean time to the

clearance of the stock is

n∑

j=1

(jT )K(jaT + z0)

j−1∏

i=0

K(iaT + z0) + (nT )

n∏

j=1

K(jaT + z0)

= T

n−1∑

j=0

[
j∏

i=0

K(iaT + z0)

]
. (9)

Then, the mean time until the stock price drop is

E{Y } = T

∞∑

j=0

[
j∏

i=0

K(iaT + z0)

]
. (10)

The amount of stock is divided equally in n and is sold off by time

nT (n = 1, 2, . . . ). That is, the stock S0/n at each jT (j = 1, 2, . . . )are sold

off and stock price at jT is jaT + z0. In addition, when the stock price

drops sharply, the amount of the clearance of the stocks is assumed to be

0. The expected liquidation of S0 at time nT is

C̃(n) =
S0

n






n∑

j=1

K(jaT + z0)

[
j−1∏

i=1

K(iaT + z0)

j−1∑

i=1

(iaT + z0)

]

+

n∏

j=1

K(jaT + z0)

n∑

i=1

(iaT + z0)





=
S0

n

n∑

j=1

(jaT + z0)

j∏

i=1

K(iaT + z0) (n = 1, 2, . . . ). (11)
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Thus, the expected liquidation per unit of time for an infinite interval is,

from (9) and (11),

C(n) =
S0

n

n∑

j=1

(jaT + z0)

j∏

i=1

K(iaT + z0)

T

n−1∑

j=0

[
j∏

i=0

K(iaT + z0)

] (n = 1, 2, . . . ). (12)

We seek an optimal n∗ that maximizes C(n). From C(n)−C(n+1) ≥ 0,

1

n

n∑

j=1

(jaT + z0)Kj ≥ 1

n+ 1

n+1∑

j=1

(jaT + z0)Kj ,

i,e.,
n∑

j=1

{(jaT + z0)Kj − [(n+ 1)aT + z0]Kn+1} ≥ 0, (13)

where Kj ≡ ∏j
i=0Kj(iaT + z0) (j = 1, 2, . . . ). Letting L(n) denote the

left-side of (13),

L(n+ 1) − L(n) = (n+ 1){[(n+ 1)aT + z0]Kn+1 − [(n+ 2)aT + z0]Kn+2}
= (n+1)Kn+1

{
[(n+1)aT+z0]−[(n+2)aT+z0]K[(n+2)aT+z0]

}

= (n+ 1)Kn+1{K[(n+ 2)aT + z0] − aT}. (14)

It can be easily seen that K[(n + 2)aT + z0] is strictly increasing to 1 in

n. Thus, L(n) is also strictly increasing from L(1) or it increases after

decreasing once for aT < 1. Therefore, there exists a finite and unique n∗

which satisfies (13).

Example 2.2. In particular, when K(x) = 1 − e−θx, (13) is
n∑

j=1

(
(jaT + z0) exp

{
−θ
[
j(j + 1)

2
aT + z0)

]}

− [(n+1)aT+z0] exp

{
−θ
[
(n+1)(n+2)

2
aT+(n+1)z0)

]})
≥ 0. (15)

For example, when S = 1, a = 5, z0 = 450, T = 1 and θ = 4.0 × 10−7

in Table 3, the optimal sell-off interval is n∗ = 42, and the maximum

profit per unit time for an infinite is C(n∗) = 13.27. Further, when θ is

large, the optimal sell-off interval is small, and the expected total amount

of liquidation C(n∗) is low. This reason is that if the probability of stock

price drops sharply is large, the risk grows, and hence, the optimal sell-off

interval is small.



286 Stochastic Reliability Modeling, Optimization and Applications

Fig. 2 Market impact for Model 2

Table 3 Total amount of liquidation of security holdings S0 = 1,a = 5.0 and T = 1

θ n∗ C(n∗)

4 × 10−7 42 13.27

8 × 10−7 27 19.26

12 × 10−7 18 27.64

16 × 10−7 14 34.82

20 × 10−7 11 43.64

24 × 10−7 10 47.75

3 Prepayment Risk

We consider the repayment before the deadline time that relates to the

source of another income of the monetary facility. Debtors can repay a

part or all of their housing loan debt at any time before the deadline time.

In such cases, the profit of a monetary facility might decrease. On the

other hand, a monetary facility should invest the repayment capital of loan

at low interest, and so that, cannot obtain earnings at first. Moreover,

if the interest rate of the housing loan would be high, debtors who have

borrowed the loan at low interest would be not executed the prepayment.

Thus, there is a possibility of changing greatly in the cash flow in the

near future because debtors can freely select the repayment. A monetary

facility should determine an appropriate amount of prepayment capital by
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the estimating cash flow of the housing loan. It is profitable to estimate

the amount of prepayment capital when a monetary facility manages the

housing loan risk. It is assumed that the prepayment risk follows probability

distributions with some parameters.

We apply the cumulative damage model [7] to the prepayment risk of

the housing loan. The cumulative damage model, in which shocks occur

in random times and damage incurrs, such as fatigue, wear, crack growth,

creep, and dielectric breakdown is additive is considered. It is assumed

that the unit fails when the total damage has exceeded a prespecified value

K(0 < K <∞) for the first time. Usually, a failure value K is statistically

estimated and already known.

In this section, we apply the cumulative damage model to the housing

loan prepayment risk in the monetary facility, by putting shock by prepay-

ment, failure by a large amount of prepayment and damage by uneconomic

housin loan. We consider two prepayment models where the total amount

of prepayment capital is estimated at periodic intervals nT or linearly with

time. A monetary facility takes some counter-measure such as a special

low interest rate of a certain period as an appropriate management pol-

icy when the total prepayment exceeds a threshold level K or at time

NT , whichever occurs first. Introducing two costs in cases where the total

prepayment exceeds K or not, we obtain the expected cost rates Ci(N).

Further, we discuss analytically optimal N ∗ which minimize the expected

cost rates Ci(N). Finally, two examples are presented when a prepayment

capital is exponential during each interval and a linear parameter of the

total prepayment is distributed normally.

In a monetary facility, it is a concept of Asset-Liability Management to

analyze the expiration of the property and the debt, and to match assets and

liabilities according to the period [8,9]. However, the housing loan can be

repaid before the repayment completion date. Prepayment is generated by

various factors (refinance, seasonality, burnout, economic growth, business

cycle). Then, a monetary facility should correspond to the risk of the

mismatch of assets and liabilities by the change and take some counter-

measure for such risks [8].

The following notations are used:

Z(t): Total amount of prepayment capital at time t.

K: Threshold value of the total prepayment capital.

cK , cN : Loss cost when the total prepayment capital exceeds (does not

exceed) K, respectively, where cK > cN .
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3.1 Model 1: Interval Estimation

We can estimate for the amount of prepayment capital at each time interval

[(n−1)T, nT ]: The prepayment of a monetary facility occurs in the amount

Wn during [(n − 1)T, nT ]. The total prepayment capital is additive. It is

assumed that each Wn has an identical probability distribution G(x) ≡
Pr{Wn ≤ x} (n = 1, 2, . . . ) with mean µT . Then, the total prepayment

capital Zn ≡ ∑n
i=1 Wi up to the nth interval nT where Z0 ≡ 0 has a

distribution

Pr{Zn ≤ x} ≡ G(n)(x) (n = 0, 1, 2, . . . ), (16)

and G(0)(x) ≡ 1 for x ≥ 0, where G(n)(x) is the n-fold convolution of G(x)

with itself. Then, the probability that the total prepayment capital exceeds

exactly a threshold value K at the nth prepayment is G(n−1)(K)−G(n)(K).

When the total prepayment capital exceeds a threshold value K at time

nT (n = 1, 2, . . . ), this probability is

1 −G(n)(K), (17)

and its mean time that the total prepayment exceeds K is

E{Y } = T [1 +MG(K)], (18)

where MG(K) ≡ ∑∞
i=1 G

(i)(K). The expected total prepayment at time

nT is

E{Z(nT )} = nµT . (19)

Suppose that a momentary facility takes some counter-measure when

the total prepayment capital excess a threshold valueK or at time NT (N =

1, 2, . . . ), whichever occurs first. Then, the expected cost rate is [7, p. 84]

C1(N) =
cK−(cK−cN)G(N)(K)

T
∑N−1

n=0 G
(n)(K)

(N = 1, 2, . . . ). (20)

Clearly,

C1(∞) =
cK

T [1 +MG(K)]
.

We obtain an optimal time N∗
1 which minimizes the expected cost rate

C1(N). From C1(N + 1) − C1(N) ≥ 0,

Q1(N + 1)

N−1∑

n=0

G(n)(K) − [1 −G(N)(K)] ≥ cN
cK − cN

(N = 1, 2, . . . ),

(21)

where

Q1(N) ≡ G(N−1)(K) −G(N)(K)

G(N−1)(K)
.
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3.2 Model 2: Linear Estimation

Suppose that the prepayment capital occurs continuously and its total pre-

payment capital Z(t) increases linearly with time t, i.e., Z(t) = At, where A

is a random variable with distribution L(x) ≡ Pr{A ≤ x}. The probability

that the total prepayment capital exceeds K at time nT is

Pr{Z(nT )>K} = Pr{nAT >K} = L

(
K

nT

)
, (22)

where L(x) ≡ 1 − L(x) and L(K/0) ≡ 1. The mean time to some counter-

measure is

NT L

(
K

NT

)
+

N∑

n=1

nT

[
L

(
K

(n− 1)T

)
− L

(
K

nT

)]

= T

N−1∑

n=0

L

(
K

nT

)
. (23)

The expected cost rate is

C2(N) =
cK − (cK − cN )L(K/(NT ))

T

N−1∑

n=0

L(K/(nT ))

(N = 1, 2, . . . ). (24)

From C2(N + 1) − C2(N) ≥ 0,

Q2(N + 1)

N−1∑

n=0

L

(
K

nT

)
− L

(
K

NT

)
≥ cN
cK − cN

(N = 1, 2, . . . ), (25)

where Q2(N) ≡ L(K/((N − 1)T )) − L(K/(NT ))

L(K/((N − 1)T ))
.

3.3 Optimal Policies

In case of Model 1, when G(x) = 1 − e−x/µT ,

G(N)(K) =

∞∑

n=N

(K/µT )n

n!
e−K/µT . (26)

An optimal N∗
1 that minimizes C1(N) is, from (21),

[(K/µT )N/N !]e−K/µT
∑N−1

n=0G
(n)(K)

G(N)(K)
− [1−G(N)(K)] ≥ cN

cK−cN
(N=1, 2, . . . ). (27)
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The left-hand side of (27) is strictly increasing function to K/µT . Hence, if

K/µT > cN/(cK − cN ), then there exists a unique minimum N∗
1 (1 ≤ N∗

1 <

∞) which satisfies (27).

In case of Model 2, when A is distributed normally, i.e., A has a normal

distribution N(µA, σ
2/t),

E{Z(nT )} = nTµA, V {Z(nT )} = V {AnT} = nTσ2.

In Model 1, from E{Z(nT )} = nµT and V {Z(nT )} = nµ2
T , we set that

two models have the same mean and variance;

nTµA = nµT , µA =
µT

T
,

nTσ2 = nµ2
T , σ2 =

µ2
T

T
.

Thus, when A has a normal distribution N(µT /T, µ
2
T/T ),

L(K/nT ) = Pr

{
A ≤ K

nT

}
= Φ

(
K/n− µT

µT

√
T

)
, (28)

where Φ(x) is a standard normal distribution with mean 0 and variance 1,

i.e., Φ(x) ≡ (1/
√

2π)
∫∞
−∞ e−u2/2du. An optimal N∗

2 that minimizes C2(N)

is, from (25),

Φ
(

K/N−µT

µT

√
T

)
−Φ

(
K/(N+1)−µT

µT

√
T

)

Φ
(

K/N−µT

µT

√
T

)
N−1∑

n=0

Φ

(
K/n−µT

µT

√
T

)
−
[
1−Φ

(
K/N−µT

µT

√
T

)]

≥ cN
cK−cN

(N=1, 2, . . . ). (29)

3.4 Numerical Example

We assume T = 1, µT = 1, i.e., µA = 1, σ2 = 1. Then, from (27), we obtain

N∗
1 as a unique minimum which satisfies

KNe−K/N !

1 −∑N−1
n=0 [Kne−K/n!]

N−1∑

n=0



1 −
n−1∑

j=0

Kj

j!
e−K



−
N−1∑

n=0

Kn

n!
e−K ≥ cN

cK − cN

(N=1, 2, . . . ). (30)

Similarly, from (29), we obtain N∗
2 as a unique minimum which satisfies

Φ
(

K
N − 1

)
− Φ

(
K

N+1 − 1
)

Φ
(

K
N − 1

)
N−1∑

n=0

Φ

(
K

n
− 1

)
−
[
1−Φ

(
K

N
−1

)]
≥ cN
cK−cN

(N=1, 2, . . . ). (31)
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Table 4 Optimal intervals N∗

1 and N∗

2 when T = 1 and µT = 1

K
cK/cN 5 10 30 50

N∗

1
N∗

2
N∗

1
N∗

2
N∗

1
N∗

2
N∗

1
N∗

2

2 6 3 10 5 25 11 42 29
5 4 3 7 5 21 11 37 19
10 3 3 6 4 20 10 35 16
20 3 2 5 4 18 9 34 15

Table 5 Optimal N∗

2 when σ2 = b2 and cK/cN = 10

K
b 5 10 30 50

0.5 7 10 27 49
0.6 6 8 21 47
0.7 5 6 16 31
0.8 4 5 15 25
0.9 4 4 12 20
1.0 3 4 10 16

For example, when K = 30 and cK/cN = 10 in Table 4, the optimal

intervals are N∗
1 = 20 and N∗

2 = 10. It would be natural to assume that

we set up the campaign of obstructing the prepayment housing loan at one

unit of month. Table 4 indicates that we should campaign to obstruct the

prepayment at every 20 months in Model 1 and every 10 months in Model 2.

Note that (N∗
1µT /K) × 100 = 66.7% in Model 1 and (N∗

2µT )/K = 33.3%.

Further, optimal intervals increase with K and decrease with ck/cN ,

and also, N∗
i µT /K decrease with K for a specified cK/cN . This shows that

if the threshold value K is large, the necessity of the campaign decreases

with K, and so that, N∗
i /K also decrease.

In Table 4, N∗
2 are less than N∗

1 for large cK/cN and K. Next, assume

that σ2 = b2µ2
T /T = b2 for 0 < b ≤ 1, T = 1 and µT = 1. Table 5 presents

optimal N∗
2 for b and K when cK/cN = 10. When b = 1, N∗

2 are equal to

optimal values in Table 4. Compared to Tables 4 and 5, N ∗
2 are almost the

same as N∗
1 when b = 1.0, 0.7, 0.62, 0.61 for K = 5, 10, 30, 50, respectively,

which decrease with K. This shows that the variance in Model 2 should be

estimated smaller as K becomes larger. In general, Model 2 is simpler than

Model 1. We should determine which model would be better by collecting

actual data from the prepayment housing loan.
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4 Loan Interest Rate

It is important to consider the risk management of financed enterprises, fol-

lowing a well-known law of high risk and high return of the market mecha-

nism: Banks have to loan at a high interest rate for financed enterprises with

high risk. When financed enterprises go bankrupt, banks have to collect as

much of their loans as possible and gain the earnings which correspond to

the risk. However, the mortgage collection cost might be sometimes higher

than the administrative cost for the commencement of the loans. Moreover,

the mortgage might be collected at once or at many times over a period of

time.

This section forms the following stochastic model of mortgage collection:

The total amount of loans and mortgages can be collected at one time into

a batch. A financed enterprise goes bankrupt according to a bankruptcy

probability, and its mortgage is collected according to a mortgage collection

probability. It is assumed that such two probabilities are estimated and

already known.

There have been many papers which treat the determination of a loan in-

terest rate considering default-risk and asset portfolios [13-17,19-31]. How-

ever, there have been few papers which study the period of mortgage col-

lection. For example, Mitchner and Peterson [24] determined the optimal

pursuit duration of the collection of defaulted loans which maximizes the ex-

pected net profit. In this section, we are concerned with both mortgage col-

lection time and loan interest rate when financed enterprises go bankrupt.

Banks have to decide on a margin interest rate to gain earnings, taking

into considerations the loss due to bankruptcy and the administrative cost

of mortgage collection. In case of no bankruptcy, we could easily decide

on a fair rate by charging a margin interest rate for the amount of loans.

However, this decision would become difficult and complex by taking into

account risk and uncertain factors such as the probabilities of mortgage

collection and bankruptcy. In such situations, we formulate a stochastic

model, and discuss theoretically and numerically how to decide an adequate

interest rate.

Banks finance loans at a constant period for a financed enterprise which

may go bankrupt with a certain probability. It is assumed that when a

financed enterprise goes bankrupt, banks can make its batch collection of

loans according to a probability distribution which is already known from

the past data. Then, we need to provide a fair loan interest rate at which

banks gain earnings.
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We list the following notations,

M1: All amount of the deposit.

M2: All amount of loans which can be procured of the deposit, where the

deposit is caught as the original capital of financing.

r1(t): Deposit interest rate which is defined as the spot interest rate of

the continuous time. The deposit interest rate during (0, T ] is∫ T

0

r1(t) dt.

r2(t): Loan interest rate in no consideration of bankruptcy, which is the sum

of the deposit interest rate and constant margin rate, i.e., r2(t) ≡
r1(t) + αN (αN > 0), where αN is a margin interest rate in no

consideration of bankruptcy.

rF (t): Loan interest rate without bankruptcy which is the sum of the de-

posit interest rate and constant margin rate, i.e., rF (t) ≡ r1(t)+αF ,

where αF is a margin interest without bankruptcy and αF ≥ αN .

β: Ratio of amount of bankruptcy to the amount of total financing when

a financed enterprise has gone bankrupt (0 ≤ β ≤ 1), i.e., βM2 is the

amount of claim collection.

c(t): Administrative cost for claim collection during (0, t].

F (t), f(t): Bankruptcy probability distribution and its density function,

i.e., F (t) ≡
∫ t

0

f(u) du.

Z(t), z(t): Mortgage collection probability distribution and its density, i,e.,

Z(t) ≡
∫ t

0

z(u) du.

Φ(t) ≡ 1 − Φ(t) for any function Φ(t).

4.1 Expected Earning without Bankruptcy

It is assumed that all amount of principal in mortgage can be collected

at into a batch one time. Further, the distribution Z(t) represents the

probability that the principal in mortgage can be collected until time t

after a financed enterprise has gone bankrupt. Suppose that any financed

enterprise never goes bankrupt and T is a finance period. When the amount

M1 of deposit was at time 0, the total amount SN(T ) of principal and

interest is, from the above notations,

SN (T ) = M1 exp

[∫ T

0

r1(t) dt

]
. (32)
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Similarly, the total amount SL(T ) of loan M2 at time T , which is made

in banks at momentarily interest rate r2(t) ≡ r1(t) + αN , is

SL(T ) = M2 exp

[∫ T

0

r2(t) dt

]
. (33)

Therefore, the bank earning at time T is

PN (T ) ≡ SL(T ) − SN (T ) = M1 exp

[∫ T

0

r1(t) dt

]
[ω exp(αNT ) − 1], (34)

where M2 = ωM1 (0 < ω < 1). The interest rate αN which satisfies

PN (T ) ≥ 0 is given by

αN ≥ − lnω

T
. (35)

4.2 Expected Earning with Bankruptcy

Suppose that a financed enterprise goes bankrupt according to the proba-

bility F (T ) in a financed period (0, T ], and banks can make only βM2 of

all amount of loans M2. When a financed enterprise has gone bankrupt at

time t0 (0 < t0 < T ), the total amount of mortgage collection SF (T ) of M2

at time 0 is given by

SF (T )

= F (T )M2 exp

{∫ T

0

[r1(t)+αF ] dt

}
+F (T )βM2 exp

{∫ t0

0

[r1(t)+αF ] dt

}

= M2 exp

{∫ t0

0

[r1(t) + αF ] dt

}[
F (T ) exp

{∫ T

t0

[r1(t) + αF ] dt

}
+βF (T )

]
.

(36)

Therefore, the bank earning is, from (32) and (36),

PF (T ) ≡ SF (T ) − SN (T )

= M1 exp

{∫ t0

0

r1(t) dt

}{[
ωF (T ) exp(αFT ) − 1

]
exp

[∫ T

t0

r1(t) dt

]

+ βωF (T ) exp(αF t0)

}
. (37)
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Then, we can obtain a margin interest rate αF which satisfies PF (T ) ≥ 0

at time T .

Next, suppose that banks can collect the amount of βM2 exp[∫ t0
0 rF (v) dv

]
according to the mortgage collection probability z(u −

t0) d(u − t0) (t0 < u ≤ T ), when a financed enterprise has gone bankrupt

at time t0 (0 < t0 < T ), i.e, its amount is
∫ T

t0

βM2 exp

{∫ t0

0

[r1(v) + αF ] dv

}
z(u− t0) d(u− t0). (38)

In general, it might be unprofitable to continue the mortgage collection

until its completion, because we need to consider some cost for its admin-

istration. It would be reasonable to assume that the administrative cost

is constant regardless of the amount of mortgage and is proportional to

the working time. Thus, let c(t) be the constant per unit of time and be

proportional to both amount of loans and time of mortgage collection i.e.,

c(t) ≡ c1t. Then, the expected earning of mortgage collection, when a fi-

nanced enterprise has gone bankrupt at time t0 and its mortgage collection

is stopped at time t (t ≥ t0), is

Q(t | t0)=
∫ t

t0

[
βM2 exp

{∫ t0

0

[r1(v)+αF ] dv

}
−c(u−t0)

]
z(u−t0) d(u−t0)

− c(t− t0)

[
1 −

∫ t

t0

z(u− t0) d(u− t0)

]

= βM2 exp

{∫ t0

0

[r1(v) + αF ] dv

}
Z(t− t0) − c1

∫ t−t0

0

Z(u) du.

(39)

We find an optimal time t∗ (t∗ ≥ t0) of mortgage collection which max-

imizes Q(t | t0) for given t0. Differentiating Q(t | t0) in (39) with respect

to t and setting it equal to zero, we have

z(t− t0)

Z(t− t0)
= K(t0) (t ≥ t0), (40)

where

K(t0) ≡
c1

βM2 exp

{∫ t0

0

[r1(v) + αF ] dv

} .

Let us denote a mortgage collection rate by r(t) ≡ z(t)/Z(t), which

corresponds to the failure rate in reliability theory[18]. It is assumed that

r(t) is continuous and strictly decreasing because it would be difficult with

time to make the collection. Then, we have the following optimal policy:
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(i) If r(0) > K(t0) > r(∞) then there exists a finite and unique t∗ (t0 <

t∗ <∞) which satisfies (40), and the expected earning is

Q(t∗ | t0)=c1
[
Z(t∗ − t0)

r(t∗ − t0)
−
∫ t∗−t0

0

Z(u) du

]
. (41)

(ii) If r(0) ≤ K(t0) then t∗ = t0, i.e., the mortgage collection should not

be made.

(iii) If r(∞) ≥ K(t0) then t∗ = ∞, i.e., the mortgage collection should be

continued until its completion.

Suppose, for convenience, that Z(t) is a Weibull distribution with shape

parameterm, i.e., Z(t) = 1−e−λtm

and r(t) = λmtm−1 (0 < m < 1). Then,

since r(t) strictly decreases from infinity to zero, from (40),

t∗ − t0 =

[
K(t0)

λm

]1/(m−1)

. (42)

In this case, if t∗ < T then the collected capital will be worked again, and

oppositely, if t∗ > T then the capital will be newly raised. In both cases,

the total amount Q(T | t0) at time T , when a financed enterprise has gone

bankrupt at time t0, is

Q(T |t0) =






Q(t∗ | t0) exp

{∫ T−t∗

0

[r1(v) + αF ] dv

}
(T ≥ t∗),

Q(t∗ | t0) exp

{
−
∫ t∗−T

0

[r1(v) + αF ] dv

}
(T < t∗).

(43)

From the above discussions, the expected bank earning at time T , when

a financed enterprise has gone bankrupt at time t0, is, from (32) and (43),

PF (T | t0) ≡ Q(T | t0) − SN (T )

=

{
βM2 exp

[∫ t0

0

rF (v) dv

]
Z(t∗ − t0) − c1

∫ t∗−t0

0

Z(u) du

}

× exp

[
sign(T − t∗)

∫ |T−t∗|

0

rF (v) dv

]
−M1 exp

[∫ T

0

r1(v) dv

]
, (44)

where sign(x) denotes the negative or positive sign of x. Therefore, the

expected bank earning at time T is, from (34) and (44),

P (T ) ≡ PN (T )F (T ) +

∫ T

0

PF (T |t0) dF (t0). (45)

We can obtain a margin interest αF which satisfies P (T ) ≥ 0 when both

distributions of Z(t) and F (t) are given.
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4.3 Numerical Examples

Suppose that the bankruptcy probability distribution F (t) is a discrete

one: It is assumed that T is equally divided into n, i.e., nT1 ≡ T , and

if a financed enterprise goes bankrupt during ((k − 1)T1, kT1] then it goes

bankrupt at time kT1. Then, the distribution is rewritten as

F (t) ≡ p1 + p2 + · · · + pk (k − 1)T1 < t ≤ kT1 (k = 1, 2, . . . , n). (46)

Thus, the expected earning P (T ) in (14) is

P (T ) = PN (T )[1 − (p1 + p2 + · · · + pn)] +
n∑

k=1

PF (T | kT1)pk, (47)

where T ≡ nT1.

In general, a bankruptcy probability would be greatly affected by busi-

ness fluctuations: The number of bankruptcies is small when the business

is good, is large when it is bad, and becomes constant when the business is

stable. This probability is also constant for a short time, except for the in-

fluence of economic prospects. Thus, when T is 12 months, we suppose that

p1 = p2 = · · · = p12 ≡ p. From the average bankruptcy probability of one

year from 1991 to 1992 of financed enterprises with ranking points 40 ∼ 60

marked by TEIKOKU DATABANK in Japan, we can consider that the

financed enterprises of such points are normal, and the average bankruptcy

probability is about 0.01945. Hence, we put that p ≡ 0.0016 = 0.01945/12.

Next, we show the mortgage collection probability: We have not yet

made a statistical investigation of mortgage collection data in Japan, and

so, consider that they are similar to America. We draw the mortgage

collection probability in Figure. 3 by applying a Weibull distribution which

we can estimate the parameters as λ = 0.3 and m = 0.24. Further, suppose

that a mortgage collection cost c1 is given by the ratio of administrative

cost to a general amount of loans, i.e., c1 = M/250.

In the above conditions, we assume the following three cases of deposit

interest spot rates including funding cost:

1) Constant rate 3% per year shown in (1) of Figure 4.

2) Constant rate 3% plus increasing rate 0.12% per year shown in (2) of

Figure 4.

3) Constant rate 3% plus decreasing rate 0.12% per year shown in (3) of

Figure 4.

In three cases, we compute and draw in Figure 4 a margin interest rate αF

which satisfies P (T ) = 0 in (47) when the bankruptcy probability changes

from 0.0006 to 0.0022 per month.



298 Stochastic Reliability Modeling, Optimization and Applications

Figure 4 indicates that the differences in αF between cases (2), (3) and

case (1) are also large as the bankruptcy probability becomes large. For

instance, these values of two differences are 0.24% at p = 10−3 and 0.36%

at p = 2 × 10−3.

Fig. 3 Mortgage collection probability for a Weibull distribution Z(t) = 1−exp [−λtm]
when λ = 0.3 and m = 0.24.

Fig. 4 Loan margin interest rate αF for bankruptcy probability p.
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